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1. 

ENHANCED PHONE-BASED 
COLLABORATION 

Matter enclosed in heavy brackets appears in the 
original patent but forms no part of this reissue specifica 
tion; matter printed in italics indicates the additions 
made by reissue. 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims the benefit of U.S. Provisional 
Application No. 60/485,880, filed Jul. 8, 2003, the contents of 
which are hereby incorporated by reference. 

FIELD OF THE INVENTION 

The present invention relates generally to a system and 
method for enhanced phone-based collaboration, which 
allows users to more easily and securely collaborate using a 
variety of inter-personal real-time two-way communications 
media. 

BACKGROUND 

Remote inter-personal real-time two-way communication 
(IRTC) became possible with the invention of the telephone 
over 100 years ago. Since then, due to technological progress, 
other forms of IRTC became possible. Currently, the most 
popular forms of IRTC include wireline and wireless tele 
phony, audio/video conferencing, instant messaging, appli 
cation sharing, desktop display sharing, whiteboard sharing, 
networked gaming and co-browsing. While differentforms of 
the IRTC penetrated different markets, it is fair to say that 
generally telephony is pervasive in most business and per 
sonal activities while all the other forms of IRTC have a 
significantly smaller market penetration than telephony. 

While telephony is currently the most ubiquitous and easy 
to use form of IRTC, end users would benefit by being able to 
augment a telephone conversation with other forms of IRTC. 
For example, during a phone conversation with a manager, a 
sales rep may want to jointly review and modify slides which 
will be presented at an upcoming client meeting. In another 
example, while a residential PC user talks to a software 
troubleshooting service representative, the user may want to 
add desktop sharing to the phone call in progress. In yet 
another example, two friends may want to jointly step 
through their vacation pictures while talking on the phone 
about recent vacations. 

In all of these scenarios, communicating parties start with 
a simple phone call and then, as appropriate, add other forms 
of IRTC. As noted, currently the most common form of inter 
personal real-time two-way communication is a wireline/ 
wireless phone conversation where telephone parties use one 
of the following devices: a POTS phone, a PBX/CENTREX 
phone or a mobile phone. Other forms of IRTC, such as video 
conferencing, instant messaging, PC-based application shar 
ing, desktop display sharing, whiteboard sharing, networked 
gaming and co-browsing, are becoming increasingly popular, 
but require the use of appropriate end-user devices, e.g. net 
worked PCs, PDAs, notepads or advanced mobile phones. 
One problem is that most IRTC interactions start with a 

regular phone call and there is no easy way to add otherforms 
of IRTC to the phone call in progress. For example, in the 
scenario where a sales rep calls a manager to chat about an 
upcoming customer meeting and during the conversation the 
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2 
two decide to jointly review/update presentation slides, both 
of the parties must have access to networked PCs in order to 
collaborate on the presentation. However, in a typical envi 
ronment it is not easy to establish joint editing of slides. 
Rather, this type of collaboration is generally done com 
pletely independently from the phone call in progress. The 
two collaboration participants must agree on using the same 
collaboration application, and then establish the collabora 
tion session, typically using a completely separate addressing 
schema and collaboration session establishment signaling. 
The complexity associated with this operation is enough to 
discourage all but the most technically inclined end users. 

In another example, similar difficulties arise when two 
friends while talking on the phone about their recent vaca 
tions would like to jointly view sets of vacation pictures. In a 
still further example, a house seller and real estate attorney 
lawyer having a phone conversation about the results of a 
home inspection decide to jointly prepare a response to the 
buyer's long list of repair requests. As with the above 
examples, there is no easy way to add collaborative document 
viewing and editing. 

In particular, upon user A and user Bagreeing to enhance 
the phone call, they must also agree on which Software prod 
uct will be used to enhance the phone call. This decision may 
require a technical savvy of network, firewall/NAT infrastruc 
ture that affects many of the existing Software products. Some 
of the known choices include T. 120 clients such as NetMeet 
ing, IM products such as Yahoo! Windows Messenger, etc., 
and existing web conferencing solutions such as DCL Meet 
ing Server, WebEx, etc. 
To utilize these software products, users must have access 

to the Software, which may require purchasing the Software, 
Software installation and establishing a billing agreement 
between the users and the service provider. Then the collabo 
ration session must be established. This is accomplished by 
setting up the enhanced session manually using tools pro 
vided by the corresponding product, exchanging the informa 
tion required to connect to the session and manually entering 
the information in the corresponding application. Such infor 
mation may include IP addresses (NetMeeting or other T. 120 
clients), subscription IDs (IM products), and Conference 
Server URL with tokens such as conference key, and pass 
word (web conferencing Solutions). 

Exchanging the information necessary for entering the col 
laboration may further entail the web conference providers 
sending the information by e-mail distribution. While this 
procedure is viable for conferences scheduled in advance, this 
approach lacks real time characteristics required for ad-hoc 
spontaneous call enhancement. 
Many of the current methods of enhancing the phone call 

are cumbersome and are not practical unless both users 
already subscribe to the same service and have already 
installed the corresponding software. Even if software instal 
lation and service Subscription are not issues, the collabora 
tion setup process involves many manual steps that diminish 
both usefulness and accessibility. 
The manual process requires, at minimum, the users to 

perform session signaling twice: first using phones and phone 
numbers, then using PC based collaboration application and 
its proprietary session signaling and addressing. However 
simple the application signalingis, it requires effort and needs 
to be learned by the users. 

Therefore, there remains a need in the art for improvements 
in the technology of enhanced phone-based collaboration. 

SUMMARY 

The present invention describes the solution to enable the 
above types of scenarios, as well as others. The present inven 
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tion provides end users with an easy and convenient way to 
augment phone conversions with other forms of communica 
tion and collaboration. Further, the present invention provides 
telephone service providers with an opportunity to expand 
their offering of value added services. 

The present invention provides a system and method for 
Enhanced Phone-based Collaboration (EPC) service that will 
enable telephone parties to easily and conveniently add other 
IRTC applications for collaboration by leveraging the phone 
call already in progress. In particular, in accordance with the 
present invention, to start the collaboration, the telephone 
parties would only need to identify the phone call in progress, 
which they want to enhance. The present invention will be 
more fully described below with reference to the Drawing 
Figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts high-level implementation architecture for 
EPC in accordance with one embodiment of the present 
invention. 

FIG. 2 depicts sample implementation architecture for 
EPC in accordance with an embodiment of the present inven 
tion utilizing wireline PSTN. 

FIG. 3 depicts sample implementation architecture for 
EPC in accordance with an embodiment of the present inven 
tion utilizing wireless PSTN, PBX or IP phones. 

FIG. 4 shows a call flow for a scenario according to the 
present invention wherein a subscriber and non-subscriber 
are collaborating and have access to full telephony integra 
tion. 

FIG. 5 shows a call flow for a scenario according to the 
present invention wherein a subscriber and non-subscriber 
are collaborating and have access to full telephony integra 
tion, but without intelligent network (IN) triggers. 

FIG. 6 shows a call flow for a scenario according to the 
present invention wherein two subscribers are collaborating 
and have access to full telephony integration. 

FIG. 7 shows a call flow for a scenario according to the 
present invention that provides for automated stopping of the 
data collaboration conference. 

FIG. 8 shows a call flow for a scenario according to the 
present invention wherein a subscriber and non-subscriber 
are collaborating but do not have access to full telephony 
integration. 

FIG. 9 shows a call flow for a scenario according to the 
present invention wherein two subscribers are collaborating 
but do not have access to full telephony integration. FIG. 1 

DETAILED DESCRIPTION OF THE DRAWINGS 

The EPC service according to the present invention enables 
users, which participate in a phone call; to enrich their com 
munication with a variety of PC based applications. The EPC 
service of the present invention bridges existing technologies 
to provide a simple and straightforward experience to the 
users, which overcomes the disadvantages, noted above with 
respect to known methods and services. 
The method and system of the present invention provides a 

much simpler and more spontaneous means for establishing 
collaboration. In particular, a Subscriber needs only to estab 
lish a phone call and the enhancement can be achieved by 
using a choice driven web page. The users do not need to learn 
the application specific signaling, nor do they need to enter 
any application specific remote address. Even if there is only 
one subscriber on the call, the process is simplified. The 
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4 
non-Subscriber simply needs to enter his own phone number. 
There is no need for the non-subscriber to learn application 
specific signaling. 

In addition, the EPC service of the present invention pro 
vides a benefit to service providers, application developers, 
and end customers. For example, the EPC service of the 
present invention defines an open architecture allowing third 
party integration of an arbitrary form of IRTC (such as a third 
party network game) with a phone call. This gives motivation 
for application development of new forms of IRTC and may 
open new revenue streams for the service provider. The EPC 
services of the present invention allow service providers to 
offer a variety of user-friendly phone call enhancements 
accessible to a broad customer base by utilization of both a 
large customer base and common billing structure. Applica 
tion developers are attracted by a large customer base willing 
to use their services and common billing infrastructure, which 
simplifies the complexity of applications and reduces devel 
opment cost. Customers can enjoy a user-friendly interface, a 
variety of new forms of IRTC, and convenience of maintain 
ing only one account with one password to remember and a 
single bill from a single Service Provider. 
The present invention will be described in detail with ref 

erence to the drawing figures. Initially, it is noted that while 
the description and drawings show implementation scenarios 
for PC-based collaboration, that the present invention applies 
equally to other interactive networked devices, such as PDAs, 
notepads, advanced mobile phones, etc. Further, for simplic 
ity, the description and drawings show implementation in the 
context of a two party call, but the present invention applies 
equally to enhancement of multi-party or conference calls. 
The present invention provides a system and method for 

EPC service that will enable telephone parties to easily and 
conveniently add other IRTC applications for collaboration 
by leveraging the phone call which is already in progress. In 
particular, in accordance with the present invention, to start 
the collaboration, the telephone parties would only need to 
identify the phone call in progress, which they want to 
enhance. However, the user experience will vary depending 
on whether the user subscribes to an EPC service. Therefore, 
the present invention is described below for both scenarios in 
which there is only one subscriber and in which both parties 
are subscribers. Further, several different implementation 
schemes will be described for both scenarios. 

In a first scenario, both parties subscribe to the EPC service 
and implementation of the EPC service can be carried out via 
a browser with full telephony integration; via a browser with 
limited telephony integration; via an application with full 
telephony integration; or via an application with limited tele 
phony integration. 

For example, in a browser-based implementation with full 
telephony integration, either subscriber may use their favorite 
browser to access an EPC service site. After successfully 
authenticating the initiating Subscriber, the browser displays 
the list of that subscriber's phone calls in progress. The ini 
tiating Subscriber clicks on a particular call on the list in order 
to add enhanced collaboration to that call. Optionally, the 
collaboration automatically terminates when the associated 
phone call is terminated. 

In a further example, using a browser-based implementa 
tion with limited telephony integration, either subscriber may 
use their favorite browser to access an EPC service site. After 
being successfully authenticated by the service provider, the 
initiating Subscriber enters the other parties telephone num 
ber and clicks on a “start to collaborate' button. It is important 
to note that for this scenario and implementation, either Sub 
scriber can initiate the collaboration. 
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Moreover, in an application-based implementation with 
full telephony integration, either subscriber may start the EPC 
application. After Successfully authenticating the initiating 
subscriber, the application displays the list of that subscrib 
er's phone calls in progress. The initiating Subscriber clicks 
on a particular call on the list in order to add enhanced col 
laboration to that call. Optionally, the collaboration automati 
cally terminates when the associated phone call is terminated. 
It is important to note that for this scenario and implementa 
tion, either subscriber can initiate the collaboration. 

In another example, for an application-based implementa 
tion with limited telephony integration, either subscriber may 
start the EPC application. After being successfully authenti 
cated by the service provider, the initiating subscriber enters 
the other parties phone number and clicks on a “start to 
collaborate” button. It is important to note that for this sce 
nario and implementation, either Subscriber can initiate the 
collaboration. 

In a second scenario, only one party subscribe to the EPC 
service, however, implementation of the EPC service can be 
carried out in any one of the implementations noted above; 
i.e. via a browser with full telephony integration; via a 
browser with limited telephony integration; via an application 
with full telephony integration; or via an application with 
limited telephony integration. 

For example, in a browser-based implementation with full 
telephony integration, the Subscriber may use a favorite 
browser to access an EPC service site. After successfully 
authenticating the subscriber, the browser displays the list of 
the subscriber's phone calls in progress. The subscriber clicks 
on a particular call on the list in order to add enhanced col 
laboration to that call. Optionally, the collaboration automati 
cally terminates when the associated phone call is terminated. 

In a further example, for a browser-based implementation 
with limited telephony integration, the Subscriber may use a 
favorite browser to access an EPC service site. After being 
successfully authenticated by the service provider, the sub 
scriber enters the other parties telephone number and clicks 
on a “start to collaborate” button. 

In an additional example, for an application-based imple 
mentation with full telephony integration, the subscriber may 
start the EPC application. After successfully authenticating 
the subscriber, the application displays the list of the subscrib 
er's phone calls in progress. The Subscriber clicks on a par 
ticular call on the list in order to add enhanced collaboration 
to that call. Optionally, the collaboration automatically ter 
minates when the associated phone call is terminated. 

Moreover, for an application-based implementation with 
limited telephony integration, the Subscriber may start the 
EPC application. After being successfully authenticated by 
the service provider, the subscriber enters the other parties 
phone number and clicks on a “start to collaborate” button. 
As noted above, if both parties are subscribers, either party 

may initiate the collaboration. However, a non-subscriber 
will be able to collaborate only upon an explicit invitation by 
the EPC subscriber. In particular, during the phone conversa 
tion the EPC subscriber will invite the non-subscriber to 
collaborate and provide instructions on how to the non-Sub 
scriber can join collaboration session using an off-the-shelf 
Internet browser. For example, the EPC subscriber will pro 
vide the non-subscriber with a guest page URL over the 
phone, or by an e-mail message, etc. (Such as www.service 
provider.com/epcguest). To start collaboration the subscriber 
simply enters both parties phone numbers and clicks on a 
“start to collaborate' button. 
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6 
FIG. 1 depicts high-level implementation architecture for 

EPC in accordance with one embodiment of the present 
invention. In particular, the architecture in FIG. 1 comprises 
the following components. 

Telephone Network This network may be circuit switch 
based (e.g. AIN PSTN network) or packet based (e.g. IP 
network with SIP or H.248 based phones). The network may 
be the Public Telephone Network or a private enterprise net 
work. 

Call Tracking Application. This application keeps track 
of the EPC subscriber's telephone calls in progress and may 
be network server based or CPE-based. For example, the 
server based Call Tracking Application could track calls in the 
PSTN via a Parlay-based PSTN Gateway or for wireless 
phone based application could track calls originating/termi 
nating from/on the given wireless phone device. The Call 
Tracking Application Supports an interface for external appli 
cation, such as the EPC application, to retrieve calls in 
progress and optionally receive notifications about call ter 
mination. 

Telephone Network Gateway. The gateway provides the 
Call Tracking Application with information necessary to per 
form call tracking. For example, a Parlay-based Telephone 
Network Gateway would provide the Call Tracking Applica 
tion with notifications about establishment/termination of 
telephone calls. 

Data Network This is a packet-based network, e.g. IP 
network. Therefore, in the case of packet-based telephony the 
Telephone Network and Data Network can be the same IP 
based network. 

Data Collaboration Application. This application Sup 
ports real-time data collaboration, (e.g. video conferencing, 
instant messaging, PC-based application sharing, desktop 
display sharing, whiteboard sharing, networked gaming and 
co-browsing). This application could be server and/or CPE 
(e.g. PC, notepad, PDA) based. For example, the Data Col 
laboration Application could be server based and utilize T. 120 
protocols to Support application sharing, in which case, the 
user device based portion of the Data Collaboration Applica 
tion may include only an Internet browser executing a data 
collaboration applet, downloadable on demand. 

Enhanced Phone-based Collaboration Application. This 
application Supports a seamless transition from a simple 
phone call to a phone call extended with data collaboration. 
When the EPC subscriber invokes the EPC Application, the 
application first obtains the list of calls in progress from Call 
Tracking Application and presents the subscriber with a list of 
calls suitable for enhancement with data collaboration. After 
the EPC subscriber chooses the call for enhancement, the 
EPC signals to the Data Collaboration Application to estab 
lish the data collaboration session. In the case, where the Call 
Tracking Application is not capable of providing the full 
information about the calls in progress (e.g. due to the 
blocked caller ID), the EPC Application provides the EPC 
subscriber with the means to manually enter the information 
about the call to be enhanced. After the Data Collaboration 
Application establishes the data collaboration session for the 
EPC subscriber, it provides the other telephone party(s) with 
the means to join the data collaboration session. 

FIG. 2 depicts sample implementation architecture for 
EPC in accordance with an embodiment of the present inven 
tion utilizing wireline PSTN. The architecture shown in FIG. 
2 contains the same components as those shown in FIG. 1, 
however, in FIG. 2, the Network Gateway comprises an OSA/ 
Parlay call control interface, such as the ISCP/OSG product 
of Telcordia Technologies, Inc. This call control interface 
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provides a server based Call Tracking Application with noti 
fications necessary to track PSTN calls. 

FIG. 3 depicts sample implementation architecture for 
EPC in accordance with an embodiment of the present inven 
tion utilizing wireless PSTN, PBX or IP phones. In this archi 
tecture, the Call tracking Application is also server based and 
tracks calls via a standardized OSA/Parlay call control inter 
face, such as that implemented by the ISCP/OSG product of 
Telcordia Technologies, Inc. The call control interface Sup 
ports interfaces specific to particular telephone network 
implementations, such as MSC, soft switches or PBX phones. 

General call processing flows representing service execu 
tion scenarios for the implementationarchitecture depicted in 
FIG. 2 are described below. In particular, scenarios where 
only one or both communicating users subscribe to the EPC 
service are described as well as scenarios based on whether 
real-time call information is available from the telephone 
network. 
The EPC service may be made available using either a 

standard web browser or a service-specific client application 
that subscribers would need to install before using the EPC 
service. The scenarios below focus on the web browser case. 
However, the application case is similar, with the browser 
interface replaced by the client application-specific interface 
(such as web services, sockets etc.) over which similar data 
content flows. 

Further, for the scenarios discussed, the Data Collaboration 
Application is browser based, i.e., it can be easily accessed by 
anyone with a web browser connected to the IP network. 
Standard HTTP Requests can be used to access the EPC 
service. The choice of HTTP Requests is an implementation 
decision for both the EPC application and Data Collaboration 
Application. While HTTP POST and HTTP GET represent 
typical uses, the present invention is not so limited and other 
alternative requests can be utilized. In this example, HTTP 
GET is used for loading of an EPC webpage and HTTP POST 
is used for form-based actions following a user input. 

Further, all HTTP messages could be secured if HTTPS is 
used instead of plain HTTP, at the cost of some performance 
degradation. Therefore, in the following description, all ref 
erences to HTTP mean that HTTPS could be alternatively 
used in its place. 

The EPC service may be implemented with a variety of 
interfaces between serverside components and the discussion 
below assumes the following server side interfaces. 

The Call Tracking Application exposes a web service con 
sumed by the EPC application and allows for listing current 
Subscribers calls, and registering for and receiving call tear 
down notification. 
The Data Collaboration Application exposes a web service 

consumed by the EPC application and allows creation and 
deletion of a data collaboration conference. 
The present invention is not limited to web services for the 

server side component interfaces, but rather includes other 
distributed computing technologies, such as CORBA, 
DCOM, Java RMI etc. 

Based on the assumptions noted above, the flows that fol 
low describe only one possible implementation choice, i.e. 
that shown in FIG. 2. The technical detail provided is not 
essential to the EPC service but makes the description con 
sistent. 
The EPC service offers most of its advantages with full 

telephony integration, wherein creation and access to data 
conference is automated based on information already 
present in the telephone network. This information includes 
the telephone call; the associated parties that already agreed 
to participate in the call and the timing of the call. 
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8 
Further, the EPC service is most valuable if both users 

subscribe to the service. However, the EPC service is still 
valuable if only one user subscribes. Since in the initial phase 
of the service deployment a single Subscriber scenario is more 
likely to occur, descriptions for both single subscriber and 
two subscribers follow. 

FIG. 4 shows a call flow for a scenario according to the 
present invention wherein a subscriber and non-subscriber 
are collaborating and have access to full telephony integra 
tion. 

Step 1. User A (the subscriber) initiates a telephone call to 
user B (not a subscriber). This is a simplified and abstracted 
signaling that may take different forms in different telephony 
environments (PSTN, VoIP PBX etc), however, full details 
are not essential to the EPC service. 

Step 2. User Banswers the call. It is irrelevant which user 
initiates the call, e.g., the call might have been initiated by 
user B and answered by user A. 

Step 3. The switch reports the call to the Call Tracking 
Application (for example utilizing Parlay interface of the 
ISCP node). This is one possible variant based on registering 
a trigger for the Subscriber telephone line. A trigger-less vari 
ant is also possible and described in more detail below. 

Step 4. During the telephone call, both parties agree to 
enhance the call with data collaboration features using stan 
dard web browsers on their PCs. User A, the subscriber loads 
the EPC web page into the browser. The browser could 
optionally authenticate user A as a subscriber or automate the 
step by passing pre-stored subscriber credentials in a way 
standard for web based personalized services. 

Step 5. Recognizing user A as a subscriber, the EPC Appli 
cation invokes a ListCalls web service on the Call Tracking 
Application querying for calls currently in progress that 
involve user A. The web service call returns information 
about the call between user A and user B. This information 
includes user B telephone number TN B. The EPC Applica 
tion stores this information in preparation for establishing a 
data conference. 

Step 6. This step is an optional step in which the EPC 
Application invokes a web service in order to register for call 
tear down notification from the Call Tracking Application 
(which in turn performs appropriate registration depending 
on the particular telephony environment, e.g., utilizing Parlay 
interface of the ISCP node). This step is optional and per 
formed only if automated conference stopping is required by 
the service or users and implemented by the Data Collabora 
tion Application. 

Step 7. In response to the original web page request of user 
A, the EPC Application returns a personal EPC web page to 
user A that includes information about the current call and the 
"enhance call” button. 

Step 8. User A clicks on the "enhance call” button, which 
generates an HTTP POST message to the EPC Application. 

Step 9. In another optional step, the EPC Application cre 
ates a new instance of data collaboration conference. This is 
accomplished by invoking a web service exposed by the Data 
Collaboration Application. As a result of this step a confer 
ence ID is established either by the EPC Application or by the 
Data Collaboration Application. This conference ID could 
take many different forms depending on the particular Data 
Collaboration Application, e.g. it could be a pair of confer 
ence reference number and PIN number. This step is optional 
and may not be required if the Data Collaboration Application 
creates a new instance automatically when the first confer 
ence participant joins. 

Step 10. The EPC Application returns a confirmation page 
to user A with the “enter conference' button together with 
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associated information (using HTML form mechanism) con 
sisting of the Data Collaboration Application network 
address, conference ID established in step 9 and user A's full 
name to be used as conference participant identifier. Only the 
“enter conference” button is rendered visibly to the user, the 
rest of the information is hidden. 

Step 11. User Aclicks the “enter conference' button which 
generates an HTTP POST message directly to the Data Col 
laboration Application with enough information to allow user 
As participation in the instance of data collaboration confer 
CCC. 

Step 12. The Data Collaboration Application returns Data 
Collaboration specific content including active content that 
loads into user A's browser realizing start of his/her partici 
pation in a data conference. 

Step 13. When user A's participation in data conference is 
completed, user A informs user B over the telephone call that 
user B may enter a conference via the main EPC web page. 
Preferably the main EPC URL is easy to memorize and enter 
into a browser, e.g. epc.com. User Bloads the main EPC page 
using a standard browser. 

Step 14. Since user B is not a subscriber, no credentials are 
passed and a public guest area is loaded into user B's browser. 
This web page offers a guest user a way to enhance a phone 
call with the service subscriber by obtaining guest user's 
telephone number (telephone number edit field and the 
"enhance call button). Knowledge of one’s own telephone 
number and the time window of the telephone call are the only 
prerequisites for a guest user to enter a data collaboration 
conference with a subscriber. 

Step 15. User B enters his/her own telephone number 
TN B and clicks "enhance' call button generating an HTTP 
POST message to the EPC Application with TN B informa 
tion. 

Step 16. The EPC Application correlates TN B with the 
call and conference it keeps track of. It returns the same 
confirmation web page with the “enter conference' button as 
it did to user A in step 10. In particular it includes conference 
ID identifying the data conference user A is already partici 
pating in waiting for user B to arrive. 

Step 17. User B clicks the “enter conference' button gen 
erating HTTP POST message directly to the Data Collabora 
tion Application that transmits the conference ID and user B's 
telephone number to be used as data conference participant 
identifier. 

Step 18. The Data Collaboration Application returns Data 
Collaboration specific content including active content that 
loads into user B's browser realizing the start of participation 
in a data conference. Users A and B immediately “see’ each 
other in that conference (user A's name and user B's tele 
phone number are passed to the Data Collaboration Applica 
tion as participant identifiers). With the conference estab 
lished, while still talking on the phone, user A and user B can 
now engage in data collaboration as implemented by the Data 
Collaboration Application (e.g. white boarding, app sharing, 
gaming etc.) 

In another embodiment of the present invention, steps 8-12 
above could also be optimized and performed in a way requir 
ing only a single button click from a user. 
As indicated in the description of step 3 of the above flow, 

a variant flow is possible depending on details of telephony 
integration. In particular, instead of the Call Tracking Appli 
cation requiring triggers for telephone line of each EPC Sub 
scriber, it is possible to implement a trigger less variant if the 
telephone network allows to query in real-time for call infor 
mation. 
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10 
FIG. 5 shows a call flow for a scenario according to the 

present invention wherein a subscriber and non-subscriber 
are collaborating and have access to full telephony integra 
tion, but without IN triggers. Only a few of the steps of the 
flow are shown, so as to focus on the differences from that 
shown in FIG. 4. 

Steps 1-2. Phone call setup between users A and B. The 
Switch does not report the call as no trigger is maintained. 

Step 3. User A, the subscriber loads the main EPC web 
page. 

Step 4. The EPC Application obtains call information for 
user Aby invoking ListCalls web service of the Call Tracking 
Application. 

Step 5. The Call Tracking Application obtains information 
asked by the EPC Application by itselfquerying the telephone 
network supplying the user A's line number TN. A. This 
could take many different forms depending on the particular 
telephone network and involve different telephone network 
elements, e.g. the ISCP node. 
The rest of the steps remain the same as those described for 

FIG. 4. 
In the event that both users are subscribers to the EPC 

service, the experience of both users is symmetrical and may 
be fully automated. Neither user needs to enter a telephone 
number as such information is already tracked by the EPC 
service. A number of implementations are possible where 
both users are Subscribers. For example, the sequence in 
which the usersjoin the data conference may be synchronized 
so that the calling user needs to establish a conference first 
before the called usercanjoin. This could be appropriate if the 
calling user is billed for the data enhancement and no confer 
ence can be created without that users initiative. However, it 
is also possible for both users to initiate call enhancement at 
the same time and the data conference could be created by 
whoever gets to that point faster. For simplicity, in the flow 
description of FIG. 6, user Bjoins the data conference after 
user A. 

FIG. 6 shows a call flow for a scenario according to the 
present invention wherein two subscribers are collaborating 
and have access to full telephony integration. 

Steps 1-12. The telephone call is established and user A 
enhances the call. These steps are identical to the one Sub 
scriber case described in FIG. 4. The telephony integration 
variant without a trigger described in FIG. 5 applies here as 
well. 

Step 13. User B loads the main EPC web page providing 
authentication credentials either entered explicitly or auto 
matically supplied by the web browser. 

Step 14. Recognizing User B as subscriber, the EPC Appli 
cation invokes a ListCalls web service on the Call Tracking 
Application querying for calls currently in progress that 
involve user B. If the optional step of having the EPC Appli 
cation register for call teardown event when processing user A 
has been carried out, this registration step is no longer neces 
sary for user B. 

Step 15. The EPC Application returns user B's personal 
web page including the description of the phone call with user 
A and the "enhance call button. It may look identical to the 
web page user A received or it may additionally contain 
information that user A is already waiting for user B in a data 
collaboration conference. 

Steps 16. User B clicks the "enhance call” button generat 
ing an HTTP POST message to the EPC Application. 

Step 17. The EPC Application returns confirmation web 
page with the “enter conference' button and invisible infor 
mation including the Data Collaboration Application network 
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address, the conference ID corresponding to the already cre 
ated data conference and user B's full name to serve as con 
ference participant identifier. 

Step 18. User B clicks the “enter conference' button gen 
erating HTTP POST to the Data Collaboration Application 
with conference ID and user B name in it. 

Step 19. The Data Collaboration Application returns Data 
Collaboration-specific content including active content that 
loads into user B's browser realizing participation in a data 
conference. 

After the data conference is created, the EPC service may 
optionally provide automated stopping of the data conference 
when the telephone call is hung up. This is an optional feature 
depending on the following considerations. The Data Col 
laboration Application may not expose the external interface 
for stopping a conference (i.e. it can only be stopped on 
explicit request from one of the conference participants or 
automatically when all participants leave). The users may 
actually prefer to continue data collaboration after the phone 
call is hung up (e.g. the phone call is used to "ignite a 
network gaming session during which no further phone con 
nection is desired by the users). 

FIG. 7 shows a call flow for a scenario according to the 
present invention that provides for automated stopping of the 
data collaboration conference. 

Step 1. User Ahangs up the telephone call. 
Step 2. The Switch hangs up call. 
Step 3. The switch reports call teardown event to the Call 

Tracking Application. In the case of IN PSTN network, this 
may involve a Parlay interface implemented by the ISCP 
node. 

Step 4. The Call Tracking Application reports the event to 
the EPC Application by invoking its appropriate web service 
specified when Subscribing for Such notification during data 
conference setup. 

Step 5. The EPC Application invokes a web service imple 
mented by the Data Collaboration Application requesting 
stopping of the data conference associated with the telephone 
call. 

Steps 6-7. The Data Collaboration Application performs its 
own specific actions for stopping the data conference on user 
As and user B’s PCs. 

The above flows describe scenarios where there is full 
telephone integration. In the following flows, full telephony 
integration is not possible (e.g. the PBX does not have 
required CTI module installed necessary for interfacing with 
CTI apps such as the EPC service). This reduces the amount 
of automation that can be included in the EPC service, and 
requires that users enter the information identifying the call. 
However, the service is still beneficial to the users by offering 
simple and widespread addressing based on telephone num 
bers the users already know in order to create a common 
meeting space in the form of a data collaboration conference. 

Other than the need to have the user enter a telephone 
number, the service operates in the same way as in the full 
telephony integration case. Therefore, it is possible to imple 
ment the service efficiently to target both types of environ 
ments, i.e. one and two Subscribers. In addition, the "look and 
feel and ergonomics of the service for the users is very 
similar making it easy to use the service when 'switching 
between full and limited telephony integration. 

FIG. 8 shows a call flow for a scenario according to the 
present invention wherein a subscriber and non-subscriber 
are collaborating but do not have access to full telephony 
integration. The Subscriber creates a data conference and 
identifies it by the non-subscribing user's telephone number. 
The non-subscribing user needs to enter that telephone num 
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12 
ber in order to join. The subscriber may be billed for the 
enhanced service and therefore is in control of creating as 
well as stopping the data conference. Otherwise the service 
executes in the same way as in the full telephony integration 
case. It is noted that the non-subscriber's experience and 
corresponding part of the flow is exactly the same as in the 
case of full telephony integration with only one subscriber. 

Steps 1-2. A phone call is established between user A, the 
subscriber, and user B, not a subscriber. 

Step 3. During the telephone call, both parties agree to 
enhance the call with data collaboration. User A, the EPC 
subscriber, loads the EPC web page into a browser following 
either explicit or automated (remembered by the browser) 
authentication. 

Step 4. Recognizing user A as a subscriber, the EPC Appli 
cation returns a personalized web page containing a call 
enhancement area. In this area user A may enter a telephone 
number of other parties that user A is on a call with. 

Step 5. User A enters user B's telephone number, TN B, 
and clicks the "enhance call button. This generates an HTTP 
POST message to the EPC Application transmitting the 
TN. B. 

Step 6. As an optional step, the EPC Application creates a 
new instance of data collaboration conference by invoking an 
appropriate web service exposed by the Data Collaboration 
Application. As a result, a conference ID is established. This 
step may not be required if the Data Collaboration Applica 
tion creates a new instance automatically when the first con 
ference participant joins. 

Step 7. The EPC Application returns a confirmation page to 
user A with the “enter conference” button together with asso 
ciated information consisting of the Data Collaboration 
Application network address, the conference ID established 
in step 6 and user A's full name to be used as a conference 
participant identifier. Only the “enter conference' button is 
rendered visibly to the user, the rest of the information is 
hidden. 

Step 8. User A clicks the “enter conference' button which 
generates an HTTP POST message directly to the Data Col 
laboration Application with enough information to allow user 
As participation in the data collaboration conference. 

Step 9. The Data Collaboration Application returns Data 
Collaboration-specific content including active content that 
loads into user A's browser realizing participation in a data 
conference. 

Steps 10-15. When user A's participation in data confer 
ence is completed, user A informs user B over the telephone 
call that user B may enter the conference via the main EPC 
web page. The steps are identical to the corresponding steps 
13-18 in the case of full telephony integration with only one 
subscriber, as described in FIG. 4. 

Inafurther embodiment according to the present invention, 
steps 8-12 of the above flow can be optimized and performed 
in a single HTTP Reply cycle. 

FIG. 9 shows a call flow for a scenario according to the 
present invention wherein two subscribers are collaborating 
but do not have access to full telephony integration. The 
experience of the subscriber who first initiates call enhance 
ment (and may be billed for it) stays the same as in the 
previous case described in FIG.8. The experience of the other 
subscriber who follows second in enhancing the call side 
could be further automated by the fact that the EPC service 
knows that user and may remember the subscribers telephone 
number. In this case the user will be offered the "enhance call 
button immediately after entering a personal EPC web page. 
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Steps 1-9. After the phone call is established, user A 
enhances the call. These steps are identical to the correspond 
ing steps in the flow described in FIG. 8. 

Step 10. User B loads the main EPC web page providing 
authentication credentials either entered explicitly or auto 
matically supplied by the browser. 

Step 11. The EPC Application remembers user B's tele 
phone number TN B, So it does not need to ask for it again. 
Therefore the reply contains user B's personal web page with 
the call information and the "enhance call button. The page 
could also offer a way to enter and optionally remember an 
alternative telephone number that may currently be used by 
user B. 

Steps 12-15. User B clicks the "enhance call button and is 
taken into a data collaboration conference. These steps are 
identical to the corresponding steps 16-19 in the full tele 
phony integration flow described in FIG. 6. 

Security is an important consideration for any phone or 
data sharing system. One security concernis the prevention of 
unauthorized person from Snooping the data traffic including 
media and signaling associated with the data collaboration 
conference between the valid users. As noted above, the EPC 
service may rely on HTTPS for securing its own signalling 
and on similar features implemented by the data collaboration 
service. 

Another security concern is providing assurance to a valid 
service subscriber that the other data conference participant 
does not impersonate a valid user participating in the phone 
call. The EPC service according to the present invention 
provides such assurance. In particular, the case of full tele 
phony integration and both users Subscribing to the service, 
user A is assured by the EPC service that the person who 
could participate in the data conference enhancement must be 
authenticated as the subscriber to the EPC service corre 
sponding to the telephone number user A is on the call with. 
This provides tight coupling between the person having 
access to the telephone line and the EPC service account. The 
EPC service provides information to both users on the sub 
scription status of the other party (subscriber or not). 

Additionally, if user A knows user B already and can rec 
ognize user B's Voice, the user Aknows that the person on the 
other line is user Band also knows that the person joining the 
data conference can prove to the EPC service that he is indeed 
user B. 

In case of full telephony integration with only one Susb 
ciber, user B (non-subscriber) could similarly be assured that 
the data conference participant is indeed user A. This is 
because the EPC service tells user B that the other party is a 
subscriber and has been authenticated as user A. The subcrib 
ing user, user A, knows that the person joining the data con 
ference satisfies the following two conditions: knows the 
telephone number TN B of user B and additionally knows 
exactly the time window when the call is in progress. Further 
more, if an impersonator tries to join the conference after the 
valid user Bjoins, both users quickly see that this happens by 
being informed by the EPC service of a third participant. User 
A and user B can then quickly terminate the conference. This 
could still be a disadvantage in that the impersonator may 
have a short access to sensitive data material. In a separate 
embodiment according to the present invention, the Data 
Collaboration Application can be configured to admit a set 
number of participants in the conference (e.g. for the example 
above, 2 participants). The conference size limitation leaves 
an impersonator with a very Small time window to join a data 
conference; i.e. after user A but before user B. If this restric 
tion is still not satisfactory, an optional and additional pass 
code could be assigned to the conference by one of the users 
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14 
and then exchanged with the other user in the telephone 
conversation. The other user would be required to enter the 
pass code in addition to the telephone number prior to joining 
the data conference. 
When only limited telephony integration is available, the 

same security features as described above based on the 
knowledge of the telephone number, time window, and 
optional pass code are applicable. 

In addition, the automated conference stopping following 
teardown of the telephone call feature provides an extra secu 
rity feature by assuring that the data conference is definitely 
over once the call ends without requirying any other action. 
The security features can be provided as an option in the 

EPC service. In the event that the users do not want to take the 
extra steps of providing security, (e.g. setting up and exchang 
ing of a pass code in a non-SubSriber case), then the EPC 
service can offer a simpler, quicker, “single click usage. 

Since the majority of telephone calls are two-party calls, 
we focused our description so far on that case as noted above. 
However, the EPC service can easily support multiparty tele 
phone calls. 

In the case of full telephony integration, the telephone 
network can provide information about multiparty calls, i.e. 
call established, party added/removed, call ended (similarly 
to two-party call information described above). Further, the 
Data Collaboration Application must be able to accommodate 
multiparty conferences. 
The EPC service provides an easy means to create data 

collaboration with a high degree of spontaneity. For example, 
a two party collaboration that evolves into a 3-way collabo 
ration can be easily handled by the EPC service according to 
the present invention, by addition of the third party in the 
middle of the call. 

In the event that the third or N-th call leg of the multiparty 
call is the only subscriber, the EPC service of the present 
invention is still useful. In particular, upon the N-th call leg 
(subscriber) being established, the subscriber may use the 
EPC service in a way similar to that described above. The 
EPC Application will show the subscriber the multiparty call 
information (including information about all parties) and an 
"enhance call” button next to it. Further, if the N-th caller is 
not a Subscriber, then Such caller, may enter a collaboration 
session, in the same fashion as described above for a non 
subscriber. 

In the case of limited telephony integration, the two-party 
call scenarios are easily extended to multi-party by requiring 
the subscriber to enter the telephone number(s) of non-sub 
scriber(s). The EPC Application supplies the same data con 
ference ID to the browsers/apps of all users participating in a 
multi-party telephone call and thus ensures that they all land 
in the same instance of the data conference. Participant infor 
mation is provided by the EPC service as well in the form of 
names and telephone numbers and represented accordingly in 
the multi-party data conference. 

It is anticipated that other embodiments and variations of 
the present invention will be readily apparent to the skilled 
artisan in the light of the foregoing description and examples, 
and it is intended that such embodiments and variations like 
wise be included within the scope of the invention as set out 
in the appended claims. 
What is claimed is: 
1. A method for transitioning from an existing telephone 

call to a real-time collaboration session in a system including 
a telephone network for establishing connections between 
users and a data network for establishing data sharing ses 
sions between said users, each of said users having an asso 
ciated user access and presentation device, said data network 



US RE42,883 E 
15 

including an enhanced phone based collaboration (EPC) 
application, and at least one of said users Subscribing to said 
enhanced phone based collaboration application, said 
method including the step of comprising: 

responsive to said one user on an existing telephone call 
userclicking on a control button on said user's associ 
ated device, a server in a telephone network invoking the 
operation of said EPC application solely by clicking on 
a control button on said user's associated device to 
cause said enhanced phone based collaboration to add 
the collaboration session to the existing telephone call 
between said users without the users exchanging col 
laboration sessionidnetifiers identifiers. 

2. The method of claim 1 for transitioning from an existing 
telephone call to a real time collaboration session, wherein 
said user access and presentation device is a PC, a notepad, or 
a PDA. 

3. The method of claim 1 for transitioning from an existing 
telephone call to a real time collaboration session, wherein 
said one of said users Subscribes to said enhanced phone 
based collaboration application but and wherein at least 
another of said users is a guest non-subscribing user, said 
method further comprising the steps of: 

responsive to said one subscribing user providing a guest 
page Uniform Resource Location (URL) for the guest 
non-subscribing user said server in a telephone net 
work permitting said guest user using the URL to open a 
web page to gain access to the enhanced phone based 
collaboration application; and 

enabling said guest user entering to enter the real-time 
collaboration session by entering its own a telephone 
number and clicking on an “enter conference' button on 
said guest users associated device. 

4. The method of claim3 for transitioning from an existing 
telephone call to a real time collaboration session, wherein 
said web page is in a browser. 

5. The method of claim3 for transitioning from an existing 
telephone call to a real time collaboration session, wherein 
said session includes a plurality of guest non-subscribing 
users, each of said plurality of guest non-Subscribing users 
gaining access to the enhanced phone based collaboration 
application and entering the session by its own a telephone 
number and clicking on an "enter conference button' a 
control button on its associated said device associated with 
Said guest user. 

6. A method for transition transitioning an existing tele 
phone call to a real-time collaboration session in a system 
including a telephone network for establishing telephone 
connections between users and a data network for establish 
ing data sharing sessions between each of said users, each of 
said users having an associated user access and presentation 
device, said data network including an enhanced phone based 
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collaboration (EPC) application, and at least one of said users 
Subscribing to said enhanced phone based collaboration 
application, and said at least one user having a plurality of 
telephone calls in progress, said method comprising the steps 
of: 

tracking the in progress telephone calls of said at least one 
user; and 

choosing a particular one of said telephone calls in 
progress to be transitioned to the real-time collaboration 
session and 

said at least one user clicking on a control button on said 
user's associated device associated with said at least 
One user to cause said enhanced based phone collabora 
tion application to add the collaboration session to the 
chosen existing telephone call. 

7. The method of claim 6 for transitioning from an existing 
telephone call to a real-time collaboration session wherein 
said tracking step comprises displaying to said one user a 
list of the in progress telephone calls over a web interface and 
said step of choosing comprises said one user clicking on an 
established telephone call on said list. 

8. The method of claim 1 for transitioning from an existing 
telephone call to a real-time collaboration session wherein 
at least two of the users to be transitioned to the real-time 
collaboration session subscribe to the enhanced based 
phonephone based collaboration application, said method 
further comprises comprising the step of 

each of said two subscribing users selecting the telephone 
call to be enhanced; and 

each of said two subscribing users adding the collabora 
tion session to the existing telephone call simply by 
responsive to each of two subscriber users clicking on an 
"enhanced call "enhance call" button on its the 

respective associated device. 
9. The method of claim 1 for transitioning from an existing 

telephone call to a real-time collaboration session wherein 
one of said users Subscribes to said enhanced phone based 
collaboration application but and wherein a second of said 
subscribers users is a guest non-subscribing user, said 
enhanced based phone collaboration application including a 
choice driven web page, said method further comprising the 
steps of 

enabling said one userloading to load an EPC web page 
into a browser 

after said one user has clicked on said one user’s “enter 
conference' button, said one user advising said guest 
user that the guest user may enter the collaboration ses 
sion via the EPC web page; and 

said guest users entering the collaboration session using its 
own telephone number and an “enterconference button' 
on its associated device. 

k k k k k 
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