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MOBILE PAYMENTS

Field of the Invention

This invention relates to a method of generating a payment token for payment

transactions, in particular a method of generating a payment token for use by a

mobile terminal, wherein the payment token is based on a generated unique

identifier associated with the mobile terminal.

Background to the Invention

The credit and banking industry today is looking to exploit the near ubiquity of

the mobile phone so that it might be used to make payments, typically for items

having a small value such as at newsagents or at a vending machine. One

method envisaged for making such a payment is through the use of "Near Field

Communications" (NFC) payment systems. NFC is a short-range wireless

communication technology that enables data to be exchanged between

compatible devices over a short distance (about a decimetre). The technology is

related to proximity-card and RFID technology.

In an NFC enabled mobile phone, a payment application is linked to a radio

transmitter in the device, which enables small purchases to be made simply by

passing the mobile phone in close proximity to an NFC payment terminal, such

as a vending machine or other payment point.

The technology now being used in the UK for most credit card transactions is

based on the smartcard technology commonly referred to as "Chip and PIN".

This technology is used in many European countries, though other markets like

the US may differ somewhat. In order for NFC to be used effectively for

payments, the Chip and PIN would need to be adhered to. An NFC based

transaction would be regarded as an off-line Chip and PIN transaction. Off-line

transactions are usually limited both in value as well as in the number that can

be made in succession. Typically, once a user has completed say five



transactions "off-line", the card is required to make a standard Chip and PIN

payment where the PIN is entered in order to reset a counter on the card.

While imposing this transaction limit is useful as a method of fraud protection, it

also has a negative impact on the use of a mobile phone for contact-less

payment applications using NFC. As the mobile phone cannot be used for a

standard Chip & PIN transaction as it does not have a Chip and PIN smartcard,

there is no existing way to reset the counters used for fraud management.

Summary of the Invention

It is the aim of embodiments of the present invention to solve some of the

above problems and provide an improved payment system for mobile devices.

According to one aspect of the present invention, there is provided a method of

generating a payment token for conducting payments using a mobile terminal,

wherein said mobile terminal comprises an identity module, said method

comprising the steps of:

a) receiving at an application server a registration message, said first

message comprising a telephone number associated with the identity module;

b) generating by the application server a unique identifier and storing

the unique identifier with the telephone number;

c) sending the unique identifier to the mobile terminal, wherein the

mobile terminal generates and stores a datablock comprising the unique

identifier, and the datablock is secured using the subscriber identity associated

with the identity module and a terminal identifier associated with the mobile

terminal; and subsequently

d) validating by a payment server a request for a payment token

from the mobile terminal based on the unique identifier contained in the request,

wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal.

Preferably, the method further comprises: e) using the unique identifier from the

request to identify the telephone number associated therewith based on the

unique identifier and telephone number stored by the application server.



The method may also comprise generating a payment token and associating and

storing the payment token with a user account at the payment server, wherein

the user account comprises the telephone number of the mobile terminal.

The generated payment token may be transmitted by the payment server to the

mobile .terminal, and the mobile terminal may store the payment token securely

using the unique identifier.

Furthermore, the payment token may be used by the mobile terminal to conduct

a contactless payment transaction with a point of sale terminal, said method

further comprising transmitting the payment token to the point of sale terminal

and onto the payment server, wherein upon receipt at the payment server, the

payment token is validated by cross checking against the payment token stored

with the user account at the payment server.

Preferably, the payment token is only valid for a fixed period of time following

generation by the payment server. The payment token may also be valid for a

predetermined number of contactless payment transactions only. Alternatively,

the payment token is only valid for a predetermined total transaction amount.

The mobile terminal can make a request for a new payment token from the

payment server, wherein said request comprising the unique identifier for

identifying the mobile terminal.

According to a second aspect of the present invention, there is provided a

system for generating a payment token for conducting payments using a mobile

terminal, said system comprising an application server and a payment server,

said mobile terminal comprising an identity module, and wherein

the application server is adapted for receiving at an application server a

registration message, said first message comprising a telephone number

associated with the identity module, for generating a unique identifier and

storing the unique identifier with the telephone number, and for sending the

unique identifier to the mobile terminal;



the mobile terminal is adapted to generate and store a datablock

comprising the unique identifier, and the datablock is secured using the

subscriber identity associated with the identity module and a terminal identifier

associated with the mobile terminal; and

the payment server is adapted to validate a request for a payment token

from the mobile terminal based on the unique identifier contained in the request,

wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal.

Brief Description of the Drawings

For a better understanding of the present invention reference will now be made

by way of example only to the accompanying drawings, in which:

Figure 1 is a network diagram of an arrangement in an example of the

present invention;

Figure 2 is a message flow diagram illustrating a registration and

payment token request process in an example of the present invention;

Figure 3 is a message flow diagram illustrating the use of a payment

token for conducting a transaction in an example of the present invention.

Description of Preferred Embodiments

The present invention is described herein with reference to particular examples.

The invention is not, however, limited to such examples.

Figure 1 illustrates a network 100 comprising a mobile terminal 102, a mobile

network 112, an SMS gateway 1 16 , a profile store 124, an application server

120, a payment server 126 and a point of sale (POS) terminal 128. The mobile

terminal 102 may a mobile phone, smartphone, PDA or similar. The mobile

terminal 102 can communicate with the mobile network 112 over

communications link 110, which is a radio link in this example where the mobile

network 112 is GSM, UMTS or similar cellular mobile network. For simplicity,

individual components of the mobile network 112, such as base stations and



gateways, have been omitted. In this example, the mobile network 112 is the

home mobile network associated with the SIM 106 and mobile terminal 102.

The mobile terminal 102 includes a processor 104, which is used to control the

operation of the device. The mobile terminal 102 also contains a data store

108, which can be used to store data such as phone numbers, photos and

videos, as well as applications that can be run by the processor 104. The

subscriber identity module (SIM) 106 in the mobile terminal 102 holds

subscriber information, such as the international mobile subscriber identity

(IMSI) which uniquely identifies the subscriber/user to the network. The mobile

terminal 102 also has an associated international mobile equipment identity

(IMEI), which is akin to a serial number for the device. The mobile terminal 102

also includes a near field communication (NFC) module 109, which provides the

mobile terminal 102 with near field communication capabilities.

The mobile network 1 12 can communicate with the SMS gateway 116 over a

fixed network connection 114. Similarly, the mobile network 112 can

communicate with the application server 120 over a fixed network connection

122. The SMS gateway 116 and the application server 120 can also

communicate with each other over a fixed network connection 118.

In this example, the SMS gateway 116 is operated by a third party and is able

to receive and send SMS messages to the mobile network 1 12. The SMS

gateway 1 16 effectively acts as an aggregator for SMS messages to and from

the mobile network 112 (illustrated) and other mobile networks (not illustrated).

Whilst not illustrated in Figure 1, the mobile network 112 includes an SMS

centre (SMSC), which is the interface between the SMS gateway 116 and the

mobile network 112. Communications between the mobile terminal 102 and

the mobile network 112 and within the mobile network 112 are inherently

secure due to the security requirements under the GSM standards.

The application server 120 is also operated by a third party, which may or may

not be the same as the operator of the SMS gateway 116, and can provide

applications and services to the mobile terminal 102. At least some of these



applications require the user to register the application before subsequent use of

it. Services provided can include registration services, the operation of which

will be described herein below.

Connected to the application server 120 is a profile store 124. The profile store

124 stores user profile information, such as identification numbers associated

with the mobile terminal 102.

The network 100 also includes a payment server 126 connected to the mobile

network 112. The payment server 126 is responsible for handling payment

transactions conducted by the mobile terminal 102. A point of sale (POS)

terminal 128 is also connected to the payment server 126. The POS terminal

128 and payment server 126 are connected over a suitable network connection,

such as a private IP network.

The NFC module 109 in the mobile terminal 102 can communicate with the POS

terminal 128 over short distances wirelessly, and can be used to conduct

payment transactions assisted by a suitable application on the mobile terminal

102. For example, a user can make a purchase, and instead of using cash or a

credit card to pay for the purchase, the payment can be made using the mobile

terminal 102 in conjunction with the POS terminal 128.

The specific operation of the elements in Figure 1 in relation to supporting

payment transactions between the mobile terminal 102 and the POS terminal

128 will now be described in more detail below with reference to the message

flow diagrams of Figure 2 and 3 . References in Figures 2 and 3 to the elements

found in Figure 1 are made using like reference numerals.

Figure 2 illustrates the registration process for a payment application and

subsequent obtaining of a payment token.

In step 200, the user equipment 102 already has an application installed in its

memory 108. In this example, the application is a payment application that is



capable of operating with the NFC module 109 to provide contactless payment

functionality.

The application can be provided in a number of different ways such as by

downloading by the user or it can be preloaded on the device. One method of

downloading the application is by texting a short code (a form of SMS message)

from the mobile terminal 102 to a third party for the chosen service. This is

received by the mobile network 112, which routes it to the relevant SMS

gateway 120 for processing. The SMS gateway 120 processes the message

and sends a WAP push message back to the mobile terminal 102. The WAP

push message starts the web browser on the mobile terminal 102 directing the

user to an appropriate application server for downloading the application.

Once the application is downloaded and installed on the mobile terminal 102,

the user has to set-up an account and payment details with the payment server

126, and also has to register the application with the application server 120.

The account set-up in step 202 links the mobile terminal 102 to a user account

that can be used to clear payments accrued by the payment application and

associated NFC module 109. One way of setting up an account is for: the user

to utilise the mobile terminal 102 or a PC to access a (secure) web portal

associated with the payment server 16, where the user inputs various personal

details such as name and address, as well as payment details such as credit

card details, and also the mobile phone number (or MSISDN) of the mobile

terminal 102 that the user intends to use for payments. These user details are

stored by the payment server 126.

Aside from using a secure connection to the web portal, such as using a HTTPS

connection, other security measures could be included. One such measure is to

validate that the mobile terminal 102 details (the mobile number or MSISDN)

being registered does belong to the user setting up the account. This can be

done by sending a PIN to the mobile number provided in the account set up, and

requiring that the PIN be input back into the account set-up process in order for

the set up to be successful.



Whilst the account set up has been described as a separate process that occurs

after the payment application has been installed, in a further example, the

payment application can instead be downloaded to the mobile terminal 102

following successful account set up. For example, the payment server can

trigger the download of the payment application to the mobile terminal 102

specified during the account set up process.

After the payment application has been downloaded and stored on the mobile

terminal 102, it is registered by the user. To register the payment application,

the user first confirms various terms and conditions upon starting up the

application for the first time. The payment application then generates a

formatted SMS message containing details associated with the payment

application being registered. The details may for example contain text to

indicate that this is a first registration and an identifier for the application,

version number etc. The SMS message is sent by the user equipment 102 to a

short code number or similar number corresponding to the application server

124 in step 204.

The SMS message is transmitted via the mobile network 112 and SMS gateway

116 (not shown in Figure 2) to the application server 120. The mobile network

112 identifies the originator, the mobile terminal 102, of the SMS registration

message and forwards the SMS message onto the SMS gateway 120. The

SMS message forwarded, now includes the telephone number associated with

the user equipment 102 added by the mobile network. This telephone number

is more commonly referred to as the mobile subscriber ISDN (MSISDN) number.

The MSISDN is added to the SMS message before it is forwarded to the

application server 120 via the SMS gateway 116.

The application server 120 receives the SMS message and generates a unique

user identifier, and stores it with the MSISDN received in the SMS in step 206.

In a preferred example, the unique user identifier is a Universally Unique

Identifier (UUID), through other similarly unique identifiers may be used. The

UUID specification is described in more detail in RFC 4122. The UUID and



MSISDN can be stored as a user profile at the profile store 124 as shown in

step 207 and storage is confirmed in step 208. In a further example of the

invention, the user profile containing the UUID and MSISDN may be sent in step

207a to the payment server 128 where it is stored locally for later use in

payment processing. The operation of both arrangements where the user profile

is saved at the profile store 124 and at the payment server 128 are described

later herein below.

Once the user UUID and MSISDN have been stored, the application server 120

can encode the UUID into a text block. The UUID may be encrypted using a

strong encryption method, where a unique key is used. The key is composed of

hashing the MSISDN with a pseudo random generated number. The text block

is preferably no more than 160 characters in length to match the size of an SMS

message, though could be more than 160 characters. The encoded text block is

sent as an SMS message back to the mobile terminal 102 by the application

server 120 via the mobile network 112 in step 210.

The application server 120 uses the MSISDN obtained from the registration

message in step 204 to send the text block back to the mobile terminal 102.

This step enables the originating mobile terminal 102 to be verified as being

genuine and avoid the situation where the user sends a registration SMS

message with a tampered MSISDN, IMSI or similar to deceive the system. By

using the present method, the mobile network 112 will ensure that the response

is directed to the correct mobile terminal 102 associated with the MSISDN.

The mobile terminal 102 then decodes the received text block using the

application to extract the UUID in step 212. The application remains running

after the sending of the registration SMS in step 202 and waits for this return

SMS from the application server 120. The application has a reverse algorithm

for decoding the text block if it has been encoded. The application then stores

the extracted UUID in a data block, which can be encrypted, in the memory 108

together the IMSI of the SIM 106 and the IMEI of the mobile terminal 102. The

application includes an interface or similar that allows the application to



interrogate the SIM 106 and the mobile terminal 102 for the IMSI and the IMEI

respectively.

The registration process is now complete and the payment application can now

use the UUID to obtain payment tokens from the payment server 128. The

payment tokens are used to conduct payment transactions with the POS

terminal 128 using the NFC module 109.

In step 214, the payment application makes a request for a payment token from

the payment server 126. The request is made over a secure connection such as

a HTTPS connection using SSL. The request for a payment token includes the

UUID stored on the mobile terminal 102. The request can be made

automatically by the payment application if the payment application does not

already have a valid payment token, which includes when the payment

application is first initiated. Alternatively, the user can use the payment

application to request a new payment token at any stage.

When the payment server 126 receives the request, it uses the UUID provided,

as a way of determining the authenticity and identity of the mobile terminal 102

making the request. In step 216, the UUID is compared to the UUID stored in

the user profiles at the payment server 126 as a result of step 207a.

Alternatively, if the payment server 126 does not have locally stored copies of

user profiles, then a request is made to the profile store 124 in step 217, and

the profile store 124 checks the UUID against the stored profiles and returns the

MSISDN associated with the UUID in step 218. If the test on the UUID fails at

any stage (UUID not found), then the payment token request is rejected, and a

message can be sent back to the mobile terminal 10 2 to re-register the payment

application in order to obtain a new UUID (steps 204 to 212).

Once the payment server 126 has the MSISDN of the mobile terminal 102,

further checks can be made before a payment token is issued. For example, a

check can be made against the account set up in step 202 to determine if the

account is not blocked, has sufficient credit, or whether the credit card details

are still valid. If the required tests are passed, then the payment server 126 can



generate and store a payment token in step 220. Like the UUID tests, if any of

the payment tests fail, then a message can be sent back to the mobile terminal

102 to perform the account set-up again (step 202).

The precise format of the payment token is not explored in detail here.

However, the payment token is used for completing payment transactions by

ensuring the authenticity of the user and for guaranteeing payment for the

transaction. The payment token may be a unique alphanumeric string, code

block or similar, and may also be encrypted to prevent tampering. Preferably,

the payment token is stored against the account details, including the MSISDN,

associated with the mobile terminal 102.

The payment token is then sent by the payment server 126 to the mobile

terminal 102 in step 222 over the same secure connection. The payment token

is stored by the payment application together the IMSI of the SIM 106 and the

IMEI of the mobile terminal 102. The payment token is preferably encrypted

using the IMSI and/or IMEI to ensure that if the SIM is swapped or the mobile

terminal 102 is tampered with, then the clear payment token cannot be

obtained. This prevents fraudulent use of the payment application, for example

should the mobile terminal 102 be lost and the (blocked) SIM swapped for

another SIM, the IMSI of the new SIM would not match that used to encrypt the

payment token. In a further example, the payment token could be secured more

simply by the payment application requiring that the correct IMSI and/or IMEI to

be present before the payment token is released for use.

Alternatively, the payment token is secured using the UUID instead of the

IMSI/IMEI. Thus, only a correctly validated UUID is required for obtaining the

clear payment token. The payment token would thus be either encrypted using

the UUID or simply stored/associated with the UUID.

Figure 3 illustrates the use of the payment token for a contactless payment

between the mobile terminal 102 and the POS terminal 128.



When the user makes a purchase, the user places the mobile terminal 102 near

the POS terminal 128 to initiate a contactless transaction. The NFC module

109 allows the mobile terminal 102 to communicate using radio frequencies

with the POS terminal 128 over short ranges. Thus, in step 300 when a

payment is to be made, for example following a purchase of some goods, the

POS terminal 128 is activated and the user places the mobile terminal 102 near

the POS terminal 128 to initiate payment. An RF communication link between

the two devices is established, which triggers the payment application in the

mobile terminal 102 to proceed with conducting the transaction.

Several tests are preferably performed first to ensure that neither the SIM nor

the mobile terminal 102 has changed since the initial registration. This may

occur if the SIM 106 has been replaced, either genuinely by the user if a new

SIM has been issued, or fraudulently if the mobile terminal 102 has been stolen

and the original SIM blocked for example. The tests will also highlight potential

tampering with the key components of the UUID and/or payment token.

Thus, in step 302, the UUID is tested by decrypting the data block in which the

UUID is stored and checking the stored IMSI and IMEI with the IMSI and IMEI

retrieved directly from the current SIM 106 and mobile terminal 102

respectively. The payment application can interrogate the SIM 106 and the

mobile terminal 102 to obtain the IMSI and IMEI respectively. If the IMSI and

IMEI are verified, then the application can assume that the UUID in the data

block is valid and correct for the IMSI/IMEI combination as verified. However, if

the test fails, then the application can be set to terminate the payment process

and optionally delete the data block and restart the registration process outlined

in Figure 2 . If at any stage the UUID test fails, then the application can inform

the user that there has been a registration failure, and the transaction cannot be

completed, and also prompt the user to re-register to get a new UUID.

If the test of the UUID is passed, then the payment token is retrieved in step

304. However, in the situation where the payment token is also encrypted or

stored with reference to the IMSI and/or IMEI, then a similar test to the UUID

test in step 302 is performed to retrieve the clear payment token. Or in the



alternative arrangement where the payment token is secured using the UUID, a

correct UUID obtained from step 302 will be needed to release the payment

token. The payment token secured by the UUID (in step 224) can be done by

direct encryption using the UUID as a key, or more simply by the application

requiring a matching UUID before the payment token is released.

Once the clear payment token is retrieved, it is transmitted to the POS terminal

128 by way of the NFC module 109 in step 306. The POS terminal 128 then

uses a secure channel, such as an SSL connection, to the payment server 126.

This channel will typically be over some private network rather than the mobile

network 112 or the Internet. A payment request is then sent to the payment

server 126 from the POS terminal 128 in step 308, where the request includes

the payment token, the transaction payment amount, and other transaction

identifiers required for transaction identification and logging.

When the payment server 310 receives the payment token, the payment token

is checked against the payment tokens stored in step 220 in order to determine

the account against which the payment is to be posted. The account associated

with the payment token may also include payment parameters such as counters

for the number of times the current payment token has been used (a transaction

count), and a total transaction amount accrued against the present payment

token. In step 312, these parameters are adjusted accordingly. Each of these

parameters may have a limit or threshold above which the transaction will be

rejected, as a result of which the payment application would have to request a

new payment token by repeating steps 214 to 224. Typically, the number of

transactions would be set to 5, which matches that for the standard for off-line

Chip and PIN transactions. Other parameters could include a validity period,

where after a certain period of time, the payment token is no longer valid,

requiring a new payment token for payment transactions.

If the user account has sufficient credit and has not been blocked for any

reason, and the thresholds for the number of transactions or amount has not

been exceeded, then the transaction can be approved. The account details are

updated to reflect the transaction amount, and a payment approval message is



sent back to the POS terminal 128 from the payment server 126 over a secure

connection.

The POS terminal 128 receives the payment approval message and indicates

that the transaction has been approved in step 316. This may be in the form of

a displayed message or a visual indicator such as a green light. The POS

terminal 318 also sends an approval response message back to the mobile

terminal 102 in step 320. The mobile terminal 102 then updates its internal

parameters, which mirror those maintained by the payment server 126 in step

312. Thus, any of the transaction count, transaction amount totals, and validity

period can be updated. The payment process is now complete.

If at anytime the payment application in the mobile terminal 102 determines that

the payment counters for transaction number and/or amount are at the threshold

or exceeds the threshold, then a new payment token (with new counters) is

requested by the mobile terminal 102. The request for a new payment token

follows the same process as steps 214 to 224. This "refresh" of the payment

token can also be performed periodically even when the thresholds have not

been reached to ensure that the payment application always has a new payment

token to allow the user as many transactions as possible before another refresh.

This refresh is particularly useful if the payment token as an associated validity

period after which the token is invalid (for example, a payment token may only

be valid for a period of 3 days following generation). If the application

determines that the validity period has or is about to shortly expire, a new

payment token request can be made.

Furthermore, the user's account can be blocked at any stage if for example the

account is no longer in credit or if the credit card used to pay the account is no

longer valid for example. If this happens, then when the payment server 126

checks the payment token, it will find that the token matches an account (note,

payment token stored against account in step 220) that is blocked. The

payment server thus rejects the payment request.



In another example, a payment token having a specific or higher value can be

requested in step 214 for one off transactions of a higher value. In order to

complete this process, a re-registration may be requested first in order to

confirm the mobile terminal 102 identity (the MSISDN) by requesting a new

UUID (steps 204 to 212).

In summary, examples of the present- invention utilise the inherently secure

framework provided by the mobile network operator to provision a UUID that is

associated with a user and his device. In particular, it is the security of the SMS

mechanism that ensures the security of this invention. The UUID can then be

used as a device identifier in issuing and managing payment tokens for payment

transactions.

Whilst the download of an application and subsequent registration are described

with reference to the same SMS gateway 116 and application server 120 as

those used in subsequent provision of services, the examples are equally

applicable to the use of separate gateways and servers for each process.

In general, it is noted herein that while the above describes examples of the

invention, there are several variations and modifications which may be made to

the described examples without departing from the scope of the present

invention as defined in the appended claims. One skilled in the art will recognise

modifications to the described examples.



CLAIMS

1. A method of generating a payment token for conducting payments

using a mobile terminal, wherein said mobile terminal comprises an identity

module, said method comprising the steps of:

a) receiving at an application server a registration message, said first

message comprising a telephone number associated with the identity module;

b) generating by the application server a unique identifier and storing

the unique identifier with the telephone number;

c) sending the unique identifier to the mobile terminal, wherein the

mobile terminal generates and stores a datablock comprising the unique

identifier, and the datablock is secured using the subscriber identity associated

with the identity module and a terminal identifier associated with the mobile

terminal; and subsequently

d) validating by a payment server a request for a payment token

from the mobile terminal based on the unique identifier contained in the request,

wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal.

2 . A method according to claim 1, further comprising:

e) using the unique identifier from the request to identify the

telephone number associated therewith based on the unique identifier and

telephone number stored by the application server.

3 . A method according to claim 1 or 2 , further comprising generating a

payment token and associating and storing the payment token with a user

account at the payment server, wherein the user account comprises the

telephone number of the mobile terminal.

4 . A method according to claim 3, wherein the generated payment token is

transmitted by the payment server to the mobile terminal, and the mobile

terminal stores the payment token securely using the unique identifier.



5 . A method according to claim 4 , wherein the payment token is used by

the mobile terminal to conduct a contactless payment transaction with a point

of sale terminal, said method further comprising transmitting the payment token

to the point of sale terminal and onto the payment server, wherein upon receipt

at the payment server, the payment token is validated by cross checking against

the payment token stored with the user account at the payment server.

6 . A method according to claim 5, wherein the payment token is only valid

for a fixed period of time following generation by the payment server.

7 . A method according to claim 5, wherein the payment token is only valid

for a predetermined number of contactless payment transactions.

8 . A method according to claim 5, wherein the payment token is only valid

for a predetermined total transaction amount.

9 . A method according to any preceding claim, wherein the mobile terminal

makes a request for a new payment token from the payment server, said

request comprising the unique identifier for identifying the mobile terminal.

10. A system for generating a payment token for conducting payments

using a mobile terminal, said system comprising an application server and a

payment server, said mobile terminal comprising an identity module, and

wherein

the application server is adapted for receiving at an application server a

registration message, said first message comprising a telephone number

associated with the identity module, for generating a unique identifier and

storing the unique identifier with the telephone number, and for sending the

unique identifier to the mobile terminal;

the mobile terminal is adapted to generate and store a datablock

comprising the unique identifier, and the datablock is secured using the

subscriber identity associated with the identity module and a terminal identifier

associated with the mobile terminal; and



the payment server is adapted to validate a request for a payment token

from the mobile terminal based on the unique identifier contained in the request,

wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal.
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