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Description

Title of Invention: METHOD AND APPARATUS FOR SECURE

[1]

[2]

[3]

[4]

[5]

[6]

OFFLINE PAYMENT
Technical Field

The present disclosure relates to a payment system. More particularly, the disclosure
relates to a method and system for secure payment in an electronic device in an offline

mode.

Background Art

One form of an offline transaction is an offline payment. The offline payment
includes non-electronic payment methods, such as money, check, bank draft and
postal order. As technology has advanced, other payment methods have been in-
troduced and developed. Electronic payment tools, such as stripe card, non-contact

card and mobile handset, have been introduced.
Disclosure of Invention

Solution to Problem

Provided is a method for creating a secure object to perform a secure payment in an
electronic device in an offline mode. The method includes launching a secure ap-
plication at the electronic device, obtaining a nonce token from an authentication unit
of the electronic device, obtaining a nonce signature from a server via a network,
entering an offline mode where the electronic device is disconnected from the network,
encrypting, by the secure application, a user credential input by a user using the nonce
token and the nonce signature, decrypting and validating, by the authentication unit, an
encrypted user credential, generating a secure object based on the decrypted user
credential and a random number generated by the authentication unit; and performing a
secure payment based on the secure object.
Advantageous Effects of Invention

Although offline payment applications are possible in an electronic device with real
time kernel protection and a trusted user interface, the present disclosure provides
solutions to equally implements a secure offline payment in the electronic device
without relying on a server.
Brief Description of Drawings

The above and other aspects, features, and advantages of certain embodiments of the
present disclosure will be more apparent from the following description taken in con-
junction with the accompanying drawings, in which:

FIG. 1 illustrates a block diagram of an electronic device for performing a secure
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payment in an offline mode, according to an embodiment of the disclosure;
FIG. 2 illustrates a flow diagram of a method for creating a secure object to perform

a secure payment in the electronic device in the offline mode, according to an em-
bodiment of the disclosure;

FIG. 3 illustrates a flow diagram of a method for performing the secure payment in
the electronic device in the offline mode, according to an embodiment of the
disclosure;

FIG. 4 illustrates a flow diagram of a method for performing a secure wallet payment
in the offline mode in the electronic device, according to an embodiment of the
disclosure;

FIG. 5 illustrates a sequence diagram illustrating various operations for enrolling for
establishing a secure communication channel, according to an embodiment of the
disclosure;

FIG. 6 illustrates a sequence diagram illustrating various operations for leveraging
the secure communication channel, according to an embodiment of the disclosure;

FIG. 7 illustrates a block diagram of a wallet aggregator architecture, according to an
embodiment of the disclosure;

FIG. 8 illustrates a sequence diagram illustrating various operations for performing
the offline payment in the electronic device, according to an embodiment of the
disclosure;

FIG. 9 illustrates a sequence diagram illustrating various operations for a user au-
thentication procedure in the electronic device, according to an embodiment of the
disclosure;

FIG. 10 illustrates a sequence diagram illustrating various operations of modifying
the user authentication information, according to an embodiment of the disclosure;

FIG. 11 illustrates a sequence diagram illustrating various operations for performing
the payment in the offline mode, according to an embodiment of the disclosure; and

FIG. 12 illustrates a sequence diagram illustrating operations for performing a secure
payment in the offline mode, according to an embodiment of the disclosure.

Throughout the drawings, like reference numerals will be understood to refer to like

parts, components, and structures.

Best Mode for Carrying out the Invention

Accordingly, embodiments herein provide a method for creating a secure object to
perform a secure payment in an electronic device in an offline mode. The method
includes launching a secure application at the electronic device, obtaining a nonce
token from an authentication unit of the electronic device, obtaining a nonce signature

from a server via a network, entering an offline mode where the electronic device is
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disconnected from the network, encrypting, by the secure application, a user credential
input by a user using the nonce token and the nonce signature, decrypting and
validating, by the authentication unit, an encrypted user credential, generating a secure
object based on the decrypted user credential and a random number generated by the
authentication unit; and performing a secure payment based on the secure object.

In an embodiment, the method includes validating, by the authentication unit, the
nonce token and the nonce signature.

In an embodiment, the method includes launching a payment application in the
offline mode of the electronic device, obtaining an one time password (OTP) of the
payment application at the secure application, obtaining a second nonce token from the
payment application, obtaining, by the secure application, the secure object from the
authentication unit based on the second nonce token and the name of the authentication
unit, wherein the performing the secure payment comprises performing the secure
payment based on the secure object and the OTP.

In an embodiment, the secure object generated by the authentication unit is only
viewable at the payment application.

In an embodiment, the generating the secure object comprises generating the secure
object based on the user credential, the random number and a user profile available in a
payment application without connecting to the server via a network, and wherein the
performing the secure payment comprises generating a payment code for a payee in the
electronic device and executing the payment based on the payment code input into a
device of the payee.

In an embodiment, the random number remains the same when the user credential is
changed.

In an embodiment, the random number is generated when the user performs a first
login to the secure application.

In an embodiment, the random number is changed in response to an event comprising
at least one of a factory reset event, a reset event by the user, a logout by the user, and
a deletion of the secure object.

In an embodiment, the user credential comprises at least one of user-setting
password, fingerprint of the user, and an iris image of the user.

In an embodiment, the validating the encrypted user credential comprises validating
the user credential by comparing a user credential obtained during booting of the
electronic device and a user credential stored in the electronic device.

Accordingly, embodiments herein provide a method for performing a secure payment
in an electronic device in an offline mode. The method includes initiating a secure
payment transaction from a payment application in the offline mode in the electronic

device. Further, the method includes obtaining by a secure application an OTP of the
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payment application from a user. Further, the method includes obtaining by the secure
application a nonce token from the payment application indicating an authentication
unit. Further, the method includes obtaining by the secure application a secure object
from the authentication unit based on the nonce token obtained from the payment ap-
plication. Further, the method includes performing the secure payment using the secure
object and the OTP.

Accordingly, embodiments herein disclose a method for performing a secure wallet
payment in an electronic device in an offline mode. The method includes initializing a
payment session in a secure application installed in the electronic device. Further, the
method includes receiving an authentication code from the user into the secure ap-
plication in the electronic device. Further, the method includes generating a random
number subsequent to the valid authentication of the code. Further, the method
includes creating a secure object using the authentication code, the random number and
a user profile available in the secure application without connecting to a server (i.e.,
application server). Further, the method includes generating a payment code (e.g.,
OTP, QR Code, Bar Code or the like) for a payee in the electronic device, wherein
upon input of the generated payment code into the secure application installed in the
payee's device, payment from the payer to the payee is executed.

Accordingly, embodiments herein disclose an electronic device for creating a secure
object to perform a secure payment in an offline mode. The electronic device includes
an authentication terminal embedded in a secure application. The authentication
terminal is configured to obtain a user credential by the secure application and
validating the user credential. The authentication unit is configured to generate a
random number and create a secure object using the random number and the user
credential.

Accordingly, embodiments herein disclose an electronic device for performing
secure payment in an offline mode. The electronic device includes an authentication
terminal embedded in a secure application. The secure application is coupled to a
memory and a processor. The secure application is configured to initiate a secure
payment transaction from a payment application in the offline mode in the electronic
device. The secure application is configured to obtain a one-time password (OTP) of
the payment application from a user. The secure application is configured to obtain a
nonce token from the payment application indicating an authentication unit. The secure
application is configured to obtain a secure object from the authentication unit based
on the nonce token obtained from the payment application. The secure application is
configured to perform the secure payment using the secure object and the OTP.

Accordingly, embodiments herein disclose an electronic device for performing a

secure wallet payment in an offline mode. The electronic device is configured to
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initialize a payment session in a secure application. Further, the electronic device is
configured to receive an authentication code from the user into a secure payment ap-
plication. The electronic device is configured to generate a random number subsequent
to the valid authentication of the code. The electronic device is configured to create a
secure object using the authentication code, the random number and a user profile
available in the secure payment application without connecting to an application
server. The electronic device is configured to generate a payment code for a payee in
the electronic device, where upon input of the generated payment code into the secure
payment application installed in the payee's device, payment from the payer to the

payee is executed.
These and other aspects of the embodiments herein will be better appreciated and un-

derstood when considered in conjunction with the following description and the ac-
companying drawings. It should be understood, however, that the following de-
scriptions, while indicating preferred embodiments and numerous specific details
thereof, are given by way of illustration and not of limitation. Many changes and modi-
fications may be made within the scope of the embodiments herein without departing
from the spirit thereof, and the embodiments herein include all such modifications.
Mode for the Invention

The following description with reference to the accompanying drawings is provided
to assist in a comprehensive understanding of various embodiments of the disclosure as
defined by the claims and their equivalents. It includes various specific details to assist
in that understanding but these are to be regarded as merely exemplary. Accordingly,
those of ordinary skill in the art will recognize that various changes and modifications
of the various embodiments described herein can be made without departing from the
scope and spirit of the disclosure. In addition, descriptions of well-known functions
and constructions are be omitted for clarity and conciseness.

The terms and words used in the following description and claims are not limited to
the bibliographical meanings, but, are merely used by the inventor to enable a clear and
consistent understanding of the disclosure. Accordingly, it should be apparent to those
skilled in the art that the following description of various embodiments of the
disclosure is provided for illustration purpose only and not for the purpose of limiting
the disclosure as defined by the appended claims and their equivalents.

"o

It is to be understood that the singular forms "a,"” "an," and "the" include plural
referents unless the context clearly dictates otherwise. Thus, for example, reference to
"a component surface” includes reference to one or more of such surfaces.

Also, the various embodiments described herein are not necessarily mutually

exclusive, as some embodiments can be combined with one or more other em-
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bodiments to form new embodiments. Herein, the term "or" as used herein, refers to a
non-exclusive or, unless otherwise indicated. The examples used herein are intended
merely to facilitate an understanding of ways in which the embodiments herein can be
practiced and to further enable those skilled in the art to practice the embodiments
herein. Accordingly, the examples should not be construed as limiting the scope of the
embodiments herein.

As is traditional in the field, embodiments may be described and illustrated in terms
of blocks which carry out a described function or functions. These blocks, which may
be referred to herein as managers, engines, controllers, units or modules or the like, are
physically implemented by analog and/or digital circuits such as logic gates, integrated
circuits, microprocessors, microcontrollers, memory circuits, passive electronic
components, active electronic components, optical components, hardwired circuits, and
the like, and may optionally be driven by firmware and software. The circuits may, for
example, be embodied in one or more semiconductor chips, or on substrate supports
such as printed circuit boards and the like. The circuits constituting a block may be im-
plemented by dedicated hardware, or by a processor (e.g., one or more programmed
microprocessors and associated circuitry), or by a combination of dedicated hardware
to perform some functions of the block and a processor to perform other functions of
the block. Each block of the embodiments may be physically separated into two or
more interacting and discrete blocks without departing from the scope of the
disclosure. Likewise, the blocks of the embodiments may be physically combined into
more complex blocks without departing from the scope of the disclosure.

Referring now to the drawings, and more particularly to FIGS. 1 through 12, where
similar reference characters denote corresponding features consistently throughout the
figures, there are shown preferred embodiments.

Offline payment applications are possible in an electronic device with real time
kernel protection and a trusted user interface. Further, there are no solutions in the
existing methods to equally provide a secure offline payment in the electronic device
without relying on a server.

Embodiments herein disclose an electronic device for performing secure payment in
an offline mode. Throughout the disclosure, the offline mode may indicate a mode
where the electronic device performs the secure payment without connecting to or
relying on a server or other devices for the electronic transaction. The electronic device
may include an authentication unit and a processor. The electronic device may execute
a secure application for performing the secure transaction. The secure application is
configured to initiate a secure payment transaction from a payment application in the
electronic device in the offline mode. The processor is configured to obtain an OTP of

the payment application from a user and a nonce token from the payment application.
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The processor is further configured to obtain a secure object from the authentication
unit based on the nonce token obtained from the payment application. The processor is
configured to perform the secure payment using the secure object and the OTP.

The proposed disclosure can be used to perform the secure payment in the electronic
device in an offline mode without relying on a server/network. In the proposed
methods, the method can be used to allow bank-to-bank or wallet-to-wallet payments.

In the proposed disclosure, the more number of first time retries are blocked by the
server. After the first time validation of the nonce, the user entered PIN state (e.g. retry
count) can be completely managed in the memory of the electronic device. Further,
any more invalid number of retries can be managed by the device and this helps us to
support offline mode payments without relying on the server or the network.

Referring now to the drawings, and more particularly to FIGS. 1 through 12, there
are shown preferred embodiments.

FIG. 1 illustrates a block diagram of an electronic device 100 for performing a secure
payment in an offline mode, according to an embodiment of the disclosure. The
electronic device 100 can be, for example, but not limited to a smart phone, a smart
watch, a tablet, a laptop computer, a personal digital assistance (PDA), or the like. In
an embodiment, the electronic device 100 may include an authentication unit 120, a
processor 140, a communicator 160, and a memory 180. The processor 140 may be
used to execute a secure application embedded in the processor memory or stored in
the memory 180 and the secure application may support an offline payment in the
electronic device 100. The processor may also be used to execute a payment ap-
plication which is embedded in the processor memory or stored in the memory 180.
The payment application may be a mobile wallet application or the like. The secure
payment can be a secure wallet payment. The communicator 160 may be used to com-
municate by establishing a wired or wireless network connection between the
electronic device 100 and a server (not shown) or other electronic devices. The authen-
tication unit 120 and the communicator 160 may be implemented in at least one
hardware processor such as the processor 140 .

In an embodiment, the authentication unit 120 may be embedded in the secure ap-
plication as software module. The authentication unit 120 is configured to obtain a user
credential (e.g., password, PIN, fingerprint, iris image or the like) by the secure ap-
plication and validate the user credential. The authentication unit 120 is configured to
generate a random number and create a secure object using the random number and the
user credential.

In an embodiment, the random number remains same while performing the secure
transaction in the electronic device 100 in the offline mode. In an embodiment, the

random number remains same when the user credential is changed.
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In an embodiment, the random number is generated at a first login of the secure ap-
plication 110. In an embodiment, the random number is changed at an event, wherein
the event can be, for example, but not limited to a factory reset event, a logout event, a
reset event by the user of the electronic device 100, and deletion of the secure object.

The processor 140 is configured to store the secure object in the memory 180. The
memory 180 can be a secure memory as a part of the memory 180 for storing con-
fidential information for secure transaction.

Further, the user of the electronic device 100 may initiate a secure payment
transaction from the payment application in the offline mode. Based on the initiating
the secure payment transaction, the secure application obtains a user credential such as
one time password (OTP) of the payment application from the user. Further, the
processor 140 is configured to obtain a nonce token from the payment application,
wherein the nonce token indicates the authentication unit 120. The processor 140 may
obtain the secure object from the authentication unit 120 based on the nonce token
obtained from the payment application. Further, the processor 140 performs a secure
payment using the secure application based on the secure object and the user credential
such as the OTP.

In an embodiment, the processor 140 is configured to validate the user credential by
comparing the user credential obtained during the booting of the electronic device 100
and the user credential stored in the electronic device 100. The processor is configured
to obtain the nonce token from the authentication unit 120, obtain the nonce signature
from a server (e.g. application server or the like), validate the user credential using the
nonce token, and encrypt the user credential using the nonce token and the nonce
signature.

In an embodiment, the user credential is validated by verifying the user credential
using the nonce signature and an encrypted user credential comprising the nonce token,
validating the nonce token and the nonce signature and decrypting the encrypted user
credential.

In an embodiment, the user credential is changed by decrypting and validating the
user credential using the nonce token, setting a change state of the user credential (e.g.
PIN or the like), obtaining the nonce token after receiving another user credential, and
changing another user credential using the nonce token.

The processor 140 is configured to execute instructions stored in the memory 180
and to perform various processes. The communicator 160 is configured for commu-
nicating internally between internal hardware components and with external devices
via one or more networks.

The memory 180 also stores instructions to be executed by the processor 140. The

memory 180 may include non-volatile memory. Examples of such non-volatile
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memory may include magnetic hard discs, optical discs, floppy discs, flash memories,
or forms of electrically programmable memories (EPROM) or electrically erasable and
programmable (EEPROM) memories. In addition, the memory 180 may, in some
examples, be considered a non-transitory storage medium. The term "non-transitory"”
may indicate that the storage medium is not embodied in a carrier wave or a
propagated signal. However, the term "non-transitory"” should not be interpreted that
the memory 180 is non-movable. In some examples, the memory 180 can be
configured to store larger amounts of information than the memory. In certain
examples, a non-transitory storage medium may store data that can, over time, change
(e.g., in Random Access Memory (RAM) or cache).

The proposed method can be used to provide the offline payment transactions using
the authentication unit 120 of the electronic device 100 which stores all the authen-
tication information of the user and further validates the authentication. For example,
when the user accesses the payment application in an offline, the user can input the
PIN or a password for authentication. Further, the authentication unit 120 can compare
the received PIN or the password with the previously stored PIN or the password. If
the PIN or the password is matched with the previously stored PIN or password, then
the user authentication is determined to be successful and the payment transaction is
proceeded.

Although the FIG. 1 shows various hardware components of the electronic device
100 but it is to be understood that other embodiments are not limited thereon. In other
embodiments, the electronic device 100 may include less or more number of
components. Further, the labels or names of the components are used only for il-
lustrative purpose and does not limit the scope of the invention. One or more
components can be combined together to perform same or substantially similar
function to perform the secure payment in the electronic device 100 in the offline
mode.

FIG. 2 illustrates a flow diagram 200 of a method for creating the secure object to
perform the secure payment in the electronic device 100 in the offline mode, according
to an embodiment of the disclosure. In operation 202, the processor 140 obtains a user
credential by a secure application. In operation 204, the processor 140 may validate the
user credential by, for example, comparing the obtained user credential with a user
credential previously stored in the memory 180. The user credential may be used in
various forms such as a user-setting password, fingerprint of the user, iris image of the
user, etc. In operation 206, the processor may generate a random number. In an em-
bodiment, the random number may be generated while the user logs on to the secure
application for the first time. In operation 208, the processor 140 may generate a secure

object using the random number and the user credential. In operation 210, the
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processor 140 may store the secure object in the memory 180 for performing the secure
payment in an offline mode.

The various actions, acts, blocks, steps, or the like in the flow diagram 200 may be
performed in the order presented, in a different order or simultaneously. Further, in
some embodiments, some of the actions, acts, blocks, steps, or the like may be omitted,
added, modified, skipped, or the like without departing from the scope of the
invention.

FIG. 3 illustrates a flow diagram 300 of a method for performing secure payment in
the electronic device 100 in the offline mode, according to an embodiment of the
disclosure. In operation 302, the processor may initiate a secure payment transaction
by executing or launching the payment application in the offline mode in the electronic
device 100. In operation 304, the processor 140 obtains an OTP of the payment ap-
plication from the user at the secure application. In operation 306, the processor 140
obtains a nonce token from the payment application. The nonce token indicates the au-
thentication unit 120. In operation 308, the processor 140 may obtain a secure object
from the authentication unit 120 based on the nonce token obtained from the payment
application. In operation 310, the processor 140 may perform a secure payment using
the secure object and the OTP.

The various actions, acts, blocks, steps, or the like in the flow diagram 300 may be
performed in the order presented, in a different order or simultaneously. Further, in
some embodiments, some of the actions, acts, blocks, steps, or the like may be omitted,
added, modified, skipped, or the like without departing from the scope of the
invention.

FIG. 4 illustrates a flow diagram 400 of a method for performing a secure wallet
payment in the offline mode in the electronic device 100, according to an embodiment
of the disclosure. In operation 402, the method includes initializing a payment session
in a secure application. In operation 404, the method includes receiving an authen-
tication code (or interchangeably, a user credential) from the user at a payment ap-
plication. In operation 406, the method includes generating a random number
subsequent to the valid authentication of the authentication code. In operation 408, the
method includes creating a secure object using the authentication code, the random
number and a user profile available in the payment application without connecting to a
server (e.g., application server). In operation 410, the method includes generating the
payment code for a payee in the electronic device 100, wherein upon input of the
generated payment code into the secure payment application installed in the payee's
device, the payment from the payer to the payee is executed. In another embodiment,
the payment application can be the secure application.

The various actions, acts, blocks, steps, or the like in the flow diagram 400 may be
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performed in the order presented, in a different order or simultaneously. Further, in
some embodiments, some of the actions, acts, blocks, steps, or the like may be omitted,
added, modified, skipped, or the like without departing from the scope of the
invention.

FIG. 5 illustrates a sequence diagram illustrating various operations for enrolling for
establishing a secure communication channel, according to an embodiment of the
disclosure. In order to enroll for establishing a secure communication channel, a wallet
aggregate server 504 enrolls for server certificate in operation S502. A Trust Execution
Environment (TEE)/Cloud Control Matrix (CCM) 502 provides (S504) a client cer-
tificate to the secure application 110(S504). Then, the payment application exchanges
certificates with a wallet aggregate server 504 (S506). The wallet aggregate server 504
setups an electronic wallet for a wallet provider 506. The wallet aggregate server 504
creates the electronic wallet (S510).

FIG. 6 illustrates a sequence diagram illustrating various operations for leveraging a
secure communication channel, according to an embodiment of the disclosure. The
TEE/CCM 502 provides a transmission request to the payment application (S602). The
secure application 110 transfers an amount (e.g., money or the like) to the wallet
aggregate server 504 (S604). The wallet aggregate server 504 validates a transmission
request (S606) and initiates the transactions to the wallet provider 506 (S608).

The normal world is where non-secure application (e.g., camera application, video
application or the like) and data processing takes place. The secure world is reserved
for storage and computing of sensitive (encrypted) data and the associated cryp-
tographic keys. The applications that run in the secure world are called Trusted Ap-
plication(s) (TAs). Multiple TAs comprise a payment architecture, such as those re-
sponsible for communications with the payment networks, run inside the TEE. There
are others as well, including the TAs that handle user authentication managing data en-
cryption and authentication keys for the payment framework. For user authentication,
trusted drivers operating in the TEE control access to a fingerprint sensor and a touch
sensor for a Trusted PIN Pad. These drivers only allow authentication information to
be passed directly to the respective payment network trusted application inside the
TEE.

Further, a trust zone hardware effectively partitions memory and CPU resources into
a "secure"” and a "non-secure” area. A security technology called Trustzone based
Integrity Measurement Architecture (TIMA), running in a secure system, uses the
Trustzone hardware to continuously monitor the integrity of an operating system (e.g.,
Linux kernel). Along with Secure Boot and Security Enhancements for android, TIMA
forms the first line of defense against malicious attacks on the kernel and core

bootstrap processes. If kernel or boot loader integrity violations are detected, the TIMA
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takes a policy-driven action in response, one of which is to disable the kernel and
restart the device to a known good state, thereby safeguarding all TIMA-dependent
features within the TEE, including Samsung Pay and the Samsung KNOX Workspace,
from device-level attacks.

Whenever the TA is loaded into the memory 180, the TEE/CCM 502 performs cryp-
tographic verification of the binary-the application's executable program to further
ensure that only authentic payment TAs are executed and allowed to access payment
credentials. This check is performed in addition to the initial verification performed
when the secure application is first installed on the electronic device 100.

Further, the transaction specific fields (e.g., wallet access token) are encrypted /
stored in the secure application. The pay client (e.g., TIMA/CCM) exchanges cer-
tificates with the wallet aggregate server 504 and sensitive cryptographic operations
are completed in the TEE. The wallet aggregate server 504 may run in isolated Linux
containers and wallet data is isolated to different Couch-base server buckets. Few
personally identifiable fields (Ex: transaction) are stored in the wallet aggregate server
504 and personally identifiable fields are encrypted with key management service. The
user authentication is managed with the authentication unit 120 in the TEE and a server
signature to ensure trust in the absence of Trusted User Interface (TUI).

FIG. 7 illustrates a block diagram of a wallet aggregator architecture 700, according
to an embodiment of the disclosure. The wallet aggregator architecture 700 includes a
wallet interface 702, a payment framework 704, the TEE 705, a Mobile Payment
System 714, an Internal Service 712, the wallet aggregate (WA) server 504, a Service-
request Information Field (SIF) 710, a Common Interface (CIF) 706 and the wallet
provider 506. The secure application communicates with the CIF 706 through the
wallet interface 702. Further, the secure application communicates with the payment
framework 704. The SIF 710 includes information relating to the electronic device
100.

Further, the Mobile Payment System 714 includes the CMN 708, the CIF 706 and the
WA server 504. The CMN 708 manages the account registration/deregistration.
Further, the CMN 708 arranges a JSON Web Token (JWT) to the secure application
which is used for subsequent interaction with the Mobile Payment System 714. The
JWT is first validated before handing over the request to the WA server 504. Further,
the CMN 708 handles the wallet life cycle management for a device lock operation, a
device unlock operation, a secure application details reset operation, a secure ap-
plication details clear operation, an account deregistration operation, and an account
deletion operation.

Further, the CIF 706 receives all the requests from the secure application. The
requests received from the client are first sent to the CMN 708 to validate JWT. After
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successful validation, the CIF 706 may hand over the request to the WA server 504.
The WA server 504 interacts with multiple wallet providers 506 and is responsible for
wallet data provisioning and transaction. In an embodiment, the internal service 712
includes a Samsung Account (SA) 712a, a Find My Mobile (FMM) 712b, and a
Samsung Push Protocol (SPP) 712c¢ for managing the payments transaction.

FIG. 8 illustrates a sequence diagram illustrating various operations for performing
the offline payment in the electronic device 100, according to an embodiment of the
disclosure.

The following procedures are involved in the offline payment procedures (such as
security asset procedure, a user authentication procedure, a wallet creation procedure,
and a money sending procedure in offline mode).

Referring to Fig. 8, the user authentication procedure is performed after the security
asset procedure. In the user authentication procedure, the secure application installed in
the electronic device 100 sends account access token information to the CIF 706 in
operation 1 of the user authentication procedure. In operation 2 of the user authen-
tication procedure, the CIF 706 validates the account access token information and the
CIF 706 issues the JWT in operation 3. In operation 4, the CIF 706 sends the JWT and
a JWT signature to the secure application. The secure application sends the JWT and
JWT signature for every application in operation 5. In operation 6, the CIF 706 creates
a hashed value of Derived Master Identifier (dmd), Master Identifier (mid) and Device
Identifier (did) based on the JWT.

Following procedures are involved in the wallet creation. The secure application in
the electronic device 100 creates the electronic wallet based on a Client Certificate
Manager (CCM) key pair generation in the electronic device 100 in operation 1 of the
wallet creation procedure. The electronic device 100 sends the electronic wallet with
CCM certificate to the CIF 706. The verification of JWT is taking place at the CIF 706
in operation 2. The wallet aggregate server 504 validates an attested request and
provides the payment certificate in operation 3. In operation 4, the wallet aggregate
server 504 creates the electronic wallet through TLS (one way or two-way). The wallet
aggregate server 504 manages the device certificate. The wallet provider 506 creates
the electronic wallet. The wallet provider 506 sends wallet information to the wallet
aggregate server 504 in operation 5 and 6. The wallet aggregate server 504 sends the
wallet details to the electronic device 100 in operation 7. The access token / transaction
counter are accessible within the Trusted Execution Environment (TEE) 503 by the
secure application of the electronic device 100.

Referring to Fig. 8, following procedures are involved in the money sending
procedure in an offline mode of the electronic device 100. The electronic device 100

sends money over a leverage secure channel in operation 1. The CIF 706 validates the
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JWT, validates the request, decrypts the access token and passes it to the wallet
aggregate sever 504, in operation 2 and 3. The wallet aggregate server 504 sends
money over the one way TLS to the wallet provider 506 in operation 4 and 5. Op-
erations 6 through 12 relate to show code (device operation not in online mode but in
offline mode) procedure. In operation 6, the electronic device 100 obtains the
encrypted access token over the leverage secure channel. In operation 7, the CIF 706
validates JWT. In operation 8, the wallet aggregate server 504 validates the request,
decrypts access token and passes the decrypted access token to the wallet provider 506
over the one way TLS. In operation 10, the wallet provider 506 sends the offline
dynamic parameter to the wallet aggregate server 504. In operation 11, the wallet ag-
gregator server 504 sends the offline parameter to the CIF 706. In operation 12, the
electronic device 100 receives the OTP/authentication code (e.g., QR code, bar code or
the like) to complete the transaction.

FIG. 9 illustrates a sequence diagram illustrating various operations for a user au-
thentication procedure in the electronic device 100, according to an embodiment of the
disclosure. In operation S902, when the user accesses the electronic device 100 to
make the payment transaction, the electronic device 100 authenticates the secure ap-
plication by obtaining a user credential such as fingerprint, iris image, PIN or
password. Further, the secure application may store the user credential.

In operation S904, the secure application may obtain a nonce or a nonce token from
the authentication unit 120. The nonce termed as nonce token is a random data
generated in authentication unit 120. In operation S906, the secure application receives
the nonce signature from the authentication unit 120 or the server 910. The authen-
tication unit 120 or the server 910 may sign the nonce token to generate the nonce
signature. The nonce signature received by the secure application 110 from the authen-
tication unit 120 may be used to verify the authentication unit 120. If the nonce
signature transmitted from the server 910 to the authentication unit 120 through the
secure application 110 may be used to verify the server 910. Once the electronic device
100 receives the nonce signature from the server in an online mode in which the
electronic device connects to the server 910 via a network, the electronic device 100
enters an offline mode where the electronic device is disconnected from the network.

In operation S908, the authentication unit 120 may verify both of the nonce token
and the nonce signature together. In operation S910, the authentication unit 120
validates the nonce token and the nonce signature. In operation S912, the authen-
tication unit 120 decrypts the encrypted user credential. In operation S914, the authen-
tication unit 120 may create a security object (SO) and send the SO to the secure ap-
plication in operation S916.

Referring to Fig. 9, the electronic device 100 operates in an offline mode in which
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the electronic device 100 is disconnected from the network except when the electronic
device 100 obtains a nonce signature from the server 910. After the initial booting up
process of the electronic device 100 and a validation of the user authentication, the au-
thentication unit 120 may manage the retry count in secure memory of the electronic
device 100 without relying on the server 910.

The electronic device 100 has to be online only for the first time during the booting
up of the electronic device 100. The electronic device 100 may obtain the nonce
signature from the server in an online mode in which the electronic device 100
connected to a network. Further, any privilege escalated user in the electronic device
100 having complete control over the electronic device 100 cannot do any pro-
grammatic brute force PIN attacks as the nonce signature is needed from the server.

Further, the more number of first time retries are blocked by the server. In other
words, the server is restricted to send the nonce signature only predetermined times.
For example, the electronic device 100 may send at most 10 requests for the nonce
signature in 24 hours.

After the first time validation of the nonce, the user entered PIN state (e.g. retry
count) can be completely managed in the secure memory of the electronic device 100.
Further, any more invalid number of retries can be managed by the device and this
helps us to support offline device payments without relying on the server.

FIG. 10 illustrates a sequence diagram illustrating various operations for modifying
the user authentication information which is stored by the authentication unit 120,
according to an embodiment of the disclosure.

In operation S1002, the user intends to change the PIN and enters the old PIN. In
operation S1004, the secure application 110 obtains a nonce (nonce token) from the au-
thentication unit 120. Further, the secure application 110 stores the user authentication
information. In operation S1006, the authentication unit 120 verifies the authentication
information provided by the user (i.e., verifies the user credential using the nonce
signature, the encrypted user credential comprising the nonce token and/or the name of
the trusted application such as the authentication unit 120). In operation S1008, the au-
thentication unit 120 validates and decrypts the encrypted user credential. In operation
S1010, the authentication unit 120 sets a change state of the user credential.

In operation S1012, the secure application 110 obtains a new user credential input by
the user. In operation S1014, the secure application 110 obtains the nonce token. In
operation S1016, the secure application 110 sends the new user credential with the
nonce token to the authentication unit 120. In operation S1016, the authentication unit
120 updates the user credential using the nonce token, but the random number remains
same even when the user credential is changed. In operation S1018, the secure ap-

plication 110 stores secured user credential by encrypting the user credential with the
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random number.

FIG. 11 illustrates a sequence diagram illustrating various operations for performing
the payment in an offline mode, according to an embodiment of the disclosure. In
operation S1102, the user of the electronic device 100 sets the user credential (i.e.,
PIN, fingerprint, iris image, etc.) in the secure application 110. In operation S1104, the
secure application 110 obtains a nonce from the authentication unit 120. In operation
1106, the secure application 110 configures a secured user credential by encrypting the
PIN with the nonce. The encrypted PIN with the nonce is transmitted to the authen-
tication unit 120.

In operation S1108, the authentication unit 120 generates a random number (R). The
random number is generated at the first login of the secure application 110 and the
random number remains same even when the user credential is changed.

In operation S1110, the authentication unit 120 may persist or maintain the random
number and the secured user credential including the encrypted user credential with the
nonce. In operation S1112, the payment application 150 sends an identifier (ID) and an
OTP to the electronic device 100 after initiating the payment.

In operation S1114, the secure application 110 obtains the OTP from the user. In
operation S1114, the secure application 110 obtains a nonce from the payment ap-
plication 150. The authentication unit 120 adds the random number and the nonce
within a secure object. The secure object can be only viewed by the payment ap-
plication 150. In operation S1116, the secure application 110 obtains the secure object
from the authentication unit 120 based on the nonce and the name of TA.

In operation S1120, the secure application 110 sends a POST wallets message
including the OTP and the secure object to a wallet aggregate (WA) server 1102. In
operation S1122, the WA server 1102 transmits the identifier (ID) and virtual OTP
(V(OTP)) to a payment application server 504. In operation S1124, the WA server
1102 generates the encrypted payload including the nonce token, the secure object, and
the transaction counter.

In operation S1126, the secure application 110 transmits a wallet data including the
token, the secure object, and the transaction counter to the payment application 150. In
operation S1128, the payment application 150 validates and stores the transmitted
wallet data.

Further, the secure object with the random number "R" is passed as part of ID &
V(OTP) response from the WA server 1102 to the payment application 150.

FIG. 12 illustrates a sequence diagram illustrating operations for performing a secure
payment in the offline mode, according to an embodiment of the disclosure.

In operation S1201, the electronic device 100 launches or executes a secure ap-

plication 100 for performing a secure payment in an offline mode. In operation S1203,
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the secure application 110 obtains a nonce token from an authentication unit 120 of the
electronic device 100. In operation S1205, the secure application 110 obtains a nonce
signature from a server 1201 in an online mode where the electronic device 100 is
connected to the server 1210 via a wired or wireless network.

In operation S1207, the secure application 110 may enter an offline mode where the
electronic device 100 is disconnected from the wired or wireless network. The
electronic device 100 may enter the offline mode in situation where the network
connection is unstable, network service is unavailable, the electronic device 100 needs
to save power consumption due to a battery shortage, or the electronic device 100 is
incapable of connecting to a network service in certain area for any reason.

In operation S1209, the secure application 110 encrypt a user credential received
from a user of the electronic device 100 using the nonce token and the nonce signature.
In operation S1211, the encrypted user credential is transmitted to the authentication
unit 120 for further processing. In operation S1213, the authentication unit 120 may
decrypt and validate the encrypted user credential.

In operation S1215 and S1217, the authentication unit 120 generates a random
number and generates a secure object based on the decrypted user credential and the
random number. In operation S1219, the authentication unit 120 transmits the secure
object to the secure application 100 for the secure payment. The secure payment is
performed using the secure object in operation S1221.

The embodiments disclosed herein can be implemented using at least one software
program running on at least one hardware device and performing network management
functions to control the elements.

The foregoing description of the specific embodiments will so fully reveal the
general nature of the embodiments herein that others can, by applying current
knowledge, readily modify and/or adapt for various applications such specific em-
bodiments without departing from the generic concept, and, therefore, such adaptations
and modifications should and are intended to be comprehended within the meaning and
range of equivalents of the disclosed embodiments. It is to be understood that the
phraseology or terminology employed herein is for the purpose of description and not
of limitation. Therefore, while the embodiments herein have been described in terms of
preferred embodiments, those skilled in the art will recognize that the embodiments
herein can be practiced with modification within the spirit and scope of the em-

bodiments as described herein.
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Claims

[Claim 1] A method of performing a payment in an offline mode of an electronic
device, the method comprising:
launching a secure application at the electronic device;
obtaining a nonce token from an authentication unit of the electronic
device;
obtaining a nonce signature from a server via a network;
entering an offline mode where the electronic device is disconnected
from the network;
encrypting, by the secure application, a user credential input by a user
using the nonce token and the nonce signature;
decrypting and validating, by the authentication unit, an encrypted user
credential;
generating a secure object based on the decrypted user credential and a
random number generated by the authentication unit; and
performing a secure payment based on the secure object.

[Claim 2] The method of claim 1, further comprising:
validating, by the authentication unit, the nonce token and the nonce
signature.

[Claim 3] The method of claim 1, further comprising:
launching a payment application in the offline mode of the electronic
device;
obtaining an one time password (OTP) of the payment application at
the secure application;
obtaining a second nonce token from the payment application;
obtaining, by the secure application, the secure object from the authen-
tication unit based on the second nonce token and the name of the au-
thentication unit;
wherein the performing the secure payment comprises performing the
secure payment based on the secure object and the OTP.

[Claim 4] The method of claim 3, wherein the secure object generated by the au-
thentication unit is only viewable at the payment application.

[Claim 5] The method of claim 1, wherein the generating the secure object
comprises:
generating the secure object based on the user credential, the random
number and a user profile available in a payment application without

connecting to the server via a network,
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and wherein the performing the secure payment comprises:

generating a payment code for a payee in the electronic device and
executing the payment based on the payment code input into a device
of the payee.

The method of claim 1, wherein the random number remains the same
when the user credential is changed.

The method of claim 1, wherein the random number is generated when
the user performs a first login to the secure application.

The method of claim 1, wherein the random number is changed in
response to an event comprising at least one of a factory reset event, a
reset event by the user, a logout by the user, and a deletion of the secure
object.

The method of claim 1, wherein the user credential comprises at least
one of user-setting password, fingerprint of the user, and an iris image
of the user.

The method of claim 1, wherein the validating the encrypted user
credential comprises:

validating the user credential by comparing a user credential obtained
during booting of the electronic device and a user credential stored in
the electronic device.

An apparatus for performing a payment in an offline mode, the
apparatus comprising:

a memory configured to store an authentication unit and a secure ap-
plication;

a communicator configured to obtain a nonce signature from a server
via a network; and

a processor configured to

obtain a user credential from a user,

execute the secure application and the authentication unit,

obtain a nonce token from the authentication unit,

control to enter an offline mode where the apparatus is disconnected
from the network,

encrypt, at the secure application, the user credential using the nonce
token and the nonce signature,

decrypt and validate, at the authentication unit, the encrypted user
credential,

generate a secure object based on the decrypted user credential and a

random number generated by the authentication unit, and
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perform a secure payment based on the secure object.

The apparatus of claim 11, wherein the processor is further configured
to validate, at the authentication unit, the nonce token and the nonce
signature.

The apparatus of claim 11, wherein the processor is further configured
to

launch a payment application in the offline mode;

obtain an one time password (OTP) of the payment application at the
secure application;

obtain a second nonce token from the payment application; and
obtain, at the secure application, the secure object from the authen-
tication unit based on the second nonce token and the name of the au-
thentication unit,

wherein the performing the secure payment comprises performing the
secure payment based on the secure object and the OTP.

The apparatus of claim 11, wherein the generating the secure object
comprises generating the secure object based on the user credential, the
random number and a user profile available in a payment application in
the offline mode, and

wherein the performing the secure payment comprises generating a
payment code for a payee and executing the payment based on the
payment code input into a device of the payee.

A non-transitory computer readable medium having a computer
readable program stored therein, the computer readable program, when
executed in a device, configured to execute instructions to cause the
device to:

launch a secure application at the electronic device;

obtain a nonce token from an authentication unit of the electronic
device;

obtain a nonce signature from a server via a network;

enter an offline mode where the electronic device is disconnected from
the network;

encrypt, at the secure application, a user credential input by a user
using the nonce token and the nonce signature;

decrypt and validate, at the authentication unit, an encrypted user
credential;

generate a secure object based on the decrypted user credential and a

random number generated by the authentication unit; and
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perform a secure payment based on the secure object.
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[Fig. 9]
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[Fig. 10]
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[Fig. 11]
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[Fig. 12]
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