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(54) Title: CONTENT MANAGEMENT OF DOCUMENTS

(57) Abstract: The present disclosure provides methods and apparatuses
for content management of documents. A request for adding a restricted
content to a document may be received from a first terminal device of a
first user, the request including the restricted content and a corresponding
access permission configuration. A restricted content layer containing the
restricted content may be added into the document. A request for access-
ing the document may be received from a second terminal device of a sec-
ond user. The document may be sent to the second terminal device. [t may
be determined whether the second user has an access permission to the re-
stricted content based at least on the access permission configuration. The
restricted content contained in the restricted content layer may be rendered
on the second terminal device, in response to determining that the second
user has the access permission.
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CONTENT MANAGEMENT OF DOCUMENTS

BACKGROUND

[0001] Document processing through computer techniques is common in people’s
work and life. Various document processing tools are proposed for processing various
types of document. Herein, a document may refer to a file containing various types of
digital content such as text, image, etc. Examples of document may include, e.g.,
word processing document, spreadsheet, presentation document, PDF document, etc.
A document processing tool may refer to a document authoring or editing application.
A user may create, view or edit a document through a corresponding document
processing tool. In recent years, with the development of cloud techniques, document
processing services that are based on cloud services are widely applied. Through these
cloud-based document processing services, documents may be further shared,
synchronized, collaborated, or protected among multiple users in a user group.
Examples of cloud-based document processing service may include, e.g., productivity

tools under cloud services, etc.

SUMMARY

[0002] This Summary is provided to introduce a selection of concepts that are
further described below in the Detailed Description. It is not intended to identify key
features or essential features of the claimed subject matter, nor is it intended to be
used to limit the scope of the claimed subject matter.

[0003] Embodiments of the present disclosure propose methods and apparatuses
for content management of documents. A request for adding a restricted content to a
document may be received from a first terminal device of a first user, the request
including the restricted content and a corresponding access permission configuration.
A restricted content layer containing the restricted content may be added into the
document. A request for accessing the document may be received from a second
terminal device of a second user. The document may be sent to the second terminal
device. It may be determined whether the second user has an access permission to the
restricted content based at least on the access permission configuration. The restricted
content contained in the restricted content layer may be rendered on the second

terminal device, in response to determining that the second user has the access
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permission.

[0004] It should be noted that the above one or more aspects comprise the features
hereinafter fully described and particularly pointed out in the claims. The following
description and the drawings set forth in detail certain illustrative features of the one
or more aspects. These features are only indicative of the various ways in which the
principles of various aspects may be employed, and this disclosure is intended to

include all such aspects and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The disclosed aspects will hereinafter be described in connection with the
appended drawings that are provided to illustrate and not to limit the disclosed aspects.
[0006] FIG.1 illustrates an exemplary architecture for implementing content
management of documents according to an embodiment.

[0007] FIG.2 illustrates an exemplary process for content management of
documents according to an embodiment.

[0008] FIG.3 illustrates an exemplary process for content management of
documents according to an embodiment.

[0009] FIG.4 illustrates an exemplary process for content management of
documents according to an embodiment.

[0010] FIG.5 illustrates a flowchart of an exemplary method for content
management of documents according to an embodiment.

[0011] FIG.6 illustrates an exemplary apparatus for content management of
documents according to an embodiment.

[0012] FIG.7 illustrates an exemplary apparatus for content management of

documents according to an embodiment.

DETAILED DESCRIPTION

[0013] The present disclosure will now be discussed with reference to several
example implementations. It is to be understood that these implementations are
discussed only for enabling those skilled in the art to better understand and thus
implement the embodiments of the present disclosure, rather than suggesting any
limitations on the scope of the present disclosure.

[0014] For the cloud-based document processing services, access control or right
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management for documents is important and necessary. For example, it may be
desired that a certain document is accessible only by some specified users in a user
group, but is not accessible by those users without permissions in or outside of the
user group. Currently, access control or right management is typically performed on
the whole document. For example, if a user has no access permission to a document,
the user would be unable to see any content in the document.

[0015] Embodiments of the present disclosure propose content management of
documents that directs to managing access permissions to a part of content in a
document. Through setting respective layers for multiple parts of content in a
document, access permission control may be applied to these parts of content
respectively. Herein, a part of content in a document that is applied by access
permission control may be referred to as a restricted content. A restricted content in a
document may be widely interpreted as a content for which access restriction is
applied according to specified access permissions. Access permissions to a restricted
content may indicate which users in a user group are permitted to access the restricted
content and what types of accessing operation are allowed. Herein, a user group may
comprise a plurality of users that are associated with the document, e.g., users co-
working on the document, users being as recipients of the document, etc. It should be
understood that the embodiments of the present disclosure are not limited to the case
that there is a user group, but can also be similarly applied for the case that no user
group is defined. Examples of access permission to a restricted content may comprise,
e.g., a permission to view the restricted content, a permission to edit the restricted
content, etc. Multiple restricted contents may be defined in a document through
setting multiple corresponding restricted content layers. Each restricted content layer
may contain a corresponding restricted content, and an access permission
configuration may be set for the restricted content, which contains access permissions
to the restricted content specified for one or more users.

[0016] The content management of documents according to the embodiments of
the present disclosure may be implemented in a document processing service.
Hereinafter, a document processing service may widely refer to various document
processing services or applications that are based on cloud services. The document
processing service according to the embodiments of the present disclosure may enable

a user who is creating or editing a document to add one or more restricted contents
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into the document and set corresponding access permission configurations, and enable
those users who requests to access the document to view or edit the restricted contents
according to their respective access permissions.

[0017] In an implementation, restricted contents in a document may be
annotations. Herein, annotations may widely refer to various contents that contain
opinions or comments of creators, editors or viewers of the document, and are
visually distinct from the text of the document. The annotations may take various
forms, e.g., inline texts or images, sticky notes, signatures, comments, drawings, etc.
In this scenario, restricted content layers may also be referred to as annotation layers.
Multiple annotation layers may be set for multiple annotations respectively, and
corresponding access permissions may be specified for these annotations respectively.
[0018] In an implementation, restricted contents in a document may be content
sections in the document. Herein, content sections may widely refer to a group of
words, sentences, paragraphs, etc. in the text of the document. In this scenario,
restricted content layers may also be referred to as content section layers. Multiple
content section layers may be set for multiple content sections respectively, and
corresponding access permissions may be specified for these content sections
respectively.

[0019] Through the content management of documents according to the
embodiments of the present disclosure, more flexible and convenient access
permission control to restricted contents in documents may be achieved, and thus user
experience of document processing services may be significantly improved. Moreover,
since restricted content layers are incorporated in a document, a single document
could be sent to a terminal device and rendered on the terminal device according to a
corresponding access permission, and thus the embodiments of the present disclosure
could reduce processing burdens at the server or network side, and could avoid
transmission delay of a restricted content in the case of sending the restricted content
in a separate file from the document.

[0020] FIG.1 illustrates an exemplary architecture 100 for implementing content
management of documents according to an embodiment.

[0021] In the architecture 100, a document processing service 110 is deployed for
providing various types of document processing function for users, e.g., creating a

document, viewing a document, editing a document, etc. The document processing
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service 110 is based on cloud services, and documents may be shared, collaborated,
etc. among multiple users.

[0022] The document processing service 110 may comprise a document
processing unit 112. The document processing unit 112 is a core unit for document
processing, and supports various traditional operations of creating, viewing, editing,
etc. of documents.

[0023] The document processing service 110 may further comprise a restricted
content processing unit 114. The restricted content processing unit 114 may provide
various functions related to restricted content processing and access permission
control. The restricted content processing unit 114 and the document processing unit
112 may communicate with each other, so as to transfer necessary information related
to content management of documents between them.

[0024] It should be understood that the document processing unit 112 and the
restricted content processing unit 114 in the document processing service 110 may be
implemented through various approaches. For example, in a server-client
implementation approach, a client application corresponding to the document
processing unit 112 and/or the restricted content processing unit 114 may be installed
in a terminal device, and the client may cooperate with a server corresponding to the
document processing unit 112 and/or the restricted content processing unit 114 at the
network or cloud side, so as to provide document processing service for users of the
terminal device. For example, in a web-based implementation approach, the document
processing unit 112 and/or the restricted content processing unit 114 may be hosted at
the network or cloud side, and a user may utilize, e.g., a web browser in a terminal
device to access the document processing unit 112 and/or the restricted content
processing unit 114 so as to obtain document processing service. The embodiments of
the present disclosure are not limited to any specific implementation approaches of
the document processing unit 112 and/or the restricted content processing unit 114.
Moreover, although the restricted content processing unit 114 is shown in FIG.1 as a
separate unit from the document processing unit 112, the restricted content processing
unit 114 may also be implemented as a component or an invoked function of the
document processing unit 112.

[0025] As shown in FIG.1, a user 122 may utilize the document processing

service 110 for creating or editing a document 102 on a terminal device 120. The
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document processing service 110 may comprise various Uls for interacting with users.
It is assumed that the user 122 has input a basic content into the document 102,
wherein the basic content may refer to content in the text of the document 102 that is
not applied by access permission control and thus accessible by all the users in a user
group.

[0026] The user 122 may further identify or input restricted content 1 and
restricted content 2, and set access permission configurations for the restricted content
1 and the restricted content 2 respectively. For example, the access permission
configuration for the restricted content 1 may specify that a user 132 has an access
permission to the restricted content 1, e.g., a permission to view the restricted content
1. For example, the access permission configuration for the restricted content 2 may
specify that a user 142 has an access permission to the restricted content 2, e.g., a
permission to view and edit the restricted content 2.

[0027] In an implementation, the user 122 may explicitly request in the Uls for
establishing restricted content layers for the restricted contents 1 and 2 respectively,
and the restricted content processing unit 114 would establish the restricted content
layers accordingly. In another implementation, the establishing of restricted content
layers may be transparent to the user 122, e.g., the user 122 may only identify or input
the restricted contents 1 and 2, and the restricted content processing unit 114 would
establish the restricted content layers on the backend.

[0028] The restricted content processing unit 114 may store access permission
information contained in the access permission configurations in association with the
restricted contents. The restricted content processing unit 114 may establish a
restricted content layer 1 containing the restricted content 1 and a restricted content
layer 2 containing the restricted content 2 respectively. The document processing unit
112 may add the restricted content layers 1 and 2 into the document 102. Thus, the
document 102 would comprise both the basic content and the restricted content layers.
In an implementation, the restricted content layers may be encrypted by the restricted
content processing unit 114, and thus the document processing unit 112 would add the
encrypted restricted content layers into the document 102. The encrypting operation
of the restricted content layers would result in that the restricted contents could be
rendered on a terminal device only after the encrypted restricted content layers are

decrypted with a decryption key provided by the restricted content processing unit.
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[0029] It is assumed that the user 132 requests to access the document 102
through the document processing service 110 on a terminal device 130. The document
processing unit 112 may send the document 102 including the basic content and the
restricted content layers 1 and 2 to the terminal device 130. The basic content may be
further rendered on the terminal device 130. Meanwhile, since the user 132 is
specified as having an access permission to the restricted content 1, e.g., to view the
restricted content 1, but having no access permission to the restricted content 2, only
the restricted content 1 would be rendered on the terminal device 130. Accordingly,
the user 132 could view both the basic content and the restricted content 1 on the
terminal device 130. The user 132 may further edit the basic content since no access
permission control is applied to the basic content. However, the user 132 cannot edit
the restricted content 1 since no access permission to edit the restricted content 1 is
specified for the user 132. It should be understood that, if the restricted content layer 1
is encrypted, the rendering of the restricted content 1 may comprise: decrypting the
encrypted restricted content layer 1 with, e.g., a decryption key provided by the
restricted content processing unit 114; and rendering the restricted content 1 contained
in the decrypted restricted content layer 1.

[0030] Similarly, when the user 142 requests to access the document 102 through
the document processing service 110 on a terminal device 140, the basic content and
the restricted content 2 could be rendered on the terminal device 140, wherein the
restricted content 2 is rendered according to the access permission specified for the
user 142. The user 142 may further view and edit the basic content. Moreover, the
user 142 may also view and edit the restricted content 2 since the user 142 is specified
as having an access permission to view and edit the restricted content 2.

[0031] As a further example, it is assumed that there is another user requesting to
access the document 102, but this user is not listed in any access permission
configuration, i.e., this user is not permitted to access anyone of the restricted contents
1 and 2. Accordingly, only the basic content would be rendered on a terminal device
of this user.

[0032] It should be understood that the embodiments of the present disclosure are
not limited to any specific approaches of specifying access permissions in access
permission configurations. For example, instead of only specifying which users have

access permissions to a restricted content in an access permission configuration, the
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access permission configuration may also specify which users have no access
permissions to the restricted content. Accordingly, when deciding whether to render
the restricted content on a terminal device of a user, it may be checked whether the
user is specified as having an access permission to the restricted content or is
specified as having no access permission to the restricted content, based at least on the
access permission configuration. For the sake of simplicity, the following discussions
take the approach of only specifying which users have access permissions to a
restricted content in an access permission configuration as an example.

[0033] FIG.2 illustrates an exemplary process 200 for content management of
documents according to an embodiment. The process 200 may be implemented based
on the architecture 100 in FIG.1, e.g., performed by the document processing service
110.

[0034] It is assumed that a first user is editing a document on a first terminal
device as a creator or an editor of the document.

[0035] At 210, a request for adding a restricted content into the document may be
received from the first terminal device of the first user. This request may indicate that
the first user desires to add the restricted content to the document. The request may be
made by the first user in the Uls of the document processing service in various
approaches, and the present disclosure is not limited to any specific approach of
inputting and sending the request by the first user. In an implementation, the request
may include the restricted content and a corresponding access permission
configuration. The access permission configuration specifies at least one access
permission to the restricted content for at least one another user. For example, the
access permission configuration may specify which users have access permissions to
the restricted content and what types of access permission these users have. Users
may be identified in the access permission configuration with corresponding user IDs,
e.g., account numbers, user names, user emails, etc. The user IDs in the access
permission configuration may be the same as those with which these users log in the
document processing service. In another implementation, the request received at 210
is a logical concept which may be a combination of the restricted content and the
access permission configuration, and accordingly the receiving of the request at 210
may comprise a step of receiving the restricted content and a step of receiving the

access permission configuration respectively.
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[0036] At 220, a restricted content layer containing the restricted content may be
added into the document. For example, the restricted content layer may be inserted
into the basic content of the document, attached at the side of the basic content, placed
over the basic content, etc. Accordingly, the document would include both the
restricted content layer and the basic content. In an implementation, the restricted
content layer may be encrypted before being added into the document.

[0037] At 230, a request for accessing the document may be received from a
second terminal device of a second user. The second user may have logged in the
document processing service with a corresponding user 1D, and thus can be identified
by the document processing service. The request indicates that the second user desires
to perform operations on the document, e.g., viewing, editing, etc. the document.
[0038] At 240, in response to the request for accessing the document from the
second terminal device of the second user, the document may be sent to the second
terminal device. This document includes both the basic content and the restricted
content layer.

[0039] At 250, it is determined whether the second user has an access permission
to the restricted content based at least on the access permission configuration. For
example, the restricted content processing unit may check whether the second user is
listed in the access permission configuration as having an access permission.

[0040] If it is determined at 250 that the second user has the access permission,
the restricted content contained in the restricted content layer may be rendered on the
second terminal device at 260. Moreover, the basic content may also be rendered on
the second terminal device at 260. The basic content and the restricted content may be
rendered independently or rendered together. If the restricted content layer has been
encrypted, the rendering of the restricted content may comprise decrypting the
encrypted restricted content layer first, and then rendering the restricted content
contained in the decrypted restricted content layer.

[0041] If it is determined at 250 that the second user has no access permission,
only the basic content would be rendered on the second terminal device at 270, while
the restricted content would not be rendered.

[0042] Through the rendering at 260 or 270, the rendered basic content and
possible restricted content would be displayed on the second terminal device, and thus

the second user could view the rendered contents. It the second user further performs
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operations on the rendered contents, the process 200 may respond to the user
operations at 280. Here, only the user operations conforming to the access permission
would be responded. For example, if the second user is only permitted to view the
restricted content, only viewing-related operations, e.g., scrolling up/down, zooming
in/out, etc. on the restricted content would be responded. While if the second user is
permitted to edit the restricted content, editing-related operations, e.g., modifying,
deleting, etc. on the restricted content would also be responded. Herein, the
responding to user operations may refer to that the document processing service
processes the restricted content according to intentions of the user operations. For
example, if the user operation indicates that the user intends to modify a word in the
restricted content to another word, the document processing service would replace the
original word by said another word in the restricted content. It should be understood
that, at 280, the process 200 may also respond to user operations on the basic content
of the document.

[0043] It should be understood that all the steps and orders of these steps in the
process 200 are exemplary, and the embodiments of the present disclosure may cover
various changes to the process 200. In an implementation, the steps 210 to 220 may
be performed repeatedly so as to add two or more restricted contents into the
document. In an implementation, the second user may be the same as the first user,
i.e., after the restricted content has been added into the document, the first user may
return to the document processing service and request to access the document again.
In this case, it may be predefined that the first user has all access permissions to the
restricted content since the first user is the creator of the restricted content. In an
implementation, although it is shown in the process 200 that the step 240 is performed
before the step 250, the step 250 may also be performed before the step 240 or these
two steps may be performed concurrently.

[0044] FIG.3 illustrates an exemplary process 300 for content management of
documents according to an embodiment. The process 300 is a specific implementation
of the process 200 in FIG.2, in which restricted contents are annotations, and
restricted content layers are annotation layers.

[0045] At 310, it is assumed that a user 301 is currently editing a document on a
terminal device 302. The editing of the document may be performed in Uls provided

by a document processing service. Specifically, the editing of the document may be
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supported by a document processing unit 304 in the document processing service. The
document processing unit 304 may correspond to the document processing unit 112 in
FIG.1.

[0046] When the user 301 desires to add a restricted content, e.g., an annotation,
into the document, the user 301 may send the annotation to an annotation processing
unit 306 in the document processing service at 312. For example, in the Uls of the
document processing service, the user 301 may select or designate, in a basic content
of the document, a position for adding the annotation, and input the annotation in an
input box. The annotation processing unit 306 may receive the annotation from the
terminal device 302 at 312. The annotation processing unit 306 may be a specific
implementation of the restricted content processing unit 114 in FIG.1.

[0047] The user 301 may further specify access permissions to the annotation for
other users. For example, at 314, the user 301 may input and send an access
permission configuration to the annotation processing unit 306. The annotation
processing unit 306 may receive the access permission configuration from the
terminal device 302, wherein the access permission configuration specifies at least
one access permission to the annotation for at least one another user.

[0048] It should be understood that, although the annotation and the access
permission configuration are shown as being received by the annotation processing
unit 306 at the step 312 and the step 314 respectively, the annotation and the access
permission configuration may also be received in a single request sent from the
terminal device, wherein this request may request to add the annotation into the
document and may include both the annotation and the access permission
configuration.

[0049] At 316, the annotation processing unit 306 may create a record which
includes information in the access permission configuration.

[0050] At 318, the annotation processing unit 306 may establish an annotation
layer containing the annotation and transfer the annotation layer to the document
processing unit 304. In an implementation, the annotation layer may be encrypted,
and the annotation processing unit 306 may further store a decryption key for
decrypting the encrypted annotation layer in the record.

[0051] At 320, the document processing unit 304 may add the annotation layer

into the document, so as to obtain a document including both the basic content and the
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annotation layer.

[0052] At 322, the document processing unit 304 may receive a request for
accessing the document from a terminal device 308 of a user 303. In an
implementation, the user 303 may have logged in the document processing service
with a corresponding user ID, and thus can be identified by the document processing
service.

[0053] At 324, in response to the request received at 322, the document
processing unit 304 may send the document to the terminal device 308.

[0054] At 326, the document processing unit 304 may forward the request
received at 322 together with the user ID of the user 303 to the annotation processing
unit 306.

[0055] At 328, the annotation processing unit 306 may determine whether the user
303 has an access permission to the annotation based at least on the access permission
configuration. For example, the annotation processing unit 306 may check the record
to see whether the user ID of the user 303 is listed in the access permission
configuration as having an access permission. If it is determined that the user 303 has
the access permission, the annotation processing unit 306 may further retrieve the
decryption key from the record.

[0056] At 330, the document processing unit 304 may render the basic content in
the document on the terminal device 308, such that the user 303 may view the basic
content.

[0057] At 332, the annotation processing unit 306 may render the annotation on
the terminal device 308. In an implementation, in the case that the annotation layer is
encrypted and the decryption key is retrieved, the annotation may be rendered with
the decryption key. For example, the encrypted annotation layer may be first
decrypted with the decryption key, and then the annotation in the decrypted
annotation layer may be rendered on the terminal device 308.

[0058] It should be understood that, if it is determined at 328 that the user 303 has
no access permission to the annotation, the step of 332 would be omitted, i.e., the
annotation would not be rendered, and thus the user 303 could only view or edit the
rendered basic content.

[0059] In the process 300, the rendering of the basic content and the rendering of

the annotation are independent from each other. That is, the document processing unit
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304 would not recognize whether the annotation processing unit 306 has rendered the
annotation and how the annotation is rendered. Such mechanism makes the annotation
processing unit easy to be integrated into various types of document processing
service.

[0060] It should be understood that although the basic content and the annotation
are rendered independently, the basic content and the annotation may be presented on
the terminal device 308 synchronously. Herein, synchronous presenting may refer to
that the basic content and the annotation visually maintain fixed relative positions,
fixed relative sizes, the same movement directions, etc., no matter how the user
changes the displayed part of the document in a screen window on a terminal device.
For example, the basic content and the annotation may be synchronously scrolled
up/down, zoomed in/out, etc. in a screen window on the terminal device 308. In an
implementation, the synchronous presenting of the basic content and the annotation
may be achieved through transferring information of viewing-related operations
between the document processing unit 304 and the annotation processing unit 306.
For example, the document processing unit 304 may send information of viewing-
related operations on the basic content to the annotation processing unit 306 in real
time, and the annotation processing unit 306 may change the presenting of the
annotation according to the viewing-related operations, such that both the presenting
of the basic content and the presenting of the annotation would conform to the
viewing-related operations, and thus are presented synchronously.

[0061] After the basic content and the annotation are rendered on the terminal
device 308, the document processing service may respond to further operations
performed by the user 303 on the terminal device 308. For example, the document
processing unit 304 may respond to any user operations on the basic content, and the
annotation processing unit 306 may respond to user operations on the annotation
conforming to the access permission of the user 303.

[0062] It should be understood that all the steps and orders of these steps in the
process 300 are exemplary, and the embodiments of the present disclosure may cover
various changes to the process 300.

[0063] FIG.4 illustrates an exemplary process 400 for content management of
documents according to an embodiment. The process 400 is a specific implementation

of the process 200 in FIG.2, in which restricted contents are content sections, and
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restricted content layers are content section layers.

[0064] At 410, it is assumed that a user 401 is currently editing a document on a
terminal device 402. The editing of the document may be performed in Uls provided
by a document processing service. Specifically, the editing of the document may be
supported by a document processing unit 404 in the document processing service. The
document processing unit 404 may correspond to the document processing unit 112 in
FIG.1.

[0065] When the user 401 desires to add or identify a restricted content section in
the document, the user 401 may send the content section to the document processing
unit 404 at 412. For example, in one case, in the Uls of the document processing
service, the user 401 may select a part of the document as the restricted content
section. For example, in another case, the user 401 may establish a new region for
inputting the content section in the document, and then input the content section into
the region. The document processing unit 404 may receive the content section from
the terminal device 402 at 412.

[0066] The user 401 may further specify access permissions to the content section
for other users. For example, at 414, the user 401 may input and send an access
permission configuration to the document processing unit 404. The document
processing unit 404 may receive the access permission configuration from the
terminal device 402 at 414, wherein the access permission configuration specifies at
least one access permission to the content section for at least one another user.

[0067] It should be understood that, although the content section and the access
permission configuration are shown as being received by the document processing
unit 404 at the step 412 and the step 414 respectively, the content section and the
access permission configuration may also be received in a single request sent {from the
terminal device, wherein this request may request to add the content section into the
document and may include both the content section and the access permission
configuration.

[0068] At 416, the document processing unit 404 may send the content section
and the access permission configuration to a right management unit 406. The right
management unit 406 may be a specific implementation of the restricted content
processing unit 114 in FIG.1, and may adopt various right management techniques.

[0069] At 418, the right management unit 406 may create a record which includes
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information in the access permission configuration.

[0070] At 420, the right management unit 406 may establish a content section
layer containing the content section and transfer the content section layer to the
document processing unit 404. In an implementation, the content section layer may be
encrypted, and the right management unit 406 may further store a decryption key for
decrypting the encrypted content section layer in the record.

[0071] At 422, the document processing unit 404 may add the content section
layer into the document, so as to obtain a document including both a basic content and
the content section layer.

[0072] At 424, the document processing unit 404 may receive a request for
accessing the document from a terminal device 408 of a user 403. In an
implementation, the user 403 may have logged in the document processing service
with a corresponding user ID, and thus can be identified by the document processing
service.

[0073] At 426, in response to the request received at 424, the document
processing unit 404 may send the document to the terminal device 408.

[0074] At 428, the document processing unit 404 may forward the request
received at 424 together with the user ID of the user 403 to the right management unit
406.

[0075] At 430, the right management unit 406 may determine whether the user
403 has an access permission to the content section based at least on the access
permission configuration. For example, the right management unit 406 may check the
record to see whether the user ID of the user 403 is listed in the access permission
configuration as having an access permission. If it is determined that the user 403 has
the access permission, the right management unit 406 may further retrieve the
decryption key from the record.

[0076] At 432, the right management unit 406 may send the retrieved decryption
key to the document processing unit 404.

[0077] At 434, the document processing unit 404 may render both the basic
content and the restricted content section on the terminal device 408, such that the
user 403 may view the basic content and the content section. In the case that the
content section layer is encrypted and the decryption key is received, the document

processing unit 404 may first decrypt the encrypted content section layer, and then
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render the content section contained in the decrypted content section layer together
with the basic content on the terminal device 408.

[0078] It should be understood that, if it is determined at 430 that the user 403 has
no access permission to the content section, the document processing unit 404 would
obtain no decryption key from the right management unit 406, and thus could not
decrypt the encrypted content section layer and accordingly would not render the
restricted content section on the terminal device 408.

[0079] In the process 400, the basic content and the content section are rendered
together by the document processing unit 404. Accordingly, the right management
unit 406 is not required to have the capability of rendering the content section on the
terminal device.

[0080] After the basic content and the content section are rendered on the terminal
device 408, the document processing service may respond to further operations
performed by the user 403 on the terminal device 408. For example, the document
processing unit 404 may respond to any user operations on the basic content, and
respond to user operations on the content section conforming to the access permission
of the user 403.

[0081] It should be understood that all the steps and orders of these steps in the
process 400 are exemplary, and the embodiments of the present disclosure may cover
various changes to the process 400.

[0082] FIG.5 illustrates a flowchart of an exemplary method 500 for content
management of documents according to an embodiment.

[0083] At 510, a request for adding a restricted content to a document may be
received from a first terminal device of a first user, the request including the restricted
content and a corresponding access permission configuration.

[0084] At 520, a restricted content layer containing the restricted content may be
added into the document.

[0085] At 530, a request for accessing the document may be received from a
second terminal device of a second user.

[0086] At 540, the document may be sent to the second terminal device.

[0087] At 550, it may be determined whether the second user has an access
permission to the restricted content based at least on the access permission

configuration.
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[0088] At 560, the restricted content contained in the restricted content layer may
be rendered on the second terminal device, in response to determining that the second
user has the access permission.

[0089] In an implementation, the adding a restricted content layer may comprise:
encypting the restricted content layer; and adding the encrypted restricted content
layer into the document.

[0090] The rendering the restricted content may comprise: decrypting the
encrypted restricted content layer with a decryption key; and rendering the restricted
content contained in the decrypted restricted content layer.

[0091] In an implementation, the restricted content may be an annotation.

[0092] The method 500 may further comprise: rendering, on the second terminal
device, a basic content in the document independently from the rendering of the
restricted content.

[0093] The method 500 may further comprise: presenting the basic content and

the restricted content on the second terminal device synchronously.

[0094] In an implementation, the restricted content may be a content section in the
document.
[0095] The method 500 may further comprise: rendering, on the second terminal

device, a basic content in the document together with the rendering of the restricted
content.

[0096] In an implementation, the access permission configuration may specify at
least one access permission to the restricted content for at least one another user.
[0097] The determining whether the second user has an access permission may
comprise: determining whether the second user is listed in the access permission
configuration.

[0098] The at least one access permission may comprise: a permission to view the
restricted content, and/or a permission to edit the restricted content.

[0099] In an implementation, the method 500 may further comprise: responding
to operations performed on the second terminal device and conforming to the access
permission.

[00100] It should be understood that the method 500 may further comprise any
steps/processes for content management of documents according to the embodiments

of the present disclosure as mentioned above.
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[00101] FIG.6 illustrates an exemplary apparatus 600 for content management of
documents according to an embodiment.

[00102] The apparatus 600 may comprise: an adding request receiving module 610,
for receiving, from a first terminal device of a first user, a request for adding a
restricted content to a document, the request including the restricted content and a
corresponding access permission configuration; a restricted content layer adding
module 620, for adding a restricted content layer containing the restricted content into
the document; an accessing request receiving module 630, for receiving, from a
second terminal device of a second user, a request for accessing the document; a
document sending module 640, for sending the document to the second terminal
device; an access permission determining module 650, for determining whether the
second user has an access permission to the restricted content based at least on the
access permission configuration; and a rendering module 660, for rendering, on the
second terminal device, the restricted content contained in the restricted content layer,
in response to determining that the second user has the access permission.

[00103] Moreover, the apparatus 600 may also comprise any other modules
configured for content management of documents according to the embodiments of
the present disclosure as mentioned above.

[00104] FIG.7 illustrates an exemplary apparatus 700 for content management of
documents according to an embodiment.

[00105] The apparatus 700 may comprise: at least one processor 710; and a
memory 720 storing computer-executable instructions. When executing the computer-
executable instructions, the at least one processor 710 may: receive, from a first
terminal device of a first user, a request for adding a restricted content to a document,
the request including the restricted content and a corresponding access permission
configuration; add a restricted content layer containing the restricted content into the
document; receive, from a second terminal device of a second user, a request for
accessing the document; send the document to the second terminal device; determine
whether the second user has an access permission to the restricted content based at
least on the access permission configuration; and render, on the second terminal
device, the restricted content contained in the restricted content layer, in response to
determining that the second user has the access permission.

[00106] In an implementation, the adding a restricted content layer may comprise:
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encypting the restricted content layer; and adding the encrypted restricted content
layer into the document.

[00107] The rendering the restricted content may comprise: decrypting the
encrypted restricted content layer with a decryption key; and rendering the restricted
content contained in the decrypted restricted content layer.

[00108] In an implementation, the restricted content may be an annotation.

[00109] The at least one processor 710 may be further for: rendering, on the second
terminal device, a basic content in the document independently from the rendering of
the restricted content.

[00110] In an implementation, the restricted content may be a content section in the
document.

[00111] The at least one processor 710 may be further for: rendering, on the second
terminal device, a basic content in the document together with the rendering of the
restricted content.

[00112] Moreover, the at least one processor 710 may perform any other operations
of the methods for content management of documents according to the embodiments
of the present disclosure as mentioned above.

[00113] The embodiments of the present disclosure propose a computer program
product for content management of documents. The computer program product may
comprise a computer program that is executed by at least one processor for: receiving,
from a first terminal device of a first user, a request for adding a restricted content to a
document, the request including the restricted content and a corresponding access
permission configuration; adding a restricted content layer containing the restricted
content into the document; receiving, from a second terminal device of a second user,
a request for accessing the document; sending the document to the second terminal
device; determining whether the second user has an access permission to the restricted
content based at least on the access permission configuration; and rendering, on the
second terminal device, the restricted content contained in the restricted content layer,
in response to determining that the second user has the access permission. Moreover,
the computer program in the computer program product may be further executed by
the at least one processor to perform any other operations of the methods for content
management of documents according to the embodiments of the present disclosure as

mentioned above.
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[00114] The embodiments of the present disclosure may be embodied in a non-
transitory computer-readable medium. The non-transitory computer-readable medium
may comprise instructions that, when executed, cause one or more processors to
perform any operations of the methods for content management of documents
according to the embodiments of the present disclosure as mentioned above.

[00115] It should be appreciated that all the operations in the methods described
above are merely exemplary, and the present disclosure is not limited to any
operations in the methods or sequence orders of these operations, and should cover all
other equivalents under the same or similar concepts.

[00116] It should also be appreciated that all the modules in the apparatuses
described above may be implemented in various approaches. These modules may be
implemented as hardware, software, or a combination thereof. Moreover, any of these
modules may be further functionally divided into sub-modules or combined together.
[00117] Processors have been described in connection with various apparatuses
and methods. These processors may be implemented using electronic hardware,
computer software, or any combination thereof. Whether such processors are
implemented as hardware or software will depend upon the particular application and
overall design constraints imposed on the system. By way of example, a processor,
any portion of a processor, or any combination of processors presented in the present
disclosure may be implemented with a microprocessor, microcontroller, digital signal
processor (DSP), a field-programmable gate array (FPGA), a programmable logic
device (PLD), a state machine, gated logic, discrete hardware circuits, and other
suitable processing components configured to perform the various functions described
throughout the present disclosure. The functionality of a processor, any portion of a
processor, or any combination of processors presented in the present disclosure may
be implemented with software being executed by a microprocessor, microcontroller,
DSP, or other suitable platform.

[00118] Software shall be construed broadly to mean instructions, instruction sets,
code, code segments, program code, programs, subprograms, software modules,
applications, software applications, software packages, routines, subroutines, objects,
threads of execution, procedures, functions, etc. The software may reside on a
computer-readable medium. A computer-readable medium may include, by way of

example, memory such as a magnetic storage device (e.g., hard disk, floppy disk,
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magnetic strip), an optical disk, a smart card, a flash memory device, random access
memory (RAM), read only memory (ROM), programmable ROM (PROM), erasable
PROM (EPROM), electrically erasable PROM (EEPROM), a register, or a removable
disk. Although memory is shown separate from the processors in the various aspects
presented throughout the present disclosure, the memory may be internal to the
processors, e.g., cache or register.

[00119] Moreover, the articles “a” and “an” as used in this specification and the
appended claims should generally be construed to mean “one” or “one or more”
unless specified otherwise or clear from the context to be directed to a singular form.
[00120] The previous description is provided to enable any person skilled in the art
to practice the various aspects described herein. Various modifications to these
aspects will be readily apparent to those skilled in the art, and the generic principles
defined herein may be applied to other aspects. Thus, the claims are not intended to be
limited to the aspects shown herein. All structural and functional equivalents to the
elements of the various aspects described throughout the present disclosure that are
known or later come to be known to those of ordinary skilled in the art are intended to

be encompassed by the claims.
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WHAT IS CLAIMED IS:

1. A method for content management of documents, comprising:

receiving, from a first terminal device of a first user, a request for adding a
restricted content to a document, the request including the restricted content and a
corresponding access permission configuration;

adding a restricted content layer containing the restricted content into the
document;

receiving, from a second terminal device of a second user, a request for
accessing the document;

sending the document to the second terminal device;

determining whether the second user has an access permission to the restricted
content based at least on the access permission configuration; and

rendering, on the second terminal device, the restricted content contained in the
restricted content layer, in response to determining that the second user has the access

permission.

2. The method of claim 1, wherein the adding a restricted content layer
comprises:
encypting the restricted content layer; and

adding the encrypted restricted content layer into the document.

3. The method of claim 2, wherein the rendering the restricted content
comprises:

decrypting the encrypted restricted content layer with a decryption key; and

rendering the restricted content contained in the decrypted restricted content

layer.

4. The method of claim 1, wherein

the restricted content is an annotation.

5. The method of claim 4, further comprising:

rendering, on the second terminal device, a basic content in the document
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independently from the rendering of the restricted content.

6. The method of claim 5, further comprising:
presenting the basic content and the restricted content on the second terminal

device synchronously.

7. The method of claim 1, wherein

the restricted content is a content section in the document.

8. The method of claim 7, further comprising:
rendering, on the second terminal device, a basic content in the document

together with the rendering of the restricted content.

9. The method of claim 1, wherein
the access permission configuration specifies at least one access permission to

the restricted content for at least one another user.

10. The method of claim 9, wherein the determining whether the second user
has an access permission comprises:
determining whether the second user is listed in the access permission

configuration.

11. The method of claim 9, wherein
the at least one access permission comprises: a permission to view the restricted

content, and/or a permission to edit the restricted content.

12. The method of claim 1, further comprising:
responding to operations performed on the second terminal device and

conforming to the access permission.

13. An apparatus for content management of documents, comprising:
at least one processor; and

a memory storing computer-executable instructions that, when executed, cause
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the at least one processor to:

receive, from a first terminal device of a first user, a request for adding a
restricted content to a document, the request including the restricted content
and a corresponding access permission configuration,

add a restricted content layer containing the restricted content into the
document,

receive, from a second terminal device of a second user, a request for
accessing the document,

send the document to the second terminal device,

determine whether the second user has an access permission to the
restricted content based at least on the access permission configuration, and

render, on the second terminal device, the restricted content contained in
the restricted content layer, in response to determining that the second user has

the access permission.

14. The apparatus of claim 13, wherein the adding a restricted content layer
comprises:
encypting the restricted content layer; and

adding the encrypted restricted content layer into the document.

15. The apparatus of claim 14, wherein the rendering the restricted content
comprises:

decrypting the encrypted restricted content layer with a decryption key; and

rendering the restricted content contained in the decrypted restricted content

layer.

16. The apparatus of claim 13, wherein

the restricted content is an annotation.

17. The apparatus of claim 16, wherein the at least one processor is further for:
rendering, on the second terminal device, a basic content in the document

independently from the rendering of the restricted content.
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18. The apparatus of claim 13, wherein

the restricted content is a content section in the document.

19. The apparatus of claim 18, wherein the at least one processor is further for:
rendering, on the second terminal device, a basic content in the document

together with the rendering of the restricted content.

20. A computer program product for content management of documents, the
computer program product comprising a computer program that is executed by at least
one processor for:

receiving, from a first terminal device of a first user, a request for adding a
restricted content to a document, the request including the restricted content and a
corresponding access permission configuration;

adding a restricted content layer containing the restricted content into the
document;

receiving, from a second terminal device of a second user, a request for
accessing the document;

sending the document to the second terminal device;

determining whether the second user has an access permission to the restricted
content based at least on the access permission configuration; and

rendering, on the second terminal device, the restricted content contained in the
restricted content layer, in response to determining that the second user has the access

permission.
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