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(57) ABSTRACT

A falsification detection threshold value for falsification
detection is automatically determined. A falsification detec-
tion portion (4) performs division into uniform detection
units, and calculates, for each of the cells of the detection
units, the variation information of differential information on
respective regions that are included in the detection units and
are divided as described above (S802). It is understood that
cells (901), (902) and (903) have values of 8, 170 and 140,
respectively. The falsification detection portion (4) uses the
variations in the differential information calculated in step
S802 to calculate a differential information threshold for
determining a falsified region within an image read by scan-
ning (S803). The average value and the standard deviation of
a region where falsification is not conducted are relatively
small, and the average value and the standard deviation of a
region where falsification is conducted are relatively large.

7 Claims, 14 Drawing Sheets
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1
IMAGE FALSIFICATION DETECTION
DEVICE AND IMAGE FALSIFICATION
DETECTION METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an image falsification
detection device and an image falsification detection method.
More particularly, the present invention relates to an image
falsification detection device and an image falsification detec-
tion method in which, when an original document of interest
is produced, falsification detection information reflecting its
content is incorporated thereinto, and in which whether or not
a read image is falsified is detected by use of the falsification
detection information.

2. Description of the Related Art

An original paper document falsification detection tech-
nology is becoming important as there has been growing
security awareness in recent years (see, for example, a catalog
for “Guardian of Paper”, security software for printed docu-
ment, published by Hitachi Government & Public Corpora-
tion System Engineering, Ltd. in February 2009). In this
technology, an image of interest is first converted into a lower
resolution image, the low-resolution image is converted into
a barcode, and the original image (the image before being
converted into the low-resolution image) and the barcode are
printed on paper. Then, the following processing is performed
to check whether or not the content of the printed paper is
falsified. The paper (also referred to as an original paper
document) is scanned, and thus the density of the image
within the barcode is compared with that of the image
obtained by the scanning. As a result, if, in a certain region,
there is a density difference between those images which is
equal to or more than a threshold value, the region is deter-
mined to be a falsification detection region. For example, the
region is determined to be a region in which a person has put
information into the above paper in handwriting or has erased
part of the image in the region with a correction pen or the
like.

However, in the related art of above “Guardian of Paper”,
in order to appropriately set the threshold value, it is neces-
sary for a user to manually perform adjustment. This imposes
a burden on the user.

An object of the present invention is to determine appro-
priate threshold values for detecting falsification in various
original paper documents. For example, the present invention
has an object to determine a threshold value for appropriately
detecting falsification in an original paper document even
when an image in the original paper document is degraded
because, for example, the original paper document has been
left for a long period of time.

SUMMARY OF THE INVENTION

To achieve the above object, an image falsification detec-
tion device according to the present invention includes: a
decoding means for extracting, from an image of interest
including a falsification detection code generated based on an
original document image, the falsification detection code, and
for decoding the falsification detection code to acquire falsi-
fication detection information; a difference calculation means
for calculating a differential image between the falsification
detection information acquired by the decoding means and
the image of interest; a threshold value calculation means for
calculating feature information from the differential image
calculated by the difference calculation means, and for cal-
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2

culating a threshold value for determining whether or not a
region is the falsified region corresponding to the calculated
feature information; and a determination means for determin-
ing that, in the differential image calculated by the difference
calculation means, aregion having a difference larger than the
threshold value calculated by the threshold value calculation
means is the falsified region.

An image falsification detection method according to the
present invention includes: a decoding step of extracting,
from an image of interest including a falsification detection
code generated based on an original document image, the
falsification detection code, and of decoding the falsification
detection code to acquire falsification detection information;
a difference calculation step of calculating a differential
image between the falsification detection information
acquired in the decoding step and the image of interest; a
threshold value calculation step of calculating feature infor-
mation from the differential image calculated in the differ-
ence calculation step, and of calculating a threshold value for
determining whether or not a region is the falsified region
corresponding to the calculated feature information: and a
determination step of determining that, in the differential
image calculated in the difference calculation step, a region
having a difference larger than the threshold value calculated
in the threshold value calculation step is the falsified region.

With the present invention, it is possible to determine
appropriate threshold values for detecting falsification in
various original paper documents.

Further features of the present invention will become
apparent from the following description of exemplary
embodiments (with reference to the attached drawings).

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of MFP in a first embodiment of
the present invention;

FIG. 2 is a diagram showing the operational flow of MFP in
the first embodiment of the present invention;

FIG. 3 is a supplementary diagram illustrating a barcode in
an embodiment of the present invention;

FIG. 4 is a diagram illustrating the correction of a grid
rotation angle in the embodiment of the present invention;

FIG. 5 is a diagram illustrating the extraction of falsifica-
tion detection information from document information in the
embodiment of the present invention;

FIG. 61is a diagram illustrating a falsification detection flow
in the first embodiment of the present invention;

FIG. 7A is a conceptual diagram of falsification detection
in the first embodiment of the present invention;

FIG. 7B is a conceptual diagram of falsification detection
in the first embodiment of the present invention;

FIG. 7C is a conceptual diagram of falsification detection
in the first embodiment of the present invention;

FIG. 7D is a conceptual diagram of falsification detection
in the first embodiment of the present invention;

FIG. 7E is a conceptual diagram of falsification detection
in the first embodiment of the present invention;

FIG. 8 is a diagram illustrating a differential information
analysis flow in the first embodiment of the present invention;

FIG. 9A is a conceptual diagram of differential information
analysis in the first embodiment of the present invention;

FIG. 9B is a conceptual diagram of differential information
analysis in the first embodiment of the present invention;

FIG. 9C is a conceptual diagram of differential information
analysis in the first embodiment of the present invention;

FIG. 10 is a diagram illustrating a falsification detection
flow in the second embodiment of the present invention;
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FIG. 11 is a conceptual diagram of the lowering of resolu-
tion of differential information in the second embodiment of
the present invention;

FIG. 12 is a diagram illustrating a differential information
analysis flow in a third embodiment of the present invention;

FIG. 13A is a conceptual diagram of the correction of a
threshold value in the first embodiment of the present inven-
tion;

FIG. 13B is a conceptual diagram of the correction of the
threshold value in the first embodiment of the present inven-
tion;

FIG. 13C is a conceptual diagram of the correction of the
threshold value in the first embodiment of the present inven-
tion;

FIG. 13D is a conceptual diagram of the correction of the
threshold value in the first embodiment of the present inven-
tion;

FIG. 13E is a conceptual diagram of the correction of the
threshold value in the first embodiment of the present inven-
tion; and

FIG. 14 is a diagram showing the operational flow of MFP
in a fourth embodiment of the present invention.

DESCRIPTION OF THE EMBODIMENTS

Preferred embodiments of the present invention will be
described below with reference to the accompanying draw-
ings.

[First Embodiment]

FIG. 1 is a block diagram showing the configuration of an
image forming device (MFP3001 as one example thereof) in
the present embodiment.

A control portion 1 controls the respective portions of
MFP3001, which is one example of the image forming device
in the present embodiment. An operation portion 5 receives an
operation/input from a user. A user authentification portion 6
manages the user authentification of a user who uses
MFP3001. A read portion 2 scans a printed material to gen-
erate read information including falsification detection code
information. An information portion 3 acquires information
embedded in the printed material from the falsification detec-
tion code information included in the read information. A
falsification detection portion 4 decodes falsification detec-
tion information from the information embedded in the
printed material, and detects whether or not document infor-
mation for an original document image is falsified.

A memory 7 stores the read information acquired by scan-
ning the printed material, which is an image of interest. An
output portion 8 reads the read information from the memory
7, and thereafter performs output such as the printing of the
read information or the transmission of it to an external
device. Here, although examples of the external device
include a PC connected through a network to MFP3001, the
present invention is not limited to this.

A display portion 9 displays a display screen through con-
trol by control portion 1. A database 10 records the settings
for MFP3001 and data for logs in any manner known in this
technical field. An encode portion 11 previously generates the
falsification detection information to detect whether or not
the document information has been falsified, adds an error
correction code to perform encoding, generates embedded
information, converts the embedded information into an
image and thus generates the falsification detection code (fal-
sification detection information).

Next, the processing flow of the respective blocks of FIG.
1 will be described with reference to FIG. 2. When the user
first inputs a user ID/password into the operation portion 5,
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the input information is fed from the operation portion 5 to the
user authentification portion 6, where a determination is made
as to whether or not the input password is appropriate. If the
password is determined to be the appropriate password, a
notification of the determination and the user ID is provided
to the control portion 1.

When the password is confirmed, the control portion 1
causes the display portion 9 to display choices such as
“embed the falsification detection information”, “detect fal-
sification”, and “normal copying”. Here, the default choice
can be set as normal copying. When the user uses the opera-
tion portion 5 to select any of the choices displayed, and
provide an instruction for operation, the operation portion 5
feeds the instruction to the control portion 1. Meanwhile, the
choice “embed the falsification detection information” is
selected from the above choices, or can also be set by a driver
or utility of a PC connected to MFP3001.

As shown in FIG. 2, in step S201, the control portion 1
determines whether or not the choice “embed the falsification
detection information” is selected. Ifit is selected, the process
proceeds to step S202 whereas, if it is not selected, the process
proceeds to step S207. In step S202, the control portion 1 sets
the operation for embedding the falsification detection infor-
mation, notifies the encode portion 11 of the setting, and
orders the read portion 2 to scan the printed material.

In step S203, the read portion 2 scans the original docu-
ment to generate the document information, and transmits it
to the memory 7 and the information portion 3. The informa-
tion portion checks whether or not the falsification detection
code is already included in the document information; if it is
included, the control portion 1 causes the display portion 9 to
display an error display, and the processing is completed.

In step S204, the control portion 1 first obtains the docu-
ment information from the memory 7, and generates the
falsification detection information which is information for
falsification detection as described in detail later. Then, the
falsification detection information is encoded, the falsifica-
tion detection code is generated and the embedded informa-
tion is converted into an image. The falsification detection
code thus generated is transmitted to the memory 7. In addi-
tion, when the falsification detection code is mentioned in the
present invention, the falsification detection code shall refer
to an “image in which its information can be expressed in a
machine-readable format”, such as a so-called conventional
barcode, atwo-dimensional barcode (suchas a QR code, adot
code or LVBC) or watermarking. When the memory 7
receives the falsification detection code and the document
information, the control portion 1 causes the process to pro-
ceed to step S205, and combines the falsification detection
code and the document information to generate the image
information. Here, the document information and the falsifi-
cation detection code may be separately combined on the
paper. In step 206, the control portion 1 transmits the image
information thus generated from the memory 7 to the output
portion 8, and causes the output portion 8 to print it.

If, in step S201, the choice “embed the falsification detec-
tion information” is not selected, in step S207, the control
portion 1 determines whether or not the choice “detect falsi-
fication” is selected. If it is selected, the process proceeds to
step S208 whereas, if it is not selected, the process proceeds
to step S213.

In step S208, the control portion 1 sets the operation for
detecting falsification, notifies the falsification detection por-
tion 4 of the setting, and orders the read portion 2 to scan the
printed material. In step S209, the read portion 2 scans the
printed material to generate the read information, and trans-
mits it to the memory 7 and the information portion 3. In step



US 8,387,860 B2

5

S210, the information portion 3 checks whether or not the
falsification detection code is already included in the read
information and, if it is included, the falsification detection
code is converted into information, and the embedded infor-
mation is acquired.

In step S211, the falsification detection portion receives the
embedded information from the information portion 3,
decodes the falsification detection information, performs
comparison with the read information received from the read
portion 2 and determines whether or not it is falsified.
Although the {falsification detection processing will be
described in detail later, the result of the falsification detec-
tion obtained by the determination is transmitted to the
memory 7. When the memory 7 receives the result of the
falsification detection, the process proceeds to step S212,
where the result of the falsification detection stored in the
memory 7 is displayed on the display portion 9 through the
control portion 1. Alternatively, the control portion 1 can
generate an falsification detection result display image in
which the result of the falsification detection can be visually
recognized as an image and store it in the memory 7, and
transmit the image from the memory 7 to the output portion 8,
where the image can be printed. With respect to the result of
the falsification detection, displaying or printing of the result
of the falsification detection being present or not present can
be performed, or the document information and the falsifica-
tion detection results converted into an image are combined
and thus a place where the falsification is detected can be
explicitly displayed or printed.

Meanwhile, if the choice “normal copying” is selected, in
step S213, the control portion 1 neither sets the operation for
embedding the falsification detection information nor sets the
operation for detecting the falsification, and orders the read
portion 2 to scan the printed material. In step S214, the read
portion 2 scans the printed material to generate the read
information, and transmits it to the memory 7. When the
memory 7 receives the document information, the process
proceeds to step S215, and the control portion 1 transmits the
generated read information as the image information from the
memory 7 to the output portion 8, where it is caused to be
printed.

Next, a method of generating the falsification detection
information will be described. The falsification detection
information is information which is previously generated
based on the document information for the original document
image and embedded in the printed material together with the
document information, in order to detect the falsification of
the printed material. Although ideally the document informa-
tion itself before being printed is preferably used as the fal-
sification detection information, since it has an enormous
amount of information, the falsification detection informa-
tion generated based on the document information before
being printed is used. For example, an A4 color image of 600
dpi has a capacity of about 100 MB. Hence, in general, when
the falsification detection information is coded, is combined
with document information and is printed, since a large vol-
ume of falsification detection information cannot be printed,
it is required to reduce the volume of data on the falsification
detection information itself in terms of the volume. Mean-
while, even when the falsification detection information is
stored in a server, it is likewise required to reduce data in
terms of the capacity of the server. Therefore, as shown in
FIG. 5, the encode portion 11 extracts an image feature
amount from the document information as the falsification
detection information, and uses it as the amount of informa-
tion that can be converted into the falsification detection
information code. Naturally, when high-precision falsifica-
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tion detection is required, the document information itself is
regarded as the image feature amount, and it may be used as
the falsification detection information.

When falsification is detected, whether or not falsification
is present is determined by comparing the falsification detec-
tion information (the image feature amount before being
printed) included in the falsification detection code for the
read information with the image feature amount calculated
from the read information. As the method of extracting the
image feature amount, for example, the document informa-
tion is divided into blocks in units of 16 pixels, the image
feature amount for each block (for example, an average den-
sity for each block) is calculated, and the total of the image
feature amounts for each block is set as the falsification detec-
tion information. As the image feature amount, an average
density, an edge feature, a moment feature, a frequency fea-
ture or the like for each block can be used. In an example
shown in FIG. 5, the average density is used as the image
feature. Since it is highly likely that redundancy is left in the
falsification detection information thus calculated, the falsi-
fication detection information is compressed by a know man-
ner such as ZIP compression, and the compressed informa-
tion may be used as the final falsification detection
information.

Next, one example of a method of encoding the falsifica-
tion detection information and thereafter converting the
encoded falsification detection information into readable
image data will be described. The encode portion 11 performs
encoding by adding an error correction code serving as error
detection information to the falsification detection informa-
tion, the encoded falsification detection information is con-
verted into the embedded information and is converted into
the falsification detection code that can be thereafter read.
The falsification detection code used in this specification is a
low-density falsification detection code in which its informa-
tion is expressed by adding dots to the entire printed surface.
With this type of low-density falsification detection code, it is
possible to incorporate the falsification detection information
without significantly degrading the quality of the printed
material. Since the dots are embedded in the entire surface of
the printed material, even though the falsification detection
code is of low density, the information of a few kilobytes can
be embedded as the practical amount of information exclud-
ing the error correction code. A specific example of a method
of embedding the falsification detection code used in the
present embodiment will be described below with reference
to FIGS. 3 and 4. The present invention is not limited to this
method, and any method known in this technical field can be
used.

FIG. 3 is a diagram showing the dots included in the falsi-
fication detection code. The dots included in the falsification
detection code include information dots 1401 and arrange-
ment dots 1402. The arrangement dots 1902 are regularly
spaced on an imaginary reference grid 1403 indicated by
dotted lines, that is, are present at the intersections of the lines
of'the reference grid 1403. The information dots are added to
positions displaced from the intersections of the lines of the
reference grid 1403. The falsification detection information is
expressed by how the position of the information dot is dis-
placed from that of the arrangement dot (intersection of the
lines of the reference grid). In other words, when the embed-
ded information obtained by encoding the falsification detec-
tion information is converted into a readable image, the fal-
sification detection code including the information dots 1401
and the arrangement dots 1402 are acquired. Although the
reference grid is represented by the dotted lines in FIG. 3, the
dotted lines are lines that are not actually printed. One
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example of a method of finding the lines of this imaginary
reference grid and obtaining the embedded information in the
present embodiment will be described with reference to FIG.
4. The present invention is not limited to this method, and any
method known in this technical field can be used.

As shown in FIG. 4, the information portion 3 arbitrarily
selects a dot 1501, and arbitrarily selects a dot 1502 around
the selected dot. Then, the information portion 3 rotates the
positions of the selected dots 1501 and 1502 by 90 degrees by
centering on the center point 1510 of both dots. If dots 1503
and 1504 are present at the position obtained by the rotation,
the information portion 3 determines that the selected dots are
the arrangement dots that would be present at regular inter-
vals vertically and horizontally.

On the other hand, if the dots 1503 and 1504 are not
present, the information portion 3 determines that the selected
dots are the information dots that are randomly present. In this
way, the information portion 3 finds two arrangement dots,
and utilizes constraint conditions that the arrangement dots
are present at regular intervals vertically and horizontally and
thereby finds all the other arrangement dots.

After all the arrangement dots are found, the information
portion 3 sets the imaginary reference grid on those arrange-
ment dots, finally, the remaining dots, that is, the directions in
which the information dots are displaced, are determined
from the intersections of the lines of the reference grid, with
the result that the embedded information is obtained. In the
present embodiment, when the information dot is displaced in
an upward direction, a value “0” is assigned, when the infor-
mation dot is displaced in an upper right direction, a value “1”
is assigned and when the information dot is displaced in a
rightward direction, a value “2” is assigned. As described
above, the encoding is performed such that the values are
sequentially increased in a clockwise direction; the present
invention is not limited to this method, and any method
known in this technical field can be used. When the informa-
tion dots are lost and thus information is not acquired, this fact
is recorded.

Next, the falsification detection processing performed in
step S211 will be described in detail with reference to FI1G. 6.

The falsification detection portion 4 first receives from the
read portion 2 the read information obtained by scanning the
printed material (S601). An example of the read information
received is “read information” shown in FIG. 7A. Then, the
falsification detection portion 4 calculates the image feature
amount from the read information received (S602). The
image feature amount is calculated in the same manner as the
falsification detection information embedded as the falsifica-
tion detection code in the read information scanned is calcu-
lated. The “image feature amount for the read information” of
FIG. 7B snows as an image an example of the image feature
amount calculated from the “read information” of FIG. 7A. In
the present embodiment, the falsification detection informa-
tion is set as an average density for each block, and thus the
image feature amount is the total of the average densities for
the respective blocks.

On the other hand, the falsification detection portion 4
acquires from the information portion 3 the embedded infor-
mation obtained by converting into binary data the falsifica-
tion detection code determined from the falsification detec-
tion code image obtained by scanning (S603). The
falsification detection portion 4 performs error correction on
the embedded information, and decodes the falsification
detection information (S604), and, when the falsification
detection information is compressed, it is decompressed. Fur-
thermore, when the embedded information is composed of
data obtained by the repetition of the same data a plurality of
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times due to redundancy, it is possible to perform error cor-
rection on the data by integrating the portions repeated a
plurality of times and thus expressing them as one piece of
data or a probability value.

In FIG. 7C, an example of the “falsification detection infor-
mation” is shown as an image. Specifically, this “falsification
detection information” is the total of the average densities for
the respective blocks. This “falsification detection informa-
tion” is information that is generated in step S204. Then, the
falsification detection portion 4 serving as a differential cal-
culation means calculates differential information for a dif-
ferential image (S605). The differential information is the
absolute value of the difference between the image feature
amount for the read information obtained as described above
(that is, the image feature amount calculated in step S602) and
the falsification detection information (that is, the informa-
tion obtained in step S604), which is the image feature
amount for the document information before being printed.

If the document information is falsified after the printing,
this differential information should be increased, and when
comparison is performed on each of the blocks, the region
where the value of the differential information is large can be
considered to be a region where falsification is very likely to
be performed. The “differential information” of FIG. 7D
shows an example of differential information generated based
on the “image feature amount for the document information”
of FIG. 7B and the “falsification detection information” of
FIG. 7C. In FIG. 7D, the differential information is expressed
as density information by using an image. Namely, a region
where the difference is small is represented as a white region,
and information in which the difference is large is represented
as a black region. In this example, “1000” is rewritten into
“40007, and it can be seen that the portion of “4” that is
falsified has a large difference.

Based on the differential information described above, the
falsification detection portion 4 analyzes the differential
information (S606). The differential information itself’is sim-
ply multivalued information, and whether or not falsification
is carried out is not indicated by the differential information
alone. Hence, the differential information, which is multival-
ued, is binarized, the region is divided into a region where
falsification may be carried out and a region where no falsi-
fication is carried out and a falsification region is determined.
In order to do so, it is necessary to determine an appropriate
threshold value for division into the region where falsification
may be carried out and the region where no falsification is
carried out. In the present invention, the threshold value for
performing the binarization is automatically determined.
Namely, whether variations indicated by the differential
information is caused by falsification or simply by the change
in the surface condition of the printed material is clarified by
analyzing the differential information and determining the
threshold value for the binarization. That is, in step S606,
processing for determining the threshold value for this pur-
pose is performed, and the processing for determining the
threshold value will be specifically described below with
reference to FIG. 8.

Before this processing is described in detail, the reason
why such processing is considered to be performed will be
described.

A difference is absolutely present between an image (an
image on the printed material after the falsification detection
code is embedded) on the printed material on which falsifi-
cation detection is performed and an image included in the
falsification detection code. For example, since the entire
printed material on which falsification detection is performed
is stained, a difference is inevitably present between both
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images. Alternatively, a difference is inevitably present
between both images because, for example, the image quality
of the entire printed material is aged (degraded over time), a
scanner that scans the printed material has a low quality, or an
extra falsification code is included in the printed material.

Hence, a difference that is not related to falsification is
required to be distinguished from a difference caused by
falsification. The former difference should be small, and the
latter difference should be large. The threshold value is there-
fore determined, and a block having a difference smaller than
the threshold value is determined to be the former block that
is not falsified, and a block having a difference larger than the
threshold value is determined to be the latter block that is
falsified.

Meanwhile, in the present embodiment, this threshold
value is determined from a calculation formula of “value
(average value) obtained by averaging differences in a plu-
rality of blocks that are not falsified+standard deviation of the
differencexn (for example, n=3). When this type of thresh-
old value is used, about 99.73% of blocks that are not falsified
statistically (see, for example, paragraph [114] in Japanese
Patent Laid-Open No. 2009-259436) have differences
smaller than the threshold value.

Hence, the binarization performed by using this threshold
value allows the identification of only the blocks that are
falsified. Even the blocks that are not falsified are determined
to be falsified at a probability of 0.27%, but since this prob-
ability is very low, this fact is allowed in the present embodi-
ment.

In the method described above, in determining the thresh-
old value, it is necessary to first identify a plurality of blocks
that are not falsified. In the present embodiment, blocks that
have a low standard deviation and are included in a division
region described later are identified as the blocks that are not
falsified, as described above. This is because the following
way of thinking is adopted.

The fact that a falsified block is present in a certain division
region should indicate that the standard deviation of the divi-
sion region is large. Hence, in a division region whose stan-
dard deviation is small, blocks that are not falsified should
only be present.

First, the falsification detection portion 4 first calculates,
based on the differential information obtained in step S605,
differential information for each of equally divided regions
(region sufficiently larger than a block composed of 16 pixels;
hereinafter referred to as the division region) (S801). The
division into the regions can be performed in units of an
arbitrary number of pixels, and for example, it can be per-
formed in units of about a few hundred to a few thousand
pixels.

As with cells 901 and 902 shown in FIG. 9B, the falsifica-
tion detection portion 4 divides an image into uniform detec-
tion units, and calculates, as feature information, variation
information of the differential information of respective divi-
sion regions included in each cell, that is, each of the detection
units, on a cell-by-cell basis (S802). In the present embodi-
ment, the average values of the differential information
within each division (value obtained by averaging the differ-
ential information of the respective blocks included in each
region) and standard deviations are calculated as the variation
information. However, the present invention is not limited to
this, and it is possible to use, as the variation information, any
index indicating how much the differential information varies
in the cell serving as the detection unit. Dotted lines in FIGS.
7A to 7C represent region boundaries that divide the detection
units, and the numbers for the detection units shown in FIGS.
9B and 9C represent the average values and the standard
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deviations of the differential information of the respective
blocks included in each of the detection units. For example, it
is understood from FIG. 9B that cells 901, 902 and 903 have
average values of 8, 170 and 140, respectively. The same
applies to a standard deviation map shown in FIG. 9C.

After calculating the variation information in this way, the
falsification detection portion 4, which is a threshold value
calculation means, makes use of the variations in the differ-
ential information calculated in step S802 and calculates the
threshold values on the differential information for determin-
ing a falsification region within the image obtained by scan-
ning and reading the image (S803). In FIGS. 9A to 9C, the
average value and the standard deviation are relatively small
in the division region where falsification is not carried out,
and the average value and the standard deviation are relatively
large in the division region where falsification is carried out.
It is therefore possible to obtain a binarized threshold value
for the differential information by effectively utilizing the
above-described variation information. For example, the fol-
lowing method can be considered.

1. Calculation of the Standard Deviation and the Average
Value for Determining the Threshold Value

In a division region of an upper X % standard deviation
(division region where a standard deviation is relatively
large), falsification may be carried out. On the other hand, in
a division region having a lower (100-X) % standard devia-
tion (that is, a division region where a standard deviation is
relatively small), itis likely that falsification is not carried out.
Hence, by the use of the standard deviations of a plurality of
division regions where standard deviations are relatively
small, the standard deviation for determining the threshold
value is determined. Specifically, the average value of the
standard deviations of the division regions is set as the stan-
dard deviation for determining the threshold value. Here,
since a division region in which its original region is a white
region and a scanned original document is also a white region
is supposed to have a small differential value, such a division
region may be excluded.

On the other hand, the average values of the differential
values in the respective division regions are averaged, and
thus the resulting value is set as the average value for deter-
mining the threshold value.

2. Determination of the Threshold Value

The threshold value is determined from the calculated stan-
dard deviation and average value for determining the thresh-
old value.

Threshold value=Average value for determining the
threshold value+Standard deviation for determin-
ing the threshold valuexs

9

Here, “n” represents a predetermined value dependent on a
permissible erroneous detection ratio or detection failure
ratio. When the erroneous detection is desired to be reduced,
the “n” has only to be decreased. But, the detection failure is
more likely to occur. By contrast, when the detection failure is
desired to be reduced, the “n” has only to be increased. But,
the erroneous detection is more likely to occur. Normally,
although this “n” can be previously determined, the “n” is also
set at a variable value. Thus, as compared with the case where
the “n” is previously fixed, it is possible to flexibly set the
threshold value and adapt it to various conditions. Alterna-
tively, the “n” may be varied according to the shape of a
histogram (such as monomodal or multimodal) of the entire
differential information or may be set as a variable for the
standard deviation of the entire differential information. The
histogram of the differential information refers to one in
which the horizontal axis represents the value of the differ-
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ential information and the vertical axis represents the fre-
quency of each differential value.

The above method assumes a general case where most of
the original document is not falsified and a differential infor-
mation value for a region that is not falsified results from
noise. Inthis way, it is possible to automatically determine the
binarized threshold value from the variation information of
the differential information. It is considered that examples of
the information for expressing variations in differences
between image features include information on the local
maximum point/local minimum point of a histogram of the
entire differential information, information on the minimum
value/maximum value of the differential information for each
of'the division regions, and the values of the upper A %/lower
A % (A is an arbitrary value) of the entire differential infor-
mation.

As a result of the processing described above, the falsifi-
cation detection portion 4 makes use of the threshold value
obtained by the differential information analysis processing
in step S606 to binarize the differential information (S607).
As a result of the binarization, a region having differential
information larger than the threshold value is estimated to be
a falsified region. A region having differential information
smaller than the threshold value is estimated to be a region
that is not falsified. Namely, if the constant threshold value is
determined, the portions indicated by the cells 902 and 903
are determined to be division regions including falsified
blocks, as shown in FIG. 9B. With reference to FIGS. 7A to
7E, FIG. 7E representing “falsification detection result” is an
example of an image obtained by binarizing “differential
information” in FIG. 7D with the threshold value determined
in step S606. A region 701 represented by black marks indi-
cates a falsified region, and it can be understood from the
image of the binarized block that “1” is rewritten into “4”.

After the binarization processing is performed, the falsifi-
cation detection portion 9 transmits information on the result
of the falsification detection to the memory 7 (S608). The
information transmitted as the result of the determination is
information as to whether or not falsification is conducted and
the falsified region. The information on the falsified region
may be transmitted either as coordinate information or as the
image itself obtained by the binarization.

[Second Embodiment]

Next, a second embodiment will be described with refer-
ence to the accompanying drawings. Among the drawings
referenced in the present embodiment, the description of the
configuration diagrams and the flowcharts already discussed
in the first embodiment will be omitted. The present embodi-
ment differs from the first embodiment in the falsification
detection processing in step S211 shown in FIG. 2, and the
second embodiment will be described with reference to FIG.
10 showing the detailed flow therefor.

Since the processing performed in steps S601 to S605,
S607 and S608 shown in FIG. 10 is the same as in the first
embodiment, its description will be omitted. After the difter-
ential information is generated, the falsification detection
portion 4 determines the degree of deterioration of the read
information obtained by the scanning (S1001). If the degree
of deterioration is determined to be large, the process pro-
ceeds to step S1002 whereas, if the degree of deterioration is
determined not to be large, the process proceeds to step
S1003. When the degree of deterioration of the read informa-
tion is large, even in a part where falsification is not carried
out, its differential information is likely to be large. In this
case, when a priority is given to the acquisition of a high
detection rate, an erroneous detection rate is increased
whereas, when a priority is given to the acquisition of a low
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erroneous detection rate, a detection failure rate is increased.
In order for this to be avoided, in the present invention, the
degree of deterioration of the read information is determined,
and processing corresponding to the degree of deterioration is
performed. Examples of a method of determining the degree
of deterioration of the read information are described blow.

1. Calculation from the Read Information Itself

A white region in paper is acquired from the falsification
detection information, and the degree of deterioration is
determined based on the standard deviation for the white
region in paper.

2. Calculation from Data when the Falsification Detection
Code is Decoded

(1) When a ratio of embedded information that cannot be
read due to the loss of information dots resulting from the
deterioration of the printed material relative to originally
embedded information dots is a certain value or more, the
degree of deterioration is determined to be high.

(2) When a ratio of the detection information obtained by
performing the error correction processing at the time of
decoding relative to the whole of the information including
information whose error is not corrected is a certain value or
more, the degree of deterioration is determined to be high.

3. Calculation from the Differential Information

(1) The degree of deterioration is determined based on the
shape of a histogram (the horizontal axis represents the dif-
ferential information of the read information for each pixel,
and the vertical axis represents the number of pixels including
the differential information) of the differential information.
For example, when the shape of the histogram is monomodal
and extends significantly, itis likely that the difference caused
by falsification cannot be separated from that caused by dete-
rioration.

(2) The degree of deterioration is determined based on the
standard deviation of the entire differential information.

(3) The degree of deterioration is determined based on the
average value of the entire differential information.

By the use of the method described above, the degree of
deterioration of the read information is determined.

If, in step S1001, the deterioration is determined to be
significant, the falsification detection portion 4 increases the
unit for dividing the blocks to calculate the image feature
amount, determines a rough image feature amount and cal-
culates more rough differential information (S1002). The
differential information caused by deterioration is noise; its
region can be considered to be smaller than the actual falsi-
fication region. Hence, by calculating the more rough difter-
ential information, a region having a large difference due to
falsification is made noticeable as compared with a region
having a large difference due to image deterioration. Specifi-
cally, based on the image feature amount obtained from the
falsification detection information, the conversion into a
lower-resolution image feature amount is performed, the
image feature amount is calculated from the read information
with the same low resolution, and the differential information
is acquired. In this regard, it is understood from FIG. 11 that
the region where falsification is actually carried out is clearly
distinguished from other regions due to the rough differential
information.

Although the processing in step S1003 is the same as that in
step S606 in the first embodiment, the rough differential
information obtained in the present embodiment is used for
the selection of the division region that is used for acquisition
of'the standard deviation for determining the threshold value
and the average value. Either the differential information
generated in step S605 itself or the rough differential infor-
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mation generated in step S1002 can be used for the threshold
value determination processing other than the selection of the
division region.

By the use of the processing of the present embodiment
described above, it is possible to make, even when the printed
material to be determined whether or not falsification is car-
ried out is degraded, the determination to perform proper
processing, and to thereby determine a region where falsifi-
cation is carried out.

[Third Embodiment]

Next, a third embodiment will be described with reference
to the accompanying drawings. Among the drawings refer-
enced in the present embodiment, the description of the con-
figuration diagrams and the flowcharts already discussed in
the first embodiment will be omitted. The third embodiment
differs from the first embodiment in the differential informa-
tion analysis processing in step S606, and the third embodi-
ment will be described with reference to FIG. 12 showing the
detailed flow for the differential information analysis in step
S606.

Since the processing performed in steps S801 to S803
among the processing of the flowchart shown in FIG. 12 is the
same as in the first embodiment, its description will be omit-
ted.

In step S1201, the falsification detection portion 4 calcu-
lates a threshold value correction amount by the use of an
error correction ratio of the falsification detection code in
each of the division regions divided by the processing in
S801. In general, a part where a large number of error correc-
tions of the falsification detection code are performed is more
likely to be falsified. Hence, the image is divided into uniform
regions, an error correction ratio is calculated for each of the
regions and the correction amount of the threshold value
calculated in step S803 is calculated. Therefore, in step S609,
an error correction is performed on the embedded informa-
tion, the falsification detection information is decoded, and
the embedded information obtained, the embedded informa-
tion on which the error correction has been performed, and
the physical position information of the embedded informa-
tion are used. Specifically, the embedded information
included in each of the division regions is determined, the
embedded information is compared with the embedded infor-
mation on which the error correction has been performed, and
thus the error correction ratio for each of the division regions
is determined. Then, the error correction ratio for each of the
division regions is used, and thus the correction amount of the
threshold value is calculated. Examples of an equation for
calculating the correction amount can include the following
equation.

Correction amount=Gx(Average error correction ratio
for all regions—Error correction ratio for the
region)+Standard deviation of error correction
ratio for all regions

Here, “G” represents a parameter for adjusting the correc-
tion amount.

When the error correction ratios for the respective division
regions are about the same, in the above equation, the correc-
tion amount of each of the division regions for a region where
the error correction ratio is low is not large. By contrast, when
the error correction ratios for the respective division regions
significantly differ from each other, a large correction amount
is obtained depending on the region. In another aspect, infor-
mation on the density of the read information for each of the
division regions may be added to a variable to calculate the
correction amount. In general, since the error correction tends
to increase with the increase in the density of the read infor-
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mation, a correlation between the error correction ratio and
the falsification region changes depending on the density of
the read information.

FIGS. 13A to 13E are diagrams for conceptually explain-
ing the calculation of the correction amount of the threshold
value in step S1201. FIG. 13A showing “differential infor-
mation” is an example of differential information used in the
present embodiment, and FIG. 13B showing “differential
information error correction ratio (%) map” indicates an error
correction ratio for each of the divided regions as a percent.
FIG. 13C showing “differential information threshold value
correction map” is a diagram obtained by calculating a
threshold value correction amount from the error correction
ratio for each of the division regions.

In step S1202, the falsification detection portion 4 corrects
the threshold value determined in step S803 based on the
threshold value correction amount calculated in step S1201
for each of the division regions. By the use of this corrected
threshold value, the binarization processing instep S607 is
performed. FIG. 13D showing “threshold value before cor-
rection of differential information” indicates the threshold
value determined in step S803. This value is corrected by the
correction amount determined in step S1201, and the result-
ing threshold value is a “threshold value after correction of
differential information” in FIG. 13E. As described above,
since the corrected threshold value for the region including a
part where falsification is actually carried out is low com-
pared with the other regions, it is easy to extract the falsified
part even when extraction using the differential information
alone is difficult to be performed.

[Fourth Embodiment]

Next, a fourth embodiment will be described with refer-
ence to the accompanying drawings. The description of the
configuration diagrams and the flowcharts common to the
first embodiment will be omitted. The present embodiment
will be described with reference to FIG. 14 showing the
flowchart of the fourth embodiment.

Since the processing performed in steps S201 to S210 in
the flowchart shown in FIG. 14 is the same as in the first
embodiment, its description will be omitted. In step S1401,
the falsification detection portion 4 receives the embedded
information from the information portion 3, decodes the fal-
sification detection information, compares the resulting
information with the read information received from the read
portion 2 and detects a plurality of times whether or not
falsification is conducted. In the present embodiment, the
falsification detection processing performed in step S211 is
conducted a plurality of times. Here, by any of the methods of
the first to third embodiments, a plurality of threshold values
for falsification detection is calculated by using a plurality of
internal parameters, and the falsification detection processing
is performed a plurality of times by the use of the calculated
threshold values for falsification detection. A plurality of
falsification detection results obtained is transmitted to the
memory 7.

Thereafter, when the control portion 1 detects the reception
of the falsification detection results by the memory 7, the
control portion 1 displays on the display portion 9 the falsi-
fication detection results, stored in the memory 7 and
obtained by performing the falsification detection a plurality
of times (S1402). Alternatively, the control portion 1 pro-
cesses the falsification detection results as an image to gen-
erate image output data, stores it in the memory 7 and trans-
mits the image output data from the memory 7 to the output
portion 8, where the image output data is printed. With respect
to each of the falsification detection results, displaying or
printing of the falsification detection being present or not
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present can be performed. Moreover, document information
and the falsification detection results converted into an image
are combined, and thus a part where the falsification is carried
out can be explicitly displayed or printed.

By performing the processing of the present embodiment
in this way and checking the results obtained by performing
the falsification detection through the use of various param-
eters, it is possible to appropriately determine whether or not
falsification was carried out and at what part the falsification
was carried out.

[Other Embodiment]

The object of the present invention can also be achieved by
performing the following processing. A storage medium that
records a software program code for realizing the functions of
the embodiments described above is fed to a system or device,
and a computer (or a CPU, a MPU or the like) of the system
or device reads the program code stored in the storage
medium. In this case, the program code itself read from the
storage medium realizes the functions of the embodiments
described above, and the program code and the storage
medium storing the program code constitute the present
invention.

While the present invention has been described with refer-
ence to exemplary embodiments, it is to be understood that
the invention is not limited to the disclosed exemplary
embodiments. The scope of the following claims is to be
accorded the broadest interpretation so as to encompass all
such modifications and equivalent structures and functions.

This application claims the benefit of Japanese Patent
Application No. 2009-280736 filed Dec. 10, 2009 which is
hereby incorporated by reference herein in its entirety.

What is claimed is:

1. An image falsification detection device comprising:

a decoding means for extracting, from an image of interest
including a falsification detection code generated based
on an original document image, the falsification detec-
tion code, and for decoding the falsification detection
code to acquire falsification detection information;

adifference calculation means for calculating a differential
image between the falsification detection information
acquired by said decoding means and said image of
interest;

a threshold value calculation means for calculating feature
information from the differential image calculated by
said difference calculation means, and for calculating a
threshold value for determining whether or not a region
is said falsified region corresponding to the calculated
feature information; and

a determination means for determining that, in the difter-
ential image calculated by said difference calculation
means, a region having a difference larger than the
threshold value calculated by said threshold value cal-
culation means is the falsified region.

2. The image falsification detection device according to

claim 1, further comprising:

a feature information resolution lowering means for con-
verting the differential image calculated by said differ-
ence calculation means into a lower resolution image,

wherein said threshold value calculation means uses the
lower resolution image converted by said resolution
lowering means as the differential image to calculate
said feature information.

3. The image falsification detection device according to

claim 1,

wherein said decoding means uses error detection infor-

mation previously included in the falsification detection
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code to perform error detection, and, when an error is
detected, said detected error is corrected, and

said threshold value calculation means acquires, when cal-
culating said threshold value, said falsification detection
information by using said falsification detection code in
which the error is corrected.

4. The image falsification detection device according to

claim 1, further comprising:

an output means for displaying on a display screen a result
of the determination on the falsified region determined
by said determination means,

wherein said threshold value calculation means calculates
different threshold values according to different condi-
tions, and

said determination means uses a plurality of threshold val-
ues calculated by said threshold value calculation means
to determine falsified regions.

5. An image falsification detection method comprising:

a decoding step of extracting, from an image of interest
including a falsification detection code generated based
on an original document image, the falsification detec-
tion code, and of decoding the falsification detection
code to acquire falsification detection information;

a difference calculation step of calculating a differential
image between the falsification detection information
acquired in said decoding step and said image of inter-
est;

a threshold value calculation step of calculating feature
information from the differential image calculated in
said difference calculation step, and of calculating a
threshold value for determining whether or not a region
is said falsified region corresponding to the calculated
feature information; and

a determination step of determining that, in the differential
image calculated in said difference calculation step, a
region having a difference larger than the threshold
value calculated in said threshold value calculation step
is the falsified region.

6. An image falsification detection device comprising:

a decoding means for extracting, from an image of interest
including a falsification detection code generated based
on an original document image, the falsification detec-
tion code, and for decoding the falsification detection
code to acquire falsification detection information;

a difference calculation means for calculating a differential
image between the falsification detection information
acquired by said decoding means and said image of
interest;

a threshold value calculation means for dividing the differ-
ential image into a plurality of blocks, determining an
average value and a standard deviation for each of the
divided blocks, determining small-standard-deviation
blocks among the divided blocks, each of which has a
smaller standard deviation than at least a predetermined
percentage of all the divided blocks, averaging standard
deviations over all the small-standard-deviation blocks
to obtain an averaged standard deviation, averaging
average values over all the determined small-standard-
deviation blocks to obtain an averaged average value,
and determining a threshold value for determining
whether or not a region is a falsified region from the
averaged standard deviation and the averaged average
value; and

a determination means for determining that, in the differ-
ential image calculated by said difference calculation
means, a region having a difference larger than the
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threshold value calculated by said threshold value cal-
culation means is the falsified region.

7. An image falsification detection method comprising:

a decoding step of extracting, from an image of interest
including a falsification detection code generated based 5
on an original document image, the falsification detec-
tion code, and of decoding the falsification detection
code to acquire falsification detection information;

a difference calculation step of calculating a differential
image between the falsification detection information 10
acquired in said decoding step and said image of inter-
est;

a threshold value calculation step of dividing the differen-
tial image into a plurality of blocks, determining an
average value and a standard deviation for each of the 15
divided blocks, determining small-standard-deviation
blocks among the divided blocks, each of which has a
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smaller standard deviation than at least a predetermined
percent of all the divided blocks, averaging standard
deviations over all the small-standard-deviation blocks
to obtain an averaged standard deviation, averaging
average values over all the determined small-standard-
deviation blocks to obtain an averaged average value,
and determining a threshold value for determining
whether or not a region is a falsified region from the
averaged standard deviation and the averaged average
value; and

a determination step of determining that, in the differential

image calculated in said difference calculation step, a
region having a difference larger than the threshold
value calculated in said threshold value calculation step
is the falsified region.
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