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EXTERNALLY PROGRAMMABLE MEMORY MANAGEMENT UNIT

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority from commonly owned U.S. Non-

Provisional Patent Application No. 13/828,718 filed March 14, 2013 and is related to
co-pending U.S. Non-Provisional Patent Application No. 13/829,023 filed March 14,
2013. The contents of each of these applications is incorporated by reference in their

entirety.
FIELD
[0002] The present disclosure is generally related to memory management units

(MMUs).

BACKGROUND

[0003] Advances in technology have resulted in smaller and more powerful computing
devices. For example, there currently exist a variety of portable personal computing
devices, including wireless computing devices, such as portable wireless telephones,
personal digital assistants (PDAs), tablet computers, and paging devices that are small,
lightweight, and easily carried by users. Many such computing devices include other
devices that are incorporated therein. For example, a wireless telephone can also
include a digital still camera, a digital video camera, a digital recorder, and an audio file
player. Also, such computing devices can process executable instructions, including
software applications, such as a web browser application that can be used to access the
Internet and multimedia applications that utilize a still or video camera and provide

multimedia playback functionality.

[0004] Electronic devices, such as mobile phones, may include multiple processors.
For example, a mobile phone may include a central processing unit (CPU) (sometimes
referred to as an application processor) and a digital signal processor (DSP). Each
processor may be better suited than the other processor(s) to perform certain

computation tasks. For example, the CPU, which may act as the primary processor and
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may execute the mobile phone operating system, may be more efficient in executing
“control code,” such as web browser and user interface code. On the other hand, the
DSP may be more efficient than the CPU when executing signal processing and other

math-intensive functions.

[0005] In some multi-processor devices, one of the processors may act as a “primary”
processor and the remaining processors may act as “secondary” processors. The
primary processor may set guidelines regarding what the secondary processors can and
cannot do. In addition, the primary processor may force the secondary processors to
rely on the primary processor for certain configuration information, instead of
computing such configuration information at the secondary processors. The primary
processor may restrict the secondary processors from calculating such configuration
information for security purposes (e.g., to avoid a situation in which multiple secondary
processors attempt to define the same configuration information, which may result in

loss of data integrity, deadlock, etc.).

SUMMARY

[0006] A memory management unit (MMU) and an executable instruction for use with
the MMU are disclosed. Advantageously, the MMU may be included within or coupled
to a secondary processor and may present an externally programmable interface that is
compatible with a primary processor, so that the primary processor can program
configuration values for use in the MMU for the secondary processor. The MMU may
also provide an internal interface that does not require external programming by the
primary processor, so that the secondary processor may perform operations that are

unrestricted by the primary processor without having to rely on the primary processor.

[0007] In a particular embodiment, an apparatus includes an interface to a first
processor. The apparatus also includes a second processor including a memory
management unit. The apparatus further includes a memory device storing one or more
configuration values. The first processor is configured to use the interface to program

the one or more configuration values into the memory device. The second processor is
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configured to use the one or more configuration values to perform address translation.
For example, the interface may match an interface of a system MMU (SMMU) (e.g.,
may be “SMMU-compatible™), and the interface may be used by the first processor to

program the location of address translation tables for use by the second processor.

[0008] In another particular embodiment, a non-transitory computer-readable medium
stores an instruction that is executable by a processor to perform operations that include
reading one or more configuration values from a storage device of a memory
management unit. The operations also include loading the one or more configuration
values into one or more registers of a processor. The one or more registers are usable to

perform address translation by the processor.

[0009] In another particular embodiment, a non-transitory computer-readable medium
stores an instruction that is executable by a processor to perform operations that include
reading one or more configuration values from a memory and loading the one or more
configuration values into one or more registers of a processor. The one or more
registers are exclusively writable by the instruction. The one or more configuration

values are useable by the processor to perform address translation.

[0010] In another particular embodiment, a method includes reading, by a processor,
one or more configuration values from a storage device associated with a memory
management unit of the processor. The method also includes loading the one or more
configuration values into one or more registers of the processor. The one or more

registers are useable by the processor to perform address translation.

[0011] In another particular embodiment, an apparatus includes first means for
processing and means for interfacing to the first means for processing. The apparatus
also includes second means for processing. The second means for processing includes a
memory management unit. The apparatus further includes means for storing one or
more configuration values. The first means for processing is configured to use the

means for interfacing to program the one or more configuration values into the means
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for storing. The second means for processing is configured to use the one or more

configuration values to perform address translation.

[0012] One particular advantage provided by at least one of the disclosed embodiments
is an externally programmable MMU that can be used by a primary processor to
program address translations for a secondary processor. Other aspects, advantages, and
features of the present disclosure will become apparent after review of the entire
application, including the following sections: Brief Description of the Drawings,

Detailed Description, and the Claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a block diagram to illustrate a particular embodiment of a system that

includes an externally programmable memory management unit (MMU);

[0014] FIG. 2 is a flowchart to illustrate a particular embodiment of a method of

accessing an externally programmable MMU;

[0015] FIG. 3 is a flowchart to illustrate a particular embodiment of a method of

executing an instruction to selectively use an externally programmable MMU; and

[0016] FIG. 4 is a block diagram of a wireless device including an externally

programmable MMU.

DETAILED DESCRIPTION

[0017] FIG. 1 is a block diagram to illustrate a particular embodiment of a system 100
that includes an externally programmable memory management unit (MMU). In the
system 100, a “primary” processor (e.g., a central processing unit (CPU)) 110 may
program configuration values for a “secondary” processor (e.g., a digital signal
processor (DSP)) 130 via an interface 120. The interface 120 may match an interface of
a system memory management unit (SMMU) (also referred to as an input/output MMU

(IOMMU)). The SMMU-compatible interface 120 may be compatible with the primary
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processor 110 for external programming by the primary processor 110. For example, an
SMMU interface may be a standardized memory management interface. The SMMU-
compatible interface 120 may be accessed by the primary processor 110 to program
configuration values (e.g., one or more addresses of one or more address translation
tables), as further described herein. The processor 110 may be considered a “primary”
processor and the processor 130 may be considered a “secondary” processor because the
processor 130 relies on the processor 110 to program certain configuration values,

instead of the processor 130 self-programming the configuration values.

[0018] The primary processor 110 and the secondary processor 130 may be associated
with different instruction set architectures. For example, the primary processor 110 may
be associated with a CPU-specific instruction set architecture and the secondary
processor 130 may be associated with a DSP-specific instruction set architecture. Each
processor 110, 130 may include one or more processing units, cores, and/or hardware
threads, as further described herein. A multithreaded processor can be implemented via
a processor with multiple hardware execution contexts executing concurrently, or as
multiple processors with a single hardware execution context (e.g., a symmetric
multiprocessing (SMP) cluster). It should be noted that the description of CPUs and
DSPs herein is for example only. Other processors or sets of processors, such as
network processing units (NPUs), graphical processing units (GPUs), etc., may also be

included in the system 100.

[0019] Three types of memory addresses may be used in the system 100: virtual
addresses (VAs), intermediate physical addresses (IPAs) (also referred to as
pseudophysical addresses), and physical addresses (PAs). Each virtual address may be
associated with a virtual address space, and each intermediate physical address may be
associated with an intermediate physical address space. Physical addresses, which can
be used to directly access regions of memory (e.g., random access memory (RAM),
disk-based memory, cache memory, register memory, etc.) and memory-mapped
devices (e.g., input/output (I/O) devices) may belong to a single physical address space.
When virtual addresses, intermediate physical addresses, and physical addresses are

used in the system 100, two types of address translation mappings may be defined in the
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system 100. A first type of address translation mapping may be from virtual address to
intermediate physical address, and a second type of address translation mapping may be
from intermediate physical address to physical address. Thus, a “complete” address
translation mapping for a virtual address in the system 100 may include a “first stage”
translation from the virtual address to an intermediate physical address, followed by a

“second stage” translation from the intermediate physical address to a physical address.

[0020] The primary processor 110 may use the interface 120 to program information
that the secondary processor 130 can use to perform address translation. For example,
the interface 120 may store addresses of address translation tables. The address
translation tables may be stored in memory (e.g., random access memory (RAM)) and
may define VA-to-IPA translations and/or IPA-to-PA translations. In the example of
FIG. 1, the primary processor 110 programs a first address 121 of a first address
translation table and a second address 122 of a second address translation table. It
should be noted that although two addresses 121, 122 (e.g., base addresses) are shown

in FIG. 1, more or fewer than two addresses may be programmed via the interface 120.

[0021] The secondary processor 130 may include a memory management unit (MMU)
131 and one or more registers 132 (e.g., as part of a register file). The secondary
processor 130 may support execution of an instruction 133 to selectively retrieve and
load configuration values from the interface 120 into the registers 132. In FIG. 1, the
instruction 133 is designated as a “LOAD_STREAMID” instruction. The
LOAD_STREAMID instruction 133 may include one or more operands. For example,
the LOAD STREAMID instruction 133 may include an index operand. When
executed, the LOAD STREAMID instruction 133 may access a table 134 stored in a
storage device of the MMU 131 using the index operand to access a pointer to a
configuration block. For example, FIG. 1 illustrates that the table 134 stores a pointer to
configuration block 0 (which includes the first address 121 of the first address
translation table) at index 0 and a pointer to configuration block 1 (which includes the
second address 122 of the second address translation table) at index 1. The

configuration blocks may also include other process and guest environment parameters.
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The pointer to the configuration block may be externally programmed by the primary

processor 110 and/or may be determined by the secondary processor 130.

[0022] The one or more registers 132 may be used to store configuration values that are
programmed by the primary processor 110 and retrieved by the secondary processor
130. For example, as shown in FIG. 1, the first address 121 and the second address 122
may be retrieved from the interface 120 and stored in the registers 132. The values
loaded into the registers 132 may be used by the secondary processor 130 to perform
address translation. For example, the values loaded into the registers 132 may be used
by the secondary processor 130 to access address translation tables that store
conversions from a virtual address to a physical address (e.g., during a load, store, or
fetch operation). It should be noted that although one set of registers 132 is shown, this
is for example only. In a particular embodiment, the secondary processor 130 is a
multithreaded processor or part of a multi-processor device, and a different set of

registers 132 is used for each hardware thread or hardware processor.

[0023] The interface 120 may be an externally programmable extension or counterpart
to the MMU 131 of the secondary processor 130. It should be noted that although the
interface 120 is illustrated in FIG. 1 as being external to the secondary processor 130,
this is for example only. In alternate embodiments, all or a portion of the interface 120

may be integrated within the secondary processor 130.

[0024] During operation, the primary processor 110 may program the addresses 121,
122 into the interface 120. The secondary processor 130 may load the addresses 121,
122 into the registers 132 using the instruction 133, so that, for example, a page table
walker of the secondary processor 130 can use the registers 132 to perform address
translation. In a particular embodiment, for security purposes, the registers 132 are
exclusively writeable by the instruction 133. That is, although other instructions may be
able to write other registers of the secondary processor 130, only the instruction 133 is
permitted to write to the registers 132. For example, whether or not the registers 132
are writeable may depend on a value of a signal received by the secondary processor

130 from the primary processor 110 (e.g., via an inter-processor connection). In another
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particular embodiment, the secondary processor 130 may be permitted to selectively
write to the registers 132 in certain situations (e.g., to perform debugging at the
secondary processor 130 without involving the primary processor 110 and without

having to execute software instructions).

[0025] The secondary processor 130 may use the externally programmed configuration
values loaded into the registers 132 to perform address translation. For example, the
secondary processor 130 may use the configuration values (e.g., base addresses) stored

in the registers 132 to perform VA-to-IPA translation and/or [IPA-to-PA translation.

[0026] It should be noted that although the primary processor 110 and the secondary
processor 130 are illustrated as separate processors, this is for example only. In an
alternate embodiment, the primary processor 110 and the secondary processor 130 may
be the same processor (i.e., the described techniques may enable self-programming of a

MMU by a processor).

[0027] In a particular embodiment, the system 100 of FIG. 1 may be integrated into a
hypervisor-controlled computing environment. For example, the primary processor 110
may be associated with a “primary” hypervisor and the secondary processor 130 may be
associated with a “secondary” hypervisor. In this case, each of the processors 110, 130
may schedule virtual processors corresponding to tasks of guest operating systems
executing on the processors 110, 130. In a particular embodiment, at least one guest
operating system executing on the processor 110 or the processor 130 is a real-time
operating system (RTOS). In a particular embodiment, when the system 100 is
integrated into a hypervisor-controlled computing environment, first stage translations
may be programmed by individual guest operating systems and second stage
translations may be performed by the primary hypervisor for all guest operating

systems.

[0028] During execution of a virtual processor on the secondary processor 130, when a
page miss occurs, the MMU 131 may access the configuration values in the registers

132 to perform address translation. When a context switch between virtual processors
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occurs, the LOAD STREAMID instruction 133 may be executed by the secondary
processor 130 to load address translation information for the new virtual processor into

the registers 132.

[0029] In a particular embodiment, the LOAD STREAMID instruction 133 includes
an index operand associated with the new virtual processor. If the configuration values
for the new virtual processor were previously loaded into the registers 132, execution of
the LOAD_STREAMID instruction 133 may complete without reloading the
configuration values into the registers 132, thereby saving time and computational
resources. For example, the MMU 131 may determine that the values were previously
loaded into the registers 132 based on the index operand of the LOAD STREAMID
instruction 133. Alternately, or in addition, it may be determined that the values were
previously loaded into the registers 132 based on data that is stored in the table 134
(e.g., the configuration blocks of the interface 120).

[0030] In a particular embodiment, the LOAD STREAMID instruction 133 supports
an optional override operand. When the override operand is included, execution of the
LOAD_STREAMID instruction 133 may result in overriding a value loaded into the
registers 132. For example, guest operating system(s) that run exclusively on the
secondary processor 130 may create multiple processes without multiple interface
blocks. In such situations, the override operand may be used to override a base address
(e.g., in a base address register) with a different base address for VA-to-IPA translation,

as shown at 135.

[0031] The system 100 of FIG. 1 may thus provide a memory management architecture
that is compatible with the primary processor 110 for external programming and that
provides an internal interface (e.g., via the registers 132) for use in performing address
translation and debugging by the secondary processor 130. For example, although the
interface 120 is not actually a SMMU, the interface 120 presents a SMMU-compatible
interface to the primary processor 110, so that the primary processor 110 can
communicate with the interface 120 as if the primary processor 110 were

communicating with an actual SMMU. The primary processor 110 may determine
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second stage translations, store the second stage translations in address translation
tables, and store addresses of the address translation tables in the interface 120. The
secondary processor 130 may refresh the internal registers 132 using values from the
interface 120 during context switches. Thus, from the perspective of the primary
processor 110, the system 100 may provide an externally programmable MMU that can
store values relied upon by another device. From the perspective of the secondary
processor 130, the system 100 may provide an instruction that can be executed to fill

translation register values from an externally programmed storage device.

[0032] FIG. 2 is a flowchart to illustrate a particular embodiment of a method 200 of
accessing an externally programmable MMU. In an illustrative embodiment, the

method 200 may be performed at the system 100 of FIG. 1.

[0033] The method 200 may include reading, by a processor, one or more configuration
values from a storage device associated with a MMU of the processor, at 202. For
example, the storage device may store configuration values programmed by an external
processor via a SMMU-compatible interface, where the values are to be used by the
MMU of the processor (e.g., during address translation). In a particular embodiment,
the storage device is external to the MMU. For example, referring to FIG. 1, the
secondary processor 130 may read configuration values, such as the addresses 121
and/or 122, where the configuration values are programmed by the primary processor

110 via the interface 120.

[0034] The method 200 may also include loading the one or more configuration values
into one or more registers of the processor, at 204. The one or more registers are
useable by the processor to perform address translation. For example, referring to FIG.
1, the configuration values (e.g., the addresses 121 and/or 122) may be loaded into the
registers 132 and used for address translation (e.g., VA-to-IPA translation and/or IPA-
to-PA translation).

[0035] The method 200 of FIG. 2 may thus enable use of an externally programmable

MMU to communicate configuration values that are programmed by one processor
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(e.g., a primary processor) and usable by another processor (¢.g., a secondary

processor).

[0036] The method 200 of FIG. 2 may be executed by a digital signal processor (DSP),
a processing unit such as a central processing unit (CPU), a controller, a field-
programmable gate array (FPGA) device, an application-specific integrated circuit
(ASIC), another hardware device, a firmware device, or any combination thereof. As an
example, the method 200 of FIG. 2 can be performed by a processor that executes

instructions, as described with respect to FIG. 4.

[0037] FIG. 3 is a flowchart to illustrate a particular embodiment of a method 300 of
executing an instruction to selectively use an externally programmable MMU. In an
illustrative embodiment, the method 300 may be performed by the secondary processor

130 of FIG. 1.

[0038] The method 300 may include detecting a context switch to a virtual processor,
at 302. For example, in FIG. 1, a context switch to a particular virtual processor may be
detected at the secondary processor 130. The method 300 may also include executing
an instruction at a processor in response to the context switch, where the instruction
includes an index operand, at 304. For example, in FIG. 1, the secondary processor 130
may execute the LOAD STREAMID instruction 133. Executing the instruction may
include determining, based on the index operand, whether configuration value(s) for the
virtual processor were previously loaded (and are therefore already available), at 306.
For example, configuration value(s) for the virtual processor may include data that is
useable to perform VA-to-IPA translation, IPA-to-PA translation, and/or other

process/environmental data.

[0039] When it is determined, at 308, that the configuration value(s) were previously
loaded, the method 300 may advance to 316. When it is determined, at 308, that the
configuration value(s) were not previously loaded, the method 300 may include
searching a table stored in a MMU using the index operand to identify a pointer to a

configuration block. Based on the configuration block it may be determined whether
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configuration value(s) for the virtual processor were previously loaded, at 310. When it
is determined, at 312, that the configuration value(s) were previously loaded, the

method 300 may advance to 316.

[0040] When it is determined, at 312, that the configuration value(s) were not
previously loaded, the method 300 may include reading the configuration value(s) (e.g.,
from the configuration blocks) and loading the configuration value(s) into register(s) of
the processor, at 314. For example, in FIG. 1, the addresses 121, 122 may be loaded
into the registers 132. The registers 132 may be exclusively writable by the instruction,
for security purposes. For example, whether or not the registers 132 are writable may
depend on a value of a write enable signal received from another processor (e.g., a

primary processor).

[0041] Advancing to 316, the method 300 may include determining whether the
instruction includes an override operand. When the instruction includes the override
operand, the method 300 may include overriding a configuration value loaded into one
of the registers, at 318. For example, a base address loaded into a base address register
for VA-to-IPA translation may be overridden. Continuing to 320, the method 300 may
include using the configuration value(s) to perform address translation (e.g., translating
from a virtual address provided by a task of a guest operating system to an intermediate
physical address and/or translating from an intermediate physical address to a physical
address that corresponds to a particular region of memory or a particular memory-
mapped device). For example, address translation may be performed when a store
operation, a load operation, or a fetch operation is executed at the secondary processor

130 of FIG. 1.

[0042] The method 300 of FIG. 3 may thus be used to execute an instruction that
selectively loads externally programmed configuration values into internal registers
when the configuration values are not available in the registers. However, if the
configuration values are available in the registers (e.g., the configuration values were

previously loaded into the registers), execution of the instruction may terminate without
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performing an external read operation to access the configuration values, which may

save processing time and computational resources.

[0043] The method 300 of FIG. 3 may be executed by a digital signal processor (DSP),
a processing unit such as a central processing unit (CPU), a controller, a field-
programmable gate array (FPGA) device, an application-specific integrated circuit
(ASIC), another hardware device, a firmware device, or any combination thereof. As an
example, the method 300 of FIG. 3 can be performed by a processor that executes

instructions, as described with respect to FIG. 4.

[0044] Referring to FIG. 4, a block diagram of an electronic device 400 is shown. The
electronic device 400 includes a primary processor 410, such as a central processing
unit (CPU) and a secondary processor 474, such as a digital signal processor (DSP),
each of which is coupled to a memory 432. The primary processor 410 and the
secondary processor 474 may have different instruction set architectures. In an
illustrative embodiment, the primary processor 110 is the primary processor 110 of FIG.
1 and the secondary processor 474 is the secondary processor 130 of FIG. 1. The
electronic device 400, or components thereof, may be included in a communications
device, a personal digital assistant (PDA), a mobile phone, a set top box, a music player,
a video player, an entertainment unit, a navigation device, a fixed location data unit, a

computing device, or any combination thercof.

[0045] A SMMU Interface 480 may be disposed between the primary processor 410
and the secondary processor 474. In an illustrative embodiment, the SMMU Interface
480 may be the interface 120 of FIG. 1. The primary processor 410 may program
configuration values, such as addresses of address translation tables stored in memory,
to data storage locations in the SMMU Interface 480. The secondary processor 474 may
retrieve the configuration values from the SMMU Interface 480 when a context switch
occurs, may store the retrieved configuration values in internal registers, and may use

the stored configuration values to perform address translation.
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[0046] FIG. 4 also shows a display controller 426 that is coupled to the processors 410,
474 and to a display 428. A coder/decoder (CODEC) 434 can also be coupled to the
processors 410, 474. A speaker 436 and a microphone 438 can be coupled to the
CODEC 434. FIG. 4 also indicates that a wireless controller 440 can be coupled to the

processors 410, 474 and to an antenna 442 (e.g., via a radio frequency (RF) interface).

[0047] The memory 432 may be a tangible non-transitory computer-readable or
processor-readable storage medium that includes executable instructions 456. The
instructions 456 may be executed by processor(s), such as the sets of processors 410,
474, to perform various functions and methods described herein, including the method
200 of FIG. 2 and/or the method 300 of FIG. 3. For example, the instructions 456 may
include the LOAD STREAMID instruction 133 of FIG. 1. The memory may also store
instructions and/or data corresponding to a primary hypervisor 457 (e.g., that is
executable on the primary processor 410), a secondary hypervisor 458 (e.g., that is
executable on the secondary processor 474), and one or more guest operating systems

459.

[0048] In a particular embodiment, the processors 410, 474, the display controller 426,
the memory 432, the CODEC 434, and the wireless controller 440 are included in a
system-in-package or system-on-chip device 422. In a particular embodiment, an input
device 430 and a power supply 444 are coupled to the system-on-chip device 422.
Moreover, in a particular embodiment, as illustrated in FIG. 4, the display 428, the input
device 430, the speaker 436, the microphone 438, the antenna 442, and the power
supply 444 are external to the system-on-chip device 422. However, each of the display
428, the input device 430, the speaker 436, the microphone 438, the antenna 442, and
the power supply 444 can be coupled to a component of the system-on-chip device 422,

such as an interface or a controller.

[0049] In conjunction with the described embodiments, an apparatus includes an
interface to first means for processing. For example, the interface may be the interface
120 of FIG. 1, the SMMU Interface 480 of FIG. 4, another interface, or any

combination thereof. The first means for processing may be a hardware processor, such
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as the primary processor 110 of FIG. 1 or the primary processor 410 of FIG. 4, one or
more other devices or circuits to process data, or any combination thereof. The
apparatus also includes second means for processing. The second means for processing
includes a memory management unit. For example, the second means for processing
may include a hardware processor, such as the secondary processor 130 of FIG. 1 or the
secondary processor 474 of FIG. 4, one or more other devices or circuits to process data,
or any combination thereof. The memory management unit may include the MMU 131,
one or more other devices or circuits to manage memory, or any combination thereof.
The apparatus also includes means for storing one or more configuration values. For
example, the means for storing may include a memory of the interface 120 of FIG. 1, a
memory of the SMMU interface 480 of FIG. 4, a memory external to a processor and/or
a MMU, a memory internal to a processor and/or a MMU, one or more other devices or
circuits to store data, or any combination thereof. The first means for processing is
configured to use the interface to program the one or more configuration values into the
means for storing. The second means for processing may be configured to use the one
or more configuration values to perform address translation. In a particular
embodiment, the first means for processing is associated with a first instruction set
architecture and the second means for processing is associated with a second instruction
set architecture that is different from the first instruction set architecture. For example,
the first means for processing may be associated with a first instruction set architecture
(e.g., a CPU-specific instruction set architecture) and the second means for processing
may be associated with a second instruction set architecture (e.g., a DSP-specific

instruction set architecture).

[0050] Those of skill would further appreciate that the logical blocks, configurations,
modules, circuits, and algorithm steps described in connection with the embodiments
disclosed herein may be implemented as electronic hardware, computer software
executed by a processor, or combinations of both. Various illustrative components,
blocks, configurations, modules, circuits, and steps have been described above generally
in terms of their functionality. Whether such functionality is implemented as hardware
or processor executable instructions depends upon the particular application and design

constraints imposed on the overall system. Skilled artisans may implement the
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described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from the

scope of the present disclosure.

[0051] The steps of a method or algorithm described in connection with the
embodiments disclosed herein may be embodied directly in hardware, in a software
module executed by a processor, or in a combination of the two. A software module
may reside in random access memory (RAM), flash memory, read-only memory
(ROM), programmable read-only memory (PROM), erasable programmable read-only
memory (EPROM), electrically erasable programmable read-only memory (EEPROM),
registers, hard disk, a removable disk, a compact disc read-only memory (CD-ROM), or
any other form of non-transient storage medium known in the art. An exemplary
storage medium is coupled to the processor such that the processor can read information
from, and write information to, the storage medium. In the alternative, the storage
medium may be integral to the processor. The processor and the storage medium may
reside in an application-specific integrated circuit (ASIC). The ASIC may reside in a
computing device or a user terminal. In the alternative, the processor and the storage

medium may reside as discrete components in a computing device or user terminal.

[0052] The previous description of the disclosed embodiments is provided to enable a
person skilled in the art to make or use the disclosed embodiments. Various
modifications to these embodiments will be readily apparent to those skilled in the art,
and the principles defined herein may be applied to other embodiments without
departing from the scope of the disclosure. Thus, the present disclosure is not intended
to be limited to the embodiments shown herein but is to be accorded the widest scope
possible consistent with the principles and novel features as defined by the following

claims.
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CLAIMS:

1. An apparatus comprising:

an interface to a first processor;

a second processor including a memory management unit; and

a memory device storing one or more configuration values,

wherein the first processor is configured to use the interface to program the one
or more configuration values into the memory device, and

wherein the second processor is configured to use the one or more configuration

values to perform address translation.

2. The apparatus of claim 1, wherein the second processor is configured to
perform address translation during a load operation executed at the second processor, a

store operation executed at the second processor, or any combination thereof.

3. The apparatus of claim 1, wherein the second processor is configured to

perform address translation during a fetch operation executed at the second processor.

4. The apparatus of claim 3, wherein the second processor is configured to
retrieve the one or more configuration values from the memory device and to store the

one or more configuration values in the memory management unit.

5. The apparatus of claim 1, wherein performing address translation comprises
converting a virtual address to an intermediate physical address, converting an

intermediate physical address to a physical address, or any combination thereof.

6. The apparatus of claim 1, wherein the interface is compatible with a system

memory management unit (SMMU) interface.
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7. The apparatus of claim 1, wherein the first processor and the second

Pprocessor are the same Processor.

8. The apparatus of claim 1, wherein the first processor is associated with a first
instruction set architecture and wherein the second processor is associated with a second

instruction set architecture that is different from the first instruction set architecture.

9. The apparatus of claim 1, wherein the first processor is associated with a first

hypervisor and wherein the second processor is associated with a second hypervisor.

10. The apparatus of claim 1, wherein the first processor is a central processing

unit (CPU) and wherein the second processor is a digital signal processor (DSP).

11. A non-transitory computer-readable medium storing an instruction that is
executable by a processor to perform operations comprising;:
reading one or more configuration values from a storage device of a memory
management unit; and
loading the one or more configuration values into one or more registers of the
processor, wherein the one or more registers are usable to perform

address translation by the processor.

12. The non-transitory computer-readable medium of claim 11, wherein the one

or more registers are exclusively writeable by the instruction.

13. The non-transitory computer-readable medium of claim 11, wherein the

storage device stores a table that is indexed based on an operand of the instruction.

14. The non-transitory computer-readable medium of claim 13, wherein the

table includes at least one pointer to at least one configuration block.
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15. The non-transitory computer-readable medium of claim 14, wherein the at
least one configuration block includes at least one address of at least one address
translation table, wherein the at least one address translation table includes at least one
virtual address to intermediate physical address translation, at least one intermediate

physical address to physical address translation, or any combination thereof.

16. The non-transitory computer-readable medium of claim 11, wherein the
operations further comprise not loading a particular configuration value into the one or
more registers in response to determining that the particular configuration value was

previously loaded into the one or more registers.

17. The non-transitory computer-readable medium of claim 16, wherein the
operations further comprise determining that the particular configuration value was
previously loaded into the one or more registers based on an operand of the instruction,
based on a table stored in the storage device and indexed based on the operand of the

instruction, or any combination thereof.

18. The non-transitory computer-readable medium of claim 11, wherein the
operations further comprise, in response to determining that the instruction includes a
particular operand, overriding a configuration value loaded into the one or more

registers.

19. The non-transitory computer-readable medium of claim 18, wherein the
overridden configuration value comprises a base address that is loaded into a base
address register and that is useable to perform virtual address to intermediate physical

address translation.

20. A non-transitory computer-readable medium storing an instruction that is

executable by a processor to perform operations comprising:
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reading one or more configuration values from a memory; and

loading the one or more configuration values into one or more registers of the
processor,

wherein the one or more registers are exclusively writable by the instruction, and

wherein the one or more configuration values are useable by the processor to

perform address translation.

21. The non-transitory computer-readable medium of claim 20, wherein the

memory comprises an externally programmable memory.

22. The non-transitory computer-readable medium of claim 21, wherein the

externally programmable memory is programmed by a second processor.

23. The non-transitory computer-readable medium of claim 20, wherein the one
or more configuration values include at least one address of at least one address
translation table, wherein the at least one address translation table includes at least one
virtual address to intermediate physical address translation, at least one intermediate

physical address to physical address translation, or any combination thereof.

24. The non-transitory computer-readable medium of claim 20, wherein the
operations further comprise identifying the one or more configuration values based on
an operand of the instruction, based on data stored in a table that is indexed based on the

operand of the instruction, or any combination thereof.

25. The non-transitory computer-readable medium of claim 20, wherein the

memory comprises a storage device of a memory management unit.
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26. A method comprising:

reading, by a processor, one or more configuration values from a storage device
associated with a memory management unit of the processor; and

loading the one or more configuration values into one or more registers of the
processor, wherein the one or more registers are useable by the processor

to perform address translation.

27. The method of claim 26, further comprising performing the reading and the

loading during execution of a single instruction.

28. The method of claim 27, wherein the registers are exclusively writable by

the instruction.

29. The method of claim 27, wherein reading the one or more configuration
values comprises searching a table stored in the memory management unit based on an

operand of the instruction.

30. The method of claim 27, further comprising, in response to determining that
the instruction includes a particular operand, overriding a configuration value loaded

into the one or more registers.

31. The method of claim 26, wherein the one or more configuration values
include at least one address of at least one address translation table, wherein the at least
one address translation table includes at least one virtual address to intermediate
physical address translation, at least one intermediate physical address to physical

address translation, or any combination thereof.

32. The method of claim 26, further comprising not loading a particular
configuration value into the one or more registers in response to determining that the

particular configuration value was previously loaded into the one or more registers.
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33. An apparatus comprising:

first means for processing;

means for interfacing to the first means for processing;

second means for processing, wherein the second means for processing includes
a memory management unit; and

means for storing one or more configuration values,

wherein the first means for processing is configured to use the means for
interfacing to program the one or more configuration values into the
means for storing, and

wherein the second means for processing is configured to use the one or more

configuration values to perform address translation.

34. The apparatus of claim 33, wherein the means for interfacing is compatible

with a system memory management unit (SMMU) interface.

35. The apparatus of claim 33, wherein the first means for processing is
associated with a first instruction set architecture and wherein the second means for
processing is associated with a second instruction set architecture that is different from

the first instruction set architecture.
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200

/202
Read, by a processor, one or more configuration values from a
storage device associated with a MMU of the processor (e.g.,
configuration values programmed by an external processor via a
SMMU-compatible interface)

/204

Load the one or more configuration values into one or more
registers of the processor, where the one or more registers are
useable by the processor to perform address translation

FIG. 2
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yan 302

Detect a context switch at a virtual processor

! /304

Execute an instruction (e.g., a LOAD_STREAMID instruction) at a processor in
response to the context switch, where the instruction includes an index operand

Determine, based on the index operand, whether configuration value(s) for the
virtual processor were previously loaded

N— 306

308

Config. value(s) YES

previously loaded?

310

Search a table stored in a MMU using the index operand to identify a pointer to
a configuration block and determine, based on the configuration block, whether
configuration value(s) for the virtual processor were previously loaded

312

Config. value(s) YES

previously loaded?

/—314

Read the configuration value(s) and load the configuration value(s) into
register(s) of the processor, where the registers are exclusively writable by the
instruction

316

Instruction includes NO

override operand?

318

Override a configuration value loaded into one of the registers (e.g., a base
address loaded into a base address register for VA-to-IPA translation)

l 320

Use the configuration value(s) to perform address translation (e.g., during a load,
store or fetch operation)

FIG. 3
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