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(54) Title: METHOD AND SYSTEM FOR PROVIDING A ROAMING REMOTE DESKTOP

Location 1 Location 2

FIG. 1

(57) Abstract: Techniques are disclosed for migrating a linked clone virtual machine (VM) based on a location of a client device. In 
one embodiment, a client device transmits its location to a VM management center, and a migration application running thereon de - 
termines whether the client device and a linked clone VM to which the client device is attempting to connect are at the same loca - 
tion. If the client device and the linked clone VM are not at the same location, the migration application identifies a VM hosting site 
proximate to the client device, and instructs a hypervisor to "cold" migrate the linked clone VM and its associated redo log to a VM 
host and a storage device, respectively, at the identified VM hosting site. The link clone VM may then be "actively" linked to a base 
VM at the VM hosting site, while maintaining "passive" links to base VM(s) at other locations.
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14 Method and System for Providing a Roaming Remote Desktop

Background

[0001] Server-based computing allows a networked client device, remotely situated with

respect to a server, to access computing resources on the server and control a particular “host” 

machine remotely from the client device. This type of interaction is commonly referred to as a 

“remote” session. For example, the client device may run desktop client software that uses a 

remote desktop protocol, such as Remote Desktop Protocol (RDP), Virtual Network Computing 

(VNC), or Personal Computer over Internet Protocol (PCoIP), to access a user’s desktop running 

on a remote server. In remote sessions, the client device transmits user inputs, such as keyboard 

or mouse inputs, to the remote server. Then, the desktop client software receives an image of a 

graphical user interface (GUI) (in the form of image data) from the remote server. The GUI and 

the image data received by the desktop client software are generated by the operating system and 

applications running in the remote server. In some instances, the GUI and image data are 

generated by a virtual machine (VM) executing on the remote server and processing user inputs 

received from the client device.

[0002] Mobile devices have evolved to provide sophisticated computing platforms,
complete with large display areas and touch sensitive surfaces, among other components. The 
computing power of these devices has steadily increased, allowing remote sessions to be initiated 
from the palm of one’s hand. Further, such mobile devices allow users to establish remote 
desktop connections to VMs from different locations. For example, a user may initiate a remote 
desktop connection to a VM in one city and re-connect to the same VM from a different city. In 
such cases, the VM typically continues to run on the server on which the VM was initially 
provisioned. As used herein, provisioning is the process of creating and deploying a VM, 
including assigning and configuring resources, such as processors, memory, network, and disk 
storage, associated with the VM. The server on which the VM was initially provisioned may be 
far from the user’s new location, thereby affecting the remote session experience, as network 
connectivity tends to be slower over longer distances.
[0003] Throughout this specification the word "comprise", or variations such as
"comprises" or "comprising", will be understood to imply the inclusion of a stated element, 
integer or step, or group of elements, integers or steps, but not the exclusion of any other 
element, integer or step, or group of elements, integers or steps.
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[0004] Any discussion of documents, acts, materials, devices, articles or the like which has 
been included in the present specification is not to be taken as an admission that any or all of 
these matters form part of the prior art base or were common general knowledge in the field 
relevant to the present disclosure as it existed before the priority date of each claim of this 
application.

Summary
[0005] Embodiments presented herein provide techniques for providing a roaming remote 
desktop. The techniques include identifying a virtual machine (VM) hosting site proximate to a 
location of a client device, and migrating a linked clone VM to a VM host at the identified VM 
hosting site. In addition, the techniques include establishing a remote desktop connection 
between the client device and the linked clone VM.
[0006] Further embodiments of the present invention include a computer-readable storage 
medium storing instructions that when executed by a computer system cause the computer 
system to perform one or more the of the techniques set forth above, and a computer system 
programmed to carry out one or more of the techniques set forth above.

[0006a] In particular, a method for providing a roaming remote desktop is taught, the method 
comprising:

maintaining a plurality of identical base disks at respective virtual machine (VM) 
hosting sites, the VM hosting sites being further configured to maintain redo logs which store 
differences between parent and linked clone VMs;

identifying a VM hosting site proximate to a location of a client device; 
migrating a linked clone VM to a VM host at the identified VM hosting site; and 
establishing a remote desktop connection between the client device and the linked

clone VM;
wherein, at any given time, the linked clone VM is actively linked to one of the base 

disks and passively linked to one or more other base disks, the active and passive links being 
maintained as metadata in a file representing a redo log of the linked clone VM;

wherein the link between the linked clone VM and a base disk at the identified VM 
hosting site is changed to an active link and the remaining links between the linked clone VM 
and the other base disks are passive links after the linked clone VM is migrated to the VM host at 
the identified VM hosting site; and

wherein updates to one of the base disks upon which the linked clone VM relies are 
automatically propagated to other base disks that are identified as copies of the updated one of 
the base disks based on the active and passive links.

2
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[0006b] Further still, a non-transitory computer-readable storage medium embodying 
computer program instructions for providing a roaming remote desktop to perform operations is 
taught, the operations comprising:

maintaining a plurality of identical base disks at respective virtual machine (VM) 
hosting sites, the VM hosting sites being further configured to maintain redo logs which store 
differences between parent and linked clone VMs;

identifying a virtual machine (VM) hosting site proximate to a location of a client
device;

migrating a linked clone VM to a VM host at the identified VM hosting site; and 
establishing a remote desktop connection between the client device and the linked

clone VM;
wherein, at any given time, the linked clone VM is actively linked to one of the base 

disks and passively linked to one or more other base disks, the active and passive links being 
maintained as metadata in a file representing a redo log of the linked clone VM;

wherein the link between the linked clone VM and a base disk at the identified VM 
hosting site is changed to an active link and the remaining links between the linked clone VM 
and the other base disks are passive links after the linked clone VM is migrated to the VM host at 
the identified VM hosting site, and

wherein updates to one of the base disks upon which the linked clone VM relies are 
automatically propagated to other base disks that are identified as copies of the updated one of 
the base disks based on the active and passive links.

[0006c] Still further, a system is taught comprising: 
a processor; and
a memory, wherein the memory includes a program, the program being configured to 

perform operations for providing a roaming desktop, comprising:
maintaining a plurality of identical base disks at respective virtual machine (VM) 

hosting sites, the VM hosting sites being further configured to maintain redo logs which store 
differences between parent and linked clone VMs;

identifying a VM hosting site proximate to a location of a client device;
migrating a linked clone VM to a VM host at the identified VM hosting

site; and
establishing a remote desktop connection between the client device and 

the linked clone VM;
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wherein, at any given time, the linked clone VM is actively linked to one of the base 
disks and passively linked to one or more other base disks, the active and passive links being 
maintained as metadata in a fde representing a redo log of the linked clone VM;

wherein the link between the linked clone VM and a base disk at the identified VM 
hosting site is changed to an active link and the remaining links between the linked clone VM 
and the other base disks are passive links after the linked clone VM is migrated to the VM host at 
the identified VM hosting site; and

wherein updates to one of the base disks upon which the linked clone VM relies are 
automatically propagated to other base disks that are identified as copies of the updated one of 
the base disks based on the active and passive links.

Brief Description of the Drawings
[0007] Figure 1 illustrates an approach for migrating a linked clone VM for better network 
performance and user experience, according to an embodiment of the invention.

[0008] Figure 2 is a conceptual diagram of how linked clones may be related in a hierarchy.

[0009] Figure 3 illustrates active and passive links between a linked clone VM and base
VMs at multiple locations, according to an embodiment of the invention.

[0010] Figure 4 illustrates a method for migrating a linked clone VM based on a client 
device’s location, according to an embodiment of the invention.

Detailed Description
[0011] Embodiments presented herein provide techniques for migrating a VM based on a 
location of a client device to provide better connectivity between the client device and the VM. 
In one embodiment, a linked clone VM is provisioned for a remote session initiated from the 
client device. As used herein, a “linked clone” is a duplicate of a parent VM that uses the same 
base disk as the parent VM, with a chain of “redo logs” (also known as “delta disks”) to track the 
differences between the parent VM and the linked clone. At a later time, the client device
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14 transmits its location (e.g., latitude and longitude coordinates, city name, country name, office 

name, IP address of a Wi-Fi router or internet service provider (ISP) to which the client device is 

connected, a private IP address of the client device, etc.) to a VM management center, where a 

migration application determines whether the client device and the linked clone VM are at the 

same location. Here, “same location” may be defined in any feasible manner, such as within a 

given radius, in the same city, in the same country, in the same office, having less than a given 

latency, etc. If the client device and the linked clone VM are not at the same location, the 

migration application identifies a VM hosting site proximate to the location of the client device 

and instructs a hypervisor, or another component (e.g., the VM management center), to migrate 

the linked clone VM and its associated redo log to a VM host and a storage device, respectively, 

at the identified VM hosting site. Note, identical base VMs may be maintained at multiple VM 

hosting sites as part of the setup of the vitual infrastructure to enable the linked clone to be 

migrated independent of its base VM. The migration of the linked clone VM may be performed 

“cold,” i.e., with the VM in a “powered off’ state. After migration, the linked clone VM may be 

“actively” linked to the base VM at the identified hosting site, while maintaining “passive” links 

to the base VMs at other VM hosting sites.

[0012] In the following description, numerous specific details are set forth in order to

provide a thorough understanding of the present invention. However, it will be apparent to one 

skilled in the art that the present invention may be practiced without some of these specific 

details. In other instances, well known process operations and implementation details have not 

been described in detail in order to avoid unnecessarily obscuring the invention.

[0013] Figure 1 illustrates an approach for migrating a linked clone VM for better

network performance and user experience, according to an embodiment. As shown, a virtual 

infrastructure includes a VM management center 130, as well as VM host computers 115a, 115b 

and storage devices 120a, 120b at two different locations. Although only one VM host and 

storage device is depicted at each location, in practice, a virtual infrastructure may include VM 

hosting sites, each of which include clusters of any number of VM hosts networked to shared 

storage, at any number of locations that are any distance apart (e.g., in different cities, different 

countries, etc.).

[0014] Illustratively, VM host 115a and its hardware resources 118a (e.g., CPU, RAM,

and network interface card (NIC) 119a) support VMs (e.g., linked clone VM 116) through

-3-
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14 software interface layer (also referred to herein as a “hypervisor”) 117a. Similarly, VM host 

115b and its hardware resources (e.g., CPU, memory , and network interface controller (NIC) 

119b) support VMs through hypervisor 117b. Hypervisors 117a, 117b may run on top of the 

operating system of VM hosts 115a, 115b or directly on hardware components of the VM hosts. 

Each of the VMs may implement a virtual hardware platform which includes, e.g., virtual 

CPU(s), virtual memory, virtual disks, and virtual devices. Device emulators of a virtual 

machine monitor (VMM), such as VMM 114a and VMM 114b, provide hardware emulation for 

corresponding VMs. In addition, the virtual hardware platforms of the VMs themselves support 

execution of guest operating systems and client application programs running on the guest 

operating systems. Example guest operating systems include Microsoft Windows® and Linux©. 

[0015] Illustratively, each VM host 115a, 115b has a connection to an Ethernet network

140 (e.g., the Internet) through its respective NIC 119a, 119b. Each VM host 115a, 115b is 

further connected to a storage device 120a, 120b, each of which may be, e.g., a network attached 

storage (NAS) device or a storage array network (SAN) device. A NAS device includes a 

network file system (NFS) and one or more disks. As used herein, “disk” refers to any data 

storage device that can store data which can thereafter be input to a computer system, including a 

memory or input/output cache on a computer, a disk cache including data to be written to a more 

persistent storage medium, a hard drive, a magnetic tape, or a solid state device. A NAS device 

is exposed to a host computer as a file system. Accordingly, the host computer accesses the 

NAS device via file-based commands. NFS provides the mapping from various filenames to 

corresponding locations on disks. In contrast, a SAN device includes one or more logical units 

(LUNs) that are logically provisioned from disks. SAN devices provide block level storage to a 

host computer via a defined protocol such as SCSI. Here, LUNs provide a linear, block 

addressable storage array to associated host computers. Note, although storage devices 120a, 

120b are connected to VM host 115, 115b, respectively, via NIC 119a and NIC 119b in Figure 1, 

VM hosts may be connected to SAN devices via a disk interface instead, such as a “host bus 

adapter” (HBA).

[0016] VM management center 130 is a computer program that resides and executes in a

central server, which may exist as a separate computing system dedicated for this purpose. 

Alternatively, VM management center 130 may execute on one of VM hosts 115a, 115b. VM 

management center 130 is in communication with each of VM hosts 115a, 115b, and carries out

-4-



20
14

22
63

55
 

18
 D

ec
 20

14 administrative tasks including, but not limited to, managing VM hosts 115a, 115b, managing 

VMs running within each VM host 115a, 115b, provisioning the VMs, migrating VMs from one 

VM host to another, allocating physical resources (e.g., processor and memory), load balancing 

between VM hosts, and so on.

[0017] When provisioning a new VM, it may be advantageous to start by copying an

existing VM with desirable characteristics. This process is referred to herein as “cloning.” One 

form of cloning creates a copy of a virtual machine that shares virtual disks with the parent VM 

(e.g., a base VM from which linked clones were initially created) in an ongoing manner, referred 

to herein as linked cloning. This is in contrast to full cloning, in which a complete and 

independent copy of the virtual machine is created. As discussed, a linked clone is a duplicate of 

a parent VM that uses the same base disk as the parent VM, with a chain of “redo logs” (also 

known as “delta disks”) to track the differences between the parent VM and the linked clone. 

These redo logs include only the differences (deltas) as compared to the base disk. Thus, the 

base disk remains intact and available for future cloning, while various clones of the template 

may write to their respective redo logs without affecting the base disk or the redo logs of other 

clones. As further described below, additional redo logs may be created in order to capture the 

state of a VM’s virtual disk at a specific point in time. The new redo log points to the 

immediately prior redo log, which in turn points to the prior redo log, and so on, until the base 

disk is reached. Linked cloning conserves disk space, as compared to full cloning, and allows 

multiple virtual machines to use the same software installation.

[0018] As shown in Figure 1, linked clone VM 116 and its associated redo log 125 are

migrated from VM host 115a to VM host 115b and from storage device 120a to storage device 

120b, respectively, after client device 110 is relocated from location 1 to location 2. Here, client 

device 110 may be any mobile computing device, such as a laptop computer, a personal digital 

assistant (PDA), a tablet computer, a mobile phone, and the like. In one embodiment, client 

device 110 may transmit its location to VM management center 130 while establishing a remote 

session. If the location of client device 110 is different from that of the VM to which client 

device 110 is connecting for the remote session, then a migration application 135 running on VM 

management center 130 may identify a VM hosting site (and a specific VM host and storage 

device at that hosting site) which is at or near the location of client device 110 to migrate the VM 

to. For example, migration application 135 may determine that VM host 115b and storage

-5-
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14 device 120b are at the same location (e.g., in the same city) as client device 110 and thus a target 

of migration. After having identified such a migration target, VM management center 130 may 

issue a command to VM host 115a directing it to transfer (e.g., via a copy and delete operation) 

linked clone VM 116 and associated files, including redo log 125, from VM host 115a to VM 

host 115b and from storage device 120a to storage device 120b, as illustrated. Hypervisor 117a 

or another software component within VM host 115a may include programming to carry out the 

migration.

[0019] As shown, an identical base disk 127a, 127b is maintained at VM hosting sites at

both locations 1 and 2, respectively. Doing so permits redo log 125, which is typically smaller in 

size (e.g., 10 MB) than base disk 127a (e.g., 50 GB), to be migrated without also migrating base 

disk 127a, thus reducing migration time. As discussed in greater detail below, metadata in redo 

log 125 indicates an active link to a base VM at the migration target and a passive link to base 

VMs at other locations after the migration. As used herein, a link between a linked clone VM 

and a base VM is “active” if virtual disk data which is unavailable in a redo log of the linked 

clone VM is accessed from the base disk of the base VM. In contrast, “passive” links may be 

maintained to base VMs whose base disks are not accessed when data is unavailable in the redo 

log of the linked clone VM. In one embodiment, each linked clone has only one active link to a 

base VM at the location proximate to the client device, but may have multiple passive links to 

base VMs at other locations.

[0020] In one embodiment, migration of linked clone 116 may be performed “cold,” with

the linked clone VM 116 being transferred in a “powered off’ state such that the VM is not 

currently executing or in a scheduling queue. Doing so avoids transferring memory content 

associated with VM 116, which may be large in size (e.g., 4 GB). Because neither base disk 

127a nor the memory content of linked clone VM 116 is transferred during its migration, the 

migration may be accomplished relatively quickly, which may be important where, e.g., the VM 

116 needs to be migrated over a WAN such as the internet. For example, the migration may be 

performed as part of the connection process between client device 110 and linked clone VM 116. 

[0021] Figure 2 is a conceptual diagram of how linked clones may be related in a

hierarchy. As shown, hierarchy 200 includes a base disk VM1 210 and a number of redo logs 

220, 222, 230, 232, 240, 242, 250. Hierarchy 200 is depicted as a tree, and may be managed by 

VMMs for their respective VMs. At the top of the tree, VM1 210 represents a base disk
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14 associated with a VM such as a template VM. The VM associated with base disk VM1 210 is 

then cloned, forming two redo logs VMla 220 and VMlg 222. The VM associated with redo 

log VMla 220 is then cloned, forming two redo logs VMlb 230 and VMlc 232. The process 

continues until hierarchy 200 is formed. Each horizontal row represents a level of hierarchy 200 

where the first level comprises base disk VM1 210, the second level comprises redo logs VMla 

220 and VMlg 222, and so on. A parent/child relationship exists when a base disk or redo log at 

one level in hierarchy 200 is associated with a base disk or redo log at an adjacent level in 

hierarchy 200. For example, base disk VM1 210 is the parent of two child redo logs represented 

by redo logs VMla 220 and VMlg 222. In contrast, hierarchy 200, redo logs VMlg 222, VMlb 

230, VMlf 240, and VMle 250 have no children.

[0022] An advantage of creating redo logs is that only the differences between the redo

log and the respective parent disk at a particular point in time are stored rather than a full image 

of the virtual disk. In a full cloning example, redo logs shown in Figure 2 would include full 

disk images rather than only difference information. In such a case, the amount of storage 

required would be higher as compared with storing redo logs, resulting in more efficient storage 

and faster transfers between storage devices. For example, base disks and associated redo logs 

may be stored as files within a SAN or NAS device. By using linked cloning, the amount of 

virtual disk storage space required on the SAN or NAS device is reduced as compared with full 

cloning. Linked cloning may also result in faster VM provisioning and transfers. After a linked 

clone is created, further disk writes from the source VM and the target VM are stored in their 

individual redo logs, and only the redo logs need to be transferred when migrating the linked 

clone VM, so long as the base disk is available on the destination storage device.

[0023] Figure 3 illustrates active and passive links between linked clone VM 116 and

base VMs 129a, 129b, 129c at multiple locations, according to an embodiment. As shown in 

panel A, base disks 128a, 128b, 128c are identical copies, and parents to redo log 125 of linked 

clone VM 116. That is, redo log 125 points to each of base disks 128a, 128b, 128c, and only the 

differences between redo log 125 and each of base disks 128a, 128b, 128c are stored in redo log 

125. In one embodiment, the links 126, 127a, 127b may be maintained as metadata in a file 

which represents the redo log 125, e.g., a .vmdk format disk image file.

[0024] Illustratively, link 126 between linked clone VM 116 and base VM 129a is

“active,” whereas links 127a, 127b between linked clone VM 116 and base VMs 129b, 129c are
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14 “passive.” As discussed, a link between a linked clone VM and a base VM is “active” if virtual 

disk data which is unavailable in a redo log of the linked clone VM is accessed from the base 

disk of the base VM. In contrast, “passive” links may be maintained to base VMs whose base 

disks are not accessed when data is unavailable in the redo log of the linked clone VM. The 

active and passive links may indicate which base disks at multiple locations may be used with 

the redo log. Further, updates to one base disk on which the redo log is able to rely may be 

propagated to all other copies of the base disk in order to avoid data corruption in a virtual disk 

comprising the redo log and the base disk. Here, the base disks upon which the redo log relies 

may identified as the base VMs to which the linked clone VM is actively or passively linked. 

[0025] Panel B shows the result of a migration operation performed after client device

110 is relocated to location 2. In response to such a relocation, linked clone 116 and its 

associated redo log 125 have been migrated to a VM host and a storage device at a VM hosting 

site at location 2. Doing so provides faster connectivity between client device 110 and linked 

clone VM 116, as network packets may traverse less distance, fewer routers and switches, etc., 

between client device 110 and the VM hosting site at location 2. After being copied to the VM 

hosting site at location 2, linked clone VM 116 is further modified to point to base VM 129b at 

location 2 with active link 126, and to point to base VMs 129a and 129c at VM hosting sites at 

locations 1 and 3 with passive links 127c and 127b, respectively. Where the links 126b, 127b, 

127c are maintained as metadata in a file which represents the redo log 125, such metadata may 

be updated to indicate active link 126b and passive links 127b, 127c. Data which is unavailable 

on redo log 125 may then be accessed from base disk 128b based on the active link 126. Doing 

so reduces virtual disk access times, as compared to accessing data from base disks 128a, 120c at 

VM hosting sites at locations 1 and 3, which are further than the VM hosting site at location 2. 

[0026] Figure 4 illustrates a method 400 for migrating a linked clone VM based on a

client device’s location, according to an embodiment. Such a migration may be performed as 

part of the connection process to the VM, or more actively, such as in response to detecting that 

the client device has changed location. As shown, the method 400 begins at step 410, where 

client device 110 transmits its location to VM management center 130. The client device 110 

may determine its location based on global positioning system (GPS) information, an Internet 

Protocol (IP) address of a Wi-Fi router or internet service provider (ISP) to which client device 

110 is connected, a private IP address of client device 110, and the like. For example, GPS
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14 receivers are now integrated into many mobile phones, and may be used to provide latitude and 

longitude coordinates which may then be transmitted to VM management center 130. As 

another example, client device 110 may convert the IP address of the Wi-Fi router or ISP to 

which it is connected to a country, city, region, area code, latitude and longitude, etc., and send 

this location information to VM management center 130. Databases for such conversion, based 

on IP address ranges, are well-known and publicly available. As yet another example, the client 

device may determine its location by the IP address range of its private IP address if a company 

uses different IP address ranges at different locations (e.g., 192.168.1.x at one location and 

192.168.2.x at another location) when the client device connects to the network in the company’s 

offices. Alternatively, client device 110 may send the IP address of the Wi-Fi router or ISP, or 

its private IP address, and VM management center 130 may itself convert the address to a 

country, city, region, area code, latitude and longitude, etc.

[0027] At step 420, migration application 135 running on VM management center 130

determines whether client device 110 and the linked clone VM 116 to which the client device is 

to be connected are at the same location. In one embodiment, migration application 135 may 

maintain a database of VM hosting sites in terms of latitude and longitude coordinates, IP 

address, or the like. Migration application 135 may then compare the location received from 

client device 110 with the locations of the VM hosting site where the VM is provisioned. As 

discussed, the “same location” may be defined in any feasible manner, such as within a given 

radius, in the same city, in the same country, in the same office, having less than a given latency, 

etc. For example, migration application 135 may calculate a distance between the latitude and 

longitude coordinates of client device 110 and those of the VM hosting site and determine 

whether the client device 110 and the VM hosting site are less than a given distance apart. As 

another example, migration application 135 may determine whether the client device 110 and the 

VM hosting site are located in the same city based on a comparison of the IP address of the VM 

host and that of the Wi-Fi router or ISP provided by client device 110.

[0028] If migration application 135 determines that client device 110 and linked clone

VM 116 are at the same location, then the method 400 returns to step 410, where client device 

110 may transmit its location again at a later time, such as when the client device 110 attempts to 

connect to linked clone VM 116 again. If, however, migration application 135 determines that 

client device 110 and linked clone VM 116 are not at the same location, then method 400
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14 continues at step 430, where migration application 135 determines whether any host and storage 

device are available at the client device’s 110 location. As discussed, migration application 135 

may maintain a database of VM hosting sites, and, in such a case, migration application 135 may 

query the database to identify a VM hosting site at the client device’s 110 location, then identify 

a particular VM host and a storage device which are available at the VM hosting site. In one 

embodiment, migration application 135 may ensure that the identified host and storage device 

have sufficient resources to support the VM being migrated.

[0029] If no VM hosts and storage devices are available at a VM hosting site at the

client’s location, then method 400 continues at step 440, where VM management center 130 

identifies a host and storage device at another location that is near the client device. Similar to 

determining whether client device 110 and linked clone VM 116 are at the same location, VM 

management center 130 may compare the location received from client device 110 with locations 

of available VM hosting sites based on latitude and longitude coordinates, city, country, region, 

etc. and identify available hosts and storage devices at a VM hosting site near the client device’s 

110 location. Note, any feasible definition of “near” may be used, such as the closest distance 

among available VM hosts and storage devices, within a given distance, having less than a given 

latency, and the like.

[0030] After a host and storage device are identified at or near the client’s location, at

step 450, migration application 135 issues an instruction to cold migrate linked clone VM 116 to 

the identified host and storage device. As discussed, a cold migration is a migration in which the 

VM is transferred in a powered off state such that memory content associated with the VM, 

which may be large in size (e.g., 4 GB), is not transferred. Further, because the VM being 

migrated is a linked clone, only its redo log 125, which is typically small in size (e.g., 50 MB), 

needs to be copied to the identified storage device if the base disk 127a upon which redo log 125 

relies is already stored on that storage device. In one embodiment, a copy of base disk 127 may 

be stored on each of a number of storage devices at different locations such that migrating linked 

clone VM 116 to one of those locations only requires copying redo log 125.

[0031] At step 460, migration application 130 changes a link between linked clone VM

116 and base VM 129b at the target location, to which the VM 116 was migrated, to “active.” 

As discussed, links between VM 116 and base VMs 129a, 129b may be maintained as metadata 

in a file (e.g., a vmdk file) which represents the redo log 125 of the linked clone VM 116. In one
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14 embodiment, migration application 130 may issue an instruction to a hypervisor, or another 

component (e.g., VM management center 130), to modify metadata of the file representing redo 

log 125 such that the link between VM 116 and the base VM 129b at the target location is 

marked as “active,” while all other links are marked as “passive.”

[0032] At step 470, client device 110 is connected to linked clone VM 116. That is, a

remote session is established, with GUI and image data being generated by an operating system 

and applications running in the linked clone VM 116, and transmitted thereafter to client device 

110. In turn, client device 110 may transmit user inputs to VM 116 to be processed there. Note, 

although discussed above primarily with respect to migrating linked clone VM 116 while 

connecting client device 110 to VM 116, in alternative embodiments, migrations may be 

performed at other times. For example, client device 110 may transmit its location to VM 

management center 130 when client device 110 connects to a different Wi-Fi router or ISP, and 

migration application 135 may issue commands to migrate VM 116 and its associated redo log 

125 if VM 116 and redo log 125 are at a different location than client device 110.

[0033] Advantageously, embodiments described herein migrate linked clone VMs based

on the location of a client device accessing the VM via a remote desktop application. 

Specifically, the linked clone VM may be migrated to a VM hosting site at the same location, or 

at a location near, the client device. Doing so provides faster connectivity between the client 

device and the linked clone VM. Further, cold migrating a linked clone VM only requires 

transferring its redo log, which is typically small in size and can thus be transferred quickly, 

which may be important where, e.g., the VM needs to be migrated over a WAN such as the 

internet.

[0034] The various embodiments described herein may employ various computer-

implemented operations involving data stored in computer systems. For example, these 

operations may require physical manipulation of physical quantities—usually, though not 

necessarily, these quantities may take the form of electrical or magnetic signals, where they or 

representations of them are capable of being stored, transferred, combined, compared, or 

otherwise manipulated. Further, such manipulations are often referred to in terms, such as 

producing, identifying, determining, or comparing. Any operations described herein that form 

part of one or more embodiments of the invention may be useful machine operations. In 

addition, one or more embodiments of the invention also relate to a device or an apparatus for
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14 performing these operations. The apparatus may be specially constructed for specific required 

purposes, or it may be a general purpose computer selectively activated or configured by a 

computer program stored in the computer. In particular, various general purpose machines may 

be used with computer programs written in accordance with the teachings herein, or it may be 

more convenient to construct a more specialized apparatus to perform the required operations. 

[0035] The various embodiments described herein may be practiced with other computer

system configurations including hand-held devices, microprocessor systems, microprocessor- 

based or programmable consumer electronics, minicomputers, mainframe computers, and the 

like.

[0036] One or more embodiments of the present invention may be implemented as one or

more computer programs or as one or more computer program modules embodied in one or more 

computer readable media. The term computer readable medium refers to any data storage device 

that can store data which can thereafter be input to a computer system—computer readable 

media may be based on any existing or subsequently developed technology for embodying 

computer programs in a manner that enables them to be read by a computer. Examples of a 

computer readable medium include a hard drive, network attached storage (NAS), read-only 

memory, random-access memory (e.g., a flash memory device), a CD (Compact Discs) —CD- 

ROM, a CD-R, or a CD-RW, a DVD (Digital Versatile Disc), a magnetic tape, and other optical 

and non-optical data storage devices. The computer readable medium can also be distributed 

over a network coupled computer system so that the computer readable code is stored and 

executed in a distributed fashion.

[0037] Although one or more embodiments of the present invention have been described

in some detail for clarity of understanding, it will be apparent that certain changes and 

modifications may be made within the scope of the claims. Accordingly, the described 

embodiments are to be considered as illustrative and not restrictive, and the scope of the claims 

is not to be limited to details given herein, but may be modified within the scope and equivalents 

of the claims. In the claims, elements and/or steps do not imply any particular order of 

operation, unless explicitly stated in the claims.

[0038] Virtualization systems in accordance with the various embodiments, may be

implemented as hosted embodiments, non-hosted embodiments or as embodiments that tend to 

blur distinctions between the two, are all envisioned. Furthermore, various virtualization
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14 operations may be wholly or partially implemented in hardware. For example, a hardware 

implementation may employ a look-up table for modification of storage access requests to secure 

non-disk data.

[0039] Many variations, modifications, additions, and improvements are possible,

regardless the degree of virtualization. The virtualization software can therefore include 

components of a host, console, or guest operating system that performs virtualization functions. 

Plural instances may be provided for components, operations or structures described herein as a 

single instance. Finally, boundaries between various components, operations and data stores are 

somewhat arbitrary, and particular operations are illustrated in the context of specific illustrative 

configurations. Other allocations of functionality are envisioned and may fall within the scope 

of the invention(s). In general, structures and functionality presented as separate components in 

exemplary configurations may be implemented as a combined structure or component. 

Similarly, structures and functionality presented as a single component may be implemented as 

separate components. These and other variations, modifications, additions, and improvements 

may fall within the scope of the appended claims(s).
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:-

1. A method for providing a roaming remote desktop, comprising:
maintaining a plurality of identical base disks at respective virtual machine (VM) 

hosting sites, the VM hosting sites being further configured to maintain redo logs which store 
differences between parent and linked clone VMs;

identifying a VM hosting site proximate to a location of a client device; 
migrating a linked clone VM to a VM host at the identified VM hosting site; and 
establishing a remote desktop connection between the client device and the linked

clone VM;
wherein, at any given time, the linked clone VM is actively linked to one of the base 

disks and passively linked to one or more other base disks, the active and passive links being 
maintained as metadata in a file representing a redo log of the linked clone VM;

wherein the link between the linked clone VM and a base disk at the identified VM 
hosting site is changed to an active link and the remaining links between the linked clone VM 
and the other base disks are passive links after the linked clone VM is migrated to the VM host at 
the identified VM hosting site; and

wherein updates to one of the base disks upon which the linked clone VM relies are 
automatically propagated to other base disks that are identified as copies of the updated one of 
the base disks based on the active and passive links.

2. The method of claim 1, further comprising, receiving the location of the client device 
from the client device, wherein the location is determined by the client device based on one of a 
latitude and longitude, an internet protocol (IP) address of a Wi-Fi router, an IP address of an 
internet service provider, and a private IP address.

3. The method of claim 2, wherein the location of the client device is received during an 
attempt by the client device to connect to the linked clone VM, and wherein the migration is 
performed before the client device is connected to the linked clone VM.

4. The method of claim 1, wherein the migration of the linked clone VM is a cold 
migration.

5. The method of claim 1, wherein the migration is over a wide area network (WAN).
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6. A non-transitory computer-readable storage medium embodying computer program 
instructions for providing a roaming remote desktop to perform operations, the operations 
comprising:

maintaining a plurality of identical base disks at respective virtual machine (VM) 
hosting sites, the VM hosting sites being further configured to maintain redo logs which store 
differences between parent and linked clone VMs;

identifying a virtual machine (VM) hosting site proximate to a location of a client
device;

migrating a linked clone VM to a VM host at the identified VM hosting site; and 
establishing a remote desktop connection between the client device and the linked

clone VM;
wherein, at any given time, the linked clone VM is actively linked to one of the base 

disks and passively linked to one or more other base disks, the active and passive links being 
maintained as metadata in a file representing a redo log of the linked clone VM;

wherein the link between the linked clone VM and a base disk at the identified VM 
hosting site is changed to an active link and the remaining links between the linked clone VM 
and the other base disks are passive links after the linked clone VM is migrated to the VM host at 
the identified VM hosting site, and

wherein updates to one of the base disks upon which the linked clone VM relies are 
automatically propagated to other base disks that are identified as copies of the updated one of 
the base disks based on the active and passive links.

7. The computer-readable storage medium of claim 6, the operations further 
comprising, receiving the location of the client device from the client device, wherein the 
location is determined by the client device based on one of a latitude and longitude, an internet 
protocol (IP) address of a Wi-Fi router, an IP address of an internet service provider, and a 
private IP address.

8. The computer-readable storage medium of claim 7, wherein the location of the client 
device is received during an attempt by the client device to connect to the linked clone VM, and 
wherein the migration is performed before the client device is connected to the linked clone VM.

9. The computer-readable storage medium of claim 6, wherein the migration of the 
linked clone VM is a cold migration.
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10. The computer-readable storage medium of claim 6, wherein the migration is over a 
wide area network (WAN).

11. A system, comprising: 
a processor; and
a memory, wherein the memory includes a program, the program being configured to 

perform operations for providing a roaming desktop, comprising:
maintaining a plurality of identical base disks at respective virtual machine (VM) 

hosting sites, the VM hosting sites being further configured to maintain redo logs which store 
differences between parent and linked clone VMs;

identifying a VM hosting site proximate to a location of a client device; 
migrating a linked clone VM to a VM host at the identified VM hosting

site; and
establishing a remote desktop connection between the client device and 

the linked clone VM;
wherein, at any given time, the linked clone VM is actively linked to one of the base 

disks and passively linked to one or more other base disks, the active and passive links being 
maintained as metadata in a file representing a redo log of the linked clone VM;

wherein the link between the linked clone VM and a base disk at the identified VM 
hosting site is changed to an active link and the remaining links between the linked clone VM 
and the other base disks are passive links after the linked clone VM is migrated to the VM host at 
the identified VM hosting site; and

wherein updates to one of the base disks upon which the linked clone VM relies are 
automatically propagated to other base disks that are identified as copies of the updated one of 
the base disks based on the active and passive links.

12. The system of claim 11, the operations further comprising, receiving the location of 
the client device from the client device, wherein the location is determined by the client device 
based on one of a latitude and longitude, an internet protocol (IP) address of a Wi-Fi router, an IP 
address of an internet service provider, and a private IP address.
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