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A METHOD OF IMPLEMENTING VERIFICATION FOR A TRANSACTION

AND A SYSTEM THEREFOR

BACKGROUND OF INVENTION

The present application relates to a method of implementing verification for

a transaction and a system therefor.

On-line transactions, especially on-line financial transaction are fraught with

fraud. A common fraud approach is a man in the middle scheme where a

fraudster sends a user a fake URL and collects data from the user.

Where the fraudster is able to collude with a Mobile Network Operator

back-office official, they are able to redirect any one-time password to a

phone that they also control.

They now are able to change a beneficiary bank account number subtly

without the user knowing so that the user pays the fraudster instead of the

intended beneficiary.

The present invention seeks to address this.



SUMMARY OF NVENT ON

According to one example embodiment, a method of implementing a

verification for a transaction, the method including:

receiving a request from a user via the internet to upload a

beneficiary bank account number;

transmitting a request to the user to enter at least part of the

beneficiary bank account number again;

receiving from the user via another communications channel the

requested at least part of the beneficiary bank account number;

comparing the received at least part of the beneficiary bank account

number with at least a part of the bank account number received via

the internet; and

if these match then verifying the transaction so that the beneficiary

bank account number can be entered.

The method may also include storing an identity of a mobile communication

device of the user, which mobile communication device will be used by the

user to transmit the requested at least part of the beneficiary bank account

number.

n one example embodiment, the transaction is only verified if the mobile

communication device from which the requested at least part of the

beneficiary bank account number is received matches the stored identity of

the mobile communication device.

The requested at least part of the beneficiary bank account number may be

received via USSD from the user.



According to another example embodiment there provided an electronic

system for implementing verification for a transaction, the system including:

a communications module for receiving a request from a user via

the internet to upload a beneficiary bank account number,

transmitting a request to the user to enter at least part of the

beneficiary bank account number again and receiving f om the user

via another communications channel the requested at least part of

the beneficiary bank account number; and

a verification module for comparing the received at least part of the

beneficiary bank account number with at least a part of the bank

account number received via the internet and if these match then

verifying the transaction so that the beneficiary bank account

number can be entered.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram illustrating an example system to

implement the methodologies described herein; and

Figure 2 is a block diagram illustrating the server of Figure 1 in more

detail.

DESCRIPTION OF EMBODIMENTS

Referring to the accompanying figures, a system and method of

implementing verification for a transaction is described.

A user 10 accesses a server 12 of a financial institution, typically a bank,

using a computer 14 to transmit and receive data via the Internet.



The server 12 includes a number of modules and an associated memory

16.

The modules described below may be implemented by a machine-readable

medium embodying instructions which, when executed by a machine,

cause the machine to perform any of the methods described below.

It will be appreciated that embodiments of the present invention are not

limited to such architecture, and could equally well find application in a

distributed, or peer-to-peer, architecture system. Thus the modules

illustrated could be located on one or more servers operated by one or

more institutions.

In any event, the user 10 accesses the server 12 in order to conduct

financial transactions using ubiquitous Internet banking services.

During Internet banking, one action a user needs to implement is to specify

and upload to the bank a beneficiary's bank account number. Occasionally,

if the beneficiary is an existing beneficiary, the user may need to change

the beneficiary's bank account number and they will also do this via the

Internet banking services.

The methodology and system are aimed at verifying any new beneficiary

bank account number or any requested change to a beneficiary bank

account number to prevent a fraudster from altering a beneficiary bank

account number thereby causing the user 10 to inadvertently pay the

fraudster rather than the intended beneficiary.

Thus the server 12 receives a request, typically via a communications

module 22, from a user via the internet to upload a beneficiary bank

account number.

The request typically includes the beneficiary bank account number that the

user 10 wishes to upload. This is stored in the memory 16.



In response, the communications module 22 transmits a request to the user

to enter at least part of the beneficiary bank account number again.

This request could be transmitted to the user in any one of a number of

ways. For example, the request could be transmitted back to the user's

computer 14 via the Internet.

Alternatively or in addition, the request could be transmitted to a mobile

communications device 18 via a mobile communications network 20.

Either way, the user 10 is prompted to enter at least part of the beneficiary

bank account number via another communications channel.

In the illustrated embodiment, the other communications channel is the

mobile communications network 20 and the user uses the mobile

communications device 18 to enter the at least part of the beneficiary bank

account number.

In one example embodiment, this is done via a USSD session which can be

either user initiated or network initiated.

In either case, the server 12 receives from the user 10 via the other

communications channel the requested at least part of the beneficiary bank

account number.

A verification module 24 compares the received at least part of the

beneficiary bank account number with at least a part of the bank account

number uploaded and received via the internet and if these match then

verifying the transaction so that the beneficiary bank account number can

be entered in the banking system.



ln one example embodiment, the at least part of the beneficiary bank

account number is the last four digits of the beneficiary bank account

number.

A further layer of security can be added to verify that the mobile

communications device 18 from which the at least part of the beneficiary

bank account number is received is in fact the mobile communications

device of the user 10.

This is accomplished by requiring the user 10 to register the mobile

communications device 18.

Data identifying the mobile communication device 18 and/or SIM card

inserted into the mobile communication device 18 are stored in the memory

16.

In one example embodiment, when the at least part of the beneficiary bank

account number is received from the mobile communication device 18, the

IMEI identifying the device and/or IMSI identifying the SIM card are

received and compared to the IMEI and/or IMSI stored in the memory 16

and associated with an MSISDN of the device.

In a further layer of security, the user could also be requested to enter a

personal identification number via the mobile communications device 18 at

the same time that they have entered the at least part of the beneficiary

bank account number.

Although use of the USSD protocol has been described above, in an

alternate embodiment, an executable application may be downloaded onto

the mobile communication device 18.

When the user is prompted to enter the at least part of the beneficiary bank

account number, they will execute the application on the mobile

communication device 18 and enter the at least part of the beneficiary bank



account number into the application together with a personal identification

number where required.

The application will now transfer this data back to the server 12 but in this

embodiment this will typically not be via the USSD protocol.

in any event, it will be appreciated that in order to upload beneficiary bank

account information, verification is required without which the beneficiary

bank account information will not be accepted.

This, together with authentication of the mobile communication device,

provides a comprehensive security mechanism to defeat fraudsters.



CLAIMS:

1. A method of verification of a transaction, the method including:

receiving a request from a user via the internet to upload a

beneficiary bank account number;

transmitting a request to the user to enter at least part of the

beneficiary bank account number again;

receiving from the user via another communications channel

different to the internet, the requested at least part of the beneficiary

bank account number;

comparing the received at least part of the beneficiary bank account

number with at least a part of the bank account number received via

the internet; and

if these match then verifying the transaction so that the beneficiary

bank account number can be entered.

. A method according to claim 1 wherein the method also includes storing

an identity of a mobile communication device of the user, which mobile

communication device will be used by the user to transmit the

requested at least part of the beneficiary bank account number.

. A method according to claim 2 wherein the transaction is only verified if

the mobile communication device from which the requested at least part

of the beneficiary bank account number is received matches the stored

identity of the mobile communication device.

. A method according to claim 3 wherein the identity of the mobile

communication device stored is an IMEI number identifying the mobile



communication device and/or an IMSI number identifying a SIM card

used in the mobile communication device.

A method according to claim 2 wherein the other communications

channel via which the requested at least part of the beneficiary bank

account number is received from the user is a mobile communications

network.

A method according to claim 5 wherein the requested at least part of

the beneficiary bank account number is received via a USSD session

from the user.

A method according to claim 1 wherein the request to the user to enter

at least part of the beneficiary bank account number again is

transmitted via one or more of the Internet and a mobile

communications network.

An electronic system for verification of a transaction, the system

including:

a communications module for receiving a request from a user via

the internet to upload a beneficiary bank account number,

transmitting a request to the user to enter at least part of the

beneficiary bank account number again and receiving from the user

via another communications channel different to the internet the

requested at least part of the beneficiary bank account number; and

a verification module for comparing the received at least part of the

beneficiary bank account number with at least a part of the bank

account number received via the internet and if these match then

verifying the transaction so that the beneficiary bank account

number can be entered.



A system according to claim 8 further including a memory for storing an

identity of a mobile communication device of the user, which mobile

communication device will be used by the user to transmit the

requested at least part of the beneficiary bank account number.

A system according to claim 9 wherein the verification module only

verifies the transaction if the mobile communication device from which

the requested at least part of the beneficiary bank account number is

received matches the stored identity of the mobile communication

device.

A system according to claim 10 wherein the identity of the mobile

communication device stored is an IMEI number identifying the mobile

communication device and/or an IMSI number identifying a SIM card

used in the mobile communication device.

A system according to claim 8 wherein the other communications

channel via which the requested at least part of the beneficiary bank

account number is received from the user Is a mobile communications

network.

A system according to claim 12 wherein the requested at least part of

the beneficiary bank account number is received via a USSD session

from the user.

A system according to claim 13 wherein the request to the user to enter

at least part of the beneficiary bank account number again is

transmitted via one or more of the Internet and a mobile

communications network.
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