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(57) Abstract: In some embodiments, a first apparatus may be
provided that may comprise a processor and a storage medium
coupled to the processor. The storage medium comprises code
executable by the processor for performing a first method.
The first method may include the step of receiving data com-
prising a plurality of profiles. Each of the profiles may be as-
sociated with a contactless transaction device. The first meth-
od may further comprise the steps of communicating with a
test contactless transaction device using short range wireless
communication, and using the plurality of profiles to emulate
each of the contactless transaction devices associated with
each of the profiles in a simulated transaction with the test
financial transaction device.
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PATENT

Attorney Docket No.: 79900-837892
Client Ref. No. P-42059W001

CONTACTLESS TEST SYSTEM
CROSS-REFERENCES TO RELATED APPLICATIONS

[60061] This application claims benefit under 35 U.5.C. § 118(e} of U.S. provisional
patent application no. 81/474,7086, filed on April 12, 2011, the entire disclosure of

which is incorporated herein by reference for all purposes.

BACKGROUND

100021 Currently, contactiess tests, such as tests conducted for new financial
fransaction devices, are typically performed by using a batch of sample contactiess
user devices (such as poriable consumer devices or identification cards) with a
contactless acceptance devices (such as an access device). For example, in the
context of testing new financial transaction devices, test payment cards are sent to
acquirers or merchants so that they can test the payment cards with new access
devices (such as a new POS terminal). Similar testing is performed for testing a new
contactiess user device by using a plurality of contactless acceptance devices. This
process tends to be cumbersome, and it s difficult to receive feedback of the {est

results because they are performed manually.
BRIEF SUMMARY

[3003] Systems, methods, and apparatus are provided herein that may be used in
a contactiess test system for testing components of g contactiess transaction. An
emulation device (such as a handheld device — e.g. a mobile phone) may utilize a
plurality of profiles corresponding to different contactiess user devices or contactiess
acceptance devices in a plurality of simulated transactions to determine whether a
new or existing device performs at an acceptable level. Thatis, for example, the
profiles may enable the emulation device to conduct a transaction {or a simulated
transaction) as though it were a plurality of contactless user devices or access
devices each having different properties (such as different security features,
authorization, data format and transmission protocols, efc.}). In this manner,
embodiments may utilize an emulation device to determine whether a contactiess
acceptance device is compatible with one or more contactiess user devices {(and

thereby functions properly when interfacing with such contactless user devices),
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and/or whether a contactless user deviceg is compatible with one or more contacliess

acceptance devices.

{0004} In some embodiments, a first apparatus may be provided. The first
apparatus may comprise a processor and a storage medium coupled {o the
processor. The storage medium comprises code executable by the processor for
performing a first method. The first method may include the step of receiving datla
comprising a plurality of profiles. Each of the profiles may be associated with a
contactiess transaction device. The first method may further comprise the steps of
communicating with a fest contactiess transaction device using short range wireless
communication, and using the plurality of profiles to emulate each of the contactless
fransaction devices associated with each of the profiles in a simulated fransaction

with the test financial transaction device.

f0005] In some embodiments, in the first apparatus as described above, the
contactiess transaction may comprise a financial transaction. In some embodiments,
in the first apparatus as described above, the contactless fransaction may comprise
a security access request, coupon application, an identification determination, an
admission request {such as request for access 1o a sporting event or mass fransit

fare application), an account identification, or an slectronic lock system.

[0008] In some embodiments, in the first apparatus described above, the first

method may further comprise the steps of receiving an indication for each simulation
as to whether the simulated transaction was successful and transmitling the received
indication related to the transaction to a server computer. In some emboediments, the

indication may comprise information related to an error for a transaction that fails.

{0007} In some embodiments, in the first apparatus as described above, the
plurality of profiles may comprise contactless user device profiles and the fest
contactiess transaction device may comprise a contactiess acceptance device. In
some embodiments, the contactiess user device profiles may comprise portable
consumer device profiles, and the contactless acceptance device may comprise an
access device. In some embodiments, the access device may comprise any one of:
a proximity coupling device reader; a proximity coupling device integrated; and a
proximity coupling device with apglication. In some embodiments, the access device

may comprise a proximity coupling device reader coupled to any one of, or some

S
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combination of a terminal, a POS device, an EPOS device, an ATM, a psrsonal

computer, and a mobile phone,

[0008] In some embodiments, in the first apparatus described above, the plurality of
profiles may comprise contactless acceptance device profiles, and the test
contactiess transaction device may comprise a contactiess user device. In some
embodiments, the contactless acceptance device profiles comprise access device

profiles, and the contactiess user device may comprise a portable consumer device,

{0009} In some embodiments, in the first apparatus described above, the step of
communicating using short range wireless communication comprises any one of, or
some combination of: radio frequency identification (RFID); Bluetooth ™, or infra-red
technology. In some embodiments, short range wireless communication comprises
communications at a range of less than 5 meters. Preferably, the shori range
communications comprise communications at a range of less that 1 meter. More
preferably, the short range communications comprise communications at a range of
less than 10 centimeters. More preferably, the short range communications

comprise communications at a range of less than 2.54 centimsters.

{00101 In some embodimants, the first apparatus as described above may comprise
a handheld portable device. In some embodiments, the handheld portable device
may comprise a mobile phone. In some embodiments, the handheld portable
consumer device may comprise additional data corresponding to personal

information of a user in addition {o the plurality of profiles.

(00111 In some embodiments, in the first apparatus as described above, the first
method may further comprise the steps of: (a} after using one of the profiles to
emulate one of the contaciless transaction devices associated with the one profile in
a simulated transaction with the tes! contactiess transaction device, automatically
determining whether any of the other profiles are to be used in a simulated
transaction with the test contaciiess transaction device; (b} using at least ong of the
determined profiles in a simulated transaction with the test contactiess transaction
device; and (¢} repeating steps (a) and (b} until it is determined that there are no

other profiles to be used in a simulated transaction with the test contactiess device.

[8642] In some embodiments, in the first device as described above, each of the

profiles may comprise any one of, or some combination of: a verification capability, a
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data authentication capahility; variable fransaction specific data or parameters (e.g. a

low payment feature capability); encryption logic; and an authorization capability.

[0013] In some ambodiments, a first mathod may be provided. The first method
may comprise the steps of (3} receiving, at a computer apparatus, data comprising a
plurality of profiles, each of the plurality of profiles associated with a contactless
transaction device; {b) communicating, by the computer apparatus using short range
wireless communication, with a test contactiess transaction device,; (¢) using, by the
computer apparatus, a profile of the plurality of profiles to emuiate a contactiess
fransaction device associated with the profile in a simulated transaction with the test
contactless transaction device; and {d) storing, at the computer apparatus, data

indicating whether the simulated transaction was successful.

[6014] In some embodiments, in the first method as described above, the method
may further comprise the steps of: {g) after using the profile in the simulated
transaction, determining whether any of the other profiles arg to be used ina
subseguent simulated transaction with the test contactless fransaction device; (f) if at
least one profile is determined to be used in a subsequent simulated transaction,
using the at least one determined profile in a subsequent simulated transaction with
the test contactiess transaction device; {(g) storing, at the computer apparatus, data
indicating whether the subsequent simulated transaction was successful; (i)
repeating steps (&) and () untll if is determined that there are no other profiles to be
uysed in a simulated fransaction with the test contactiess device, and (i) transmitting

the stored data {0 a server computer.

[60158] In some embodiments, a server computer may be provided. The server
computer may comprise a processor and a storage medium coupled to the
processor. The storage medium may comprise code exacutable by the processor for
performing a first method. The first method may include the steps of transmitling
data comprising a plurality of profiles to an emulation device, where each of the
plurality of profiles is associated with a contactiess transaction device. The firsi
method may further comprise receiving an indication as t¢ whether a fransaction
involving the emulation device using the data comprising each of the profiles was
successful and analyzing the received indication to determing if a test contacliess

transaction device is approved,
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[0016] In some embodiments, in the server computer as described above, the first
method may further include the steps of: receiving update data comprising
information corresponding to a new or revised profile; storing the update data at the
server computer; and automatically transmitting the update data to the first

apparatus.

[0017] Some embodiments provided hersin may utilize an appearatus that is
capable of emulating contactless transaction devices (such as financial transaction
devices) when simulating or conducting a contaclless transaction. In some
embodiments, the simulated transactions may be performed as part of atest of a
new corttactiess transaction device to determine i it is properly configured to
successfully conduct contactiess fransactions with each of the devices that are
emuiated. Although embodimenté described herein may relate {o contactiess
inferfaces (e.g. devices that communicate using short range wireless
communications), it should he appreciated that some of the concepts described
herein may be equally applicable o contact transactions and related devices {such

as devices that may utilize a magnetic strip and swipe methods).

10018] For example, in some embodiments an emulation device may be used to
test a new contaciless acceptance device {such as a POS terminal used in financial
transactions) to ensure that it is capable of handiing (e.g. is compatible with) different
types of contactiess user devices (e.g. portable consumer devices such as smart
cards). In some embodiments, the emulation device may comprise a handheid
portable device such as a mobile phone, which may have short range
communication capabiiities (such as near-field communication capabilities). Using
an example of a financial transaction, profiles of different portable consumer devices
{e.g. information corresponding to the configuration of each portable consumer
device, how the portable device provides information in a transaction, the type of
information provided by the portable consumer device, encryption technigues, etc.)
may then be loaded onto the emulation device. The emulation device may then be
used to simulate one or more fransactions with a new (or test) access device (e.9. &
test contactiess transaction device) using each of the stored profiles to determine if
the new access device is capable of successfully conducting transactions with each
of the different types of portable consumer devices. In this way, a single device (the
emulation device) may be utilized to test the compatibility of a new contactless

acceptance device (8.g. an access device for financial transactions) with many

(]
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different types of contactiess user devices (e.g. portable consumer devices for

financial transactions).

[0018] In some embodiments, rather than a new {or test) contactless acceptance
device (such as an access device), it may be desirable {o determine the compatibility
of a new contactiess user device (such as a portable consumer device) with existing
contactiess acceptance devices. In some such embodiments, the emulation device
may have one or more profiles corresponding to different contactless acceptance
devices (and each of their associated configuration information), which the emuiation
device may then use to emulate those devices in simulated transactions with the
new {or test) user contactiess device. In some embodiments, the data about each
simulated fransaction, including error massages, may be stored and/or fransmitted {o

a central server by the emulation device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] FIG. 1 shows an exemplary system and components in accordance with

some embodiments.

[0021] FiGS. 2(a) and (b) show exemplary contaciless transaction devices in
accordance with some embodiments. FIG. 2(a) shows an exemplary user
contactless device in the form of a portable consumer device. FIG. 2(b) shows an

exemplary contactless acceptance device in the form of an access device.

[0022] FIG. 3 shows an exemplary emulation device in accordance with somes

embodiments.

(00231 FIG. 4 shows a flow chart of an exemplary method that may be performed

by an emulation device in accordance with some embodiments.

[0024] FIG. 5 shows a flow chart of an exemplary method that may be performed

by a server compuier in accordance with some embodiments.

[6025] FIG. 8 shows a flow chart of an exemplary method that may be performed

by an emulation device in accordance with seme embodiments.

[0028] FIG. 7 shows a system and method that may be performed using one or

more components of the system in accordance with some embodiments,

f00271 FIG. 8 shows a diagram of an exemplary computer system that may be used

it embodiments.
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DETAILED DESCRIPTION

[0028] Embodiments provided herein may include systems, apparatuses, and
methods for contactiess testing of contactiess transaction devices by, for instance,
utilizing a device that can emulate a pluralily of contactiess acceptance devices (6.4
access devices) andior user contactiess devices (e ¢ portable consumer devices) in
simulated contactiess transactions. As noted above, although it may be preferred
that such systems, methods, and apparatuses are utilized in the context of
simulating or conducting financial fransactions, embodiments are not so limited.
indead, as would be appreciated by one of ordinary skill in the art after reading this
disclosurs, the system and methods developed by the inventors and disclosed
herein may generally be utilized to test devices comprising contactiess interfaces
regardiess of the intended use (particularly when there may me mulliple contaclless
devices that have different parameters, configurations, characteristics, or other

features that may be emulated).

[0028] Embodiments may provide some advantages. For example, some
embodimeants provided herein may increase the efficiency of testing a contactiess
fransaction device for compatibility with multiple contactless user devices (e.g.
portable consumer devices, identification cards, coupon cards, eic.) or contactiess
acceptance devices (e.¢. access devices) by using a single device that emulates a
plurality of other devices. Furthermore, the use of an emulation device (such as a
mobile phone) may provide the ability to record and later analyze data about the
simulated transactions {o enable more efficient trouble shooting for simulated
transactions that fail. In addition, in some embodiments, the ability to transmit
relevant contactiess transaction device profiles over a network {e.g. the Internet, a
cellular network, data network, WLAN, efc.) may reduce cosis associated with the
physical transport of reference devices, decrease testing times and time to market
for new products, and/or allow for real time adjustment and update of profile

information.
[00308] Some terms may be described in further detail as follows:

[8031] An “access device” may be any suitable device for communicating with
merchant and for interacting with a portable consumer device. An access device can
be in any suitable location such as at the same location as a merchant. Access

device may be in any suitable form. Some examples of access devices include PQOS
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devices, cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-heid
specialized readers, set-top boxes, electronic cash registers (ECRs), automated
teller machines (ATMs), virtual cash registers (VCORs), kiosks, security systems,
access systems, Websites, and the like. Typically, an access device may use any
suitable contact or contactiess mode of operation o send or receive data from a

portabie consumer device.

[0032] As used herein, the term “comprising” is not intended to be limiting, but may

¥

be a transitional term synonymous with “including,” “containing,” or “characterized
by.” The term “comprising” may thereby be inclusive or open-ended and does not
sxclude additional, unrecited elements or method steps when used in a claim or
describing embodiments. For instance, in describing a method, "comprising”
indicates that the claim is open-ended and aliows for additional steps. In describing
a device, ‘comprising” may mean that a named element(s) may be eszential for an
embodiment, but other elements may be added and still form a construct within the
scope of a claim. In contrast, the transitional phrase "consisting of” excludes any
slement, step, or ingredient not specified in a claim or when describing an

embodiment. This is consistent with the use of the term throughout the specification.

[0833] A “contactiess transaction device” may refer to any device that may be
involved in, and capable of, completing a contactless transaction. This term is
intended to include both “contactiess user devices” (such as porlable consumer
devices — e.¢g. smart cards) and “contaciiess acceptance devices” (such as access

devices —~ e.g. POS devices).

{00341 A “contactless user device” may refer o any devices which may be
presenied by a user or consumer so as to provide information to a contactiess
acceptance device, such as to pay for a transaction, identify the user, gain access {o
an area {(whether physical or virtual) or protected information, identify or obtain a
service or product, or any other suilable purpose. Examples of contactiess user
devices may include, bul are not limiled to, portable consumer devices, coupon or
membership devices, identification devices or tokens, and any other suitable

contactiess devics.

[0035] A “contactless acceptance device” may refer to any device that may be
utilized to receive information from a user contactless device via a conlactiess

interface or communication. Such devices may include, by way of example only,
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access devices for financial transactions {e.g. devices that are typically located at a
merchant andfor inferact with a portable consumer device to authorize and complete
a financial transaction). Other examples may include security or admission devices
that identify a user and/or provide access to facilities (such as devices used to gain
entry info sporting events, public transportation facilities, membership areas, elc.)

information, services, work stations, or products.

[0038] An "emulation device” is a device that may be capable of emulating (i.e.
functioning in a contactiess fransaction as if it were the same as) a contactless
acceptance device {e.g. an access device) or contactiess user device {e.g. portable
consumer device) for which # has information about the profile of such device. In
some embodiments, the emulation device is in operative communication through a
natwork (o a server computer for receiving profile information and, in some
embodiments, to also transmit information about testing results for further analysis.
in some embodiments, the emulation device has short range wireless
communication capabiiities (such as near-fisld communication}. In some
embodiments, the emulation device may comprise a poriable handheld device (such

as a mobile phone).

[60371 A ‘portable consumer device” may be any suitable davice that gliows a
transaction to be conducted with a merchant. A poriable consumer device may be in
any suitable form. For example, suitable portable consumer devices can be hand-
held and compact so that they can fit into a consumer's wallet and/or pocket {e.g.,
pocket-sized). They may include smait cards, magnetic stripe cards, keychain
devices (such as the Speedpass™ commercially available from Exxon-Mobil Corp.),
etc. Cther examples of portable consumer devices include celiular phones, personal
digital assistants (PDAs), pagers, payment cards, sgcurity cards, access cards,

smart media, transponders, 2-D barcodes, and the like.

[00381 A “profile” can refer to atiributes, parameters, and/or configurations of a
contactiess transaction device (e.g. a contactless user device such as a poriable
consumer device or a contactiess acceptance device such as an access device) that
defines or provides information as 1o how each device corresponding to the profile
conducts contactiess transactions, the type of information provided by such devices,
and/or the format and methods that the data may be transmilted. The profile of a
contactiess transaction device may include some or all of the following: the
information that is provided by the contactiess transaction device in a transaction
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{(including the structure of any messages, data packets, header information, etc.}, an
encryption algorithim or other transmission protocols used by the contactiess
fransaction device; the type of verification or authorization that is used to complete
the transaction {e.g. whether an additional personal identification number or bio-
metric security data is also {o be entered ~ for example, for financial devices,
whather such profiles correspond to “chip and PIN devices” such as in Europe or
signature authorization); the contactless application used (e.9. magnetic stripe data,
quick VISA® smart Credit and Debit {qQVSD), ele.); the type of confactiess
communication used {e.g. infrared, RFID, Blustooth™, etc); and any other relevant
configuration or transaction related information. In addition, a profile may aiso
contain logic that could change the behavior of device depending on the behavior of
the device if is interacting with. For exampie, the logic could relate 1o a specific
encryption algerithm that must be used when a first contactless transaction device
interacts with a second contactless transaction device, bui the same encryption
algorithm may not be used when the first contactiess transaction device interacts
with & third contactiess transaction device that is different than the second
contactless transaction device. Thus, in general, by ulilizing a contactless
fransaction device profile, an emulation device may conduct a transaction in the

same manner as the associaled contactiess transaction device.

[0039] “Shorf range communication” or “short range wireless communication” may
comprise any method of providing short-range communications capability, such as
RFID, Blustooth™  infra-red, or other data fransfer capability that can be used to
exchange data between a contactiess user davice (e.g. portable consumer device), a
comtactiess acceptance device {e.¢. an access device), and/or an emulation device.
in some embodiments, short range communications may be in conformance with a
standardized protocol or data transfer mechanism (e.g., IS0 14443/NFC). Short
range communication typically comprises communications at a range of less than b
meters. In some embodiments, it may be preferable fo limit the range of short range
connmunications (such as to a range of less than 1 meter, less than 10 centimeters,
or less than 2.54 centimeters) for security, technical, and/or praciical considerations.
For instance, with reference to a financial transaction, it may not be desirable for a
POS terminal to communicate with every portable consumer device that is withina &

meter radius because those two devices may not be involved in a transaction, or it

10
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may interfere with a current transaction invelving different financial transaction

gdevices.

{00407 A “test contactiess transaction device” is a device for which it is desired to
determine if it is capable of completing a transaction with one or more other
contactless transaction devices. Typically a test contactless fransaction device is a
new or updated device that is not yel in commercial or general use. A test
cortactiess transaction device may comprise a contactiess user device such as a
portable consumer device or a contactiess acceplance device such as an access
device. In some embodiments, a test contactiess transaction device may comprise

an emulation device that comprises a profile of a contactless transaction device.

[00411 A “transaction” such as when used in the term "contactiess {ransaction
device” or ‘simulated transaction” doss not require a financial transaction,” but is
generally meant to refer to any instance in which two devices may exchange data,
information, or otherwise interact. Although in some instances, such transactions
may be part of larger or additional fransactions (such as the completion of a financial
fransaction), embodiments are not so limited. A “simulated transaction” may refer to
a transaction that is conducted (at least in part) so as {o determine whether a
contactiess transaction device is compatibie with ancther contactiess transaction

device {or a profile corresponding {o the contactiess transaction device).

{00421 Currently, the testing of contactless transaction devices (such as in the
financial transaction context) typically involves presenting multiple contactiess user
devices (e.g. portable consumer devices such as “reference cards”) {0 a contactiess
acceptance device {e.g. an access device) so as to verify that the contactiess
acceptance device behaves as expected with each of the contactiess user devices.
Similarly, a step in the contactless user device testing process involves presenting
the contactiess user device (such as a portable consumer device} to muiltiple
contactiess acceptance device (8.9, access devices such as reference terminais) to
verify that the contactless user device behaves as expected with each of the
contactiess accepiance devices. These approaches are inefficient as they require
the tester to acquire {or otherwise have access o) muitiple contacliess user devices
or muitiple contactless acceptance devices. it may aiso require that the tester be
frained and/or have specific knowledge in how {o perform the testing of the
contactiess transaction devices for proper verification that the test contactiess

iransaction device is acceptable. Ancther problem that this approach may present is

i
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that when a fallure occurs, there is usually no trace of the communication between
the two contactiess fransaction devices to assist with the analysis of any issue(s)

that gave rise to the failed transaction.

[0043] Embodiments of systems and methods provided herein may utilize devices
that have short range communication capabilities {such as portable handheid
devices - e.g. mobile phones) to emulate the necessary or desired reference
contactiess user devices {(e.g. the reference portable consumer devices) or
contactiess acceptance devices {e.g. the reference access devices such as POS
terminais) using a single connected device. In some embodiments, the emulation
device may be user friendly by providing step-by-step instructions to the user
conducting the tests. This may allow for untrained persons (e.g. non-technicians) to
conduct the testing of the contactiess fransaction devices, which can thereby save
time and expense. In some embodiments, the emulation device may also record the
communication between the contactless user device and the contactless acceptance
device to assist with the analysis of the simulated transactions. This analysis can be
performed either on the device itself or communicated to some other entity for
analysis at some future point. By recording information about the communications
and the simulated transactions, it may be easier to determine the cause of any
probiems and/or compatibility issues with a particular type of contactiess user device

or contactiess acceptance device.

[0044] In some embodiments, a contactiess test sysiem comprises a server
application {e.g. a software and/or hardware module(s)) linked 1o (e.g. capabie of
heing in operational communication with) software and/or hardware
modules/applications on a short range communication enabled device (fe. an
emulation device, which may comprise a mobile phone). The server may be
continually updated with the most up-to-date set of reference contactiess user device
and contactiess acceptance device profiles/configurations. The software application
maodules and/or hardware configurations on the emulation device may periodically
check the server {6.g. send an electronic query or request to the server via a network
or interface) for any updates fo profiles and configurations. In some embodiments,
the server computer may automatically update the profiles and configurations stored
on the emulation device {(such as through a push functionalily). In this way, the
emulation device will be more likely to parform contactiess tesis using the most

raecent profiles, and any new profiles can be automatically updated on the device (the
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device may also be updated semi-automatically update, such as by providing a user

of the emulation device with the optlion to update the profiles stored thereon).

[0045] In some embodiments, when conducting testing of contactiess {fransaction
devices, the emulation device software and hardware modules/application may be
configured by a user fo perform a set of tesis. For instance, the emulation device
may be configurad either {o test a portable consumer device {e.g. a card) or an
access device (e.g. a terminal). In some embodiments, it may only be necessary {o
parform testing on a subset of all of the profiles avallable, such as a subset of {ests
for a specific market or region, efc. For example, with reference o example
embodiments comprising financial transaction devices, different geographic regions
typically utilize only a subset of available profiles for access devices and portable
consumer devices. Therefore, for instance, if a contactless transaction device (a.g.
in the form of a financial transaction device) will only be usad with other devices ina
particular geographic region, there may be no need to utilize all of the reference
profiles available. Other examples of when less then all available profiles may be
tested may include such situations where the device has already passed testing for

devices in one of more regions.

[0048] Continuing with this exemplary embodiment, the user may then follow
instructions that may be provided by the emulation device software
applications/hardware configurations to perform the relevant contactiess tests for
simulated contactless transactions. The emulation device application may inform the
user as to the outcome of each test {e.g. whether the test contactiess transaction
device passed or failled) and possibly the reason for any failure of a specific fest. In
some embodiments, the results of each test will also be communicated by the
emulation device application {(for instance, via a celiular network, the internst, LAN,
WLAN, USE interface, or other physical or wireless interface) to the server (e.g.
software application/hardware configurations) for further analysis. This transmission
may occur after each test, or the results for a plurality of tests may be batched and

transmitted together.

{00471 In some embodiments, the systems, apparatuses, and methods described
above may be utilized to perform field testing of contactless devices. Whereas the
testing described above related to determining if a test contactless transaction

device was capable of conducting transactions with multiple and varied contactless

transaction devices (that is, whether it was compatible with contactiess transaction

i
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devices having different profiles), a field test may involve utilizing the test contactiess
transaction device {or its profile) to actually conduct transactions with contactless
fransactions devices that are deployed in the field or are currently in operation. For
sxampie, for financial transactions, this may include tests that are conducted with
merchants or consumers in the market place. Currently, field tests for financial
fransaction devices typically involve sending the test contactless fransaction devices
to different parts of a market and conducting scripted transactions. This may be time
consuming and expensive, as it requires the test contactless transaction device (o be

transported {o different locations.

{0048] In addition to embodiments in which the emulation device may be utilized to
emulate a plurality of reference contactiess transaction devices to determine the
capabilities of a test contactiess transaction device, in some instances, an emulation
device may alsc be utilized to emulate the profile of the new or updated (e.g. the
“test”) contactiess transaction device in conducting iransactions in the field test.
That is, the emulation device may ulilize the profile associated with the new or
updated device {o test its functionality in the market place. For instance, in the
context of financial transactions, an emulation device may comprise the profile of a
new portable consumer device, which may be linked or associated with a payment
account (such as a bank account). The emulation device may be presentad at a
merchant to pay for a fransaction and may utilize the profile of the portable consumer
device and the associated bank account o compiete the transaction. The sams
device profile (which may be linked {0 the same test pavment account} may be sent
to additional emulation devices that may be disposed in different areas or markets,
and may also be used in similar contactiess tests. In this way, a new device or
profile may be readily tested in multiple markets or areas without requiring a single
device {or multiple reference devices) {o be physically transported {o different
locations. Embodiments may present several advantages, including a decrease in
gxpense and cost as the profile may be readily accessed from a remote server,
thereby eliminating the need to physically transport the test financial fransaction
device. Furthermore, any problems with the fransaction can more readily be

reported and analyzed.

{00481 In some embodiments, particularly when field-testing contactless transaction
devices designed for use in financial transactions that may thereby be linked {o one

or more test payment accounts, it may be desirable to use "conditional conirols” to
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define the types of merchants and/or iransactions that the programmed emulation
device oouid be used to test. That is, the specific transactions may be scripted and
programmed either on the emulation device itself, or at the issuer of the payment
account that is linked to the profile of the portable consumer device that is emulated.
In this manner, if the emulation device is stolen or otherwise misused, transactions

other than those designated will be declined.

[0050] Specific details regarding some of the above-described aspects are
provided below. The specific details of the specific aspects may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the

invention.
) Exemplary System

[0051] With reference to FIG. 1, an exemplary system for performing contactless
testing of contactiess iransaction devices is Hlustrated. As shownin FiG. 1, an
emuiation device 104 is in operative communication with both contactiess
acceptance device 102 {e.¢g. an access device) and/or contactless user device 1086
(e.g. a portable consumer device). This is merely for illustration purposes and is
shown to describe the potential functionality of the system. That is, emulation device
104 may be utilized to test either a confactiess acceptance device 102 or a

contactiess user device 106. Fach of these devices was described in detail above.

[0052] in this exemplary embodiment, each of the contactless acceptance device
102, contaciless user device 106, and emulation device 104 comprises a contactiess
element 101, The contactless element, may, for instance, comprise an antenna
coupled to an integrated circuit chip for wirelessly transmitting and receiving data
stored on a device. However, any method including those described above (such as

h™ optical scanning, etc.) may be utilized by these devices to

infrared, Blustoot
establish short range wireless communications. Emulation device 104 also
comprises profiles and configurations database 108. This daiabase may comprise
the various profiles and configuration information for financial transaction devices
that may be emulated by the emulation device 104. However, this information may
be stored in any suitable manner at emulation device 184. The simuiation
application 110 may be in communication with the profiles and configuration
database 108 to conduct the testing of the contactiess acceptance device 102 and/for

the contactiess user device 108, Although the profiles and configuration database

o
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108 is Hlustrated as being located within the emulation device 108, other
embodiments may locate the database elsewhere, or use other data struciures (o

facilitate the use of the various profiles for festing.

[0053] As depicted in FIG. 1 in this exemplary embodiment, emulation device 104
is in communication with server computer 112 through a network. The network may
be any suitable network, such as the Internet, a mobile cellular network, data
network, WLAN, or any other wireless cornmunication meadium {or combination
thereof). The exemplary server computer 112 is shown as comprising a master
profiles and configuration database 114, a database update module 118, an analysis
module 118, and a communication moduie $20. The master profiles and
configurations database 114 may comprise the most up-to-date profiles for either
access devices 102 and/or portable consumer devices 106 that are currently in use
or that may be in use at a future date. This database update module 116 located on
server computer 112 may be programmed or configured to add or remove profiles
from the master profiles and configuration database 114 so as to maintain the most
up-to-date group of profiles then in use. The database update module 116 may also
retrieve profile information by querying the master profiles and configurations
database 114 and retuning any requested information to communication moduie
120,

[0054] The communication module 128 may be configured or programmed {o
receive and transmit information through the network to emulation device 104. The
received information may comprise, for instance, requests by the emulation device
104 for profile information. In some embodiments, the received information may also
comprise data related to the resuits of contactiess testing performed by the
emulation device 104 with either an access device 102 or a portable consumer
device 108. The communication module 120 may transmit this information to the
database update module 118 or the analysis module 118 as appropriate. The
analysis module 118 may be programmed or configured to receive data related to
contactless testing provided by the emulation device 104, and determine if the lest
contactless transaction device (e.¢. an access device or portable consumer device)
should be iasued a certificate showing that it is approved for use, or it may generate

a report with any errors found during testing.

[0055] |t should be appreciated that the various software and hardware modules

described above were provided above for lliustration purposes only. The various
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functionalities described above could be provided by one, or more than one,
software appiication and/or hardware component (such as a micro-processor of
application-specific integrated circuit in combination with one or more memory
devices, whether volatile or non-volatile). Moreover, some of the functionality may
be provided by mors than one component or device, where each davice or
componant may be disposed in a different location. For instance the master profiles
and configurations database could comprise a plurality of databases disposed in

different locations.

[60586] FIG. 2(a) provides an Hllustration of an exemplary confactiess user device in
the form of a portable consumer device that comprises smaricard. As noted abovs,
in some instances, a preferred embodiment may comprise contactiess transactions
devices that may be used in financial ransactions; however, embodiments are not
so limited. FIGS. 2{a) and (b}, and FIG. 3 are provided herein for illustration
purposes only. Returning to FIG. 2{a), in this example embodiment, the smaricard
may be in the form of a payment card, such as a cradit card. The card may include a
contact interface 210(a), such as a magnetic siripe and/or other contact means, such
as a contact chip plaie 210(h) capable of both reading and writing data stored within
the memory 218{g} of the magnetic stripe of the card. The smaricard of FIG. 2 may
include an account identifier associated with an account. in addition, the card may
include a contactiess interface, which in some embodiments may comprise an
antenna 210{d} coupled to an integrated circuit chip 218{1) for wirelessly transmitling
and receiving data stored on the card. if should be undersiood that the smarf or
contactiess card may include any form of short range wireless communication
capability. For example, in some embodiments an RF elemeni may be used. In
such embodiments, when the RF element is placed within an electric field generated
by a POS terminal, the RF slement may cause data associated with the contactiess
card fo be iransmitted to the POS terminal. For example, the account identifier may

ba transmitted {0 the POS ferminal.

[60571 FIG. 2(b) provides an illustration of a contactiess accepiance device in the
form of an access device in accordance with some embodiments for financial
transactions. Again, FIG. 2(b) is provided as an access device for Hlustration
purpases only, and may comprise many componenis or features that may be
common to contactless acceptance devices. Returning to FIG. 2(b), as noted above,

the term access device 102 can be utilized interchangeably with terminal, point of
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sale (POS) device or terminal, and/or reader and terminal within the present
disclosure, particularly when referencing financial transactions. The access device
102 is shown as comprising a processor 14 operatively coupled to a computer
readable medium 18 (e.g., one or more memeory chips, ete.), input elements 13 such
as buitons or the like, one or more readers 12 (8.g., a barcode reader, optical
scanner, contactiess element reader or interface such as an RFID, Bluetooth™,
infrared, etc.), an ouiput device 18 (e.g., a display, a speaker, etc) and an interface
17, Although not expressly shown, access device 102 may comprise a
communication module and associated software/hardware to communicate with a
payment processing network {such as VisaNel®). A housing can contain one or
more of these components. The compuler readable medium 18 can comprise
instructions or code, executable by a processcr, that may provided any suitable
functionality {e.g. software modules) for conducting a contactless transaction (such
as providing/controlling power {0 a contactiess element, establishing communication
with a contactiess user device, receiving data in one or more data formats from the
contactiess user device) as well as functionality associated with the other
components of conducting a financial transaction (such as generating an
authentication reguest message). The interface 17 can be a wired or wireless
interface capable of communication with the merchant register. In another
embodiment, interface 17 can be a network interface for direct communication with
an acquirer, a payment processing network, server computer, merchant computer

apparatus, or any other device.

[6058] it should be understood that in some embodiments, an access device may
comprise many different features and have different components. For instance, an
access device may comprise a Proximity Coupling Device with Application (PCDA),
which contains all the components to perform a payment transaction {for example, it
includes quick VISA @ Smart Debit and Credit (gV3DC) and/or magnetic stripe data
(MSD) application with the contactless interface). This type of configuration is
generally, but not limited {o the following types: A stand alone device (e terminal,
PQOS, EPOS) that supports all the components for the contactiess transaction; ora
reader type device that supports all the components for the contactiess {ransaction,
but is meant {o be connectad o ancther device (i e. terminal, POS, EPOS), to carry
out the transaction (i e. communicating with an issuer and/or an acquirer for

authorization for the transaction). Such readers are generally referred {o as
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“intelligent readers.” in other embodiments, the access device may comprise only @
proximity coupling device reader (PCDRY), which is a contactiess reader that support
sonly the contaciless interface. In some embodiments, the access device may
comprise a proximity coupling device integrated (PCDH), which is a device that
supports fraditional {non-contactless transactions) as well as contactiess

transactions like gVSDC and confains or is connected to a PCDR.

(00591 FIG. 3 shows exemplary components that could comprise the hardware of
an exemplary emulation device in the form of a handheld portable device such as a
mobile device 328, The exemplary emulation device 328 may be, for instance, inthe
form of a mobile phone and may comprise a computer readable medium 320(b} and
a body 320{h}. The computsr readable medium 320{b} may be present within the
body 320(h} of the device, or may be a detachable or separate unit from the device
320. The computer readable medium 320{} may comprise some or all of the
functionality that may be utilized with one or more of the hardware features of the
smulation device 328 to provide the functionality described above with reference fo
the simulation application 1108 in FIG. 1, as well as the associated functionality
described in FIGS. 4, 8, and 8. The hody 3206{(h} may be in the form a plastic
substrate, housing, or other structure. The compuier readable medium 320{b} may
be a memory that stores data (voiatile and/or non-volatile) and may be in any
suitable form including a magnetic stripe, 3 memory chip, uniguely derived keys,
encryption algorithms, etc. The memory also preferably stores profile information
associated with portable consumer device or access device configurations, and may
thereby comprise some or all of the information associated with the profiles and
configurations database 108 described above in FIG. 1 (that is, in some
embodiments, the profiles and configuration database 108 need not comprise a
separate database, but may be comprise system memory and gssociated data

structura(s) within the emulation device 104},

{00801 The exemplary emulation device 320 may further include a contactless
element 320{g}, which may comprise any suilable interface and may depend on the
type of short range wirgless communications the device is configured to ulilize.
Contactless element 320{g} may be associated with (&.g., embedded within)
exemplary emulation device 320 and data (such as profile information) transmitled
via a network (such as a celiular or data network, WLAN, or other wireless network}

may be applied to contactiess slement 320{g} by means of a contactless element
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interface (not shown). The contactiess element interface functions o permit the
exchange of data (such as the information that is typically transmitted in a financial
transaction performad by an emulated device) between the emulation device circuitry

and a contactiess element 328{g}.

[00681] As noled above, contactless element 320{g) may be capable of transferring
and receiving data using a short range communication capability. For example, in
some embodiments, the short range communications may utilize a near-fisld
communications medium, typically in accordance with a standardized profocol or
data transfer mechanism (8.¢., 180 14443/NFC). Short range communication
capability may comprise any suitable fechnology, such as RFID, Bluetooth, infra-red,
or other data transfer capahility that can be used to exchange data betwesn the
exemplary emulation device 328 and another device. Thus, the exemplary
emulation device 320 may be capable of communicating and transferring data and/or
control instructions via both a celiular network and short range wireless

communication,

[0062] The exemplary emulation device 328 may also include a processor 320{c}
{e.g., a microprocessor) for processing the functions of the exemplary emulation
device 320 and a display 320{d) to allow a consumer to see phone numbers and
other information and messages. The exemplary emulation device 328 may further
include input elements 328e) to allow a consumer to input information into the
device, a speaker 320(f} to allow the consumer {o hear voice communication, music,
etc., and a microphone 320{i} to allow the consumer to transmit her voice through
the emulation device 320. The exemplary emulation device 320 may also include an
antenna 320{a) for wireless data transfer {e.g., dats fransmission), and a camera

{not shown) which can provide image data to the processor 320{c).

[0063] It should be understood that while the embodiments discussed above
described specific devices comprising specific components, these were for
illustration purposes only. Other embodiments may include some of the components
listed above, o may include additional components. Also, in some embodiments, the
components may be located on separate devices or platforms, and may be in

aperative communication.

i Exemplary Methods
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[0064] Methods according to embodiments can be described with respect to
Figures 4-8. It should be understood that these are exemplary embodiments and are

for illustration purposes only.

[0085] With reference to FIG. 4, an exemplary embodiment of a contactiess test is
described. At step 8401, a request may be sent by an emulation device 104 to the
server computar 112 for some or all of the profiles in the master profiles
configuration database 114. This request may establish a communications session
between the emulation device 104 and the server 112, The dalabase update
module 116 of the server computer 112 may query the master profiles and
configuration database 114 and may return, using the communication module 120
any new or requesited profiles to the emulation device 104. These profiles may be
associated with, for exemplary financial transaction devices, access devices,
portable consumer devices, or both. At step 8402, the emulation device receives the
profile data, and may store it locally in the profile and configurations database 108,
or in any other suitable memory or memory structure. For example, in some
embodimeants, the profile information may only be temporarily stored in volatile

memaory.

[0068] At step 8403, the emulation device 104 may establish communication via a
short range communication contactiess element 101 with a test contactiess
fransaction device. As described above, in soms embodiments the fest contactiess
transaction device may comprise a contactiess acceptance device such an access
device 102, while in some embodiments the {est contactiess transaction device may
comprise a contactless user device such as a portable consumer device 106. The
communication may be through any suitabie shorl range communication means, as
described above. At step 8404, the emulation device 104 simulates a first
transaction with the test contactiess transaction device. This may be performed by
simulation application 110, which may utilize the profile and configuration information
stored in the profiles and configurations database 108 to transmit daia corresponding
to an emulated device. As noted above, the profile information may define the type
of infformation to be sent, as well as how the data is sent (using, for example, any
protocols and encryptions algorithms). In this manner, a transaction may be
simulated based on the profile of contactless fransaction devices that are not actually

involved in the transaction.

[
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{00671 As noted above, a simulated transaction may involve exchanging data
between the emulation device 104 and the fest contactless transaction device in a
manner that is consistent with the typical use of the device. For instance, in some
embodiments of g financial transaction, financial data such as account numbers,
card verification codes, and other information may be transferred and utilized in
forming an authorization request message. Thus, a simulated transaction may
involve the exchange of such information and/or additional processing associated
with generating an authentication request message {(or determining if an

authentication request message could be generated),

I0088] At step 8485, an indication may be received as to whether the simulated
transaction was successful completed. For instance, for embodiments where the
emulation device 104 is emulating a contactiess user device such as a portable
consumer device, the smulation device may receive a response from the reference
contactiess acceptance device 102 as to whether the information was processed
properly and the transaction could be completed. For embodiments where the
emulation device 104 is emulating a contactiess acceptance device such as an
access device, this indication may be generated by the emulation device 104 itseif.
Any information related to the transaction {(including error messages for transactions
that failed) may be gensrated, stored, and/or transmitted (e.g. 10 server computer

112} by the emulation device 104

00697 Al step 5408, the contactiess test process may be repeated for a second
profile — that is, a profile of a contactiess fransaction device that is different than the
orofile that was simulated in the first financial transaction. This process can be
repeated any number of times until all of the desired profiles have been tested for
compatibility with the test contactless transaction device. Al slep 8407, an indication
as to whether the transachion was successful {(which may include additional
information, such as the reason for any errors) may be received or generated by the

emulation device 104 for each of the profiles tested.

{00701 In some embodiments, at step 8408, any information that was stored locally
at the emulation device 184 during the steps 8405 and 5407 may be consolidated
and transmitted to the server computer 112 in a batch. The server computer 112
may receive this information, and analysis module 118 may determine if the test
contactiess fransaction device should receive g certificate as being compatible with
the current configuration of devices in use (or to be in use). In some embodiments, if

1]
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it is determined that an error cccurred in a simulated transaction, the analysis
module 118 may determine the cause of the error, generate an error report, andfor
store the error information at server computer 112, In this manner, a contactiess fest
of a test contactiess transaction device may be conducted using a single emulation

device 104 utilizing the profiles of one or more other contactiess transaction devices.

[0074] With reference to FIG. §, another exemplary method is described that may
correspond (o one or more functions that may be performed by a server computer,
such as the exemplary server computer 112, At step $501, the server computer 112
may recesive a request to update the master profile and configuration database 114
{or may reguest or query ancther database or server for any available updates).

This may be, for instance, because a new profile of a contactiess transaction device
is to be added, for which new devices are to be tested against. This may also be, for
instance, because a particular profile is no longer active and therefore devices no
longer need {0 be tested {o be compatibie with such devices. At step 8802, the
database update module 118 may perform any modification to the master profiles
and configurations database 114 needed (inciuding updating any database mapping

tables).

[0072] At step 5503, the server computer 112 may receiver a request at
communication module 120 for profile data located in the master profiles and
configurations database 114. The request may be from an emulation device 104, or
a device that may be in operative communication with the emudation device. The
request may, for instance, be for a specific profile, for only profiles that are new or
updated since the last update received by the emulation device 104, or may be for all
of the profiles in the database {or all of the profiles for a particular region, product,
sic.). At step 8804, the server computer 112 may query the master profiles and
configuration database 114 using database update module 116 and may then
transmit any retrieved data, using the communications module 120, to the emulation
device 104. The transmitted data may comprise data for a plurality for profiles

corresponding to reference contactless transaction devices.

[0073] At step 88058, the server computer 112 may receive an indication as to
whether some or all of the simulated transactions were successful. The data may
include information about any errors that occwred. At step 85086, the received data
may be analyzed at the server computer 112 by the analysis module 118, At step

S507, a determination may be made by the analysis module 118 as to whether the

-
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test contactiess transaction device should be approved for use {or at least, that if has
passed the contactiess test). This may be based on any suitable criteria, and need
not require a 100% pass rate (although this may be generally preferred}. At step
S508, the server computer 112 may then transmit a response back to the emulation
device, or to another computer apparatus, indicating the resulls of the analysis. in
some embodiments, if the test contactless transaction device is approved for use {or
passed the contactiess test), the server computer 112 may generate and issue a
ceriificate at step 8508, If the test was not successiul, then at step 8810 an error
report may be generated, which may be utilized o determine any problems with the

test device, and may further assist in addressing those issues.

[0074] FIG. § shows another exemplary method that may correspond o the steps
that may be performed by an emulation device related to performing a plurality of
simulated transactions. Steps 838601-8608 are shown as being similar to steps 5401
~3405 described above. For example, al step 8601, a request may be sent by an
emuiation device 104 to the server computer 12 for some or all of the profiles in the
master profiles configuration database 114, At step 8802, the emulation device
receives the profile data, and may store this information locally in the profile and
configurations database 108, or in any other suilable memory or memory structure.
Al step 8603, the emulation device 104 may establish communication via a short
range communication contactiess element 101 with a test contactiess transaction
device. Al step 8604, the emulation device 104 simulates a contactiess transaction
vith the lest contactiess transaction device. This may be performed by simulation
application 110, which may ulilize the profile and configuration information stored in
the profiles and configurations database 108 o transmit data corresponding to a
contactiess transaction device. Al step 8805, an indication may be received as 1o
whether the simulated transaction was successful completed. Any information
related o the fransaction (including error messages for transactions that failed) may
be generated, stored, and/or transmitled {e.g. to server computer 112) by the

emulation device 104,

{00751 At step 8806, after a simulated transaction has been compieted, the
emulation device 104 may determine whether there are any additional profiles that
are {0 be used in tesling a contactiess transaction device. This determination may
ba made by a user {a.g. at the beginning of the testing process or the emulation

device 104 may provide the user with the option to select additional profiles during
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the testing process). in some embodiments, the determination may be made
automatically by the emulation device 104 (such as when there may be a plurality of
preprogrammed profiles that are to be tested). If there are additional profiles to be
tested, then the method may return to step 8604 where a subsequent contactless
transaction is simulated, and the resulls of this subsequent fransaction may then be

received or generated by the emulation device 104 at step 5805

[0078] When a determination is made at step 8806 that there are no additional
profiles to be tested, then the method may proceed 1o step 5807 where the
simulation and testing may be terminated. At step 8808, any data stored on the
emulation device 104 may be transmitted {o the server computer for further

processing and analysis.

{00771 it should be noted that in some embodiments, at slep 5606 if &
determination is made that there are additional profiles {0 be tested, the process may
return to step $803 to establish a communication between the test contactiess
transaction device and the emulation device 104. That is, a new communication
session may be established for each profile, rather than maintaining a
communication session throughout the testing of each profile. This may, for
instance, correspond to embodiments in which one or more of the profiles of the
contactiess fransaction devices may have different configurations or paramelers for

establishing a communication session and/or exchanging data.

(00781 With reference to FIG. 7, an exemplary system is shown that may
correspond to in-field testing of contactiess transaction devices. As shown at 701, a
server computer 720 comprises a plurality of profiles that correspond to a plurality of
contactiess transaction devices. In this example, the profiles may correspond 1o
contactiess user devices (such as portable consumer devices). These profiles may
be transmitted through a network and at 702 transmitied wirelessly fo an emulation
device (shown in this example as a mobile phone 711}. The mobile phone 711 could
correspond, in some instances, {o a user’s personal mobile phone, or if could be &
dedicated testing device. The use of a mobile phone may be preferred because
such embodiments may allow for easier implementation of the systems and methods

disclosed herein using current infrastruciure and components.

[0079] Al 703 the data corresponding to the plurality of profiles may be stored on
the mobile phone 711, In addition to the data profiles, the mobile phone 711 may
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also comprise other information, such as user personal information (e.g. contacts,
mobile applications, efc.). At 784, the mobile phone 711 may communicate with a
contactiess fransaction device 712 (in this case shown as a contaciless acceptance
device) to simulate one or more transactions using the received profiles (e.g. "Profile
1 “Profile 2", and “Profile 3"). The mobile phone 711 may collect information
regarding whether one or more of the tests were passed by the contacliess
transaction device 712. At 704, the information collected may then be sent
wirglessly to the server computer 721 for further analysis and/or to generate a
cartificate or an ervor report. The server computers 720 and 721 may, but need not,

comprise the same server in some embodiments.

{00801 Embodiments provided herein may offer some advantages. For example,
by utilizing an emulation device to perform the contactiess testing, there may be no
need to physically send a plurality of physical {esting contacliess user devices {such
as portable consumer devices - 6.g. cards) to fest a contactiess acceptance device
such as an access device. Moreover, in some embodiments, the uss of the
emulation device may alleviate the nesd to submit a contactless user device to a
central facility that has a number of contactiess acceptance devices {(g.g. access
devices) that the contactiess user device may be tested with to determine if it is
compatible with the various contactiess acceptance device profiles. These tests can
be conveniently conducted using a single emulation device {such as a mobile phone
with short range communication capability). Thereby, both time and money may be
saved. In addition, using a simulation application on an emulation device, which may
provide step-by-step instructions to a user on how to conduct the contactiess testing,
my eliminate the need for these contactiess tests to be conducied by irained

technicians. This again may save lime and money.

{00811 Furthermore, embodiments that utilize a server computer apparatus that
comprises a database maintaining an up-to-date collection of profiles, along with
providing continuous access (o an emulation device via a network connection, may
ensure that the contactless testing performead by the emulation device will use the
most up-to-date profiles for financial transaction devices that are currently in use. In
addition the use of an emulation device that can record technical information about
the simulated test transactions, which may then provide that information for analysis
in the event of an error, may make it easier to determine problems in a {est device

and to identify the proper way to correct such errors.
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Exemplary Embodiments

[0082] In some embodiments, a first apparatus may be provided. The first
apparatus may comprise a processor and a storage medium coupled to the
processor. The storage medium comprises code executable by the processor for
performing a first method. The first method may include the step of receiving data
comprising a plurality of profiles. Each of the profiles may be associated with a
contactiess transaction device. The first method may further comprise the steps of.
communicating with a test contactless transaction device using short range wireless
communication, and using the plurality of profiles to emulate each of the contactless
transaction devices associated with each of the profiles in a simulated transaction

with the test financial transaction device.

[0083] As noted above, the profiles may be ulilized by an emulation device fo
conduct {or simulate) contaciless transactions using configurations, seitings, andfor
parameters associated with more than one coniactiess fransaction device. Thus,
unlike an exampie of a financial transaction using a virtual wallet to interact with an
access device in a single transaction {&.g. 1o purchase a good or service),
embodiments provided herein may be ulilized to conduct several transactions with
an access device using the profiles of different portable consumer devices (or vice
versa). The transactions may be conducted sequentially in an autonomous (2.g. the
simulation module on the emulation device may programmed or configurad to
automatically conduct a series of fransactions using some or of the profiles stored
therein) or each test may be initiated manually {e.g. based on user input, such as the
selection of each prefile or providing an indication to procesd with additional

transactions).

[0084] In some embodiments, in the first apparatus as described above, the
contactless fransaction may comprise a financial transaction. However, as noled
embodiments are not s¢ limited and therefore, in some embodiments,, the
contactless transaction may compriss, by way of example only, a securily access
request {e.g. a user may present a security 1D or badge to access a building or be
granted access to sensitive or secure information), coupon application, an
identification determination, an admission reguest (such as request for access 1o a
sporting event or mass fransit fare application), an account identification, or an

glectronic lock system. As noted above, embodiment herein may be application {o

[\o3
=]
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the testing and use of any suitable application of contactiess devices {(and thereby

contactiess transactions).

[0085] In some embodiments, in the first apparatus described above, the first
method may further comprise the steps of receiving an indication for each simulation
as to whether the simulated fransaction was successful and transmitting the received
indication related 1o the fransaction to a server computar. In some embodiments, the
indication may comprise information related to an error for a fransaction that fails.
This may provide the advantage of identifving possible errors with the test
contactless transaction device because additional information may be determined in

addition to a passfiail indication.

{00881 In some embodiments, in the first apparatus as described above, the
plurality of profiles may comprise contactless user device profiles and the fest
contactiess fransaction device may comprise a contactiess acceptance device. In
some embodiments, the contactless user device profiles may comprise portable
consumer device profiles, and the contactiess acceptance device may comprise an
access device. That is, for example, the contactiess transactions may correspond or
relate to financial fransactions. In some embodiments, the access device may
comprise any one of a proximity coupling device reader; a proximity coupling device
integrated, and a proximily coupling device with application. In some embodiments,
the access device may comprise a proximity coupling device reader coupled to any
one of, or some combination of a terminal, a POS device, an EPQOS device, an ATM,

a personal computer, and a mobile phone.

{00871 In some embodiments, in the first apparatus described above, the plurality of
profiles may comprise contactless acceptance device profiles, and the test
contactless transaction device may comprise a confactiess user devica. Insome
embodiments, the contactiess acceptance device profiles comprise access device

profiles, and the contactless user device may comprise a portable consumer device.

{60881 In some embodiments, in the first apparatus described gbove, the step of
communicating using short range wireless communication comprises any one of, or
some combination of: radio frequency identification (RFID); Bluetooth™: or infra-red
technology. in some embodiments, short range wireless communication comprises
communications at a range of less than 5 meters. Praferably, the short range

communications comprise communications at a range of less that 1 meter. More
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preferably, the short range communications comprise communications at a range of
less than 10 centimeters. More preferably, the short range communications

comprise communications at a range of less than 2.54 centimeters.

{00891 In some embodiments, the first apparatus as described above may comprise
a handheld portable device. In some embodiments, the handheld portable device
may comprise a mobile phone. In some embodiments, the handheld portable
consumer device may comprise additional data corresponding o personal
information of a user in addition to the plurality of profiles. As noted above, it may be
preferred in some embodiments that the device be readily be deployable either in the
field or in a test environment location, which may be some distance away from where
the profiles of the contactiess transaction devices may be located. The inventors
have found that ulilizing a handheld portable device may be particularly beneficial
because it may be readily brought into communication with a test contactiess
fransaction device (such as a contactless acceptance device). Moreover, mohile
phones {and in particular smart phones) are readily available and may serve as an
efficient platform for both receiving the plurality of profiles (particularly in remote or
distant locations), utilizing the profiles to conduct simulated transactions, and then
providing any test results back to a central location {or {0 otherwise provide the

resulis for analysis).

(00901 In some embodiments, in the first apparatus as described above, the first
method may further comprise the steps of: (a) after using one of the profiles to
emulate one of the contaciless transaction devices associated with the one profile in
a simuiated transaction with the test contactless transaction device, automatically
determining whether any of the other profiles are {o be used in a simulated
transaction with the test contactless transaction device; (b} using at least one of the
determined profiles in a simulated transaction with the test contactiess transaction
device; and (¢} repeating steps (8) and (b} until it is determined that there are no
other profiles to be used in a simulated transaction with the test contactless device.
That is, for example, the emulation device may be programmed or configured to
conduct a simulated transaction with a single test contactiess device for each of a
plurality of profiles. The device may be preprogrammed or configured o conduct
simulated fransactions with ceriain profiles, or a user may adjust the number and
selection of profiles to be used. The emulation device may then proceed to conduct

a simulated transaction for each of those profiles.
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(00811 In some embodiments, in the first device as described above, each of the
profiles may comprise any one of, or some combination of: a verification capability
{such as any additional bio-metric security that may be used, Online Personal
identification Number (PIN), Offline Enciphered PIN, Offline Plaintext PIN, Signature,
ete.), a data authentication capability (such as siatic or dynamic verification values),
variable fransaction specific data or parameters {(e.g. for financial fransactions, a
common feature that some but not all contactless devices may provide is a low
payment feature capability); encryplion logic {e.g. logic that may dictate which
encryption algorithm to use for any data fransmitted between devices based upon
the contactless device(s) involved in the transaction), and an authorization capability.
As noted above, these are provided as examples and are not intended to be limiting.
The profiles may thus be used in some instances to define or specify one or more
configurations or parameters that may vary between two or more contactiess
transactions devices that may interact with the test contactiess device when the test

contactiess device is deploved in the field or in commercial use.

{00821 In some embodiments, a first method may be provided. The first method
may comprise the steps of (@) receiving, at a computer apparatus, data comprising a
plurality of profiles, each of the plurality of profiles associated with a contactiess
transaction device; {p) communicating, by the compuler apparatus using short range
wireless communication, with a test contactiess transaction device, (¢) using, by the
computer apparatus, a profile of the plurality of profiles to emulate a contactiess
fransaction device associated with the profile in a simulated transaction with the test
contactiess fransaction device; and () storing, at the computer apparatus, data

indicating whether the simulated transaction was successful.

{00931 In some embodimants, in the first method as described above, the method
may further comprise the steps of: (g) after using the profile in the simulated
fransaction, determining whether any of the other profiles are to be used in a
subseguent simulated transaction with the test contactless fransaction device; () if at
least one profile is determined to be used in a subsequent simulated transaction,
using the at least one determined profile in a subsequent simulated transaction with
the test contactiess transaction device; (g) storing, at the computer apparatus, data
indicating whether the subsequent simulated transaction was successiul; (h)

repeating steps (&) and (f) until it is determined that there are no other profiles to be
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used in a simulated transaction with the test contactiess device; and (i) transmittmg

the stored data to a server computer.

{0094] In some embodiments, a server compuier may be provided. The server
computer may comprise a processor and a siorage medium coupled 1o the
procassor. The storage medium may comprise code executable by the processor for
performing a first method. The first method may include the steps of transmitting
data comprising a plurality of profiles to an emulation device, where each of the
plurality of profiles is associated with a contactless transaction device. The first
method may further comprise recelving an indication as to whether a transaction
invoiving the emulation device using the data comprising each of the profiles was
successful and analyzing the received indication {o determine if a test contactless

fransaction device is approved,

(00881 In some embodiments, in the server computer as described above, the first
method may further include the steps of receiving update data comprising
information corresponding to a new or revised profile; storing the update data at the
server computer; and automatically transmitting the update daia to the first

apparatus.
Exemplary Computer Apparatuses

[0088] Referring now to FIG. 8 the various devices and elements {e.g,, the access
device 102, the emuiation device 184, the portable consumer device 108, and the
server compuisr apparatus 142} in FIG. 1 can comprise one or more computer
apparatuses {e.g., a server computer) to facilitate the functions described herein.
Any of the elements in FIG. 1 can use any suitable number of subsystems to
facilitate the functions described herein. Examples of such subsysiems or
components are shown in FIG. 8. The subsystems shown in FIG. 8 are
interconnected via a system bus 800, Additional subsystems such as a printer 801,
keyboard 802, fixed disk 803 {or other memory comprising computer readable
media), monitor 884, which is coupled to display adapter 808, and others are shown.
Peripherals and inpulfoutput (FO) devices, which coupled to /O controlier 808, can
be connected to the computer system by any number of means known in the ari,
such as senal port 807, For example, serial port 807 or external inferface 808 can
be used to connect the computer apparatus to a wide area network such as the

Internet, a mouse input device, or a scanner. The inferconnection via system bus
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allows the central processor 809 {o communicate with each subsystem and {o control
the exscution of instructions from systemn memory 818 or the fixed disk 803, as well
as the exchanges of information between subsystems. The system memory 816

and/or the fixed disk 803 can embody a computer readable medium.

[0087] Any of the software components or functions describad in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The software code may be
stored as a series of instructions, or commands on a computer readable medium,
stuch as a random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a CD-
ROM. Any such computer readable medium may reside on or within a single
computational apparatus, and may be present on or within different computational

apparatuses within a system or network.
Conclusion

[0098] It is understood that the various embodiments described herein are by way
of example only, and are not intended to limit the scope of the invention. For
gxample, many of the materials and structures described hergin may be substituted
with other materiais and structures without deviating from the spirit of the invention.
he present invention as claimed may therefore include variations from the particular
examples and preferred embodiments described herein, as will be apparent to one of
skill in the art. It is understood that various theories as to why the invention works

are not intended 1o be limiting.

[00%89] The above description is illusirative and is not restrictive. Many variations of
the invention will become apparant to those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference

to the pending claims along with their full scope or equivalents.

[0100] Although many embodiments were described above as comprising different
features and/or combination of features, a person of ordinary skill in the art after
reading this disclosure may understand that in some instances, one or more of these
componentis could be combined with any of the componenis or features described

above. That is, one or more features from any embodiment can be combined with

32



WO 2012/142324 PCT/US2012/033374

one or more features of any other embodiment without departing from the scope of

the invention.

(01011 As noted previously, all measurements, dimensions, and materials provided

herein within the specification or within the figures are by way of example only.

{0102} Arecifation of "8, “an,” or “the” is intended to mean “one or more” unless
specifically indicated to the contfrary. Reference to a "first” component does not
necessarily require that a second component be provided. Moreover reference to 3
“first” or a "second” component does not limit the referenced component io a

particular location unless expressly stated.

[0103] Al publications mentioned herein are incorporated herein by reference (o
disclose and describe the methods and/or materials in connection with which the
publications are cited. The publications discussed herein are provided solely for
their disclosure prior to the filing date of the present application. Nothing herein is to
be construed as an admission that the present invention is not entitled {0 antedate
such publication by virtue of prior invention. Further, the dates of publication
provided may be different from the actual publication dates, which may need to be

independently confirmed.

(a2
L2



WO 2012/142324 PCT/US2012/033374

WHAT IS CLAIMED 1S:

1. A first apparatus comprising:

a pProcessor,

a storage medium coupled to the processor, comprising code
execuiable by the processor for perfarming a first method including the steps of:

receiving data comprising a plurality of profiles, each of the plurality of
nrofiles associated with a contactiess transaction device,

communicating, using short range wireless communication, with a test
contactiess transaction device, and

using the plurality of profiles to emulate each of the contactiess
transaction devices associated with sach of the profiles in a simulated transaction

with the test contactiess fransaction device.

2. The first apparatus of claim 1, wherein the contactless

transaction is a financial fransaction.

3. The first apparatus of claim 1, wherein the first method further
comprises the sieps of.

receiving an indication for each simulation as {o whether the simulated
transaction was successiul, and
transmiiting the received indication related {o the transactionto a

server compuler.

4. The first apparatus of claim 3, whersin the indication further

comprises information related to an error for a simulated fransaction that fails.

5, The first apparatus of claim 1,
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wherein the plurality of profiles comprises contactiess user device
profiles; and
wherein the test contactiess transaction device comprises a

contactiess acceptance device,

6. The first apparatus of claim 5, wherein the contactiess user
device profiles comprise portable consumer device profiles, and wherein the

contactless acceptance device comprises an aceess device.

7. The first apparatus of claim 8, wherein the access device
comprises any one of:

a proximity coupling device reader;

a proximity coupling device integrated; and

a proximity coupling device with application.

8. The first apparatus of claim 7, wherein the access device
comprises a proximity coupling device reader coupled to any one of, or some
combination of a terminal, a POS device, an EPOS device, an ATM, a personal

computer, and a mobile phone.

9. The first apparatus of claim 1, wherein the plurality of profiles
comprises contactless acceptance device profiles, and wherein the test contacliess

transaction device comprises a contactiess user davice.

10.  The first apparatus of claim 9, wherein the contactiess
acceptance device profiles comprise access device profiles, and wherein the

contactless user davice comprises a porfable consumer device.

1. The first apparatus of claim 1, wherein communicating using
short range wireless communication comprises any one of, or some combination of.
radio frequency identification (RFID);

Biuetooth™: or

fd
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infra-red.

12.  The first apparatus of claim 1, wherein short range

communication comprises communication at a range of less than 10 centimeters.

13.  The first apparatus of claim 1, wherein the apparatus comprises

a handheld portable device.

14.  The first apparatus of claim 13, wherein the handheld portable

device comprises a mobile phone.

15.  The first apparatus of claim 1, wherein the first method further
comprises the sieps of:

{a) after using one of the profiles to emulate one of the contactiess
transaction devices associated with the one profile in a simulated transaction with
the test contactiess fransaction device, automatically determining whether any of the
other profiles are to be used in a simulated transaction with the test contactless
transaction device;

(b} using at least one of the determined profiles in a simulated
fransaction with the test contactless transaction device; and

{¢) repeating steps (a) and (b) until it is determined that there are no

other profiles to be used in a simulated transaction with the test contactiess device.

16.  The first apparatus of claim 1, wherein each of the profiles
comprises any one of, or some combination of:

verification capability;
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a data authentication capability;
variable transaction specific dala or paramsters;
encryption logic; and

authorization capability.

17.  Afirst methed comprising:

{(a) receiving, at a computer apparatus, data comprising a piurality of
profiles, sach of the plurality of profiles associated with a contactiess transaction
device:

{b) communicating, by the computer apparatus using short range
wireless communication, with a test contactiess fransaction device;

{c) using, by the computer apparatus, a profile of the plurality of profiles
to emulate a contactiess fransaction device associated with the profile in a simulated
transaction with the test coniactiess transaction device; and

() storing, at the computer apparatus, data indicating whether the

simulated transaction was successiul,

18.  The first method of claim 17, further comprising the steps of:

(&) after using the profile in the simulated {fransaction, determining
whether any of the other profiles are fo be used in a subseguent simulated
transaction with the test contactless fransaction device,;

() if at least one profile is determined to be used in a subsequent
simulated fransaction, using the at lsast one delermined profile in a subseqguent
simulated transaction with the test contactiess transaction device;

{g) storing, at the computer apparatus, data indicating whether the

subseguent simulated transaction was successful;



WO 2012/142324 PCT/US2012/033374

{h) repeating steps (e) and {f) until it is determined that there are no
other profiles to be used in a simulated transaction with the test contactless device;
and

(i} transmitting the stored data to a server compuier.

19. A server computer comprising:

& Processor,

a storage medium coupled to the processor, comprising code
executable by the processor for performing a method including the steps of:

transmitting, to a first apparatus, data comprising a pluraiity of profiles,
whersin each of the plurality of profiles is associated with a contactless transaction
device;

receiving an indication as to whether a simulated transaction involving
the first apparatus using the data comprising sach of the profiles was successiul;

analyzing the received indication; and

determining if a test financial transaction device is approved.

20, The server computer of claim 19, where in method further
includes the steps of:

receiving update data comprising information corresponding 1o a new
or ravisad profile;

storing the update data at the server computer; and

automatically transmitting the updaie data to the first apparatus.
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