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METHOD AND APPARATUS FOR MULTI-LEVEL
SECURITY IMPLEMENTATION

Cross Reference to Related Application

This application claims rights under U.S. Provisional Patent Application Serial No.

60/406,758 filed Aungust 29, 2002

Backeround of the Invention

1. Field of the Invention

The present invention relates to signal and data processing, and in parﬁcu]ar to
methods and apparatus for granting privileged access to data and files by direct or indirect
means. Still more particularly, the present invention relates to methods and apparatus for

dynamically and aﬁtomatically changing the classification level of processing elements.

2. Brief Description of Prior Developments -

A multi-level security system ié a system, which is cépable of processing
unclassified data, CONFIDENTIAL data, SECRET data, TOP SECRET dafa all in the
same system. The conventional way that this function has been carﬁed out is to
physically separate processors. Some processors are dedicated to processing unclassified
information while other processors are dedicated to processing SECRET information and
still other processors are dedicated to processing TOP SECRET information. A péssible
problem with the above described approach is that at any instant in time thé systeﬁl may

have much more unclassified information to process than classified information. The
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system may not, therefore, have enough processors to run the unclassified information,

while other processors dedicated to classified information may be relatively underused.

Multi-level security has been implemented before in large netWorks and in
systems that are custom designed but have not been implemented using commercial off
the shelf processor boards in an embedded processing system.

A need therefore exists for a multi-level security system which efficiently makes
use of all available computer assets. A need also exists for a multi-level security system
which is capable of making use of off the shelf or other computers which may be readily

available through commercial sources.

Summary of Invention

The present invention is a small data card that fits on top of the board which
allows the security level of the processor to be dynamically changed by changing the
keying information in the data card. This data card is called the virtual private network

(VPN) card and it serves to implement the multi-level security system.

The data card which is included in the apparatus and method of the invention
along with appropriate software that is an interface to a data fabric. The particular data
fabric that we are pursuing currentb‘l is gigabit Ethernet although any data fabric would
apply to this invention. The data fabric comes over the top of the circuit card, comes into
the data card and goes into a government approved encryption device. The_: encryption

device itself is conventional and well known to those skilled in the aré and is available
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from various vendors and these are approved for use on encryptin g classified information.
Information is decrypted when it comes on to the board and encrypted when it comes off
the board. This data card is always used in sets of cards and tﬁe basic concept is that
when classified information at for example, the SECRET level needs to be traqsfened
from one board to another board at the SECRET level that goes through the data card
becomes encrypted and is put on the data fabric encrypted so that it is no longer classified
information. - It is then transferred over to the circuit card and it is decrypted and then sent
to the p.ommercial processing board where it is processed. Only cards that have the same
key can process the SECRET information. The user has another circuit card with the
VPN processing data at, for example, the CONFIDENTIAL level. Any attempt to send
information from a SECRET module to a CONFIDENTIAL module will not succeed. g
The module will have a different key and that information will not be properly decrypted
so it will not be received by the CONFIDENTIAL processing module. The user or
controlling software then is provided a means to change the classification level of a
processing card without any physical changes. For example, if a CONFIDENTIAL card
wants to or needs to be changed or reallocated to SECRET processing, the trusted system
software will zeroize the circuit card, clearing all the information of it, give it the'
SECRET level key and now that processor, which used to process CONFIDENTIAL
information, is now caﬁable of processing SECRET information. The VPN card provides
the physi,cai red/black boundary, making it possible to use commercial boards for

slassified processing, the unclassified information (black side) being the daté‘fa.bﬁ,c and
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the classified information (red side) being on the circuit card is on the data card. The user
does not have to have any red/black boundaries on the commercial circuit card. The VPN
card satisfies the requirements imposed by the government to implement the red/black
boundary, some of those include tempest and encryption and these are all concentrated on
to the small data card so that the user does not have to design the entire circuit card to the
government specifications.

For purpose of this disclosure, the term “red” refers to all types of
classified information generally and the term “black” refers to unclassified i}ﬁformation.
As used hereafter “pink”, “purple” and “orange” are classes of “red”

Brief Description of the Drawings

The present invention is Afurther described with referénce to the accompanying
drawings in which:
Figure 1a is a front perspective view of a commercial off the shelf (COTS)
“processor board with a virtual private network (VPN) encryptor peripheral component
interconnect mezzanine card (PMC) daughter card which comprises a preferred
embodiment of the method of the present invention;
Figure 1b is a schematic diagram showing the operation of the COTS processor

and VPN encryptor shown in Figure 1a;
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Figure 2 is a schematic diégram showing a method by which encrypted VPN
suppofté red/black separation on a single data fabric as is used in a preferred embodiment
of the method of the present invention;

Figure 3 is a schematic diagram showing encrypted VPN support of multi-level
security as is used in a preferred embodiment of the method of the present invention;

Figure 4 is a schematic diagram illustrating a method by which the Information
Security (INFQSEC) module controls intra-level communications and key management
as is used in a preferred embodiment of the ﬁethod of the present invention;

Figure Sis a scherﬁatic diagram illustréting encrypted VPN permitting dynamic
allocation of assets to different security levels 4s is used in a preferred embodiment of the
method of the present invention; -

Figure 6 is a schemaﬁc diagram illustratihg the implementing of a
communications path with reconfigurable assets as is used in a preferred embodiment of
the method of the present invention; and |

Figure 7 is a schematic diagram illustrating the implementing of a jammer with
reconfigurable assets as is used in a preferred embodiment of the method of the present

invention.
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Detailed Describtion of the Prgferred Embodiment

Referring to Figure 1a, there is a COTS processor board 10 on which is affixed
the VPN encryptor 12, which is a PMC daughter card that makes use of an approved
INFOSEC chip. This daughter card is designed to support red/black separation and is not
a COTS product. The processor board runs on the red side. The backplane 14 isolates
power and simple controls and forms another red/black boundary using techniques such

as filters 16 18.

The COTS processor board 20 typically includes processors and memories 22, 24,
26, and 28 which are interconnected with a data switch 30. The data switch 30 is
interconnected with a {/'PN éncryptor 32 which has a key manager function 34 and a

zeroised function 36 which are explained in greater detail hereafter.

Referring to Figure 2, there is a COTS general purpose processor board (GPP) 38
with an encrypted VPN 40 having a key 42 which is interconnected by way of a bus 43 to '
a second general purpose processor 44 with an encrypted VPN having a lfey 48. This key
48 is the same as key 40; therefore, data 49 contained in general purpose processor 38 is
encrypted by the VPN card 40, transferred over the data fabric of bus 43, is decrypted by
the VPN card 46 and received by general purpose processor 44. The information 49
exch angea between GPP 38 and GPP 44 (and received at GPP 44 as information 50)
cannot be intercepted by unclassified GPP 52 or GPf 53 because the data is encrypted as

it is transferred over the data fabric or bus 43.
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Referring to Figure 3, GPP 54 with an encrypted VPN 56 and key 58is s;hown.

This GPP is interconnected through bus 59 to a general purposé processor 60 with an
encrypted VPN 62 and key 64. Key 64 is different from key 68; therefore, data or
message 66 in general purpose processor 54 js not encrypted as data message 67 in GPP
60.

- Still referring to Figure 3, there are two VPN cards 56 and 62 on GPP’s 54 and
60 respectively which are keyed for two different classification levels, e.g.
CONFD)ENTLAL designated pink and SECRET desi gnatéd puréle and there is a messége
66 which gets encrypted and gets put on the bus 59, and is sent to the GPP 60 via the
VPN 62. This board tries to decrypt the message 66 with the wrong key, so that garbled
information is received s'o if does not get the final message. All thé informatidﬁ thjai goes
across the data fabric is unclassified information which is either purely unclassified or
classified information that has beeﬁ encrypted and so unclassified GPPs 68 and 69,
cannot access any classified inférmation. Accordingly, computers at the SECRET level
can talk to each other. Computers at the TOP SECRET level can falk to each other.
Computers at the unclassified levél can talk to each éther. Computers of different
classification cannot directly communicate. If, for example, a SECRET computer tries to
talk to a CONFIDENTIAL computer the information cannot go through. The only way
the user can do that is to go through a government certified devicé that allows that type of
info,rmation flow which is called the gﬁard function. The guard function examines the

content of messages, rate of messages, and other message para_rneters and determined, by
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a series of i)re—defined security policies, whether the information should be permitted to -
cross between classification levels. So eéch type of GPP has a key at its own
classification level and so if it is desired to change these from, for example, from TOP
SECRET to SECRET, first the trusted software of this implementation deletes the keys
and that makes the two boards unclassified. The key management function of this
implementation then provides new keys. For example, if the user wants to c‘hange to the
CONFIDENTIAL level he can have four boards that can run at the CONFIDENTIAL

level. The user can also use the same boards to process unclassified information by zero
zing the key. Now the user can run' the GPP at the bypass mode an& can run unclassified
information on it.
- Referring to Fi guré 4, there is an INFOSEC module with a VPN card 64 with keys

66, 68, and 70. There are also COTS general-purpose processors (GPP) with VPN cards

t 72,74, 76, 78, 80, and 82. There are also unclassified GPP=s 84, 86, 88, and 90. InA this
arrangement the INFOSEC module 64 controls intra-level corﬁmunications and key
management. It is understood from the previous discussions that information can be
passed over the data fabric or bus 91 between like classification levels, but not between
different classification levels. It will be understood from Figure 4 that information can be
transferred between different classification levels only by passing the information through
the trusted guard function on the INFOSEC m.odule. It can be passed between the .

| unclassified GPP’s 84, 86, 88 and 90. The information can also be passed directly

between the boards at one classification level 80,82 which are the same classification
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level. The information can be passed between boards at a different classification level 76
and 78 and all of these information transfers can occur at the same time; If a board at one
classification level at GPP 80 attempts to send information to another GPP allocated to a
different classification level at GPP 74 that information cannot be passed as was
described in connection with Figure 3. Instead, that information must got through an
information security module which contains the keys for all classification lévels and
includes a trusted guard function which implements the security policies for sending
information between different ciassification levels. If COTS GPP 82 has information that
needs to be sent to COTS GPP 72 which is operating at a different classification level it is
first sent to the INFOSEC module. The data is encrypted by the VPN at GPP 82, goes
‘across the data,fa;bric, is decrypted by the VPN with the orange key. That information
and then checked by the ﬁusted guard function. If it meets rthe security policies, it is re-
encrypted with the pink GPP 72 and the information is then sent over the data fabric
encrypted with that key, decrypted by the VPN on processor 72 and the information then
can be received.

Referring to Figure 5, there is an INFOSEC module with VPN card 92 with keys
94, 96, and 98. There are also COTS GPP’s with VPN cards 100, 102, 104, 106, 108,
and 110 which have respectively keys 112, 114, 116, 118, 120, and 122. There are alsd :
unclassified GPP=s 124, 126, 128, and 130. In this arrangerhent the encrypted Vi’N

permits dynamic allocation of assets to different security levels. It will be understood

from Figure 5 that the classification level of lll)rocesso'rs can be chénged by the trusted
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software by deleting the key in the VPM modulé, zeroizing the COTS processor, which
means wiping out any information in the memory, and reloading it with a different key.
In this way the COTS processor can dynamically change from one classification level to

another without the need to effect any physical changes to the system.

Referring to Figure 6, an arrangement is shown with an antenna 132, a T/R switch
134, a tuner 136, an FPGA card 138, GPP’s with VPN cards 140 and 142, which in this
instance are set to perform unclassified processing, government authorized cryptographic
equipment 144 implemented on the INFOSEC modules discussed earlier, and red sidé
processing GPP with VPN card 146. There is also a user interface (I/F) with VPN card
148‘ as well as another GPP with VPN card 150, an exciter with VPN card 152, a'PA 154,
a T/R switch 156 and an antenna 158. It Wil] be understood from Fiéure 6 and figure 7
generally, that one possible application of the invention in which the usef has a multi-
mission system which is to be capable of simultaneously performing communications,
signal intelligence (SIGtNT) and jamming. Conventionally these three cap;abilities are
implemented be three totally.separate systems and the security approach used today
would prohibit those functions from being implemented simultaneously in the same
system. It will be understood that the method and apparatus of this invention can allow

information to be separated and allows the two functions to occur simultaneously. The

v

solid line shows the receive communications path from the antenna 158 being: received byA
the tuner 136 implementing a modem in the FPGA card 138 in the black side general .

: pﬁrpose processor 140. Additional black side prqceésing occurring on the gencrz}lA .

10
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purpoée processo£ 142. Information then goes to the crypto device 144 which may be the
INFOSEC module 144 descriBed in connection with Figure 6. The information then gets
the key change as described on Figure 4 and is senf to the classified processing on the
general purpose processor 146 is then sent out to the user to receive the data through the
user interface 148. The information to be transmitted from the user out the radio
communicatioﬁ functions is received by the user interface 148 as SECRET level data and
is sent over to a GPP the same classification level where the red side processing of the
radio occurs. It is then sent over the data fabric to the crypto logical device located on the
information security module 144 where the data is encrypted for transmission. From
where ft goes to the transmit black side processing at GPP 142 it then goes to a GPP 150
also on the black side where the transmit half of the modem is;prepafed, over the VPN in .
this case in the bypass mode because data is being transferred fr‘om a black processor to a
black processor, out to the excitor 152 and the information is sent through the power
amplifier 154 out ‘to the transmit receive (TR) switch 156 and transmitted out the antenna
158. In this way, the user can implement a secure radio using the invention as a
reconfigurable software programmable radio.

Referring to Figure 7, an arrangement is shown in which there is a antenna 160, a
tuner 162, an FPGA card 166, a Gf’P with VPN card 166 for signal detection, a GPP with
VPN card 168 for signal identification, a guard 170 with VPN éard 170, and a GPP with
VPN card 172 There is also a User UF with VPN card 174, a GPP w1th VPN card 176,

an exmter with VPN card 178 aPA 180 and an antenna 182 It will be understood from

11
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Figure 7 that it is shown that the same hardware configuration used for communications
in Figure 6 can be used simultaneously for signals intelligence (SIGINT) simultaneously
with communications signal jamming. For SIGINT fhe target signal is received by the

“ ;mtenna 160 and processed by the tuner 162 and then sent to the FPGA' card 164 which
implements a fast transform FFT. That information is then passed over the switch data
fabric to the general purpose processor 166 which impleménts the signal detection
function. The infonnation is thén passed to provide some additional classified
processing. 4In order to accomplish this processihg the inforrnation is senf to the guard
function on the INFOSEC module 170 where it alléws information to be passed in an‘
unrestricted way from the unclassified side of the system to the classified side of the
system but };as a means to insure that no information can accidentally be leaked back in
the other directidﬁ. Tﬁe information is then encryptedl with the classiﬁed level key on the
VPN card mounted on the INFOSEC module 170 and sent over to the general purpose
processor 168 which is running at the classified level. The processor then does a signal
identification. That information is further: processed and sent to another computer
operating at the same classification level 172 that performs additional processing such as
targe;t identification. That information then is reported to the user, operating at the
classified level aﬁd so it is sent across the VPN across the user interface and out to the
user. In '?his way-the user can get the SIGINT information that waspréces_sed by the

system.

12
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Using the same hardware and running at the same time, communication signal
jamining may be accomplished. A command comes from the user to perform the
jamming through the user interface 174 this is a classified level command that is then sent
over the VPN to the general-purpose processor 176. That information is then sent to the
exciter 178 where the RF signal is generated and it is sept to thé power amplifier 180 and
out the antenna 182.

It will be appreciated that gmethod and apparatus for operating a multi-leyel, :
security syétem has been des’cribed which efficiently makes use of all available computer
assets. It will also be appreciated that this method and apparatus can make use of off the
shelf or other computers, which may be available through commercial sources.

‘Whilé the presenf invention has been described in connection with the 'iaref;er'red
embodiments of the various figures, it is to be understood that other similar embodiments
may be used or modifications and additions may be made to the descriBed embodimeﬁt
for performing the same function of the present invention without deviating therefrom.
Therefore, the pfesent invention should not'be limited to any single embodiment, but
rather construed in breadth and scope in accordance with the recitation of the appended

claims.
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Claims

What is claimed is:

1.

A method of operating a multi-level security system comprising the steps of
providing a plura}ity of processors for processing different classificatjon level' of
information; .simultaneously processing said different classifications levéls of
information; and reallocating at least one of said processors from processing one of
said classification levels of information to another of said classification levels of
information.

The method of claim 1 wherein é daté. card is provided for allowing the simultaneous
processing of said different classification levels of information and reallocating at
least one of said processors from processing one c]assificétion level of information to
another.

The method of claim 2 wherein the data card is an encryption means.

The method of claim 3 wherein the data card includes an iﬁformation security means.
The method of claim 4 wherein the data card is a daughter card.

The method of claim 1 wherein the processors are dynamically regllocated.

The method of claim 1 wherein the classification levels are TOP SECRET, SECRET

and CONFIDENTIAL.

A multi-level security system for processing a plurality of different Qidésjfication a

14
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levels of informaﬁon, comprising:

a plurality of processors for collectively processing information
simultaneously pfocessing information from two or more of said plurality of different
classification levels of information; and

means for reallocating at least one of said different classification levels of
information to another one of said classification levels of information.

9. The system of claim 8 wherein the means for reallocating at least one of said different
classification iévels is a data card.

10. The system of claim 9 wherein that data card is an encryption means.

11. The system of claim 10 wherein the data cards includes an information security
means.

12. The system of claim 11 wherein the data card is a daughter card.

13. The system of claim 8 wherein the means of realloéating_ at Jeast one of the
processors dynamically reallocates said processors.

14. The system of claim 8 wherein the claésification levels are TOP SECRET, SECRET
and CONF]DENTIAL.

15. A multi-level security system for processing a plurality of different classification
levels of information, comprising:

a plurality of processors for collectively processing information
simultaﬁeously processing information from two or more of saici plurality of different

clas~sification' levels of information; and -

15
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a data card for reallocating at least one of said different'classification levels of

information to another one of said classification levels of iriformation.

16. The system' of‘claim 15 wherein that data card is an encryption means.

17. The system of claim 16 wherein the data cards includes an information security
means.

18. The system of claim 17 wherein the data card is a daughter card.

19. The system of claim 15 wherein the means of reallocating at least one of the
processors dynamically reallocates said processors.

20. The system of claim 15 wherein the classification levels are TOP SECRET,

SECRET and CONFIDENTIAL.

- 16



WO 2004/021406

PCT/US2003/027354

=

U

=

U g

o

= =
]

VEN
ENCRYPTOR

FIG 1a

ADAPTIVE C415R NODE

¢ DATA_FABRIC >
A

/

COTS
PRICESSOR
BOARD

14

32
VPN ENCRYPTOR
36
[REY MGR34 | 7EROIZE H
FROC & FROC & |
MEMORY J=] | [ MEMORY | | ~20
27" [ DAk |3 “24
SWITCH KPROC -
PROC & ] A
MEMORY {TZS %MJMEMORY
A
ﬁ 16 18
"FILTER FILTER
I l
POWER RESET |
BACKPLANE FIG 1b




PCT/US2003/027354

WO 2004/021406

2 /7

14

ANid

40553004 40551008
30440 3504und
~ W TN
3¢
%5
it i
—
Wi C ey 2
B Mh B
(EIEIEAE QALdREONT
B g i
405510084 40851004
ATy o/ oo
N AL ENED
| W] M|
| NVINNOR JHL 4340 N3N WA L,

NIVINAOK THL ¥3A0 INIM V38 3L,




PCT/US2003/027354

WO 2004/021406

3/

§Old
H0SS 9044 H0SST04d
350dund 3]04Nd
gw\ TN THIND
g9/
1T {t
= — )
fomi O Lgg ¥ 5™
= Ny &S
QALRION QL
Mol 9] W
40553004 4053004
o 10dne Rl By
TN N
( 9 ajdind 1 e |
y .

BYEILLD | JRUOT> £ 20 /im0 oo/oD¥/S 996,

NIVINDOR IHL ¥3AD INIM ¥vHd ML,




PCT/US2003/027354

WO 2004/021406

7oL

4/"7

g BN 0B TONVO |
S A 98 YIVg |
S S LR A
449 4
100 $107
s
N Ndh | N
g
m N\ AN
NI )
V | Vi V V4 ™
r £ T ¢ S = z
W — , N c ) ;
v O\ ¢ WA Y
N N TR et ] o
D)
ddd ddd dd9 ddd 235 8|
5109 109 $100 S109 o == idund
w /oW OSSN = me
Tding . Md LN 9

T1ddnd

¢



PCT/US2003/027354

WO 2004/021406

5/7

COLT

il vmﬁm g_/ ,vmﬁm | o
O ove ® Ve % ey
S N R N ’
Nd N | :
yong
X 7S |
ul 07} § b \
a1l 9> o1 W75 31, W 7S 7 WE 75 >
¢ \V4 S \/ S CFLH@ AV
NdA Ndi Nk NdA N o
10y~ 10M1H0
ddd - dd9 dd9 ddd - 05 9
510 5109 5100 5100 o 8T
T TS A 7O
B e g i v_fz_m of We @ v




PCT/US2003/027354

WO 2004/021406

~e-—-— HIVd TINJIS LINSNVAL

.

W

WIOOK 70l | 4
7 E ~——— HI¥d NS INT0T
1 4d T E I Y BN R
meg /.wz . | o _ Iwh\_\m,m
Nk Mk ) NdA Jg R
a nr ]
RN AR “w _,,/.\.M ‘“_ Jnav Eosésmv | M
! [ S W B i
_ y g)_ 3 _ _ Y _‘ YN v ‘ .“
T N N
0 &ww eﬂm v v e
I ddd / lTvl | ddd ¥9d
’ ) )y |
91 A A A P <
i )21 acl. 9
INISSII04d INISSI0Hd AIH X4
3015~y J0s-Yovia| W30H



PCT/US2003/027354

WO 2004/021406

7/

718N

it
| OUVENG <= HlYd NNV NS
L [owe|
0% ~——— H1vd NOLLDITI) THN9IS
(e 03t — s
T 449 awa | LW
Nh | [ Ndr ] ] N ~ !
I AN ....«.\ WA 08l _ my
} o - ¢ -8V VIYQ CHOLIKS w1
b, \HI ! A ..f.lll..lv
il P\ 4
| NdA { Nk N NeA
~ ~ , @Yo :
| d ang || 4 |a8l| a9 vodi \__ | 4NN g
W Q X 7K e < ,
| ot — % Pl o |4
NOLLYLLIAQI NOLLYOLINRl
139471 TIN9IS NOILJ3Ld0 14
— | TNais




	Abstract
	Bibliographic
	Description
	Claims
	Drawings

