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(57) ABSTRACT 

A method and system for watermarking video images includ 
ing generating a watermark and embedding the generated 
watermark into video images by enforcing relationships 
between property values of selected sets of coefficients with a 
volume of video are described. The watermarks are thereby 
adaptively embedded in the volume of video. 
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VIDEO WATERMARKING 

FIELD OF THE INVENTION 

0001. The present invention relates to watermarking of 
Video content and in particular to embedding and detecting 
watermarks in digital cinema applications. 

BACKGROUND OF THE INVENTION 

0002 Videos contain both a spatial and a temporal axis. 
Images (and similarly video frames) can be represented in the 
spatial domain or in a transform domain. In the spatial 
domain, also called the baseband domain, images are rep 
resented as a grid of pixel values. The transform domain 
representation of a pixeled (i.e., discrete) image can be com 
puted from a mathematical transformation of the spatial 
domain image. In general, this transformation is perfectly 
reversible, or at least reversible without significant loss of 
information. There are several transform domains, the most 
well-known being the FFT (Fast FourierTransform), the DCT 
(Discrete Cosine Transform), which is used in the JPEG 
compression algorithm, and the DWT (Discrete Wavelet 
Transform), which is used in the JPEG2000 compression 
algorithm. One advantage of representing content in a trans 
form domain is that the representation can generally be more 
compact than the baseband representation for a similar per 
ceptual quality. Watermarking methods exist for embedding 
watermarks in the baseband as well as in a transform domain. 
0003 Video or video images lend themselves to various 
watermarking approaches. These approaches to video water 
marking can be grouped into three categories, based on 
whether they select the spatial structure, the temporal struc 
ture, or the global three-dimensional structure of a video for 
watermarking. 
0004 Spatial video watermarking algorithms extend still 
image watermarking to video watermarking via frame-by 
frame mark embedding with existing image watermarking 
algorithms. In the prior art, the frame-by-frame watermark is 
repeated in each frame on a certain interval, where the interval 
is arbitrary and can be a few frames up to the whole video. On 
the detector side, it is advantageous for the Power Signal-to 
Noise Ratio (PSNR) to have the same watermark pattern 
repeated on a number of consecutive frames. However, if 
every frame has the same watermark pattern, special care may 
have to be taken to avoid vulnerability to a possible frame 
collusion attack. On the other hand, if the watermark changes 
for every frame, it can be harder to detect, while inducing 
flickering artefacts and still being vulnerable to collusion 
attacks in stable areas of the video. 
0005. As an improvement, it is not necessary to watermark 
every frame. In the prior art, only automatically selected key 
frames (and the few frames around the key frame) are water 
marked. Key frames are stable frames found between two 
boundary shots frames, and can be reliably located again even 
after a change of frame rate. Watermarking only key frames 
not only reduces the stress on the fidelity constraint but may 
also results in more security and less computational intensity. 
0006 While spatial domain watermarks can benefit from 

still image watermarking techniques robust to geometric 
transformations, e.g. using a geometrically invariant water 
mark, or replicating the watermark in tiled patterns or using a 
template in the Fourier domain, it is difficult to invert, notably 
due to the screen curvature and the geometric transformations 
that occur during a camcorder capture of a projected movie. 
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Furthermore, these two approaches are not secure against 
signal processing attacks, for instance, a template in the Fou 
rier domain can easily be removed. Therefore, spatial domain 
watermarks can be more easily and securely detected if the 
original content is used for registration. In the prior art, a 
semi-automated registration method is used that matches fea 
ture points in the original frame with feature points in the 
extracted frame. For projection on a flat screen, a minimum of 
four reference points must be matched for inverting the trans 
formation. An operator manually selects at least four feature 
points from a set of pre-computed feature points. A two-level 
registration can be done entirely automatically: first in the 
temporal domain, then in the spatial domain. A database of 
frame signatures (also called fingerprints, soft hash or mes 
sage digest) is accessed by the watermark detector to match 
an extracted key frame with the corresponding original frame. 
The latter is then used for automatic spatial registration of the 
test frame. 
0007. It should be noted, however, that the computations 
for the selection of key frames require upcoming frames, 
which are not available at the time of watermark embedding 
for a real time application. An alternative method would be to 
maintain a constant time delay between frame processing and 
playback. 
0008 Prior art temporal watermarking schemes only 
exploit the temporal axis to inserta watermark, by varying the 
global luminance in each frame. That makes the watermark 
inherently robust to geometrical distortions, as well as sim 
plifying the watermark reading after a camcorder attack. The 
robustness of the watermark to temporal low-pass filtering 
(typically applied when de-flickering a camcorded video) can 
be improved with other methods known in the art. However, 
the watermark can be fragile to temporal de-synchronization 
(especially after frame editing). Synchronization, however, 
can also be recovered by matching key frames between the 
desynchronized and original video. 
0009. The two previous approaches (spatial or temporal 
watermarking) use either one or two of the three available 
dimensions for watermarking. The absence of watermark 
structure in one or two of the three available dimensions in a 
video results in a suboptimal use of the space available for a 
watermark. The method described in Bloom et al., U.S. Pat. 
No. 6,885,757 “Method and Apparatus for Providing an 
Asymmetric Watermark Carrier makes complete use of the 
structure of a video. In their spread-spectrum method, the 
technique is apparently robust and secure but the detector 
must synchronize the test video with the original video prior 
to detection. 

SUMMARY OF THE INVENTION 

0010. An aspect of the present invention involves pseudo 
randomly inserting constraint-based relationships between or 
among property values of certain coefficients over consecu 
tive frames or within a single frame. The relationships encode 
the watermark information. 
0011 Coefficients are denoted as the set of data ele 
ments, which contain the video, image or audio data. The term 
content will be used as a generic term denoting any set of 
data elements. If the content is in the baseband domain, the 
coefficients will be denoted baseband coefficients. If the 
content is in the transform domain, the coefficients will be 
denoted as transform coefficients. For example, if an image, 
or each frame of a video, is represented in the spatial domain, 
the pixels are the image coefficients. If an image frame is 
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represented in a transform domain, the values of the trans 
formed image are the image coefficients. 
0012. The present invention in particularly deals with 
DWT for JPEG200 images in digital cinema applications. 
The DWT of a pixeled image is computed by the successive 
application of vertical and horizontal, low-pass and high-pass 
filters to the image pixels, where the resulting values are 
called wavelet coefficients. A wavelet is an oscillating 
waveform that persists for only one or a few cycles. At each 
iteration, the low-pass only filtered wavelet coefficients of the 
previous iteration are decimated, then go through a low-pass 
vertical filter and a high-pass vertical filter, and the results of 
this process are passed through a low-pass horizontal and a 
high-pass horizontal filter. The resulting set of coefficients is 
grouped in four subbands, namely the LL., LH, HL and HH 
subbands. 
0013. In other words, the LL, LH, HL and HH coefficients 
are the coefficients resulting from the Successive application 
to the image of respectively, low-pass vertical/low pass hori 
Zontal filters, low-pass vertical/high-pass horizontal filters, 
high-pass vertical/low-pass horizontal filters, high-pass ver 
tical/high-pass horizontal filter. 
0014. An image may have a number of channels (or com 
ponents), that correspond to different native colors. If the 
image is in grayscale, then it has only one channel represent 
ing the luminance component. In general, the image is in 
color, in which case three channels are typically used to 
represent the different color components (though a different 
number of channels is sometimes used). The three channels 
may respectively represent the red, green and blue compo 
nent, in which case the image is represented in the RGB color 
space, however, many other color spaces can be used. If the 
image has multiple channels, the DWT is generally computed 
separately on each color channel. 
00.15 Each iteration corresponds to a certain layer or 
level of coefficients. The first layer of coefficients corre 
sponds to the highest resolution level of the image, while the 
last layer corresponds to the lowest resolution level. FIG. 1 is 
a video representation in one component of a 5-level wavelet 
transform. Units 105-120 are frames of a video. Unit 125 
indicates the LL Subband coefficients at the lowest resolution. 
Unit 125a shows the coefficients at (fc.l.b.x,y) with frame 
f=0, channel c=0, Subband b=0, resolution level l=0, and 
positions X and y–0. 
0016 To best exploit the 3D structure of a video, the 
present invention uses both the temporal and spatial axis. As 
spatial registration is hard to achieve for movies after projec 
tion and capture, the present invention uses very low spatial 
frequencies or global properties of low spatial frequencies, 
which are less sensitive to geometric distortions for spatial 
registrations. Temporal frequencies are more easily recov 
ered as most transforms occurring during attacks are time 
linear. 

0017. In the present invention, the low-resolution wavelet 
coefficients of the video are directly watermarked. As the 
number of pixels in a frame is on the order of 1000 times 
larger than the number of the lowest resolution wavelet coef 
ficients, the number of operations is potentially much smaller 
in the present invention. 
0018. A method and system for watermarking video 
images including generating a watermark and embedding the 
generated watermark into video images by enforcing rela 
tionships between property values of selected sets of coeffi 
cients with a volume of video are described. The watermarks 
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are thereby adaptively embedded in the volume of video. A 
method and system for watermarking video images including 
selecting sets of coefficients and enforcing relationships 
between property values of selected sets of coefficients with a 
volume of video are also described. A method and system for 
watermarking video images including generating a payload, 
selecting sets of coefficients, modifying coefficients and 
embedding said watermark by enforcing relationships 
between property values of selected sets of coefficients with a 
Volume of video are also described. The modified coefficients 
replace the selected sets of coefficients 
0019. A method and system for detecting watermarks in 
Video images including preparing a signal, extracting and 
calculating property values, detecting bit values and decoding 
a payload, where the payload is a bit sequence generated and 
embedded by enforcing relationships between property val 
ues in a volume of video are described. A method and system 
for detecting watermarks in Video images including preparing 
a signal and decoding a payload, where the payload is a bit 
sequence generated and embedded by enforcing relationships 
between property values in a volume of video are also 
described. A method and system for detecting watermarks in 
a Volume of video including preparing a signal, extracting and 
calculating property values and detecting bit values are also 
described. 
0020 While the present invention may be implemented in 
hardware, firmware, FPGAs, ASICs or the like, it is best 
implemented in Software residing in a computer or processing 
device where the device may be a server, a mobile device or 
any equivalent thereof. The method is best implemented/ 
performed by programming the steps and storing the program 
on computer readable media. In the event that the speed 
required for real-time processing requires hardware for one of 
more sequences of steps, a hardware solution for all or any 
part of the processes and methods described herein can be 
easily implemented with no loss of generality. The hardware 
Solution can be then be embedded into a computer or process 
ing device, such as but without limitation a server or mobile 
device. In an example of implementation for real-time water 
marking JPEG2000 images for digital cinema application, a 
JPEG2000 decoder in a digital cinema server or projector 
delivers the coefficients of the lowest resolution level of each 
frame to the watermarking embedding module. The embed 
ding module modifies the received coefficients and returns 
them to the decoder for further decoding. The delivery, water 
marking and return of coefficients are performed in real-time. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021. The present invention is best understood from the 
following detailed description when read in conjunction with 
the accompanying drawings. The drawings include the fol 
lowing figures briefly described below where like-numbers 
on the figures represent similar elements: 
0022 FIG. 1 is a video representation in one component of 
a 5-level wavelet transform. 
0023 FIG. 2 is a flowchart depicting the payload genera 
tion step of watermarking. 
0024 FIG. 3 is a flowchart depicting the coefficient selec 
tion step of watermarking. 
0025 FIG. 4 is a flowchart depicting the coefficient modi 
fication step of watermarking. 
0026 FIG. 5 shows a video frame at full resolution and a 
video frame reconstructed from coefficients at resolution 
level 5. 
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0027 FIG. 6 is a block diagram of watermarking in a 
D-cinema server (Media Block). 
0028 FIG. 7 is a flowchart depicting video watermark 
detection. 
0029 FIG. 8 is a flowchart depicting signal preparation for 
video watermark detection. 
0030 FIG. 9 shows a cross-correlation function. 
0031 FIG. 10 is a flowchart depicting detection of bit 
values in video watermark detection. 
0032 FIG. 11 shows an accumulated signal. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0033. A number of applications require real-time water 
mark embedding such as session-based watermark embed 
ding for Set-Top Box and for Digital Cinema Server(or called 
Media Block) or Projector. While fairly obvious, it is worth 
mentioning that this renders it difficult to apply watermarking 
methods that, at a given time, exploit frames coming later in 
time. Offline pre-computations (for example of a watermark's 
location or strength) should preferably be avoided. There are 
several reasons for that, but the two most important ones are: 
potential security leaks (current generation watermarking 
algorithms are generally less secure if the attacker knows the 
full details of the embedding algorithm), and impracticality. 
0034. In most applications, a unit of digitally watermarked 
content generally undergoes some modification between the 
time it is embedded and the time it is detected. These modi 
fications are named attacks because they generally degrade 
the watermark and render its detection more difficult. If the 
attack is expected to occur naturally during the application, 
the attack is considered non-intentional. Examples of non 
intentional attacks can be: (1) a watermarked image that is 
cropped, scaled, JPEG compressed, filtered etc. (2) a water 
marked video that is converted to NTSC/PAL SECAM for 
viewing on a television display, MPEG or DIVX compressed, 
re-sampled etc. On the other hand, if the attack is deliberately 
done with the intention of removing the watermark or impair 
ing its detection (i.e. the watermark is still in the content but 
cannot be retrieved by the detector), then the attack is inten 
tional, and the party performing the attack is the pirate. 
Intentional attacks generally have the goal to maximize the 
chance of making the watermark unreadable, while minimiz 
ing the perceptual damage to the content: examples of attacks 
can be small, imperceptible combinations of line removals/ 
additions and/or local rotation/scaling applied to the content 
to make very difficult its synchronization with the detector 
(most watermark detectors are sensitive to de-synchroniza 
tion). Tools exist on the internet for the above attack purposes, 
e.g. Stirmark (http://www.petitcolas.net/fabien/watermark 
ing/stirmark/). 
0035. In the case of the so-called "camcorder attack, 
which is performed by a person illegally capturing a movie 
during playback in a theater, the attack is considered uninten 
tional, even if the party performs an illegal action. Indeed, the 
movie capture is not done with the intent of removing the 
watermark. However, after its capture, the person may run 
additional processes on the captured video to ensure that the 
watermark can no longer be detected in the content. These 
latter attacks are then considered intentional. 
0036. For example, a session-based watermark for digital 
cinema must Survive the following attacks: resizing, letter 
boxing, aperture control, low-pass filtering and anti-aliasing, 
brick wall filtering, digital video noise reduction filtering, 
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frame-swapping, compression, Scaling, cropping, overwrit 
ing, the addition of noise and other transformations. 
0037 Camcorder attacks include the following attacks in 
sequential order: camcorder capture, de-interlacing, crop 
ping, de-flickering and compression. Notably, camcorder 
capture introduces a significant spatial distortion. The present 
invention is focused on the camcorder attack because it is 
generally recognized that a watermark Surviving the cam 
corder attack will Survive most other non-intentional attacks, 
e.g. a screener copy, telecine, etc. However, it is important as 
well that the watermark survives other attacks. The frames of 
a video are generally interlaced for playing on NTSC or PAL 
SECAM compliant systems. De-interlacing, does not really 
impact the detection performance, but is a standard process 
used by pirates to improve the captured video quality. A video 
of aspect ratio 2.39 is captured fully with approximately a 4:3 
aspect ratio; the top and bottom areas of the video are roughly 
cropped. Captured videos typically exhibit a disturbing 
flicker, which is due to an aliasing effect in the time domain. 
The flicker corresponds to quick variation of luminance, 
which can be filtered out. De-flickering filters are often used 
by pirates to remove such flickering effects. Even if de-flick 
ering filters are not used with the intention of erasing a water 
mark, they can be very damaging to the temporal structure of 
the watermark, because they strongly low pass filter each 
frame. Finally, captured movies are compressed to fit the 
available distribution bandwidth/media/format, e.g. DIVX or 
other lossy video formats. For example, movies found on P2P 
networks often have a file size allowing for storing an entire 
100 minute movie on a 700 Mbytes CD. This corresponds to 
an approximate total bit rate of 934 kbps, or about 800 kbps if 
128 kbps are kept for the audio tracks. 
0038. This sequence of attacks corresponds to the most 
severe processes that would occur during the lifetime of a 
pirated video that can be found on a peer-to-peer (P2P) net 
work. It also includes, explicitly or implicitly, most of the 
above-mentioned attacks that watermarks must Survive. In 
addition to the camcorder attack, the watermarking method 
and apparatus of the present invention also Survives frame 
editing (removal and/or addition) attacks. 
0039 Watermarking detection systems are called blind 
(or non-blind) if the detector does not need (does need) access 
to the original content. There are also so called semi-blind 
systems that need access only to data derived from the origi 
nal content. Some applications such as forensic tracking for 
session-based watermarks for digital cinema do not explicitly 
require a blind watermark Solution and access to original 
content is possible as detection will typically be done offline. 
The present invention uses a blind detector but inserts syn 
chronization bits in order to synchronize the content at the 
detector. Semi-blind detectors can also be used with the 
present invention. If a semi-blind detector is used, synchro 
nization could eventually be performed using the data derived 
from the original content. In this case, the synchronization 
bits would not be necessary, and the size of the watermark, 
also called watermark chip, could be reduced. 
0040. In a specific example for digital cinema application, 
a minimum payload of 35 bits needs to be embedded in the 
content. This payload should contain a 16-bit timestamp. If a 
time stamp is generated every 15 minutes (four per hour), 24 
hours per day and 366 dayS/year, and the stamp repeats annu 
ally, there are 35,136 time stamps needed, which can be 
represented with 16 bits. The other 19 bits can be used to 
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represent a location or serial number for a total 524,000 
possible locations/serial numbers. 
0041. In addition, all 35-bits are required to be detectable 
from a five minute segment. In other words, no more than 5 
minutes of video should be required to extract the forensic 
mark. In one embodiment, the present invention uses a 64-bit 
watermark, and the watermark chip is repeated every 3:03 
minutes. A video watermark chip embedded in 3:03 minutes 
of video at 24 frames per second with one embedded bit per 
frame has 4392 bits (183 seconds*24 frames per sec 
ond=4392 frames 4392 bits at one bit per frame). 
0042. The video watermarking method of the present 
invention is based on modifying the relationship between 
different properties of the content. Specifically, to encode bits 
of information, certain coefficients of an image/video are 
selected, assigned to different sets, and manipulated in a 
minimal way in order to introduce a relationship between the 
property values of the different sets. Sets of coefficients have 
different property values, which generally vary in different 
spatio-temporal regions of a video, or are modified after pro 
cessing the content. In general, the present invention uses 
property values that vary in a monotonic way, for which 
attacks have a predictable impact, because it is easier to 
ensure a robust relationship in that case. Such properties will 
be denoted as invariant. While the present invention is best 
practiced using invariant properties, it is not so limited and 
can be practiced using properties that are not invariant. For 
example, the average luminance value of a frame is consid 
ered invariant over time: it varies generally in a slow, mono 
tonic way (except at boundary shots); furthermore, an attack 
Such as contrast enhancement will generally respect the rela 
tive ordering of each frame's luminance value. 
0043. A video content is typically represented with mul 

tiple separate components (or channels) such as RGB (red/ 
green/blue, widely used in computer graphics and color tele 
vision). YIQ, YUV and YCrCb (used in broadcast and 
television). YCrCb consists of two major components: lumi 
nance (Y) and chrominance (CrCb or also known as UV). The 
amount of luminance or Y-component of a video content 
indicates its brightness. Chrominance (or chroma) describes 
the color portion of the video content, which includes the hue 
and Saturation information. Hue indicates the color tint of an 
image. Saturation describes the condition where the output 
color is constant, regardless of changes in the input param 
eters. The chrominance components of YCrCb include the 
color-red (Cr) component and the color-blue (Cb) of the color. 
The present invention considers a video content as multiple 
3D volumes of coefficients with the size of W*H*N (where 
W. Hare the width, height of a frame in the baseband domain 
or in a transform domain, respectively, and N is the number of 
frames of the video). Each 3D volume corresponds to one 
component representation of a video content. The watermark 
information is inserted by enforcing constraint-based rela 
tionships between certain property values of selected sets of 
coefficients within one or more volumes. However, as the 
human eye is much less sensitive to the overall intensity 
(luminance) changes than to color (chrominance) changes, a 
watermark is preferably embedded in the 3D video volume 
representing the luminance component of a video content. 
Another advantage of luminance is that it is more invariant to 
transformations of the video. Hereinafter, a 3D video volume 
represents the luminance component unless otherwise speci 
fied, although it can represent any component. 
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0044. In the present invention, a set of coefficients can 
contain any number of coefficients (from one to W*H*N) 
taken from arbitrary locations in the content. Each coefficient 
has a value. Therefore different property values can be com 
puted from a set of coefficients—some examples are given 
below. To insert the watermark information, a number of 
relationships can be enforced by varying the coefficient val 
ues in a number of sets of coefficients. A relationship is to be 
understood in a non-limiting way, as one or a set of conditions 
that one or more property values of one or more sets of 
coefficients must satisfy. 
0045 Various types of properties can be defined for each 
set of coefficients. Properties are calculated preferably in the 
baseband domain (such as brightness, contrast, luminance, 
edge, color histogram) or in transform domain (energy in a 
frequency band). Some property values can be calculated 
equally in the baseband and transform domains, as is the case 
of luminance. 
0046. One suitable way to embed a bit of information is by 
selecting two sets of coefficients, and enforcing a pre-defined 
relationship between their property values. The relationship 
can be, for instance, that one property value of the first set of 
coefficients is greater than the corresponding property value 
of the second set of coefficients. However, it is noted that 
there are several variations in the ways to embed bits of 
information. One way to embed more than one bit of infor 
mation in the two selected sets of coefficients is to enforce 
relationships between the values of more than one property of 
the two sets of coefficients. 
0047. It is also possible to embed a bit of information by 
using only one set of coefficients, and enforcing a relationship 
of a property value of this set of coefficients. For instance, the 
property value can be set to be greater than a certain value, 
which may be predefined or adaptively computed from the 
content. It is also possible to embed more than two bits of 
information using one set of coefficients, by defining four 
exclusive intervals, and enforcing the condition that the prop 
erty value lies in a certain interval. Other ways to embed more 
than one bit include using more than one property value, and 
enforcing a relationship for each of the property values. 
0048. In general, the basic scheme can be generalized to an 
arbitrary number of sets of coefficients, an arbitrary number 
of property values and an arbitrary number of relationships to 
be enforced. While this can be advantageous to embed higher 
quantities of information, specific techniques such as linear 
programming may have to be used in order to ensure that the 
various relationships are enforced simultaneously with a 
minimal perceptual change. As noted above, it can be easierto 
enforce a relationship if invariant property values are used. 
0049 Many properties in a 3D video volume (and set of 
coefficients) are relatively invariant in a spatio-temporal way 
and/or before/after processing of the content. Examples of 
invariant properties include: 

0050 Coefficients (e.g. wavelet coefficients) in con 
secutive frames or different sub-bands of the same frame 

0051 Average luminance values in consecutive frames 
0.052 Average texture feature value in consecutive 
frames 

0.053 Average edge measure in consecutive frames 
0.054 Average color or luminance histogram distribu 
tion in consecutive frames. 

0.055 Energy in a certain frequency range 
0056. Any of the above invariant properties in an area 
defined by extracted feature points 
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0057 Watermarking algorithms generally operate with a 
secret key, which is known only to the embedder and detec 
tor. Using a secret key brings similar advantages as in cryp 
tographic systems: for instance, the details of the watermark 
ing system can be, in general, known without compromising 
the security of the system, therefore algorithms can be dis 
closed for peer review and potential improvement. Further 
more, the secret of the watermarking system is held in a key, 
i.e. one can only embed and/or detect the watermark if the key 
is known. Keys can more easily be hidden and transmitted 
because of its compact size (typically 128 bits). A symmetric 
key is used to pseudo-randomize certain aspects of the algo 
rithm. Typically, the key is used to encrypt the payload (e.g. 
using a standard cryptographic algorithm such as DES) after 
it has been encoded for error correction and detection, and 
expanded to fit the content. For the method of the present 
invention, the key can also be used to set the relationships, 
which will be inserted between the property values of two 
different sets of coefficients. Therefore, these relationships 
are considered to be pre-defined, as they are fixed for a given 
secret key. If there is more than one pre-defined relationship 
for embedding the watermark, the key can also be used to 
randomly select the precise relationship, for a given bit of 
information and given sets of coefficients. 
0058. The selected sets of coefficients generally corre 
spond to regions, where a region is to be understood as a set 
of coefficients located in the same area of the content. While 
regions of coefficients may correspond to spatio-temporal 
regions of the content, as is the case of baseband coefficients 
and wavelet coefficients, it is not necessarily the case. For 
instance, the 3D Fourier transform coefficients of the content 
correspond to neither a spatial nor a temporal region, but it 
would correspond to a region of similar frequencies. 
0059 For example, a set of coefficients may correspond to 
a region, which can be made of all the coefficients in a certain 
spatial area for one frame. To encode a bit of information, two 
regions from two consecutive frames are selected and their 
corresponding coefficient values are modified to enforce a 
relationship between certain properties of these two regions. 
It is noted, as will be explained in further detail below, that it 
may not be necessary to modify the coefficient values if the 
desired relationship already exists. 
0060 For yet another example, with wavelet transform 
there are four wavelet coefficients (LL, LH, HL and HH) 
corresponding to the four Subbands for each position and each 
component (channel) at each resolution level for each frame. 
A set of coefficients may just contain one coefficient in one of 
the four subbands. Assume that C1, C2, C3, C4 are the four 
coefficients located at the same position, channel and resolu 
tion level but in four subbands, respectively. One method to 
embed watermark is to enforce a relationship between C2 and 
C3, which corresponds to the coefficients in HL and LH 
subbands, respectively. One example of the relationship is 
that C2 is greater than C3. Another method to embed water 
marks is to enforce relationships between C1-C4 in a frame 
and the corresponding coefficients in the consecutive frame. 
A variation on this principle is by inserting a relationship for 
only one type of coefficient, where the coefficient must be 
greater than a pre-computed value. For instance, for all posi 
tions in a frame at a certain resolution level it is possible to 
enforce a constraint that the value of coefficient LL is greater 
than a pre-computed value. In the above examples, the prop 
erty value is the value of a wavelet coefficient itself. 
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0061. It is essential to be able to identify the same, or 
nearly the same sets of coefficients on the detection side as on 
the watermarking side. Otherwise, the wrong coefficients 
would be selected and the measured property value would be 
erroneous. Identifying the correct coefficients is generally not 
a problem if the content has been mildly processed before 
detection, in which case the location of the coefficients 
(whether in a spatial or transform domain) has not changed. 
However, if the processing changes the geometrical or tem 
poral structure of the content, as is generally the case during 
a camcorder attack, the coefficients are likely to change loca 
tion. 
0062) If there is a change in the temporal structure of the 
content, one can either use a non-blind or semi-blind Scheme, 
to resynchronize the content. Different methods are available 
in the prior art for that purpose. If the detection must be done 
blindly (i.e. without access to any data derived from the 
original content) it is possible to insert synchronization bits 
with a predictable value in the content, which will be used by 
the detector for resynchronizing the content. Such a scheme 
will be described in further detail below. 
0063. To ensure robustness to changes in the geometrical 
structure of the content, synchronization/registration meth 
ods, known in the prior art, which restore the modified content 
by matching the locations in the modified content to the 
corresponding location in the original content can be used. 
Changes in the geometrical structure of the content occur, for 
example, after rotation, Scaling and/or cropping of the content 
in the case where the original content, or where some data 
derived from it are available (e.g. a thumbnail or some char 
acteristic information of the original content), 
0064. In the case of blind detection, one possibility is to 
use very low spatial frequencies. For a video frame or an 
image, one region of coefficients may correspond to a full 
Video frame, a half or a quarter of the frame. In this case, most 
of the coefficients will be correctly selected (all coefficients, 
if the region corresponds to a full video frame), and the 
detection is generally robust even if some coefficients are 
assigned to the wrong set. 
0065. Another way to be inherently robust to a change in 
the geometrical structure is to use regions that actually con 
tain only one coefficient, and to enforce a relationship 
between one coefficient in one frame and one coefficient at 
the corresponding position in the next frame. If the same 
relationship is enforced for all coefficients in the two frames, 
one can easily see that the detection is inherently robust to 
geometrical distortions. A related way to ensure robustness to 
a change in geometrical structure is to create relationships 
between the different wavelet coefficients at a given location 
in different sub-bands. For example, in wavelet transform 
there are four coefficients corresponding to the four subbands 
(LL, LH, HL and HH) for each resolution level, each position 
and component (channel). The same relationship between 
two coefficients for all positions in a frame may be enforced 
at a certain resolution level to embed a watermark bit for 
strengthening the watermark robustness. On the detection 
side, the number of times that the relationship is observed as 
an indicator of which bit was embedded. 

0066. Yet another way to ensure robustness to changes in 
the geometrical structure is to use feature points that are 
invariant to changes in the geometrical structure. Here, invari 
ant means when, using a certain algorithm to extract feature 
points of a video or image, the same points are found on the 
original and on the modified content. Different methods are 
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known in the prior art for that purpose. Those feature points 
can be used to delimit the regions of coefficients in the base 
band and/or transform domain. For example, three adjacent 
feature points delimit an internal region, which can corre 
spond to a set of coefficients. Also, three adjacent feature 
points can be used to define Sub-regions, with each Sub-region 
corresponding to a set of coefficients. 
0067. Yet another way to be inherently robust to a change 
in the geometrical structure is to enforce the relationships 
between the value of a global property of all coefficients in 
one frame and the value of the same global property of all 
coefficients in a second frame. It is assumed Such global 
property is invariant to the change in the geometrical struc 
ture. An example of such global property is the average lumi 
nance value of one image frame. 
0068 A non-limiting exemplary algorithm that embeds 

bits by enforcing constraints between property values of two 
consecutive frames of a video is as follows: 
0069. For each frame which is a JPEG2000 compressed 
image in a sequence of frames F1, F2, ... Fn of video: 

0070 a) Select a region, which consists of N coeffi 
cients at the resolution level L. The coefficients may 
belong to one or more Subbands, such as LL., LH, HL and 
HH. The region can be of arbitrary but fixed shape (e.g. 
rectangle shape) or as described above can vary depend 
ing on the original image content, using for example 
feature points for additional stability of the region when 
facing geometric attacks. 

0071 b) Determine the relevant global property for the 
region. A global property may be an average luminance 
value, an average texture feature measure, an average 
edge measure, or an average histogram distribution of 
the region. P is the value of Such a global property. 

For embedding a bit sequence b1, b2, ... bm}: 
0072 a) If bi (1sism) is 0, modify F, and F in a 
minimal way (only if necessary) Such that P(F)>P 
(F2). 

0073 b) Else Ifbi (1sism) is 1, modify F, and F. 
in a minimal way (only if necessary) Such that P(F) 
<P(F). 

0074 This algorithm can be extended to embed multiple 
bits per frame, by inserting relationships between several 
property values of the two frames. 
For watermark detection: 

0075 a) Synchronize the captured video in the temporal 
domain. This can be done either using synchronization 
bits, a non-blind or semi-blind scheme. 

0076 b) Select a region which consists of N coefficients 
at the level L. Similarly to embedding, the region can be 
offixed shape. 

0077 c) Calculate the relevant global property for the 
region. P' is the value of the global property of the region. 

0078 d) A bit 0 is detected if P'(F)>P'(F) 
(0079 e) A bit 1 is detected if P(F)<P'(F) 

0080 Watermarking in the present invention is separated 
into three steps: payload generation, coefficient selection, and 
coefficient modification. The three steps are described in 
detail below as an exemplary embodiment of the present 
invention. It should be noted that a great deal of variation is 
possible for each of these steps, and the steps and the descrip 
tion are not intended to be limiting. 
0081 Referring now to FIG. 2, which is a flowchart 
depicting the payload generation step of watermarking, a 
secret key is retrieved or received in step 205. Information 
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including a time stamp and a number identifying a location or 
serial number of a device are retrieved or received at step 210. 
The payload is generated at step 215. The payload for a digital 
cinema application is a minimum of 35 bits and in a preferred 
embodiment of the present invention is 64bits. The payload is 
then encoded for error correction and detection, for example, 
using BCH coding at step 220. The encoded payload is 
optionally replicated at step 225. Optionally, then synchroni 
zation bits are generated based on the key at step 230. Syn 
chronization bits are generated and used when using blind 
detection. They may also be generated and used when using 
semi-blind and non-blind detection schemes. If synchroniza 
tion bits were generated then they are assembled into a 
sequence at Step 235. The sequence is inserted into the pay 
load at step 240 and the entire payload is then encrypted at 
step 245. 
I0082 Payload generation includes translating the con 
crete information to be embedded into a sequence of bits, 
which we call the “payload’. The payload to be embedded is 
then expanded through the addition of error correction and 
detection capabilities, synchronization sequences, encryp 
tion and potential repetitions depending on the available 
space. An exemplary sequence of operations for payload gen 
eration is: 

0083 1. Translate “information” to be embedded into an 
"original payload’. Transform information (timestamp, 
projector ID, etc.) into payload. An example was given 
above for creating a 35 bit payload for a digital cinema 
application. In an exemplary embodiment of the present 
invention, the payload has 64bits. Compute “encoded pay 
load from original payload, the encoded payload includes 
error correction and detection capabilities. Various error 
correction codes/methods/schemes can be used. For 
example, BCH coding. The BCH code (64.127) can correct 
up to 10 errors in the received bit stream (i.e. approxi 
mately 7.87% error correction rate). However, if the 
encoded payload is repeated a number times, a greater 
number of errors can be corrected thanks to the redun 
dancy. In an exemplary embodiment of the present inven 
tion, the 127-bit repeated encoded payload is repeated 12 
times, and it is possible to correct up to 30% errors in the 
individual bits embedded in each frame. 

I0084 2. Depending on available space, replicate the 
encoded payload to obtain “replicate encoded payload’. In 
the present invention, replicate each of the encoded bits 
twelve times for a total of 127 (BCH coding)*12=1524 
bits. 

I0085 3. Using a key, encrypt the replicated encoded pay 
load; to obtain “encrypted payload”; the encrypted payload 
is typically the same size as the replicated encoded pay 
load. 

I0086 4. (Optionally, prior to encryption) Generate syn 
chronization bits and insert at various places in the repeated 
encoded payload; the resulting sequence is the video water 
mark payload. For example, compute a fixed synchroniza 
tion sequence with 2868 bits. This sequence is split into 
one global synchronization unit of 996 bits (as the header 
of the watermark chip) and 12 local synchronization units 
of 156 bits (for the headers of each payload). In this 
example, a large number of bits are used as synchronization 
bits. While it is possible to reduce the amount of synchro 
nization bits significantly if we were to use a non-blind 
method (wherein the original content is used for tempo 
rally synchronizing the test content) at the detector, the 
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synchronization bits are still very useful for locally adjust 
ing registration. In other words, synchronization bits do 
take space that could be otherwise used for additional 
redundancy of the information and thereby increase 
robustness to individual bit errors. However, synchroniza 
tion bits increase the precision and quality of the extracted 
information, which results in less individual biterrors. The 
number of inserted synchronization of bits is therefore set 
as the best compromise resulting in the Smallest number of 
errors in the 127 encoded bits. 

0087 5. Assemble the watermark chip by concatenating 
the following bits in order: 
I0088 Global synchronization (996 bits) synchroniza 

tion unit. 
I0089 First 127 bits of encrypted payload, then first 

local synchronization unit (156 bits) 
0090 Second 127 bits of encrypted payload, then sec 
ond local synchronization unit (156 bits) 

0091 
0092 Last 127 bits of payload, then last local synchro 
nization unit (156 bits) 

0093. The watermark chip (e.g., 4392 bits) is typically a 
few orders of magnitude larger than the original payload (e.g., 
64 bits). This allows recovery from the errors that occur 
during transmission on a noisy channel. 
0094) Referring now to FIG. 3, which is a flowchart 
depicting the selection of coefficients for watermarking, the 
key is retrieved or received at step 305. The payload (en 
crypted, synchronized, replicated and encoded) is retrieved at 
step 310. The coefficients are then divided into disjoint sets 
based on the key at step 315. Based on the payload bit and the 
key, the constraint between property values is determined at 
step 320. 
0.095 The selection of coefficients can occur in the base 
bandorina transform domain. The coefficients in a transform 
domain are selected and grouped in two disjoint sets C1 and 
C2. A key is used to randomize the coefficient selection. A 
property value for each of the two sets, P(C1) and P(C2) is 
identified, such that it is generally invariant for C1 and C2. A 
variety of Such properties can be identified, for example, 
average value (e.g. luminance), maximum value, and entropy. 
0096. The key and bit to be inserted are used to establish 
the relationship between the values of a property of C1 and 
C2, for instance P(C1)>P(C2). This is called constraint deter 
mination. For additional robustness, a positive value r can be 
used such that P(C1)->P(C2)+r. The relationship may already 
be in place, in which case the coefficients need not be modi 
fied. In the worst case, P(C2) may be significantly larger than 
P(C1), for instance, if P(C2) is already greater than P(C1)+t 
where t is a predetermined value or determined according to 
a perceptual model, in which case it is not worth changing the 
coefficients because it may introduce perceptual damage. In 
most cases though, P(C1) will become P'1=P(C1)+p1, and 
P(C2) will become P2=P(C2)-p2 (p1 and p2 are positive 
numbers), such that P1 >P2+r. 
0097. Referring now to FIG. 4, which is a flowchart 
depicting the coefficient modification step of watermarking, 
at step 405, the disjoint sets of coefficients are received or 
retrieved. The property values for the disjoint sets of coeffi 
cients are measured at step 410. The property values are tested 
at step 415 to determine the distance between them, which is 
a measure of the robustness. If the property values are within 
a threshold distance, t, then proceed to step 420 because no 
coefficient modification is necessary. If the property values 
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are greater than the threshold distance, r, then a further test is 
performed at step 425 to determine if the property values are 
within certain maximum distances allowed in order to per 
form coefficient modification. If the property values are 
within the maximum distances then the coefficients are modi 
fied to satisfy the constraint relationship at step 435. If the 
property values are not within the maximum distances then 
the coefficients are not modified as prescribed by step 430. 
0098. The watermarking method of the present invention 

is “adaptive' to the original content, because the modifica 
tions to the content are minimal while ensuring that the bit 
value will be correctly detected. Spread spectrum watermark 
ing methods can be also adaptive to the original content, but 
in a different way. Spread spectrum watermarking methods 
take account of the original content to modulate the change 
Such that it does not lead to perceptual damage. This is con 
ceptually different from the method of the present invention, 
which may decide not to insert any change at all in certain 
areas of the content, not because Such modifications would be 
perceptible, but because the desired relationship already 
exists or because the desired relationship cannot be set with 
out significantly deteriorating the content. As will be seen 
below, the method of the present invention can, however, be 
made adaptive both for ensuring that that the bit will be 
correctly decoded and to minimize the perceptual damage. 
0099 Because the method of the present invention intro 
duces a minimal amount of distortion to ensure that a bit is 
robustly embedded, and gives up in cases where the distortion 
would be too severe, it would lead to a greater robustness than 
the spread spectrum methods for the same distortion and bit 
rate. 

0100. In the baseband domain, one embodiment of the 
present invention divides the pixels in each frame into a top 
part and a lower part. The luminance of the top/lower part is 
increased or decreased depending on the bit to be embedded. 
Each frame is split into four rectangles in the spatial domain 
from the center point. Splitting the frame into four rectangles 
allows storage of up to four bits per frame. The method 
includes: 

0101 Grouping pixel values into top part of a frame and 
lower part of a frame, to form two sets of coefficients C1 
and C2. 

0102 Measuring the luminance, i.e. P(C1) is the aver 
age of all coefficients in C1, and same for C2. 

0.103 Modifying the pixel values only if required, and 
in a minimal way to set the constraint, e.g. P(C1)>P 
(C2)+r, where r is generally a positive value. 

0104. In this embodiment of the present invention, the 
watermark embedding module only has access to the lowest 
resolution coefficients of the wavelet transformation of the 
image. For video frames with pixel size 2048 (width)x856 
(height) pixels, there are 64x28–1728 coefficients for each 
subband at resolution level 5 (i.e. LL., LH, HL and HH), or 
1728*4=6912. Only these coefficients, or a subset of these 
coefficients, are used for video watermark embedding. Two 
non-limiting methods are described below using groups of 
coefficients selected within a frame. 
0105. In the first method, only the LL coefficients (also 
called approximation coefficients) are used for video water 
mark embedding. The LL coefficient matrix (64x28) is split 
into four tiles/parts from the center point. C1, C2, C3 and C4 
of 32x14 each. Depending on the bit to be embedded and the 
key, a certain relationship is created between the coefficients 
of each of the four parts LLa (top left region), LLb (top right), 
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LLc (bottom right) and LLd (bottom left) by increasing/ 
decreasing coefficients of each part Such that a certain con 
straint is met. Each of the four rectangular tiles/parts can have 
between 286 and 1728 coefficients for each of the three color 
channels. To smoothen the watermark (and limit its visibility) 
at the transition between regions LLa to LLC, a transition 
region can be left non-watermarked or watermarked with a 
lowered strength. 
0106 An example of constraint can be: P(C1)+P(C2)>P 
(C3)+P(C4). While it is noted that for a linear property such as 
average luminance, this equation can be written as P(C1 
union C2)>P(C3 union C4) where there are only have two 
regions instead of four, this is generally not true for a non 
linear property such as the maximum value of all coefficients. 
There are several different possible constraints depending on 
the bit to be embedded and the key used. 
0107. One advantage of the separation of the coefficients 
into four tiles is that, besides allowing for introducing con 
straints, it also allows the use of very low spatial frequencies. 
As explained above, these frequencies are robust to geometric 
attacks, while allowing for storing a higher number of bits 
than a method that would consider only a global property of 
the frame. 

0108 Coefficients LH and HL in the second method are 
used for video watermark embedding. There are various ways 
to manipulate these coefficients in order to insert constraints. 
A bit is embedded by inserting a constraint between coeffi 
cients LH and HL at the lowest level of resolution. For 
instance, the constraints can be such that for all x,y, in a frame 
f coefficients LH(x,y,f)>HL(x,y,f). As such a constraint is 
often too strong to be literally applied in practice, the coeffi 
cients can be manipulated Such that the relationship globally 
applies. For instance, it can be such that: 

Or 

0109. It should be noted that the second relationship is not 
linear, and allows for a finer grain but more complex insertion 
of constraints. This allows for distributing the change to coef 
ficients such that areas more sensitive to changes not changed 
as much, if at all. 
0110. It should be noted that in this method instead of 
modifying pixel values, a relatively small number of coeffi 
cients (64x28 LL coefficients) are modified to change the 
luminance of a frame. This is a great advantage for watermark 
embedding, especially in an application, which has limited 
computational resources and requires cost-effective and real 
time watermarking function. 
0111. Several more methods can be imagined, depending 
on the sets of coefficients, which can use coefficients in one 
frame only or coefficients from Successive frames, the mea 
Sured property, the type of relationship to enforce, etc. In 
general, the most workable methods will use sets of coeffi 
cients with mostly invariant properties, in the sense that the 
ordering of property values is generally preserved after modi 
fication to the content 

0112 For coefficient modification, the present invention 
in one embodiment uses two sets of coefficients C1={c11, .. 
... c1N and C2={c21,..., c2N}, and modifies their value. 
The values of coefficients cij, are denoted V(cij) and v'(cij) 
before, and after the modification respectively. 
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0113. As discussed above, more than two sets of coeffi 
cients can be used for more Sophisticated relationships. It is 
also possible to use just one set of coefficients. Without loss of 
generality, it may be desirable to set the relationship that 
P(C1)->P(C2)+r, where r is any value that adjusts the robust 
ness of the relationship. 
0114. If function P is for instance the maximum, then to 
minimize the changes only manipulate the strongest coeffi 
cient of C1 and C2 in the following way: 

0115) If c1 i=max{c11, ..., c1N} then v'(c1i)—v(c1i)+ 
a1, else v'(c1i)=V(c1i) 

0116. If c2.j=max{c21,..., c2N} then v'(c2.j)-V(c2i)+ 
a2, else v'(c2i)=V(c2i) 

0117. With a1 and a2 such that v'(c1i)>v'(c2i)+r. 
0118. The function Pabove is strongly non-linear, i.e., the 
property does not vary Smoothly as a function of the coeffi 
cients values. This method is advantageous because it allows 
embedding of a bit by modifying only one coefficient per set 
(albeit the change may have to be strong). 
0119. An extension of this maximum method that can 
make it more robust, is to vary not only the maximum value 
but the N strongest values (with N typically significantly 
smaller than the size of the set of coefficients), to maximize 
the chance that the relationship is correctly decoded after 
manipulations to the content. It is understood that several 
other variations are possible to this technique. 
0.120. On the other hand, if function P is a linear property 
of the coefficients (e.g. the average), the change can be dis 
tributed arbitrarily on all the coefficients in each set. Suppose, 
for example, that to set the relationship it is desirable to 
change the average value of coefficients such that: 

then if the change can be distributed equally on each coeffi 
cient (positively for coefficients belonging to C1 and nega 
tively for coefficients belonging to C2), resulting in: 

and similarly for c2i. If the relationship already holds, then 
(r+avg v(c21),..., V(c2N)}-avg v(c11),..., V(c1N)})<0 in 
which case the coefficients need not be modified. 
0.121. As described above, the basic method can be 
extended to incorporate more relationships by using different 
properties. Consider, for example, the maximum and aver 
age methods together, to have four combinations of relation 
ships between two sets, which allows for encoding two bits. 
Then, the following relationship may be enforced: 

Max(C1)>max(C2) and avg(C1)Cavg(C2) 

0.122 Also, as described above, only one set of coeffi 
cients may have to be used, in which case the relationship is 
set against a fixed or pre-determined value. For instance, the 
relationship may be enforced such that the maximum or aver 
age of C1 is higher than a certain value. In another case, a key 
may be used to pseudo-randomly choose to enforce either a 
maximum oran average relationship depending on the key, 
which significantly enhances the security of the algorithm. 
I0123. The above-described approach can incorporate a 
masking (perceptual) model, that allows for distributing the 
strength of the watermark in each region of the image result 
ing in a minimal perceptual impact of the watermark. Such 
model may also determine if a manipulation is possible in 
order to enforce a relationship without perceptual damage. 



US 2009/0220070 A1 

The following describes non-limiting ways to incorporate a 
masking model for video content in the context of real-time 
watermarking in a digital cinema projector. 
0.124. There are two main masking effects for images: 
texture masking and brightness masking. Furthermore, Vid 
eos benefit from a third masking effect: temporal masking. 
0125. In some applications such as digital cinema, which 
has limited computational resources but requires real-time 
watermarking, it can be desirable to only exploit the LL., LH, 
HL and HH Subband coefficients of the lowest resolution 
level, e.g., at the resolution level 5. The last three types of 
coefficients are potential indicators of texture while LL is an 
indicator of brightness. However, the corresponding resolu 
tion is low, and at this resolution the texture masking effects 
are not significant. To illustrate this, let us compare a video 
frame at full resolution, and the same video frame recon 
structed from coefficients at resolution level 5. See FIG. 5. It 
seems that most of the texture is lost at this resolution. There 
fore, the LH, HL and HH Subband coefficients for level 5 are 
poor indicators of texture, and will not be used measure 
texture masking. 
0126. However, temporal masking can still be estimated 
with a fairly good precision, as movement is generally applied 
to rather large areas of the video, which are therefore of low 
frequency. Temporal masking can be measured by Subtract 
ing coefficients of the previous frame from coefficients of the 
current frame. C(fc.l.b.x,y) denotes the coefficient of frame f. 
channel (i.e. color component) c. resolution level 1, Subband 
b (b=0 to 3 for coefficients LL., LH, HL and HH), position X.y. 
Thus, the sum of the absolute difference between coefficients 
of the same type on two Successive frames is a valid measure 
of temporal change: 

0127. For a given frame f, resolution level 1 =5, T(fc.l.b. 
X,y) is measured for all positions (x,y) and for each of the 
colour channels (there are typically three color channels/ 
components). If there are several channels, it can be advan 
tageous to take the average value of T(fc.l.b.X.y) over all 
channels. Then for each position (x,y), the value of T(fc.l.b. 
X,y) is compared to a threshold t, and the coefficients at this 
position are modified only if the value is higher thant. Experi 
mentally, a good value fort is 30. If coefficients are changed, 
the amount of change can be made as a function of the lumi 
nance, as is known in the prior art. 
0128 FIG. 6 is a block diagram of watermarking in a 
D-Cinema server (Media Block). Media Block 600 has mod 
ules, which may be implemented as hardware, Software firm 
ware etc. for performing watermarking including at least 
watermark generation and watermark embedding. Module 
605 performs watermark generation including payload gen 
eration. Encoded watermark 610 is then forwarded to water 
mark embedding module 615, which receives the coefficients 
of the image from J2K decoder 625 and then selects and 
modifies wavelet coefficients 620, and finally returns the 
modified coefficients to J2K decoder 625. 
0129. As described above, a watermark generation mod 
ule produces the payload, which is a sequence of bits to be 
directly embedded. The watermark embedding module takes 
the payload as input, receives the wavelet coefficients of the 
image from a J2K decoder, select and modify the coefficients, 
and finally returns the modified coefficients to the J2K 
decoder. J2K decoder continues to decode the J2K image and 
output the decompressed image. As an alternative design, 
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watermark generation module and/or watermark embedding 
module can be integrated into the J2K decoder. 
0.130. The watermark generation module can be called 
periodically (e.g. every 5 minutes) in order to update the 
timestamp in the payload. Therefore, it can be called “off 
line', i.e. a watermark payload may be generated in advance 
in the D-Cinema Server. In any case, its computational 
requirements are relatively low. However, the watermark 
embedding must be performed in real-time and its perfor 
mance is critical. 
I0131 The video watermark embedding can be done with 
various levels of complexity in the way the original content is 
taken into consideration. More complexity may mean addi 
tional robustness for a given fidelity level or more fidelity for 
the same robustness level. However, it comes with an addi 
tional cost in terms of the amount of computation. 
0.132. Before estimating the number of required opera 
tions for video watermark embedding, it is noted that any of 
the following basic computational steps are considered one 
operation: 

0.133 Bit shifting of coefficient 
0.134. Addition or subtraction of two coefficients 
0.135 Multiplication of two integer numbers 
0.136 Comparison of two coefficients 
0.137 Accessing a value in a lookup table 

0.138. In the following example, C(fc.l.b.x,y) and C'(fic, 
1.b.X.y) are the original coefficient and watermarked coeffi 
cient at position X (width), y (height) for the frequency band 
b (0:LL, 1:LH, 2:HL, 3:HH) at the wavelet transformation 
level 1 for color channel c for frame f, respectively. Further 
more, it is assumed that N is the number of coefficients at the 
lowest resolution level, which need to be modified. 
0.139. For the sake of simplicity, it is assumed in the fol 
lowing that a coefficient value is increased during video 
watermark embedding. However, it is noted that in equations 
an addition could equally be replaced by a subtraction. 
0140. If each coefficient is changed by the same amount, 
then there is, therefore, only one operation per coefficient: 

where the value a is a constant number. One additional com 
parison operation may be required to check the overflow of 
the modified coefficient. Thus, the total computation require 
ment would be 2N. 

0.141. However, the above is not an effective method. 
Indeed, if the constant value a is too large, the watermark will 
become visible. Therefore, the value a must be conservative, 
i.e. it must below enough such that the watermark will never 
result in visible artefacts, but on other hand if the video 
watermark is too conservative, it may not survive serious 
attacks. The LL Subband coefficient corresponds to local 
luminance, while LH, HL and HH coefficients correspond to 
image variations, or 'energy'. It is well known that the human 
eye is less sensitive to changes in luminance in bright areas 
(stronger LL coefficient). It is also less sensitive to changes in 
area with strong variations, which, depending on the direction 
of the variation, depend on coefficients LH, HL and HH. This 
however should be considered carefully: LH and HL coeffi 
cients may correspond to perceptually significant changes 
Such as edges, which have to be manipulated with care. 
0.142 Nevertheless, it can be advantageous to make a 
modification that is proportional to the coefficient, at least for 
coefficients LL and HH. A simple proportional modification 
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can be done by copying the original coefficient, bit-shifting 
the copied coefficient, and adding or Subtracting the bit 
shifted coefficient, e.g. 

0143 A typical value for n would be 7 or 8. For n=7 or 8, 
the coefficient is modified by /12s or /256 of its original mag 
nitude. For example, for an image with an average luminance 
of 128 on a scale of 0 to 255, the impact of the coefficient 
modification would be a change of luminance of 1. Such a 
change typically does not create visible artefacts. 
0144. There are two operations per coefficient. With the 
possible overflow checking, the total computation require 
ments would be 3*N where N is the number of manipulated 
coefficients. 
0145. It is also noted that it is possible to impose a mini 
mum change a, to make Sure that for frames with very low 
luminance the watermark is Sufficiently strongly embedded. 
In this case there are three operations per coefficient: C(fic, 
1.b.X.y)=C(fc.l.b.X.y)+max(bitshift (C.n),a). 
0146 Additionally, the following perceptual features can 
be used to make adaptive changes on coefficients: 

0147 Temporal context. Temporal masking is related to 
temporal activity, which is best estimated by using coef 
ficients in the previous, current and following frames. 
the present invention uses only coefficients of the pre 
ceding and current frame to measure temporal activity. A 
high temporal activity allows for a stronger watermark. 
The estimated computational complexity for temporal 
modelling is about four. 

0148 Texture context. For each coefficient C(fc.b.1.x, 
y), Kadditional corresponding coefficients in other Sub 
bands may be used to model the texture and flatness, 
with an estimated complexity of 4K operations. 

0149 Luminance context. A lookup table can be used to 
determine weight according to the luminance at the 
coefficient C(fl.c. b.l.x,y). The estimated operation is B 
where B is the number of bits representing the lumi 
nance value. 

0150 All perceptual features can be weighted and bal 
anced to determine the modification of the coefficient: 

where W is the weight combining all perceptual features. 
0151. Rough estimates of watermark embedding com 
plexity, where for convenience complexity is estimated in 
terms of number of operations as described above. It should 
be noted that the number of operations can vary according to 
the exact way an operation is defined, the implemented water 
marking and masking procedure, etc. Nevertheless, it can be 
concluded that, given the relatively small number of coeffi 
cients which need to be accessed by the method of the present 
invention (on the order of /1000 of an image size), and the 
relatively small number of operations per coefficient, the 
method of the present invention is robust and computationally 
feasible. 
0152 Referring now to FIG. 7, watermark detection gen 
erally consists of four steps: video preparation 705, extraction 
and calculation of property values 710, detection of bit values 
715, and decoding of embedded (watermark) information 
720. A test is performed at 725 to determine if the watermark 
information has been successfully decoded. If the watermark 
information has been Successfully decoded then the process is 
complete. If the watermark information has not been Success 
fully decoded then the above process can be repeated. 
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0153 Video preparation itself includes scaling or re-sam 
pling of the video content, synchronization of the video con 
tent and filtering: 

0154 Re-sampling of the transformed (distorted) video 
may have to be done if the frame rate is different at 
embedding and detection. This is often the case, as the 
frame rate for embedding is 24, while it can be e.g. 25 
(PAL SECAM) or 29.97 (NTSC) at detection. Re-sam 
pling is performed using linear interpolation. The output 
is the resampled video. 

0.155 Filtering the resampled video, typically with a 
high-pass temporal filter to diminish the noise due to the 
cover content and to emphasize the watermark. The out 
put is the filtered video. 

0156 Synchronization of the filtered video can be done 
either with the original content using a variety of meth 
ods as described above, or by cross-correlation with 
synchronization bits if they were embedded in the video 
content. Typically, only a temporal registration would 
have to be done, if very low spatial frequencies are used. 
The global synchronization unit, optionally assembled 
together with the local synchronization units, is used for 
determining the starting point of the watermark 
sequence. A cross-correlation is performed between the 
filtered video and the known synchronization bits. There 
is typically a strong peak in the cross-correlation func 
tion for a corresponding shift of the video. Referring 
now to FIG. 8, the local synchronization process 
retrieves the next local synchronization sequence/unitat 
805. The video portion corresponding to the next water 
mark chip is retrieved at 810. The video portion and the 
local synchronization sequence/unit are cross-corre 
lated at 815. A peak value of cross-correlated property 
value P1 is located at 820 and a peak value of property 
value P2 is located at 825. A test is made at 830 to 
determine if property value P1 is greater than property 
value P2 plus a pre-determined value or if property value 
P1 is less than property value P2 plus a pre-determined 
value. If the test results are negative then the video 
portion is rejected at 835. If the test results are positive 
then the video portion is retained at 840. A further test is 
performed at 845 to determine if the end of the video has 
been reached. If the end of the video has been reached 
then the local synchronization process is done. If the end 
of the video has not been reached then the local synchro 
nization process is repeated. FIG. 9 shows a cross-cor 
relation function (actually a low pass filtered version of 
the magnitude) with two peaks indicating the starting 
point of two Successive watermark chips. Once the start 
ing point of the watermark chip is located, the local 
synchronization units that are placed at the beginning of 
each payload are used for slight realignment of the video 
at regular intervals. In turn, each of the 12 local synchro 
nization units is cross-correlated with the filtered video 
in a small window around the expected position. If a 
comparatively strong correlation peak is found (as mea 
sured by the difference between the highest peak and the 
second highest peak), the adjacent filtered video is kept 
for next step, otherwise it is discarded. The rationale is 
that a stronger correlation peak is an indicator that the 
filtered video is more precisely synchronized. The out 
put of this step is the synchronized video. 

0157. The output of the three steps of the video prepara 
tion will be denoted processed video in the following. A 
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processed video is a set of data, which is computed from the 
received video in order to facilitate extraction/calculation of 
the property value, which is the next step of watermark detec 
tion. 
0158. In one embodiment of watermark embedding as 
previously described, the average luminance of each of the 
four quadrants is computed for each frame. The property 
values form a vector number of framesx4. For wavelet water 
mark embedding using LL Subband watermarking, the prop 
erty values can be extracted whether from a wavelet or a 
baseband representation of the received video. For both cases, 
a processed video of size number of framesx4 is obtained. In 
both of the above schemes the frames are separated into four 
parts/tiles from a central point. While this central point can be 
automatically set to the center point of the frame—as it is in 
the original video—it naturally has some offset in a cam 
corder captured video. 
0159. Extracting and computing the property values for 
wavelet watermark embedding using LH and HL Subbands 
works slightly differently. Modifying LH coefficients creates 
stripes (stripes are equally spaced horizontal lines in the base 
band video) with a frequency that can be precisely deter 
mined, at least in the watermarked video before any attack. 
The stripes are not visible when the watermark energy is 
adjusted using a masking model as described above. One can 
therefore compute the transformed video by measuring the 
energy in that frequency (e.g. using a Fourier transform). 
However, during a camcorder attack and Subsequent cropping 
of the video, the relevant frequency can be shifted, and its 
energy spread on neighbouring frequencies. Therefore, the 
energy signal for all frames is collected in a 5x5 window 
around the relevant frequency. Each of these 25 signals is 
tested for a cross-correlation peak with the synchronization 
bit sequence, and the one with the highest peak is output as the 
property values. 
0160. In watermark detection phase, property values are 
calculated corresponding to how the watermark is embedded. 
The watermark can be embedded by enforcing at least the 
following relationships between and/or among: 

0.161 property values of consecutive frames: 
0162 one property value of a region of a frame and a 
pre-determined value; 

0163 property values of one region of a frame and 
another region of the same frame 

0164 property values of one region of a frame and the 
corresponding region of the consecutive frame 

0.165. As a property value can also be the coefficient value 
itself, the watermark can be embedded by enforcing at least 
the following relationships between and/or among: 

(0166 one coefficient value in a video volume and a 
pre-determined value; 

0.167 one coefficient value in one subband of a frame 
and the other coefficient value at the corresponding posi 
tion and Subband of a consecutive frame; 

(0168 one coefficient value in one subband of a frame 
and another coefficient value at another sub-band of the 
same frame; 

Property values can be calculated in the baseband and/or in 
the transform domain. Analogous to watermark embedding, 
multiple bits can be detected from the multiple relationships 
between and/or among multiple property values. 
0169. The first step and the second step of watermark 
detection can be interchanged in terms of order. For conve 
nience, it is advantageous if possible to compute the property 
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values first because it results in data compaction (i.e., reduce 
the entire image data of eachframe to a few values perframe), 
which can be fit into a form from which the watermark can be 
more easily read. However, it may not always be possible to 
perform the computation of property values first because of 
serious distortion of the video, especially geometric distor 
tion. 
0170 The third step receives the property values as input, 
and outputs the most likely bit value for each of the 127 
encoded bits. The property values may correspond to multiple 
insertions of each of the encoded 127 bits. In an example in 
accordance with the principles of the present invention, in 
which each bit is inserted at 12 different locations, there can 
be up to 12 insertions, but less if certain payload units have 
been discarded because of a bad local synchronization. 
0171 Referring now to FIG. 10, disjoint sets of coeffi 
cients are retrieved for a next encoded bit at 1005. At 1010, 
relevant property values are calculated for the disjoint sets of 
coefficients. The most likely bit value is determined from the 
calculated property values at 1015. A test is performed at 
1020 to determine if there are any more encoded bits. If there 
are any more encoded bits then the above process is repeated. 
An exemplary accumulated signal is depicted in FIG. 11. 
0172 Each bit of the encoded payload has been expanded, 
encrypted and inserted at multiple locations in the content. 
For each of the expanded bits, as described above, insertion is 
typically done by setting a constraint between the property 
values of two sets of coefficients C1 and C2, e.g. P(C1)>P 
(C2). Suppose there are N such expanded bits and therefore N 
Such inserted constraints, then: 

Bit=1 if P(C1i)>P(C2i) for each i where 1 sisN 

Bit=0 if P(C1i)<P(C2i) for each i where 1 sisN 

0173. In general, because of channel noise or the initial 
impossibility in establishing the relationship, all the relation 
ships will not necessarily coincide with the inserted bit. The 
simplest approach to solve this problem would be to take a 
“majority vote. That is, to select the bit whose corresponding 
relationships between coefficients are observed the most 
often. 
(0174 Bit=1 if the number of cases where P(C1i)<P(C2i) 
(1sisN) is greater than N/2 
(0175 Bit=0 otherwise 
0176 This approach does not help to resolve cases where 
N is even, and the number of relationships forbit=1 and bit=0 
are equal. Furthermore, this approach does not take full 
advantage of the information of P(C1), P(C2), and possibly 
other information that may increase the likelihood of cor 
rectly determining the relationship. A more refined approach 
consists of estimating a probability that the inserted bit value 
is 1, respectively 0, given the observation of property values 
P(C1i) and P(C2i). The individually estimated probabilities 
are combined using a probabilistic approach, and decision is 
made based on the Maximum-Likelihood (ML) criterion, 
where the most probable bit is selected. Other criteria are 
possible, such as the Neyman-Pearson rule. 
(0177. Using the ML rule, where the most probable bit is 
selected, the decision is based only on the property values. 
Then the ML rule states: 

(0178 Prob(Bit=0: P(C11), (C21),..., P(C1N).P(C2N)) 
Then bit=1 
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Using Baye's rule, and assuming that each bit value is equi 
probable, this can be rewritten as: 

Prob(P(C11).P(C21),..., P(C1N).P(C2N); bit=1)> 

Prob((C11).P(C21),..., P(C1N).P(C2N);bit=O) 

0179. As the bit is expanded at different pseudo-random 
locations in the content, it can be assumed that the property 
values are relatively independent. That is, 

Taking the logarithm: 

0180. To implement this equation, the equations Prob 
(P(C1i, P(C2i);bit=1) and Prob (P(C1i,P(C2i);bit=1) need to 
be derived. These equations will depend on the properties of 
the channel. The general technique consists of collecting 
enough data for estimating this function. Some a priori 
knowledge, or assumptions on the probability model (e.g. that 
the coefficients or the noise follow a Gaussian distribution) 
can be used. 
0181 Consider the very specific case where the logarithm 
of the probability is proportional to the difference between 
P(C1i) and P(C2i), symmetrically forbit 1 and bit 0: 

Then the rule becomes: 

0182. The rule derived for this specific case corresponds to 
a simple correlation, similarly to what is used in spread spec 
trum system. This rule is, however, Suboptimal because in 
general the probability will not vary in a logarithmic way to 
the difference. This is one reason why the method of the 
present invention can be seen as more general, and more 
effective than spread spectrum based methods. 
0183 In fact, because of the specific way in which con 
straints are inserted, i.e. depending on the original content 
values, it turns out that the probability is generally not a 
monotonically increasing function. To illustrate that, the fol 
lowing simulation was performed in which the estimate of a 
bit value was compared based on the observation of a received 
signal, for respectively the relationship-based approach of the 
present invention and a classic spread spectrum approach. 
0184 The original content Gaussian noise X was gener 
ated. Abinary watermarkW was added to this signal taking its 
value in -1, +1. The binary watermark was added first fol 
lowing the constraint-based concept in the following way: 
If X>a1, Y=X 

0185. The values a1 =0.5, a2=-0.5, r–0.3 were chosen. 
This resulted in a PSNR of -15 dB. 
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0186 Then a spread-spectrum watermark was added to 
the generated signal in the following way: 

The parametera was adjusted to result in the same PSNR of 
-15 dB. 

0187. The same noise vector N was added to the two 
signals Y1 and Y2, to get 2 received signals R1 =Y1+N and 
R2=Y2+N. The noise also had a PSNRof-10 dB with respect 
to the original content. For the two received contents R1 and 
R2, the probability that the embedded bit was 1 given the 
received signal value was estimated. The results are plotted in 
the graph depicted in FIG. 12. The difference is striking: as 
expected, for the spread-spectrum embedding, the estimated 
probability that the bit is 1 increases linearly with the received 
signal value. However, for the relationship-based approach of 
the present invention, the estimated probability has a very 
specific shape going through a minimum then a maximum. 
This shape can be explained as follows: 

0188 When the cover content has a high or low value, it 
is most likely not used for embedding, therefore it is 
logical that the received signal is uncorrelated to the bit 

0189 The estimate is most reliable at -0.5 and +0.5, 
which are the minimum/maximum values at which the 
watermark is embedded 

It can, therefore, be concluded that the correct estimate of the 
probability is of significant importance to the proper working 
of the method of the present invention. 
(0190. In the last step, once the 127 bit values of the 
encoded payload are estimated, the 64 bit payload can be 
decoded, using the BCH decoder. With such a code, up to 10 
errors can be detected from the estimated encoded payload. 
As described above, this payload contains various informa 
tion for forensic tracking such as the location/projector iden 
tifier and timestamp in a digital cinema application. This 
information is extracted from the decoded payload and allows 
for a wide range of uses such as forensic tracking down the 
potential fraud that occurred. 
0191 In case of a failure in the last step (i.e. no valid 
watermark information is decoded), the above four steps can 
be repeated with a different strategy (e.g. optimized synchro 
nization and registration for the video in the first step) for each 
step until a watermark information is successfully decoded or 
reaching a maximum number of such trials. 
0.192 It is to be understood that the present invention may 
be implemented in various forms of hardware (e.g. ASIC 
chip), software, firmware, special purpose processors, or a 
combination thereof, for example, within a server or mobile 
device. Preferably, the present invention is implemented as a 
combination of hardware and software. Moreover, the soft 
ware is preferably implemented as an application program 
tangibly embodied on a program Storage device. The appli 
cation program may be uploaded to, and executed by, a 
machine comprising any suitable architecture. Preferably, the 
machine is implemented on a computer platform having hard 
ware Such as one or more central processing units (CPU), a 
random access memory (RAM), and input/output (I/O) inter 
face(s). The computer platform also includes an operating 
system and microinstruction code. The various processes and 
functions described herein may either be part of the microin 
struction code or part of the application program (or a com 
bination thereof), which is executed via the operating system. 
In addition, various other peripheral devices may be con 
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nected to the computer platform such as an additional data 
storage device and a printing device. 
0193 It is to be further understood that, because some of 
the constituent system components and method steps 
depicted in the accompanying figures are preferably imple 
mented in Software, the actual connections between the sys 
tem components (or the process steps) may differ depending 
upon the manner in which the present invention is pro 
grammed. Given the teachings herein, one of ordinary skill in 
the related art will be able to contemplate these and similar 
implementations or configurations of the present invention. 

1. A method for watermarking video images, said method 
comprising: 

generating a watermark; and 
embedding said generated watermark into video images by 

enforcing relationships between property values of 
selected sets of coefficients within a volume of video. 

2. The method according to claim 1, wherein said relation 
ships are pre-defined based on a key. 

3. The method according to claim 1, wherein a property 
includes luminance. 

4. The method according to claim 1, wherein a property 
includes edge measurement. 

5. The method according to claim 1, wherein said property 
values of said selected set of coefficients includes at least one 
of an average value, a maximum value and a minimum value. 

6. The method according to claim 1, wherein said selected 
sets of coefficients include any portions of the video volume 
in one of a baseband domain and a transform domain. 

7. The method according to claim 1, wherein said volume 
of video is a 3D volume defined by a width of a frame, a height 
of said frame and a number of said frames in said video. 

8. The method according to claim 1, wherein said set of 
coefficients corresponds to pixel values in a spatial region. 

9. The method according to claim 1, wherein said set of 
coefficients corresponds to wavelet coefficients. 

10. The method according to claim 1, wherein said gener 
ating step further comprises: 

receiving a key: 
receiving information; 
transforming said received information into a payload; 
encoding said payload; and 
encrypting said encoded payload using a key. 
11. The method according to claim 10, further comprising 

replicating said encoded payload prior to encrypting said 
encoded payload. 

12. The method according to claim 11, further comprising 
generating synchronization bits; and 
assembling said watermark by inserting said synchroniza 

tion bits at various places in said encrypted replicated 
encoded payload. 

13. The method according to claim 12, wherein said syn 
chronization bits are generated based on a key. 

14. The method according to claim 13, further comprising 
assembling said synchronization bits into a synchronization 
Sequence. 

15. The method according to claim 10, wherein said infor 
mation includes a timestamp. 

16. The method according to claim 15, wherein said infor 
mation further includes at least one of a location identification 
and a serial number identifying a device. 
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17. A system for watermarking video images comprising: 
means for generating a watermark; and 
means for embedding said generated watermark into video 

images by enforcing relationships between property val 
ues of selected sets of coefficients within a volume of 
video. 

18. The system according to claim 17, wherein said rela 
tionships are pre-defined based on a key. 

19. The system according to claim 17, wherein a property 
includes luminance. 

20. The system according to claim 17, wherein a property 
includes edge measurement. 

21. The system according to claim 17, wherein said prop 
erty values of said selected set of coefficients includes at least 
one of an average value, a maximum value and a minimum 
value. 

22. The system according to claim 17, wherein said 
selected sets of coefficients include any portions of the video 
Volume in one of a baseband domain and a transform domain. 

23. The system according to claim 17, wherein said volume 
of video is a 3D volume defined by a width of a frame, a height 
of said frame and a number of said frames in said video. 

24. The system according to claim 17, wherein said set of 
coefficients corresponds to pixel values in a spatial region. 

25. The system according to claim 17, wherein said set of 
coefficients corresponds to wavelet coefficients. 

26. The system according to claim 17, wherein said means 
for watermark generating can be performed in a spatial 
domain or a transform domain. 

27. The system according to claim 26, wherein said gen 
erating step further comprises: 
means for receiving a key: 
means for receiving information; 
means for transforming said received information into a 

payload; 
means for encoding said payload; and 
means for encrypting said encoded payload using said key. 
28. The system according to claim 26, further comprising 

means for replicating said encoded payload prior to encrypt 
ing said encoded payload. 

29. The system according to claim 28, further comprising: 
means for generating synchronization bits; and 
means for assembling said watermark by inserting said 

synchronization bits at various places in said encrypted 
replicated encoded payload. 

30. The system according to claim 29, wherein said syn 
chronization bits are generated based on a key. 

31. The system according to claim 27, wherein said infor 
mation includes a timestamp. 

32. The system according to claim 31, wherein said infor 
mation further includes at least a location identification or a 
serial number identifying device. 

33. A method for watermarking video image signals, said 
method comprising: 

generating a watermark signal; and 
embedding said watermark signal into said video image 

signals adaptively in response to video content. 
34. A system for watermarking video image signals, com 

prising: 
means for generating a watermark signal; and 
means for embedding said watermark signal into said 

video image signals adaptively in response to video 
COntent 


