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INTEGRATED SOLUTION OF INTERNET OF THINGS AND SMART GRID
NETWORK

CROSS REFERENCE TO RELATED APPLICATION

This application claims benefit to U.S. Provisional Application No. 62/375,170 filed

15 August 2016, which is hereby incorporated by reference in their entirety.

The present invention forms part of, and builds on, the family of technologies

disclosed in the other related applications identified below.

BACKGROUND OF THE INVENTION

Proliferation of the "Internet of Things" (IoT) is driving interconnected smart

systems. In particular, smart grids are following this trend though the establishment of smart

energy, gas and water management. Interconnected components are now providing an

unprecedented level of intelligence supporting numerous operational actions. This landscape

is ushering in vast amounts of unstructured data and the need for intelligent data parsing,

analysis and action systems.

With this IoT understanding and backdrop, currently there is a need within global

smart grid networks, e.g., in urban and remote locations with limited electric infrastructure,

for communications with transformers, residential and commercial meters and other Internet /

wireless connected IoT devices. These targeted locations do not have sufficient infrastructure

to fully deploy a smart grid or Internet infrastructure.

SUMMARY OF THE INVENTION

Interconnected and non-interconnected IoT smart systems are aided by both wired and

wireless sensor-rich networking technology. Smart devices are enabled by a multitude of

sensors in order to identify, isolate, capture, and process data into multiple marketing sectors

such as energy, health care and transportation, for example.

Smart system data management and visualization may be enabled by implementing a

robust chronological portfolio of operations and strategies, moving from the associated

network through a defined collection agent and ultimately to a centralized storage system

where data may be queried, parsed, aggregated and ultimately visualized using a series of

algorithms and graphical user interfaces.



The entirety of this construct is bi-directional, allowing both information and actions

to flow into the construct and out of the construct. Actions may initiate either internally to or

externally of the described construct.

The present invention provides a complete, cloud-based system. Most current

advanced metering infrastructure ("AMI") systems are enterprise based or a mix of enterprise

and cloud. The present invention is a completely, cloud based system, including the

collection engine, communication protocol, analytics platform and cloud storage.

The present invention further provides a unique, software and hardware interaction in

a cloud-based system. Most large scale cloud offerings deal with software interactions across

prescribed data scheduling schemes. In such systems, the scheduling of data retrieval is

automated. The construct of the present invention represents a "hybrid" system providing

both prescribed data scheduling, similar to software centric systems, and hardware centric

command processing at random intervals and rate. As a result, multiple devices in the smart

grid network and cloud-based construct can randomly request data and visualize data on a

display outside of an automated schedule. The uniqueness of the hardware interaction of the

present invention enables a level of cloud design complexity not seen in traditional cloud

deployments. The transformer monitoring device hardware and the mesh network established

between devices in the smart grid allows the use of a cloud-centric execution in both a

transactional and scheduled manner. The transformer monitoring device allows for both

transactional and scheduled commands to flow both into the mesh network and out of the

mesh network.

In accordance with a first aspect of the invention, a smart grid network is provided.

The smart grid network comprises one or more transformer monitoring devices configured to

collect metering data from one or more metering devices in the smart grid network. The

smart grid network further comprises a cloud-based data processing and storage system

comprising one or more cloud data processors configured to receive data from the one or

more transformer monitoring devices and process the received data into categories including

at least a first category of data comprising the collected metering data. The cloud-based data

processing and storage system further comprises at least one data store configured to store

data of at least the first category of data, an analytics platform configured to analyze the

received and categorized data and a graphics server configured to format the analyzed data

for display. The smart grid network further comprises at least one user device comprising a

user interface and a display configured to display the analyzed data.



In accordance with an embodiment of the smart grid network of the first aspect of the

invention, the one or more cloud data processors are configured to process the received data

into the first category of data comprising transactional data including the collected metering

data and at least a second category of data comprising notifications data. In one such

embodiment, the one or more cloud data processors are further configured to process the

transactional data into a non-relational format for storage in a non-relational database and

process the transactional data in the non-relational format into a relational format for storage

in a relational database. In one such further embodiment, relational database is configured to

transmit the stored data in the relational format to the at least one data store, and the at least

one data store comprises a data mart configured to store data for a predetermined period of

time, and a backup storage configured to provide a backup storage of the data stored in the

data mart.

In accordance with a further embodiment of the present invention consistent with any

of the above-described embodiments of the smart grid network of the first aspect of the

invention, the one or more cloud data processors are further configured to transmit the

notifications data to a short-term data storage prior to displaying the notifications data on the

at least one user device.

In accordance with a further embodiment of the present invention consistent with any

of the above-described embodiments of the smart grid network of the first aspect of the

invention, the cloud-based data processing and storage system further comprises a collection

engine in communication with the one or more transformer monitoring devices, the one or

more cloud data processors, the analytics platform and the at least one user device. In one

such embodiment, the cloud-based data processing and storage system further comprises a

scheduler configured to determine a regular time interval for the collection of data from the

one or more transformer monitoring devices by the cloud-based data processing and storage

system. In one such further embodiment, the one or more cloud data processors of the cloud-

based data processing and storage system are further configured to transmit on demand

requests for data to the one or more transformer monitoring devices outside of the regular

time interval for the collection of data or to the one or more metering devices directly. In one

such further embodiment, the on demand requests for metering data are initiated by one or

more of the at least one user device and the collection engine.

In accordance with a further embodiment of the present invention consistent with any

of the above-described embodiments of the smart grid network of the first aspect of the



invention, the at least one user device is a personal computer, a mobile device, a tablet device

or a head-mounted display device configured to display the analyzed data using an

augmented reality display.

Further in accordance with a further embodiment of the present invention consistent

with any of the above-described embodiments of the smart grid network of the first aspect of

the invention, the one or more transformer monitoring devices and the metering devices form

a wireless mesh network.

In accordance with a further embodiment of the present invention consistent with any

of the above-described embodiments of the smart grid network of the first aspect of the

invention, the notifications data indicate the occurrence of a particular event in the smart grid

network detected by the one or more transformer monitoring devices.

In accordance with a second aspect of the invention, a method is provided. The

method comprises collecting, by one or more transformer monitoring devices in a smart grid

network, metering data from one or more metering devices in the smart grid network;

transmitting data collected by the one or more transformer monitoring devices to a cloud-

based data processing and storage system; receiving, by one or more cloud data processors of

the cloud-based data processing system, the data transmitted from the one or more

transformer monitoring devices; processing, by the one or more cloud data processors, the

received data into categories including at least a first category of data comprising the

collected metering data; storing, in at least one data store of the cloud-based data processing

and storage system, data of at least the first category of data; analyzing, by an analytics

platform of the cloud-based data processing and storage system, the received and categorized

data; formatting, by a graphics server of the cloud-based data processing and storage system,

the analyzed data for display; and displaying the analyzed data on at least one user device

comprising a user interface and a display.

In accordance with an embodiment of the method of the second aspect of the

invention, processing the received data into categories comprises processing the received data

into the first category of data comprising transactional data including the collected metering

data and at least a second category of data comprising notifications data. In one such

embodiment, the method of the second aspect of the invention further comprises a further

processing, by the one or more cloud data processors, of the transactional data into a non

relational format for storage in a non-relational database, and a further processing of the

transactional data in the non-relational format into a relational format for storage in a



relational database. In one such further embodiment, the method further comprises

transmitting, by the relational database, the stored transactional data in the relational format

to the at least one data store, and the at least one data store comprises a data mart configured

to store data for a predetermined period of time, and a backup storage configured to provide a

backup storage of the data stored in the data mart.

In accordance with a further embodiment of the present invention consistent with any

of the above-described embodiments of the method of the second aspect of the invention, the

method further comprises transmitting, by the one or more cloud data processors, the

notifications data to a short-term storage prior to displaying the notifications data on the at

least one user device.

In accordance with a further embodiment of the present invention consistent with any

of the above-described embodiments of the method of the second aspect of the invention, the

cloud-based data processing and storage system further comprises a collection engine in

communication with the one or more transformer monitoring devices, the one or more cloud

data processors, the analytics platform and the at least one user device. In one such

embodiment of the method of the second aspect of the invention, the method further

comprises determining, by a scheduler of the cloud-based data processing and storage system,

a regular time interval for collecting data from the one or more transformer monitoring

devices by the cloud-based data processing and storage system. In one such further

embodiment of the method of the second aspect of the invention, the one or more cloud data

processors of the cloud-based data processing and storage system are further configured to

transmit on demand requests for data to the one or more transformer monitoring devices

outside of the regular time interval for collecting data or to the one or more metering devices

directly.

BRIEF DESCRIPTION OF THE FIGURES

FIG. 1A is a diagram showing an establishment of a baseline, power grid centric,

smart utility mesh network, according to some embodiments of the present invention.

FIG. IB is a diagram of a mesh network comprising two versions of the transformer

monitoring device hardware in accordance with an embodiment of the present invention.

FIG. 2 is a diagram of a collection engine in accordance with an embodiment of the

present invention.



FIG. 3 is a diagram of a framework for a smart grid network in accordance with an

embodiment of the present invention.

FIG. 4 is a diagram of a process for visualizing data using a cloud-based system in

accordance with an embodiment of the present invention.

FIG. 5 is a diagram of a cloud system integration with a smart grid network in

accordance with an embodiment of the present invention.

FIG. 6 is a further diagram of a cloud system integration with a smart grid network in

accordance with an embodiment of the present invention.

FIG. 7 shows a visualization dashboard for display on a user interface device in

accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

The overall smart power grid network according to the present invention represents an

interconnected so-called "BIG DATA" technology system providing advanced intelligence

and synergistic components across power metering, distribution and communication,

optimization and installation and servicing. The network incorporates discrete elements in

the transformer monitoring and communications, residential and commercial metering and

analytical, predictive and pre-emptive software algorithms. The hardware associated with the

network facilitates communications with transformers, residential and commercial meters,

and other Internet / wireless connected devices (commonly referred to as the "Internet of

Things" (IoT)). The network's geographically disbursed assets support a wireless mesh

network communications extension, while aiding system optimization capabilities, noting

that many assets are in logistically difficult areas to reference, re-locate, interrogate and

service. The overall integrated system drives substantial efficiencies in data visualization,

evaluation, diagnosis, optimization, and servicing using enhanced reality systems across this

interconnected smart grid network and similar networks. The collective systems provide a

synergistic and unique alternative network for BtB / BtC data receipt, delivery and

monetization.

An example of an implementation of a smart grid network 10 is shown in FIG. 1A .

The smart grid network 10 according to the present invention represents a singular,

standardized, and scalable network, providing the industry's first inclusive solution from a

singular supplier. The smart grid network 10 may incorporate a utility financials rebalancing,

and incorporate utility customers and IoT adjacencies. The smart grid network 10 is



inclusive of four basic technology elements. The primary hardware and software constituents

of the network are as noted and identified below.

1 . The pole or pad mounted transformer monitor / smart data collector device is

identified herein as element 20, according to the present invention (AKA "HyperSprout™"),

which is the localized data aggregation and power flow investigation; establishing a data

capture and delivery capability wherever there is power, e.g., consistent with that set forth

herein.

2 . A digital data and delivery and receipt mesh network (AKA "DataVINE™") is

identified herein as element 40, which is a ubiquitous mesh network facilitating automated

residential and commercial metering while deploying an alternative data delivery capability;

enforcing a market-leading 100% meter read capability, e.g., consistent with that set forth in

U.S. application serial no. 15/250,1 19 (WFMB No. 756-002.006-2).

3 . A smart node power grid analytics platform (AKA "DataSCAPE™"), identified

herein as element 45, which provides for a comprehensive nodal exchange analysis of all grid

parameters; realizing an inclusive geo-spatial understanding of utility operations, e.g.,

consistent with that set forth in U.S. provisional application serial no. 62/375,170 (WFMB

No. 756-002.004-2).

4 . A head-mounted user device 70 for enhanced reality field investigation, interaction

and servicing; deploying the industry's first "virtual" utility (AKA "PowerVISR™"), e.g.,

consistent with that set forth in U.S. patent application serial no. 15/234,293 (WFMB No.

756-002.003-2).

The smart grid network 10 and the mesh network 40 enabled by the transformer

monitor device 20 and other network devices provide network access to an end user.

Additionally, the end user may use the established network for the purpose of storing and

retrieving data and files from a cloud-based server 90.

By way of example, FIG. 1A shows an example of a smart power grid network

generally indicated as 10, according to some embodiments of the present invention. The

smart power grid network 10 may take the form of, or may be configured to include, one or

more digital data and delivery and receipt mesh networks like element 40. Each digital data

and delivery and receipt mesh network 40 may include one or more communication nodes

such as the transformer module or device 20 for exchanging information upstream and

downstream between the communication nodes and a central location, e.g., which takes the

form of the private network 50 in FIG. 1A . The one or more communication nodes may be



configured to be able exchange such upstream and downstream information between

themselves in order to exchange such upstream and downstream information between a

respective communication node and the central location like element 50.

In FIG. 1A, the smart power grid network 10 may include transformers like element

1 for providing electric energy to residential homes and commercial buildings like elements

16, 26, each having a respective electrical meter like elements 18, 28 for measuring the

associated electrical energy usage. The smart power grid network 10 may also include

transformer monitor / data collection devices 20 configured to collect data about the electrical

energy usage in relation to residential homes and commercial buildings 16, 26 from the

respective electrical meter like element 18, 28. For example, each electrical meter 18, 28

may provide metered data signaling containing information about metered data related to

associated electrical signaling being supplied from the transformer 12 to the building or

structure 16, 26 in the grid network 10. Moreover, transformer monitor / data collection

devices 20 may receive associated signaling containing information about electrical signaling

data related to electricity being processed by the transformer 12 located and arranged in the

grid network and to which the transformer monitoring device 20 is mounted, as well as other

wireless network data related to other communication nodes forming part of other wireless

network devices deployed in the grid network. In effect, the collected data received by the

transformer monitor device 20 may include some combination of the electrical signaling data

related to the transformer, the metered data related to the electrical meter and/or the other

wireless network data related to other communication nodes in the grid network, e.g., which

may include digital content as set forth in further detail below.

The transformer monitor / data collection devices 20 may also be configured to

provide suitable signaling containing information about the collected data to the private

network 50 via the digital data and delivery and receipt mesh network 40. The private

network 50 may be configured as a central point that processes the collected data, e.g.,

performing utility analysis that may include one or more of the following: delivery

subtraction analysis, proactive asset monitoring, distribution asset utilization, T and D

subtraction analysis, energy audits and analysis, load control, geographic localization and

define pro-active and pre-emptive asset efficiency or operational activities. By way of

example, the utility analysis may be performed in an effort to increase efficiency, decrease

costs, increase profits and/or community engagement related to the operation of the smart

grid network 10.



The pole 14 mounted transformer monitoring device 20 may be configured in

communication with the electrical meter 18 associated with the residential home 16. By way

of example, the electrical meter 18 may be configured to measure single phase electrical

energy provided by the transformer 12 along a single phase utility line to the residential home

16.

In comparison, the pole 14 mounted transformer monitoring device 20 may also

include, or take the form of, a pad mounted transformer device in communications with an

electrical meter 28 associated with a commercial building 26 or home. By way of example,

the electrical meter 28 may be configured to measure three phase electrical energy provided

by a pad transformer along a three phase utility line to the commercial building 26 or home.

FIG. 1A shows that the transformer monitoring device 20 may be configured to

collect data related to some distribution related functionality, e.g., including determinations

related to outage, momentary outage, voltage/VAR, and/or transformer monitoring. The

transformer monitor device 20 may be configured to collect data related to some voltage

analysis, DRM functionality and energy theft functionality in relation to its associated

residential home or commercial building. The transformer monitor device 20 can provide the

suitable signaling containing information about the collected data to the private network 50

via the digital data and delivery and receipt mesh network 40. The collected data received by

the private network 50 may also be analyzed in relation to conservation, load curtailment

and/or a demand response vis-a-vis the power utility. In FIG. 1A, the private network 50

may include a private network computer and monitor generally indicated as 52 for

performing or implementing the aforementioned analysis and functionality.

FIG. 1A shows that the digital data and delivery and receipt mesh network 40 may

include other transformer monitor devices like element 20 exchanging information with other

meters like elements 18, 28 associated with other buildings or structures like elements 16, 26.

FIG. 1A also shows a relay 60 coupled between the digital data and delivery and receipt mesh

network 40 and the private network 50.

The present invention represents a new and unique inclusion of wireless

communications and data transmission capability into transformer monitoring modules like

element 20, transformer monitoring being a core component within a so-called smart grid

network like element 10. These transformer modules 20 may be mounted directly to utility

transformers 12 or utility poles 14 in the field and include the capability to both collect and

transmit information from the transformer 12, residential and commercial meters like element



18 and other Internet / wireless connected devices in the network 10. The transformer

module or device 20 according to the present invention differs from other existing technology

by incorporating a transceiver, transmitter and antenna collectively within the same device to

both collect data from other network devices, including other transformer modules 20 or

smart assets, deployed in the field and communicate collected data back to a central location

like element 50 or other connected devices like other elements 20 whilst building a Wireless

Wide Area Network (WWAN), deployed in a mesh network topology.

The aforementioned overall combination provides an infinitely scalable data delivery

and receipt capability for communities with poorly established, historical infrastructure while

providing a synergistic network capability to those communities with current or anticipated

cellular, satellite, optical or other capability.

Once established, the smart grid network implementation and the associated

transformer module and mesh network hardware and software assets may be easily expanded

to allow for integration with both smart city infrastructure 16, 26 and home automation smart

devices. For example, inclusion of a smart grid network communications chip set for

implementing smart grid network communications chip set signal processing functionality

into locally deployed smart assets allows for both the capture and communications of digital

information both to and from these smart asset devices. By way of example, these smart

asset devices may include, or take the form of, set top boxes having the smart grid network

communications chip set contained therein, e.g., for communicating with a transformer

module like element 20, or for communication with the so-called cloud-based server 90. In

areas of established infrastructure, this capability allows for the localized capture and

communications with smart devices within the geographical confines of the mesh network

smart network like element 10. In areas where coordination is required outside of this

localized network, a back-end cellular capability may be utilized, like the back-end cellular

functionality associated with a back-end cellular tower like element 110. In peri-urban and

rural areas of extremely poor infrastructure and cellular service, the smart grid network

deployed system provides a competitive and less costly alternative to dedicated cellular

infrastructure and may be paired with various wireless transmissions medias including

cellular, satellite, optical or other wireless transmissions media either now known or later

developed in the future.

The mesh network 40 described herein is an open network, such that those within the

geographic region of operation will opt-in if desired, through the utility company,



telecommunications partner or local ISP partner administering the network. The network is

not closed to any individuals opting in, provided they have been authenticated using the

appropriate security protocols. The network is configured to support a throughput of up to

600 Mbps, as noted in the appropriate IEEE specification, and as realized in a 802.1 I s

wireless mesh network topology.

By way of further example, the integration with, or replacement of, local wireless

network delivery systems allows the seamless integration with current home automation

technology, allowing for the direct communication with these devices using the smart grid

network deployed system.

Scaling of the deployed transformer modules or devices 20 with ongoing optimization

of the defined mesh network 40 allows for establishing a lucrative alternative pathway for

digital content receipt and delivery to networked consumers. Recognizing the proliferation of

digital set-top boxes like elements from the leading consumer technology innovators,

inclusion of the smart grid network chip set within these devices provides an alternative

capability for digital content beyond that currently offered by cellular and broadband

suppliers. The digital content may include movies, songs, photographs, advertising media,

social media exchanges, internet searching requests, internet searching downloads, digital

imagery, web page renderings, streaming media, online gaming, voice over internet, video

over internet, email communications, business analytics, consumer analytics, industrial

automation including SCADA activities, home automation, governmental and emergency

related broadcasts, digital business model facilitation, including on-line commerce.

FIG. IB shows an example of a mesh network with two versions of the transformer

monitoring device 20.

The first version 120 includes both a collector chip set and a mesh/cellular chip set. It

communicates with the head-end (e.g., cellular tower 110), while pulling smart meter data

and transformer data the devices of the second version 130 and other mesh network data.

The second version 130 includes only the mesh/cellular chip set. It communicates

with the devices of the first version 120 while pulling data.

Data flow in the smart grid mesh network may be as follows. Data collected at a

smart meter 18, 28 is transmitted through the wireless wide area mesh network to a

transformer monitor / data collection device 20. The data is transmitted then to a head-end,

such as cellular tower 110, from which is transmitted to the cloud-based server 90. The data

can then be analyzed using a smart node power grid communication protocol and analytics



platform 45. Metered data may also be collected from gas meters, water meters, or any other

type of resource measurement meter, and transmitted to a transformer monitor / data

collection device 20 for transmission through the wireless mesh network 40.

The data lineage of the "Internet of Things" and other corresponding data applications

incorporates multiple formats and consumption schemes including standardized regulatory

and industry data structures, voice, and unstructured data from sensor driven smart nodes.

Smart nodes, in particular, are equipped with micro-controllers, processors, storage, and

communication modules enabling data consumption and transmission in both simple peer-to-

peer networks and advanced mesh networks. One such wireless mesh network is a 802. l i s

mesh network described previously and shown in FIGS 1A and IB. The collection engine

provides flexibility in defining, managing and reporting custom data structures interacting

with nodes and their associated smart devices as they pass through the communications

framework.

Node communications are governed via a collection engine 200, which assigns and

commissions various elements of the smart grid network, with authorization to participate in

and transmit data through the wireless network. An example of the collection engine 200 is

illustrated in FIG. 2 . The collection engine 200 is configured to wirelessly manage devices in

the mesh network, such as transformer monitoring devices. The collection engine 200 is

configured to send commands and data to, and receive data from, devices in the mesh

network, such as the transformer monitoring devices. For example, the collection engine 200

may send commands to change a configuration of a transformer monitoring device or send

firmware to a transformer monitoring device.

The collection engine 200 includes three primary elements: a received data cloud

service 210, collection engine web services 220, and a management application 230, which

are all located in a cloud-based computing environment. Different elements within the smart

grid network are managed via the management application 230. The management application

230 works with the collection engine web services 220 and received data cloud service 210 to

affect changes, updates and actions within the smart grid network and its associated devices.

The collection engine 200 may comprise one or more processors and one or more memory or

other non-transitory storage device that are configured to store data, and also instructions,

which when executed by the one or more processors, cause the one or more processors to

perform the various functions discussed herein.



The received data cloud service 210 includes a data spooler 2 11, audit logger 212,

execution manager 213, orchestration agent 214 and a master communication host 215. The

collection engine web services 220 include an API manager 221, an orchestration manager

222 and a master relay host 223. The management application 230 includes an authentication

and authorization block 23 1, a monitoring block 232, a notifications and messages block 233

and a reports block 234.

The mesh network framework coupled with the 802. l i s wireless mesh nodal network

enables the data and communication service wrapper mechanism that is ported across nodes,

communication layers and data layers. The service wrapper enables data block transmission

across sensors and corresponding information systems.

In summary, the mesh network enables real-time visualization of integrated GIS and

asset information through the communication framework.

As illustrated in FIG. 3, data lineage follows a framework starting from a physical

point of inception, such as physical devices 3 10. Data passes through collection engine

managed devices moving into a cloud storage service 320 and to a cloud backup 330. The

entire system is bi-directional allowing for a query and multiple follow-on queries to devices

located throughout and interacting with the smart grid network.

The physical devices 310 can include smart meters 3 11 and digital devices 312 that

are within the smart grid mesh network. The smart meters 3 11 and digital devices 312

transmit data to and receive data from a transformer monitoring device 313 via a secure

channel 314 and a secure or open channel 315, respectively. The transformer monitoring

device 313 may comprise a meter scheduler 313a that is configured to schedule and control

the collection of data from the smart meters 3 11 and digital devices 312. Data is transmitted

bidirectionally between the transformer monitoring device 313 and the cloud storage service

320 by way of a communication link 316, which can be any number of communication

formats, including 3G, 4G, LTE, 5G, fiber optic, satellite, optical, or any other

communication format. The cloud storage service 320 comprises a cloud storage service IoT

hub/suite 321 and a device authentication/firewall 322 that is configured to prevent

unauthorized access to the cloud storage service 320. The cloud storage service 320 also

includes a parser 323 and a scheduler 324, which is configured to schedule and control the

transmission of data from the transformer monitoring device 313 to the cloud storage service

320. Web services 325 are provided relating to notifications, alarms and events data that are

provided from the transformer monitoring device 313. A database 326 with a back-up may



store transactional data 327, notification data 328 and configuration data 329 that are

provided from the transformer monitoring device 313. The database 326 may be synced 33 1

multiple times per day with long-term cloud storage 332 of the cloud backup 330. The long-

term cloud storage 332 is configured to store transactional data 333, notifications data 334

and configuration data 335.

The cloud integration enables the managing of multi-tenant and single-tenant schemas

in a distributed framework while retaining the integrity of the managed data with multi-layer

validation mechanisms. The cloud integration will automatically route data through the

appropriate schemas.

Data facilitation around the cloud based structure is as noted in FIG. 3 . Transitioning

of the data directly from the cloud based structure to the point of data visualization and action

is typically completed through a process 400 of database queries and AJAX calls, as

illustrated for example in FIG. 4 . In a first step 401, the cloud database is logged into at a

user device using an exposed URL. In a second step 402, a GET request is used to fetch the

parameters from the database. In a third step 403, an AJAX call is made in the front to

display the data on the user device.

A full overview of the cloud integration involves both the scheduling of data queries

and the random, ad-hoc inquiry into specific assets through the smart grid network. An

overview of this system is shown for example in FIG. 5 . This unique capability is required to

address on-demand remote reads of devices in the smart grid network, such as remote reads

of a transformer monitoring device receiving meter data from a plurality of smart meters or

remote reads of smart meters directly, disconnects and re-connects between devices in the

smart grid network and random asset queries from devices in the smart grid network, such as

transformer monitoring devices, collection engines, and users of the analytics platform, such

as end users, utility providers and administrators.

Data 520 is transferred between transformer monitoring devices 20 in a smart grid

network and a cloud-based data processing and storage system 500. The data 520 from the

transformer monitoring devices 20 includes transactional data and notification data. The

cloud-based data processing and storage system 500 includes cloud data processing 505 that

is configured to receive the data 520 from the transformer monitoring devices 20, and provide

the data 514 to a further cloud data processing 506. The cloud data processing 505 operates

as a messaging queue in the retrieval of data 520 from the transformer monitoring devices 20

and in the transmitting of requests for the data 520 from the transformer monitoring devices



20. The cloud data processing 506 is configured process messages that are queued up in the

cloud data processing 505 and to determine whether data is transactional data or notifications

data, and to separate the transactional data 515 and the notification data 516. Transactional

data 515 includes data collected by the transformer monitoring devices 20 from other devices

in the smart grid network, such as meter usage information from electric meters, gas meters,

water meters, oil meters, and the like. The transactional and notifications data 520 may be

collected from the transformer monitoring devices 20 at predetermined time intervals that are

set by a scheduler 509. The scheduler 509 may set or determine the predetermined intervals

based on input or instructions from, for example, an administrator device or a utility operator.

How often the scheduler 509 requests transactional data can be controlled by the collection

engine 530.

The cloud data processing 501, and other elements of the cloud-based data processing

and storage system 500 or smart grid network, may also send an on demand request 513 to

the cloud data processing 505 to obtain data 520 from the transformer monitoring devices 20

outside of the intervals set by the scheduler 509. The requests 513 can be initiated from any

number of devices, including the collection engine 530 or end user devices of the analytics

platform 540, such as administrators, utility operators or field technicians. For example, a

request 513 for transactional data can be sent or initiated by the collection engine 530 or the

analytics platform 540.

The transactional data 515 is provided to a cloud data processing 501, which

processes the data and may provide the data to the collection engine 530. Cloud data

processing 501 can pull stored data out of data storage in the could system 500, from non

relational database 502 for example, for providing to the collection engine 530. Cloud data

processing 501 may process the data to begin transactional coding and assignment to specific

database locations, and also provides the processed data to a non-relational database 502,

where the data is stored in a non-relational format. The non-relational database 502 holds the

processed transactional data, until it is provided to a further cloud data processing 503, which

is configured to organize the data and process and reformat the data into a relational data

format for storage in a relational database 507. The relational data stored in the relational

database 507 may be transferred to a data mart 508 for storage of a limited duration, such as

thirty days. The data mart 508 may include a server or other storage device. The relational

data may also be transferred from the relational database 507 or data mart 508 to a backup

storage 504, which may include a server or other storage device. The relational database 507



and non-relational database 502 can incorporate relational and non-relational databases

known in the art.

The notification data 516 from the transformer monitoring devices 20 includes alerts

and alarms of various events, such as if there is an electrical outage or an energy diversion

occurrence. Transmission of notification data can be initiated for example by a request from

the scheduler 509 or from assets in-field, such as the transformer monitoring devices 20 or

the electrical meters. The cloud data processing 506 is configured to provide the notification

data 516 to blob storage 510 for short term storage. The notification data 516 is then

provided to an invoke graphics application program interface (API) 5 11, which initiates a

graphics server and application 512. The graphics server and application 512 may take raw

data, such as notification data 516 or transactional data, with correct assignments as to names

and relationships already assigned, and assign the data to specific graphical representations

within the visualization scheme of the analytics platform 540 to be accessed by a user device.

As illustrated in FIG. 7 for example, the graphical representations may include a dashboard

700 that is visualized for display on a user devices, including a system summary screen 701

with data mapped onto a visual map, a non-technical loss summary screen 702 with data

highlighted to a specific asset or assets and mapped onto a visual map, an outage summary

screen 703 with data highlighted to a specific asset or assets and mapped onto a visual map,

and a network summary screen or coverage map 704 with data highlighted to a specific asset

or assets and mapped onto a visual map. The graphics server and application 512 provides

the data to the analytics platform 540, and enables the visualization of the notification data

516 on a user device having a display. The graphics server and application 512 may also

obtain transactional data from the data mart 508, which can also be provided to the analytics

platform 540 to process the data and enables the visualization of the transactional data on a

user device having a display. The graphics server and application 512 may also provide data

for storage in the data mart 508 that has been prepared and optimized for viewing, for later

retrieval.

The cloud system 500 can include or be accessible to the collection engine 530 and

analytics platform 540, and be accessible to associated user devices for visualization of data.

The collection engine 530 and analytics platform 540 are also located in a cloud environment.

The analytics platform 540 enables the viewing of both operational and non-operational

losses in assets and, subsequently, in revenue. The analytics platform 540 also parses,



aggregates and summarizes data from adjacent IoT digital devices and mesh network-enabled

systems, expanding analytics capabilities beyond smart grid applications.

The cloud system 500 and its components, such as cloud data processing 501, non

relational database 502, cloud data processing 503, cloud data processing 505, cloud data

processing 506, relational database 507, scheduler 509, invoke graphics API 5 11, graphics

server and application 512, collection engine 530 and analytics platform 540, may include

one or more processors and one or more memory or other non-transitory storage device that

are configured to store data, and also instructions, which when executed by the one or more

processors, cause the one or more processors to perform the various functions discussed

herein.

The cloud system 500 may incorporate systems and software known in the art in the

implementation of cloud data processing 501, cloud data processing 503, cloud data

processing 505, cloud data processing 506 and their associated processes, including for

example, AZURE app service, AF-Extract, AZURE IoT Hub, AZURE IoT Function,

respectively. Invoke graphics API 5 11 and graphics server and application 512 may also

incorporate systems known in the art, including for example, a TABLEAU server, application

and API. The present invention is not limited to the incorporation of these systems, but may

incorporate alternative or similar hardware and software systems without deviating from the

scope of the invention.

Taken collectively in the smart grid network, the analytics platform, and mesh

network enabled and connected digital assets provide a unified virtual view of the Internet of

Things (IoT) grid, data, corresponding data insights, and resulting data discoveries, using an

innovative, geo-spatial interface and enhanced (or virtual) reality construct across multiple

platforms.

The analytics platform integrates and engages directly with the collection engine,

802. 1I s wireless mesh network and cloud database structure to form a cohesive data

management, rich-visualization and enterprise management solution, illustrated for example

in FIG. 6 .

A data center 600 comprises an analytics server 610, data mart 620, ETL (extract

transfer load) 630 and data warehouse 640, all of which are arranged in a cloud-based

environment. For example, the analytics server 610 may correspond to the graphics server

and application 512, the data mart 620 may correspond to data mart 508, ETL 630 may



correspond to the cloud data processing 503 and the data warehouse 640 may correspond to

the relational database 507, all shown in FIG. 5 and discussed above.

The analytics server 610 includes a gateway/load balancer 6 11, data server 612,

visualization server 613, app server 614, repository 615 and data source drivers 616. The

data mart 620 includes an analytics storage 621, including storage of demand forecasting data

622 and storage of information that can be visualized in a dashboard 623 on a display of a

user interface of the user devices 660, 670, 680. The dashboard information 623 may include

outage information 624, non-technical loss information 625 and billing information 626. The

ETL 630 may store analytics jobs 631 and dashboard jobs 632. The data warehouse 640

stores transaction and managerial archive data 641 for between one day and ten years. The

data center 600 may be configured to communicate with and provide data for display and

visualization on one or more devices, including visualization and analytics desktops 660, a

web application 670 and users of head mounted devices 680 such as field technicians.

A cloud-based write intensive database 651 and read intensive database 652 are also

provided. The write intensive database 651 may store transactional and managerial data for

up to seven days and is replicated 654 to the read intensive database 652, which may store

transactional and managerial data for up to sixty days. An ETL 653 may be backed up 655

every twenty-four hours to the data warehouse 640. The read intensive database 652 may

fetch 633 live data from the ETL 630 that are not backed up.

One example of the analytic capability of the present invention may be noted in the

calculation for energy theft or energy diversion. An example of such a process comprises

inputs, algorithms and an output. The inputs may include a transformer serial number,

transformer distributed kWh, and meter delivered kWh. The algorithms may include the

aggregation transformer/feeder level and a theft calculation, which may be equal to the

transformer distributed kWh, less the meter delivered kWh, and less any line loss. The output

may include charts and insights, and may comprise one or more outputs, such as a number of

energy theft incidents, energy loss by theft, monetary loss by theft and/or theft patterns over

time.

Rich GUI visualizations which incorporate best practices from current map overlay

software are used to geo-locate critical data for both the software and the hardware of a head-

mounted display. In one example process for displaying data associated with a location in a

smart gird network on a map of the smart grid network, in a first step, a map API is used,

such as the GOOGLE map API. In a second step, a marker function is used and the array of



coordinates and descriptions is passed. In a third step, the array of coordinates will be plotted

in the map and the description will be shown as the information.

Other Related Applications

The application is related to other patent applications, some of which are identified

above, that together form part of the overall family of technologies developed by one or more

of the inventors herein, and disclosed in the following applications:

U.S. patent application serial no. 15/160,754 (WFMB No. 756-002.002-2), filed 20

May 2016, entitled "Transformer mounted monitor, communications and data collection

device," which claims benefit to U.S. provisional application no. 62/203,101 (WFMB No.

756-002.002-1), filed 10 August 2015;

U.S. patent application serial no. 15/234,293 (WFMB No. 756-002.003-2), filed 11

August 2016, entitled "Enhanced reality system for visualizing, evaluating, diagnosing,

optimizing and servicing smart grids and incorporated components," which claims benefit to

U.S. provisional application serial no. 62/203,719 (WFMB No. 756-002.003-1), filed 11

August 2015;

U.S. application serial no. 15/257,302 (WFMB No. 756-002.005-2) filed 6 September

2016, entitled "System and Method for Determination and Remediation of Energy Diversion

in a Smart Grid Network", which claims the benefit of U.S. provisional application serial no.

62/213,815 (WFMB No. 756-002.005-1), filed 3 September 2015;

U.S. application serial no. 15/250,1 19 (WFMB No. 756-002.006-2) filed 29 August

2016, entitled "Supplemental And Alternative Digital Data Delivery and Receipt Mesh

Network Realized Through the Placement of Enhanced Transformer Mounted Monitoring

Devices", which claims the benefit of U.S. provisional application serial no. 62/236,420 filed

2 October 2015;

U.S. application serial no. 15/332,245 (WFMB No. 756-002.007-2) filed 24 October

2016, entitled "Augmentation, Expansion and Self-Healing of a Geographically Distributed

Mesh Network Using Unmanned Aerial Vehicle Technology", which claims the benefit of

U.S. provisional application serial nos. 62/244,914 and 62/244,919 filed 22 October 2015 and

U.S provisional application serial no. 62/299,348, filed 24 February 2016;

U.S. application serial no. 15/332,151 (WFMB No. 756-002.008-2) filed 24 October

2016, entitled "Data Transfer Facilitation Across a Distributed Mesh Network Using Light



and Optical Based Technology", which claims the benefit of U.S provisional application

serial no. 62/244,919 (WFMB No. 756-002.008-1), filed 22 October 2015; and

U.S. application serial no. 15/442,244 (WFMB No. 756-002.010-2) filed 24 February

2017, entitled "Distributed 802. l i s Mesh Network Using Transformer Module Hardware for

the Capture and Transmission of Data", which claims the benefit of U.S provisional

application serial no. 62/299,348 (WFMB No. 756-002.010-1), filed 24 February 2016;

which are all assigned to the assignee of the instant patent application, and which are

all incorporated by reference in their entirety.

It should be understood that, unless stated otherwise herein, any of the features,

characteristics, alternatives or modifications described regarding a particular embodiment

herein may also be applied, used, or incorporated with any other embodiment described

herein. Also, the drawing herein may not be drawn to scale in whole or in part. Although the

invention has been described and illustrated with respect to exemplary embodiments thereof,

the foregoing and various other additions and omissions may be made therein and thereto

without departing from the spirit and scope of the present invention.



WHAT IS CLAIMED:

1. A smart grid network comprising:

one or more transformer monitoring devices configured to collect metering data from

one or more metering devices in the smart grid network;

a cloud-based data processing and storage system comprising:

one or more cloud data processors configured to receive data from the one or

more transformer monitoring devices and process the received data into categories

including at least a first category of data comprising the collected metering data;

at least one data store configured to store data of at least the first category of

data;

an analytics platform configured to analyze the received and categorized data;

and

a graphics server configured to format the analyzed data for display; and

at least one user device comprising a user interface and a display configured to

display the analyzed data.

2 . The smart grid network according to claim 1, wherein the one or more cloud data

processors are configured to process the received data into the first category of data

comprising transactional data including the collected metering data and at least a second

category of data comprising notifications data.

3 . The smart grid network according to claim 2, wherein the one or more cloud data

processors are further configured to process the transactional data into a non-relational format

for storage in a non-relational database and process the transactional data in the non

relational format into a relational format for storage in a relational database.

4 . The smart grid according to claim 3, wherein the relational database is configured to

transmit the stored data in the relational format to the at least one data store, and the at least

one data store comprises a data mart configured to store data for a predetermined period of

time, and a backup storage configured to provide a backup storage of the data stored in the

data mart.



5 . The smart grid network according to claim 2, wherein the one or more cloud data

processors are further configured to transmit the notifications data to a short-term data

storage prior to displaying the notifications data on the at least one user device.

6 . The smart grid network according to claim 2, wherein the cloud-based data processing

and storage system further comprises a collection engine in communication with the one or

more transformer monitoring devices, the one or more cloud data processors, the analytics

platform and the at least one user device.

7 . The smart grid network according to claim 6, wherein the cloud-based data processing

and storage system further comprises a scheduler configured to determine a regular time

interval for the collection of data from the one or more transformer monitoring devices by the

cloud-based data processing and storage system.

8 . The smart grid network according to claim 7, wherein the one or more cloud data

processors of the cloud-based data processing and storage system are further configured to

transmit on demand requests for data to the one or more transformer monitoring devices

outside of the regular time interval for the collection of data or to the one or more metering

devices directly.

9 . The smart grid network according to claim 8, wherein on demand requests for

metering data are initiated by one or more of the at least one user device and the collection

engine.

10. The smart grid network according to claim 1, wherein the at least one user device is a

personal computer, a mobile device, a tablet device or a head-mounted display device

configured to display the analyzed data using an augmented reality display.

11. The smart grid network according to claim 1, wherein the one or more transformer

monitoring devices and the metering devices form a wireless mesh network.



12. The smart grid network according to claim 2, wherein the notifications data indicate

the occurrence of a particular event in the smart grid network detected by the one or more

transformer monitoring devices.

13. A method comprising :

collecting, by one or more transformer monitoring devices in a smart grid network,

metering data from one or more metering devices in the smart grid network;

transmitting data collected by the one or more transformer monitoring devices to a

cloud-based data processing and storage system;

receiving, by one or more cloud data processors of the cloud-based data processing

system, the data transmitted from the one or more transformer monitoring devices;

processing, by the one or more cloud data processors, the received data into categories

including at least a first category of data comprising the collected metering data;

storing, in at least one data store of the cloud-based data processing and storage

system, data of at least the first category of data;

analyzing, by an analytics platform of the cloud-based data processing and storage

system, the received and categorized data;

formatting, by a graphics server of the cloud-based data processing and storage

system, the analyzed data for display; and

displaying the analyzed data on at least one user device comprising a user interface

and a display.

14. The method according to claim 13, wherein processing the received data into

categories comprises processing the received data into the first category of data comprising

transactional data including the collected metering data and at least a second category of data

comprising notifications data.

15. The method according to claim 14, further comprising:

a further processing, by the one or more cloud data processors, of the transactional

data into a non-relational format for storage in a non-relational database, and a further

processing of the transactional data in the non-relational format into a relational format for

storage in a relational database.



16. The method according to claim 15, further comprising transmitting, by the relational

database, the stored transactional data in the relational format to the at least one data store,

wherein the at least one data store comprises a data mart configured to store data for a

predetermined period of time, and a backup storage configured to provide a backup storage of

the data stored in the data mart.

17. The method according to claim 14, further comprising transmitting, by the one or

more cloud data processors, the notifications data to a short-term storage prior to displaying

the notifications data on the at least one user device.

18. The method according to claim 14, wherein the cloud-based data processing and

storage system further comprises a collection engine in communication with the one or more

transformer monitoring devices, the one or more cloud data processors, the analytics platform

and the at least one user device.

19. The method according to claim 18, further comprising determining, by a scheduler of

the cloud-based data processing and storage system, a regular time interval for collecting data

from the one or more transformer monitoring devices by the cloud-based data processing and

storage system.

20. The method according to claim 19, wherein the one or more cloud data processors of

the cloud-based data processing and storage system are further configured to transmit on

demand requests for data to the one or more transformer monitoring devices outside of the

regular time interval for collecting data or to the one or more metering devices directly.
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