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(57) Abstract: Systems and methods for proactively deleting applications and/or deactivating permissions granted thereto are described.

A system determines a user's usage pattern of an application. The system also determines a standard usage pattern associated with the
application. The standard usage pattern may be determined from application usage patterns of multiple users of the system. When the
user's usage pattern deviates from the standard usage pattern, the system may cause the application to be deleted from one or more
of the user's devices. The system may also deactivate user permissions associated with the application when the user's usage pattern
deviates from the standard usage pattern. The system also outputs an indication to the user soliciting whether the system to re-download
the application and/or reactivate the permissions.
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PROACTIVELY LIMITING FUNCTIONALITY

CROSS-REFERENCE TO RELATED APPLICATION DATA
This application claims priority to U.S. Patent Application Serial No. 15/702,257,
entitted “Proactively Limiting Functionality,” filed on September 12, 2017, in the names of
Felix Wu et al. The above patent application s heremn incorporated by reference in its

entirety.

BACKGROUND

Speech recognition systems have progressed to the point where humans can interact
with computing devices using their voices. Such svstems employ technigues to identify the
words spoken by a human user based on the various qualities of a received audio nput,
Speech recognition combined with natural language understanding processing techniques
enable speach-based user control of a computing device to perform tasks based on the user’s
spoken commands. The combmnation of speech recogrition and natural language
understanding processing techniques is referred to herein as speech processing.  Speech
processing may also involve converting a user’s speech mto text data which may then be
provided to various text-based software applications.

Speech processing may be used by computers, hand-held devices, telephone computer

systems, kiosks, and a wide variety of other devices to improve human-computer interactions.

BRIEF DESCRIPTION OF DRAWINGS

For a more complete understanding of the present disclosure, reference is now made
to the following description taken in conjunction with the accompanying drawings.

FIG. 1 illustrates a system configured to proactively delete applications from user
devices and/or deactivate user permussions associated with applications according to
embodiments of the present disclosure.

FIG. 2 1s a diagram of components of a system according to embodiments of the
present disclosure.

FiG. 3 illustrates data stored and associated with user profiles according o
embodiments of the present disclosure.

FIG. 4 1s a process flow diagram illustrating a method for proactively deactivating an

application and/or pernussions according to embodiments of the present disclosure.
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FIG. 5 1s a process flow diagram illustrating a method for proactively deactivating an
application and/or pernussions according to embodiments of the present disclosure.

FIGS. 6A and 6B are a signal flow diagram illustrating the visible solicitation of a
user as to whether the application and/or permissions should be reactivated and/or re-
downloaded according to embodiments of the present disclosure.

FIGS. 7A and 7B are a signal flow diagram illustrating the audible solicitation of a
user as to whether the application and/or permussions should be reactivated and/or re-
downloaded according to embodiments of the present disclosure.

FIG. 8 1s a block diagramn conceptually dlustrating example components of a device
according to embodiments of the present disclosure.

FIG. 9 is a block diagram conceptually illustrating example components of a server
according to embodiments of the present disclosure.

FIG. 10 illustrates an example of a computer network for use with the speech

procassing system.

DETAILED DESCRIPTION

Automatic speech recognition {ASR} i3 a field of compuler science, artificial
niethigence, and hinguistics concemned with transforming audio data associated with speech
into text data representative of that speach. Natural language understanding (NLU)} is a field
of computer science, artificial intelligence, and linguistics concerned with enabling
computers 1o derive meaning from text input containing natural language. Texi-to-speech
(TTS} 15 a field of computer science, artificial intelligence, and linguistics concerned with
enabling computers to output synthesized speech. ASR, NLU, and TTS may be used together
as part of a speech processing system,

A user may download one or more applications o a computing device. A user may
also enable an application to operate for one or more computing devices without necessanly
downioading them, such as in the circumstance of a local device that access a remote server
over anetwork connection {e.g., a cloud service) where the remote server may coordinate the
operation of different enabled applications with regard to the local device. Such applications
include, for example, social media applications. music streaming applications, global
positioning system (GPS) applications, and the like. The user may grant permissions to the
applications, enabling the applications to access user specific information. Such user specific

information may include device location information, bank account information, etc.
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Sometimes, a user will download and/or enable an application, grant the application
pernussions to user specific information, and thereafter forget abowt the application and/or
the permissions granted thereto. This enables applications not used by a user to have
continued access to the user’s information, which may be undesirable from the user’s
perspective.

The present disclosure provides a system for proactively limiting the functionality
with regard (o particular applications.  Enabling functionality may include, but is not
necessarily lumted to, downloading an application, enabling / associating an application with
respect io one or more devices, profiles or accounts, granting permussions to an application
(such as allowing an application to access certain information), expanding existing
permissions of an application, or the like. Limiting functionality may include, but is not
necessarily limited to, deleting an application from a device, deactivating / disassociating an
application with respect to one or more devices, profiles, or accounis, deactivating
permissions to an application (such as no longer allowing an application to access certain
mformation), reducing, deactivating or otherwise circumscribing existing pernussions of an
application (for example limiting them on the basis of time, user, data sensitivily, etc.) or the

like.

The system may performy various operations to determine how and when to
proactively liroit the functionality of a particular application.  For example. the systerm
determines a user’s usage pattem of an application. The system also determines a standard
usage pattern associated with the application. The standard usage pattern mayv be determined
from application usage patterns of multiple users of the system.  When the user’s usage
pattern deviates from the standard usage pattern, the system may cause the application to be
deleted from one or more of the user’s devices. The system may also deactivate user
permissions associated with the application when the user’s usage patiern deviates from the
standard usage pattern.  The systern thus prevents potential undesired access of applications
to user information even though the user may have forgotien about the application and/or the
permissions granted thereto.

Some computing devices may be configured to restrict access io user data. For
example, a user’s smart phone may receive an indication to launch an application. In
response, the smart phone may prompt the user as to whether the user wants to grant the
application permussion to certain user wnformation, such as ltocation information. In contrast,

the system of the present disclosure 18 concerned with minimizing an application’s access {0

(4l
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user information after the user has already granted the application permission to such
information.

FiG. 1 illustrates a svstem configured to proactively limm{ an application’s
functionality. Although the figures and discussion illustrate certain operational sieps of the
system in a particular order, the steps described may be performed in a different order {(as
well as certain steps removed or added) without departing from the intent of the disclosure.
As iltustrated 1 FIG. 1, devices (110a/110b) local to a user S, one or more servers 120, and
one or maore service provider servers 125 may be connecied across one or more networks 199,
The server(s) 120 (which may be one or more different physical devices) may be capable of
performing fraditional speech processing (e.g., speech recognition processing such as ASR,
natural language processing such as NLU, command processing, etc.) as well as other
operations. A single server 120 may perform all speech processing or moultiple servers 120
may combine to perform all speech processing. Further, the server{s) 120 mayv execute
cerfain commands, such as answering spoken otterances of users § and operating other
devices {e.g., light switches, appliances, etc.).

As illustrated m FIG. 1, a user 5 provides an indication to a device (110a/110b) 1o
download an application. The device {(110a/110b) sends a request for the application to a
server(s) {e.g., the server(s) 120 or the service provider server(s) 125). In one example, the
server{s) 120 may enable the apphication with respect to the device 110a without sending data
corresponding to the application to the device 110a  According to this example, the user 5
engages the device 110a to interact with the application, the device 110a sends data to the
server{s) 120 corresponding to a user command, the server(s) 120 executes the user commmand
with respect to the application, and the server{s} 120 sends data responsive to the user
command to the device 110a for output to the wser 5. In another example, the service
provider server(s) 125 may send data corresponding to the application to the device 110b.
According to this exaraple, the user 5 engages the device 110b to interact with the application
and the device 110b executes processes with respect to the command. Thus, according to this
example, the service provider server(s) 125 may not be communicated with o execute
processes associated with the application.

Once the application 15 either enabled by the server(s) 120 or downloaded to the
device 110b from the service provider server(s) 125, the user 5 may interact with the
application over tirne. The user may interact with some apphcations on a daily basts, and

other applications on a less frequently basis (e.g., weekly, mouthly, etc.) At sorse point in
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time after the server(s) 120 enables the application or the device 110b downloads the
application, the server{s) 120 deternmines (130} the user’s usage pattern associated with the
application.

The server(s) 120 also determines (132) a standard usage pattem associated with the
application with respect to multiple users of the system. The system may have multiple users
that use the application. Fach user may use the application in a different frequency. The
server(s) 120 may determine the standard usage pattern across the usage frequencies of all {or
a portion) of the users that operate the application. For example, the system may determine
how often particular users, on average, operate a particular application or other information
about general usage of an application.

The server(s) 120 may determine (134) the user’s usage paittern deviaies {tom the
standard usage pattern, for exarmple greater than a standard deviation or other threshold.. For
example, the server{s) 120 may determine the user 5 uses the application more often than as
indicated by the standard usage pattem. Alternatively, the server{s) 120 may determine the
user 5 uses the application less frequently than as indicated by the standard usage pattern.

The server(s) 120 may cause (136) the application to be deleted from one or more of
the user’s devices if the server(s) 120 determines the user uses the application less frequently
than as indicated by the standard usage pattern. For example, if the device 110b downloaded
the application from the service provider server(s) 125, the server(s) 120 may cause the
device 110b to delete the application. The server{s) 120 may cause the application o be
deleted from each user device having the application downloaded thereon. User devices and
applications downloaded thereon may be represented in a user profile stored and/or
maintained by the server(s) 120.

The server(s) 120 may also deactivate {138} the application with respect to the user’s
profile. For example, if the server(s} 120 enabled the application and executes functions
associated with the application in response to receiving user commands from the device 110g,
the server{s} 120 may deactivate the application in the user’s profile {eg. delete an
association between the user’s profile and the application), thereby preventing the server(s}
120 from thereafter processing user commands recetved from the device 110a and associated
with the application.

The server(s) 120 may additionally cause (140) user permissions associated with the

application to be deactivated. For example, if the device 110b downloaded the application

h
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from the service provider server{(s) 125, the server(s) 120 may cause the device 110b 1o
deactivate permissions granted to the application. The server(s) 120 may cause the
permissions 1o be deactivated from each user device having the apphication downloaded
thereon.

The server(s) 120 may further deactivate (142) user permussions associated with the
application within the user’s profile.  For example, if the server(s) 120 enabled the
application and executes functions associated with the apphcation in response fo receiving
user commmands from the device 110a, the server(s) 120 may deactivate permissions
associated with the application in the user’s profile, thereby preventing the server(s) 120 from
thereafter providing the application with user specific data.

Upon deletion of the application, deactivation of the application, or deactivation of the
permissions, the server{s) 120 solicits {(144) the user as to whether the application should be
re-downloaded / re-enabled / restored and/or whether the permissions should be reactivated.
if the user indicates such, the server(s) 120 re-downloads / re-enables the application and/or
reactivates the permissions depending.

As described above, the system may himit the functionality of an application(s) and/or
permission(s) with respect to a single user profile. A user profile siorage of the system may
be configured with one or more custorner profiles, with each customer profile encompassing
multiple user profiles. A custorer profile may include permissions, etc. shared by all of the
user profiles encompassed by the customer profile. The system may limit the functionality an
application{s} and/or permission{s) with respect o a customer profile, which resuits in the
system hmiting the functionality of the application with respect to multiple user profiles at
once.

The system may linit the functionality of an application by directly deleting and/or
deactivating the application, by directly removing or disabling permissions of the application,
by directly disassociating / unlinking the application {rom a device, profile or account, etc.
The svstem may also limit the functionality of an application by causing such activities to
occur, for example by sending an instruction to another device or component to perform the
actions to it the functionality of the apphiecation.

The system roay operate using various cornponents as described m FIG. 2. The

various components illustrated FIG. 2 may be located on a same or different physical devices.
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Communication between various compounents tllustrated i FIG. 2 may occur directly or
across a network(s} 199.

An audio capture component, such as a microphone or array of microphones of the
device 110a or other device, captures input audio 11 corresponding o a spoken utterance.
The device [10a, using a wakeword detection component 220, processes audio data
corresponding to the input audio 11 to deternune if a keyword {e.g., a wakeword) is detected
i the audio data. Following detection of a wakeword, the device 110a sends audio data 211,
corresponding to the ulterance, to a server(s) 120 for processing.

Upon receipt by the server(s) 120, the audio data 211 may be sent to an orchestrator
component 230. The orchestrator component 230 may include memory and lfogic that
enables the orchestrator component 230 to fransmit varous pieces and forms of data to
vartous components of the system.

The orchestrator component 230 sends the audio data 211 to a speech processing
component 240. A speech recognition component 250 of the speech processing component
240 wranscribes the audio data 211 into one more textual interpretations representing speech
contained in the audio data 211, The speech recogrnition component 250 interprets the
spoken utterance based on a similarity between the spoken utterance and pre-established
tanguage models. For example, the speech recognition component 250 may compare the
audio data 211 with models for sounds (e.g., subword units or phonemes) and sequences of
sounds to identify words that match the sequence of sounds spoken in the utierance

reprasented in the audio data 211,

Alternatively, a keyboard {e.g.. presented on a touch sensitive display) of a device
110b may capture textual input corresponding to a user cornmand. The device 110b may
generate text data corresponding to the input text, and may send the text data to the server(s)
120.  Upon receipt by the server(sy 120, the text data may be sent to the orchestrator
component 230.

The orchestrator component 230 sends the text data to a natural language component
260 of the speech processing component 240, If the user command was received by the
server{s) 120 as audio data from the device 110a, the speech recognition component 250
sends text data generated using speech recognition processing o the natural language
component 260. The fext data sent from the speech recognition component 230 to the natural

language component 260 may include a top scoring textual interpretation of the spoken
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utierance or may include an N-best list including a group of textual interpretations and
potentially their respective scores.

The natural language component 260 attempts to make a semantic interpretation of
the phrases or statements represented in the text data.  That s, the natural language
component 260 determines one or more meanings associated with the phrases or statements
represented in the text data based on individual words represented in the text data. The
natural language component 260 interprets a text siring to derive an mtent of the user
command represented in the text data (e.g., an action that the user desires be performed) as
well as pertinent piecas of information in the text data that allow a device {e.g., the device
110a, the device 110b, the server(s) 120, the service provider server(s) 125, etc.} to complete

the intent. For example, if the text data corresponds to “call mom,” the natural language

component 260 may deternune the user intended fo activate a telephone m his/her device and
to initiate a call with a contact matching the enfity “mom.”

The natural language component 260 may perform natural language understanding
(NLL)) operations m a manner that is specific to a particular user / user profile to ensure
proper parsing of text data corresponding to the user profile. For example, the natural
language component 260 may perform NLU operations using assoctations between a
particular profile and applications that are enabled with respect o the profile. Thus, if post-
ASR text data is received, the natural language coroponent 260 may use the associations o
determine if the post-ASR text data indicates an mnstruction to perform a certain operation
using one of the enabled applications. For example, an utterance o “play music” may result
i a cerlain enabled music-playing application 290 being indicated bv the NLU results rather
than a different, but non-enabled. music-playing application being indicated by the NLU
results.

Limiting functionality of an application as described herein may mclude removing an
association between the application and a user profile, which may include removing data that
may be used by an NLU operation when determining how to process text data received from
a device associated with the user profile. Thus, anv weight NLU processing may have given
to an application when enabled with respect to the user profile may be reduced (or
eliminated) if an association between the application and the user profile 15 deactivated.
Removing an association between the application and the user profile may include changing a
bit / data flag value from 1 to 0 {(or vice versa) where the bit / data flag indicates whether a

particular application is enabled with respect to the user profile. Restoring the association

o]
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may mvolve toggling the bit from an unassociated state (e.g., 0) to an associated state (e.g.,
1), Similarly, limiting functionality of an application as described herem may include
deactivating a permission for an application to access certain data corresponding to the user
and/or profile. Deactivating the permission for the application may include changing a bit /
data flag value from 1 to O {or vice versa} where the bit / data flag indicates whether the
application has the respective permission with respect to the user profile. Restoring the
permission may nvolve toggling the bit from a “not permitted” state (e.g., 0) to a “permutted”
state {e.g., 1).

The server{s) 120 may include a user recogmition component 295  The user
recognition component 295 may take as input the audio data 211, the texi data received by
the server(s) 120 {rom the device 110b, and/or the text data oulput by the speech recognition
component 250 The user recognition corponent 295 determines scores indicating whether
the command represented in the audio data 211 or the text data provided by the device 110b
originated from particular users. For example, a first score may ndicate a likelihood that the
command originated from a first user, a second score may indicate a hikelihood that the
command originated from a second user, etc. The user recognition component 295 also
determines an overall confidence regarding the accuracy of user recognition operations. I
the uvser command 1s recetved as audio data 211, user recognition may nvolve comparing
speech characteristics in the audio data 211 to stored speech charactenistics of users. User
recognition may also involve comparing biomeiric data (e.g., fingerprint data, iris data, etc)
received by the user recognition component 295 to stored biometric data of users. User
recognition mav further involve comparing image data including a representation of at least a
feature of a user with stored image data including representations of features of users. Other

types of user recognition processes,

including those known in the art, may also or
alternatively be used. Ouiput of the user recognition component 295 may be used to mform
natural language processing as well as processing performed by 1P and 3P applications.

The server{s) 120 may include a user profile storage 270. The user profile storage
270 may include a variety of information related to individual users, groups of users, etc. that
tnieract with the svstem. The user profile siorage 270 may include one or more customer
profiles. Each customer profile may be associated with a different customer identifier (1D},
A customer profile may be an umbrella profile specific to a group of users. That is, a
customer profile encompasses two or more mdividual user profiles, each associated with a

unique respective user 1D, For example, a customer profile may be a household profile that
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encorapasses user profiles associated with multiple users of a single household. A customer
profile may include preferences shared by all of the user profiles encompassed thereby. Fach
user profile encompassed under a single customer profile may include preferences specific to
the user assoctated therewith. That s, each user profile may nclude preferences unique with
respect to one or more other user profiles encompassad by the same customer profile. A user
profile may be a stand-alone profile or may be encompassed under a customer profile. As
tlustrated, the user profile storage 270 is implemented as part of the server(s) 120. However,
it should be appreciated that the user profile storage 270 may be located proximate to the
server(sy 120, or may otherwise be in communication with the server(s) 120, for example
over the network(s} 199. A user profile may also be stored on a device 110 and may be
related to the device. Thus application functionality / permissions related to the device may
be stored on the device itself. To enable / limit functionality with regard to a particular
device, the system may operate on associations stored with regard to the device’s user profile.

The orchestraior component 230 may send ouiput from the nailural language
component 260 {e.g., text data including tags atiributing meaning to the words and phrases
represented in the text data), and optionally output from the user recognition component 295
and/or data from the user profile storage 270, to one or more applications 290. FIG. 2
tHustrates various 1P apphications 290. However, it should be appreciated that the data sent
to 1P applications 290 may also be sent to 3P application servers executing 3P applications.

An “application,” as used herein, may be considered synonymous with a skill. A
“skill” may correspond to a domain and may be software running on a server(s) 120 that 1s
akin to an apphication. That s, a skill may enable a server(s) 120 or application server{s) 125
to execute specific functionality in order to provide data or produce some other output
requested by a user. The system mayv be configured with more than one skill. A skill may
either be a 1P skill (.e., one executed by the server{s) 120} or a 3P skill G .e., one executed by
a 3P application server(s)). For example a weather service skill may enable the server(s) 120
to execute a command with respect to a weather service server(s), a car service skill may
enable the server{s) 120 to execute a command with respect to a taxi or ride sharing service
server(s), an order pizza skill may enable the server(s) 120 {0 execule a command with
respect to a restaurant server(s}, etc.

The application 290 to which the orchestrator component 230 sends data may be
chosen based on the output of the natural language compounent 260, In an example, if the

natural language component 260 ouiputs text data associated with an intent to play music, the
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application 290 selected may correspond to a mwsic playing application. In another example,
if the natural language component 260 outputs text data associated with an intent to output
weather information, the application 290 selected may correspond to a weather application.
In vet another example, if the natural language component 260 outputs text data associated
with an inient to obtain search resulis, the application 290 selected may correspond to a
search engine application.

An application 290 may output text data to the server(s) 120. The orchestrator
component 230 mav send text data output by the apphcation 290 to a TTS component 280.
The TTS component 280 may synthesize speech corresponding to received text data. Audio
data synthesized by the TTS component 280 may be sent o the device 110a {or another
device including a speaker) for output o a user.

The TTS component 280 may perforra speech syothesis using one or more different
methods. In one method of synthesis called unit selection, the TTS component 280 matches
text data or a derivative thereof against a database of recorded speech. Maiching units are
selected and concatenated together to form audio data. In another method of synthesis called
parameiric svnthesis, parameters such as frequency, volume, and noise are varied by the TTS
component 280 o create an artificial speech waveform output. Parameinc synthesis uses a
computerized voice generator, sometimes called a vocoder.

The server(s) 120 may additionally include a permissions engine 265 configured 1o
manage the fimctionality of one or more applications. For example the permissions engine
265 may determine how and when io proactively himit the functionality of an application as
described heretn.  The pernussions engine 265 may take as imput vanous signals from
components controlled by the server(s) 120 as well as corponents separate from but in
commumication with the server(s) 120. The permissions engine 265 may operate continually
and is not limited to be operated only when a user is interacting with the system. For
exarnple, the permuissions engine 265 may determine to himit (and/or re-enable} an
application’s functionality based on the teachings described herein. Thereafter, a remote
device {e.g., a service provider server 125} associated with an application associated with the
permission may, without a user presently operating the application, send an indication fo the
server(s) 120 requesting user information associated with the deactivated permission. The
server(s) 120 (e.g., a permission gateway component incorporated in or in communication
with the permissions engine 265} may deny the request based on the permission being

deactivated. The permissions engine 265 may be in communication with the orchestrator
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component 230 (as tllustrated) or the permussions engine 265 may not interact with other
components of the server{s} 120 via the orchestrator component 230 (e.g., the permissions
engine 265 mav communication directly with, for example, the user profile storage 270}

FIG. 3 illustrates the user profile storage 270 that includes data regarding user
accounts 302, For illustration, as shown in FIG. 3, each user profile 302 may include data
indicating the applications enabled with respect to the user, the devices on which the
applications are mstalled, and the permissions the user has granted with respect o each
application. Each user profile 302 may additionally include other data not exphicitly
iHustrated.

As indicated above, the server(s) 120 may execuie the application when a user wanis
to use the application. FIG. 4 Hustrates an example method wherein the server(s) 120
proactively liroits the functionality of an application. The system determunes (402) a user’s
usage pattern with respect to an application. The system may determine the user’s usage
paitern from a history of the user’s interactions with the system. The history of the user’s
mteractions may be associated with the user’s system profile. Altematively, the history of the
user’s interactions may be stored in a dedicated storage storing histonies of multiple user’s
interactions with the svstem.

The system also determines (404) a standard application usage pattern with respect (o
the application. The standard application usage may be based on the type of application. For
example, the standard application usage with respect to a social media application may
indicate a typical user uses the application a minimum of once a day, the standard application
usage with respect to a weather application may indicate a typical user uses the application a
minimum of once a week, etc. The standard application usage may also be based on how
various users of the system use the application. For example, the system may determine how
often particular users, on average, operate a particular application or other information aboul
general usage of an application. The system may compile application usages of multiple
users and may normalize the usages to generate the standard application usage. The standard
application usage may further be based on an application developer’s expectations. For
example, a social media application developer may expect a user o use a social media
application at least once a day, a weather apphication developer may expect a user to use a
weather application at least once a week, etc. The svstem may determine the standard

application usage using other data as well.
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The system (for example, the pernussions engine 265) mav then determine a threshold
or other metric that the system may use to determine when to proactively limit functionality
with regard to the application. For example, the permissions engine 265 may determine,
based on the standard usage, a standard deviation from the standard usage data (eg. a
standard deviation from a mean standard usage value, where many users fall within a range
from the negative standard deviation io the positive standard deviation. The permissions
engine 265 may determine how many users fall ouiside of the standard deviation and may
then set the threshold to be the standard deviation. The pernussions engine 265 may also
deternune the threshold to be two times the standard deviation, a value in between one and
two times the standard deviation, something less than the standard deviation, or a different
value. Other threshold values mav also be set that do not necessarily relate to the standard
deviation. For example, the system may determine that a certain percentage of low activity
users {e.g., 2%) should have the functionality of the application limited with regard to those
users. The threshold may then be selected such that the desired percentage of users fall
below the threshold. The threshold may also be based on some other predetermined amount.

The threshold mav be based on usage activity, which may itself be a wvalue
corresponding to how often a user / account operates the particular application (or certain
setting or permuassion of the application). In such an example the system may then determine
a metric value for how often a particular user / account operates the particular application {or
certain setting or permission of the application} and may then compare that metric value to
the threshold to determine if application functionality should be limited for that user /
account. The

The system may determine (406) the user’s usage pattern diverges from the standard
application usage pattern. In this manner, the standard application usage pattern may be
considered a comparison usage pattern or usage {requency. In some instances, the system
may determine the user’s usage pattemn mdicates the user uses the application more often than
the standard application usage pattern.  When that occurs, the system may leave the
application and permmssions activated. In other instances, the system may determine the
user’s usage patiern indicates the user uses the application less often than the standard
application usage pattern. When this occurs, the system may deactivate (408} the application
in the user’s profile, deactivate {(410) one or more permissions granied {o the application in
the user’s profile, and/or perform other himiting of the apphecation’s functionality. The

system then solicits (412) the user as to whether the functionality should be re-enabled.
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The server{s) 120 may re-enable the apphication’s functionality (414) (which may
include reactivating/re-downloading (or cause to be reactivated/re-downloaded) an
application and/or permission{s)} in various ways. In an example, the server(s) 120 can act
on behalf of the user. That 1s, once the server(s) 120 receives, from the user device 110, an
indication to re-enable the application’s functionality, the server{s) 120 can re-enable the
application’s functionality without any further user involvement. In another example, the
server(sy 120 cannot act on behalf of the user due to, for example, authentication
requirements associated with re-enabling application functionality.  For example, the
server{s} 120 may receive the indication to re-enable the application functionality from the
user device 110. Thereafter, the server(s) 120 may communicate with a service provider
server(sy 125 to re-enable the application fumctionality. The service provider server{s) 123
may indicate 1o the server{s) 120 that the user must be authenticated prior to the service
provider server(s) 125 permitting the application functionality to be restored. The server(s}
120 may then solicit the user 1o provide authentication input {e.g., scan a fingerprint of the
user, scan an iris of the user, input a passcode or password unique to the user, eic.). Once the
server(s} 120 receives authentication data from a user device 110 {or a companion application
operating on the user device 110}, the server{s) 120 provides the service provider server(s)
125 with the authentication data (or an indication that the user is authenticated if the server(s)
120 performs user authentication). In response, the service provider server{(s) 125 permits the
application functionality to be re-enabled.

Thresholding mav be used to ensure the systemn does not limit the application
functionality in undesirable circumstances. For example, the standard usage pattern for an
application may indicate a typical user uses the application a minimum of 5 times a week.
The user’s usage patiern may indicate the user uses the application 3 times a week.
According 1o these examples, it may be undesirable to deactivate the application and/or
pernussions since the user, albeit it less than tvpical, is nonetheless usmyg the application.
The system may implement a timing threshold to ensure the system does not deactivate the
application and/or permissions in sttuations like the above. For example, the threshold may
imdicate the user nwst not use the application at all for a miimum threshold of time (e.g,
week, month, etc ) prior to the application and/or permissions being deactivated. Different
applications may be associated with different timing thresholds. For example, fimctionality
of a first application may be limited after a period of one week of nonuse whereas

functionality of a second application may be linuted after a period of one month of nonuse.

14



10

15

WO 2019/055292 PCT/US2018/049837

Moreover, different functions may be associated with different timung thresholds. For
example, higher priority functions {e.g. ones related to the application accessing more
sensitive user information} may be limited after a first amount of nonuse whereas lower
priority functions {(e.g., ones related to the application accessing less sensitive user
nformation) may be limited after a second, longer amount of nonuse.

As indicated above, the device 110b may execute the application when a user wanis o
use the apphication. FIG. 3 illustrates a method wherein the server{s} 120 proactively causes
an application’s functionality to be limited. The system deternunes (402) a user’s usage
pattern with respect to an application. The system also determines (404) a standard
application usage patiern with respect to the application. The standard application usage may
be based on the type of application, how various users of the system use the application, an
apphication developer’s expectations, etc.

The system may determine (406} the user’s usage pattern diverges from the standard
application usage patiern. The system may cause (502) one or more user devices to delete the
application when the system deternunes the user’s usage pattem indicates the user uses the
application less often than the standard application usage pattern. Alternatively or n
addition, the system may case {504} one or more user devices fo deactivate one or more
permissions associated with the application when the system determines the user’s usage
pattern indicates the user uses the application less ofien than the standard application usage
pattern.  For example, when the system determines the user’s usage patiern indicates the user
uses the application less often than the standard application usage pattern, the system may
access a profile associated with the wser, determine the device(s) having the application
downloaded thereon, and causes those devices to hmut the functionality of an application.
The system may also limit the functionality of an application in other wavs. The svstem then
solicits (506) the user as to whether the application’s fumctionality should be himited . The
server{s) 120 may thereafter re-enable the functionality for the application (414). As with
FiG. 4, the method describad with respect to FIG. 5 may also implement thresholding to
ensure the system does not delete the application and/or deactivate permissions in undesirable
circumsiances.

FIGS. 6A and 6B are a signal flow diagram illustrating the visual solicitation of a user
regarding whether an application’s functionality should be re-enabled. The server(s) 120
generales (602) first text data representing the application functionality was limited. The

server(s) 120 also generates {604) second text data soliciting whether the application’s
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functionality should be re-enabled . The server(s) 120 generates {606) first output text data
by including the first text data and the second text data. The server{s) 120 sends {(608) the
first output text data to the device 110b.

The device 110b displays {610} first text corresponding to the first ouiput text data.
For example, the device 110b may display text corresponding to 1 have deleted the XYZ
application based on vou not using it in X number of weeks. Should | re-download the
application?” The text may be displayed in 3 banner or icon on a louch sensitive interface of
the device 110b. The banner or icon may include a first virtual button ndicating the
application should be re-downloaded / restored and a second virtual button indicating the
application should not be re-downloaded. The device 110b receives {612} input from the
user. The mput may correspond {o the user selecting one of the virtual buttons of the banner
or icon. The device 110b sends (614) mput data corresponding to the input to the server(s)
120

The server(s) 120 determuines (616) whether the input data indicates the application
functionality should be re-enabled. If the server{s) 120 deternunes the input data corresponds
to an indication not o re-enable the application functionality, the process ends (618}
Instead, if the server{s) determines the input data corresponds to an indication to re-enable the
application functionality, the server(s) 120 re~-enables (620} the application functionality.

The server(s) 120 generates (622) second ouiput text data indicating the application’s
functionality was re-enabled and sends (624) the second output text data o the device 110b
{or another device represenied in a profile associated with the device 110b). The device 1100
{or other device) displays (626} second fext corresponding 1o the second output text data. For
example, the second text may correspond to “1 have re-downloaded the application to your
device.”

FIGS. 7A and 7B are a signal flow diagram illustrating the audible solicitation of a
user regarding whether the application and/or permissions should be reactivated/re~
downloaded. The server(s) 120 generates (606) the first output text data by including the first
text data and the second text data. The server{s) 120 then performs (702) TTS on the first
output text data to generate fivst output audio data. The server(s) 120 sends (704} the first
output audio data to the device 110a.

The device 110a outputs {706} first audio corresponding to the first output audio data.

For example, the device 110a mav outpui audio corresponding to “1 have deleted the XYZ
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application based on vou not using it in X number of weeks. Should I re-download the
application?” The device 110a receives (708) input audio corresponding to an utterance. The
device 110b sends (710} input audio data corresponding to the input audio to the server(s)
120.

The server(s) 120 performs (712) speech recognifion processing on the input audio
data 1o generate inpui text data. The server(s} 120 also performs (714} natural language
processing on the input text data o generate NLU results. Based on the NLU results, the
server(s) 120 deternines (616) whether the mput data indicates the application’s functionality
should be re-enabled . If the server(s} 120 determines the input data corresponds to an
indication not to re-enable the application’s functionality , the process ends (618). Instead, if
the server(s) determines the input data corresponds to an indication to re-gnable the
application’s functionality, the server(s) 120 re-enables the application’s functionality.

The server(s} 120 generates {622} second output text data indicating the application’s
functionality was re-enabled . The server(s} 120 performs {716) TTS on the second output
text data to generate second outpuf audio data. The server(s) 120 sends (718) the second
output audio data to the device 110a {(or another device represented in a profile associated
with the device 110a). The device 110a (or other device} outputs (720} second audio
corresponding to the second audio text data.  For example, the second audic may correspond
to “T have re-downloaded the application to vour device.”

Although the examples above discuss interacting with a local device through audio
data (such as through a voice user interface or the like), the system may also interact with a
tocal device {and thus with a user) through other means. For example, input data (such as
mput data 614/710) may be input audio data, input text data, a gesture, a button press, or
other inputs. Output data (such as output data 608/624/704/718) may include output audio
data, output text data, output indicator data (such as data corresponding to a beep, light
activation, haptic output, or other indicator), or other output data.

FIG. 8 1s a block diagram conceptually illustrating a user device 110 that may be used
with the described system. FIG 9 is a block diagram conceptually illustrating example
components of a remote device, such as the server(s) 120 that may assist with speech
recogniiion processing, natural language processing, or coromand processing.  Multiple
servers 120 may be included in the system, such as one server 120 for performing speech
recognition processing, one server 120 for performing natural language processing, etc. In

operation, each of these devices {or groups of devices) may include computer-readable and
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computer-executable mstructions that reside on the respective device (110/120), as will be
discussed further below.

Each of these devices (110/120) may include one or more controliers/processors
(804/904), which may each include a central processing unit (CPU) for processing data and
computer-readable nstructions, and a memory (806/906) for storing data and instructions of
the respective device. The memories (806/906) may individually include volatile random
access memory (RAM), non-volatile read only wemory (ROM), non-volatile
magnetoresistive memory (MRAM), and/or other types of memory. Each device (110/120)
may also include a data storage component (808/908) for storing data and
controller/processor-executable instructions. Each data storage component (808/908) may
mdividually include one or more non-volatile storage types such as magnetic storage, optical
storage, sohd-state storage, etc. Fach device (110/120) may also be connected to removable
or external non-volatile memory and/or siorage (such as a removable memory card, memory
key drive, networked storage, elc) through respective mput/ouiput device interfaces
(R02/902).

Computer mstructions for operating each device (110/120) and s various
components may be execuied by the respective device’s controller{s)/processor(s) (804/904},
using the mwemory (806/906) as lemporary “working” storage at runtime. A device’s
computer instructions may be stored in a non-transitory manner in non-volatile memory
(906/906), storage (ROR/908), or an external device(s) Aliernatively. some or all of the
executable instructions may be embedded in hardware or firmware on the respective device
in addition to or instead of software.

Each device (110/120) mcludes input/output device interfaces (802/902). A variety of
components may be connected through the imput/output device interfaces (802/902), as will
be discussed further below. Additionally, each device (110/120) may mclude an address/data
bus {824/924) for conveying data among components of the respective device. FEach
component within a device {110/120) may also be directly connected to other components in
addition to {or instead of) being connected to other components across the bus (824/924),

Referring to FIG. 8, the device 110 may inchude input/output device interfaces 802
that connect to a vaniety of components such as an audio output component such as a speaker
812, a wired headset or a wireless headset (not illustrated}. or other component capable of
outputting audio. The device 110 may also include an audio capture component. The audio

capture component may be, for example, a microphone 820 or array of microphones, a wired
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headset or a wireless headset (not illustrated), etc. If an array of microphones is included,
approximate distance to a sound’s point of origin may be determined by acoustic localization
based on iime and amplitude differences between sounds captured by different microphones
of the array. The device 110 may further include a display 810 configured to display content.

Via antenna(s) 814, the imput/output device interfaces 802 may connect to one or
more networks 199 via a wireless local area network (WLAN) (such as WiF1) radio,
Bluetooth, and/or wireless network radio, such as a radio capable of communication with a
wireless communication network such as a Long Term Evolution (LTE) network, WiMAX
network, 3G network, 4G network, 5G network, etc. A wired connection such as Ethernet
may also be supported. Through the network(s) 199, the system 100 may be distributed
across a networked environment. The /O device interface (802/802) may also include
conununication components that allow data to be exchanged between devices such as
different physical servers in a collection of servers or other components.

The components of the device(s) 110 and the server(s) 120 may include their own
dedicated processors, memory, and/or storage. Alternatively, one or more of the components
of the device(s} 110 and the server(s) 120 mav utilize the VO interfaces (802/902).
processor(s) (804/904), memory (806/906), and/or storage {(808/908) of the device(s} 110 and
server(sy 120, respectively. Thus, the speech recognition component 250 may have tis own
/O nterface(s), processor{s), memory, and/or storage; the natural language component 260
may have its own /0O interface(s), processoris), memory, and/or storage; and so forth for the
various components discussed herein.

The server{s) may include a training component for traming or creating various
machine learning models, or other such iterns, that can be used by various components, such
as the permussions engine 265. For example, models used by the permissions engine 265
may be trained and operaled according o vanous machine leaming techniques. Such
techniques may mclude, for example, neural networks (such as deep neural networks and/or

ecurrent neural networks), inference engines, trained classifiers, ete. Examples of trained
classifiers include Support Vector Machines (8VMs), neural networks, decision trees,
AdaBoost {short for “Adaptive Boosting™) combined with decision tfrees, and random
forests. Focusing on SVM as an exarople, SVM 15 a supervised leaming model with
associated learning algorithms that analyze data and recognize patterns in the data, and which
are commonly used for classification and regression analysis. Given a set of tramning

exarnples, each marked as belonging to one of two categories, an SVM training algorithm
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builds a model that assigns new exaroples into one category or the other, making it a non-
probabilistic binary linear classifier. More complex SVM models may be built with the
training set identifving more than two categories, with the SVM determining which category
13 most similar {o nput data. An SVM model may be mapped so that the examples of the
separate categories are divided by clear gaps. New examples are then mapped into that same
space and predicted to belong to a category based on which side of the gaps they fall
on. Classifiers may issue a “score” indicating which category the data most closely
matches. The score may provide an indication of how closely the data matches the category.

In order to apply the machine learning techniques, the machine learning processes
themselves need to be tramed. Traiming a machine learning component requires establishing
a “ground truth” for the training examples. In machine learning, the term “ground truth”
refers to the accuracy of a traiming set’s classification for supervised leaming
techniques. Various techniques may be used to train the models including backpropagation,
statistical leamning, supervised leamning, semi-supervised learning, stochastic learning, or
other known techniques.

As noted above, multiple devices may be emploved in a single system. In such a
multi-device system, each of the devices may include different components for performing
different aspects of the system’s processing. The mudtiple devices may nclude overlapping
components. The components of the device 110 and the server(s) 120, as described herein,
are exemplary, and may be located as a stand-alone device or may be included. in whole or in
part, as a component of a larger device or system.

As illustrated in FIG. 10, multiple devices (110a-110g, 120, 125) may contamn
components of the system 100 and the devices may be connected over a network{s} 199, The
network(s) 199 may include a local or private network or may include a wide network such as
the Internet. Devices may be conmected to the network(s) 199 through either wired or
wireless connections. For example, a speech-detection device 110a, a smart phone 110b, a
smart watch 110c, a tablet computer 110d. a vehicle 110e, a display device 110f, and/or a
smart television may be connected to the network{(s) 199 through a wireless service provider,
over a WiFi or cellular network connection, or the hke. Other devices are included as
network-connected support devices, such as the server(s) 120, the application server(s) 125,
or others. The support devices may connect to the network(s) 199 through a wired
connection or wireless connection. Networked devices may capture audio using one-or-more

built-in or connected microphones or other audio capture devices, with processing performed
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by speech recogmition components, natural language components, or other coraponents of the
same device or another device connected via the network(sy 199, such as the speech
recognition component 250, the natural language component 260, efc. of one or more servers
120.

The present application may be undersiood with regard to the following clauses,

which describe aspects of the present application:

1. A computer-implemented method comprising:

determining a first usage frequency indicating how often a user operates an
application;

determining a threshold corresponding to how often a plurality of users operate the
application on average;

determining the first usage frequency is below the threshold;

deactivating a data flag associating the application and a profile associated with the
user:

generating output text data, the output text data including a first portion indicating the
association was deleted and a second portion prompting further input regarding the
application;

wdentifying, using the profile, a device;

performing text-to-speech processing on the output text data to generate output audio
data;

causing the device (o output the oulput audio data;

receiving, from the device, input audio data;

performing speech processing on the input audio data to determine an indication o
restore functionality of the application; and

reactivating the data flag,

2. The computer-implemented method of clause 1, further comprising:

deactivating a permission corresponding {o the application and the profile, the first
permission corresponding to an ability of the application to access certain data associated
with the profile;

generating the output text data with a third portion indicating the permission was

deactivated;
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determuning the input audio data corresponds to a second indication to reactivate the
pernussion; and

reactivating the permission.

3. The computer-implemented method of clauses 1 or 2, further comprising:

determining a mean value corresponding to how ofien the plurality of users operate
the application;

deternuning a standard deviation value from the mean value;

determining a second value corresponding to the mean value minus the standard
deviation valug; and

selecting the second value as the threshold.

4. The computer-implemented method of clause 1, 2 or 3 further comprising:

determining the first usage frequency corresponds to a first peried of time of nonuse
of the application;

deactivating, based on the first period of time, a first permission allowing the
application access o first user information associated with the profile;

determining the first usage frequency corresponds {o a second period of time of
nonuse of the application; and

deactivating, based on the second period of time, a second permission allowing the
application access to second user information associated with the profile, the second period of
tirne being longer than the first period of time, the second user information being less

sensitive than the first user information.

5. A system comprising:

at least one processor; and

at least one memory including instructions that, when executed by the at least one
processor, cause the system to:

determine a first usage frequency associated with an application, the first
usage frequency being specific to a user profile;

determine a comparison usage frequency associated with the application;

determine the first usage frequency deviates from the comparison usage

frequency by a predetermined amount;

2
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cause, based on the first usage frequency deviating from the comparison usage
frequency by the predetermined amount, functionality of the application to be limited
with respect to the user profile;

cause a device to present output data, the output data indicating the
functionality of the application was limited;

receive input data;

determine the input data corresponds to an mdication to re-enable the
functionality with respect to the user profile; and

cause the functionality to be re-enabled with respect to the user profile.

6. The system of clause 3, further comprising instructions that, when executed by the at
least one processing, further cause the system to:

cause the device to present information indicating that at least one permussion
associated with the application was deactivated with respect {0 the user profile;

determune the input data corresponds to an mdication to reactivate the at least one
permission with respect to the user profile; and

cause the at least one permission io be reactivated with respect to the user profile.

7. The system of clause 6, further comprising instructions that, when executed by the at
least one processing, further cause the system to:
prior to causing the device to present the mformation, cause the at least one

permission {o be deactivated with respect to the user profile,

8. The system of clause 5, 6 or 7, further comprising instructions that, when executed by
the at least one processing, further cause the system to:

cause the device to display second text, the second text including a third portion
imdicating the application was deleted with regard to the device, the second text including a
fourth portion prompting further inpul regarding the application;

receive second input data;

determine the second input data corresponds to an indication 1o restore the
application; and

cause the device to download the apphication.
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9. The system of clause 8, further comprising instructions that, when executed by the at
least one processing, further cause the system to:
prior to causing the device to display the second text, cause the device to delete the

application,

10 The system of clause 3, 6, 7, 8 or 9, further comprising instructions that, when
execuled by the at least one processing, further cause the system (o

select, from a plurality of permissions associated with the application, a first
permission for deactivation based on a period of time of nonuse of the application represented

in the first usage frequency.

1l The svstem of clause 3, 6, 7. 8. 9 or 10, further comprising nstructions that, when
execuied by the at least one processing, further cause the system {o:

determine the first usage frequency corresponds to a first period of time of nonuse of
the application;

cause. based on the first period of time, a first permission allowing the application
access to first user information to be deactivated, the first user information corresponding to
the user profile;

determine the first usage frequency corresponds to a secound period of time of nonuse
of the application, the second period of time being fonger than the first period of time; and

cause, based on the second period of time, a second permission allowing the
application access to second user mformation to be deactivated, the second user information
associated with the user profile and being less sensitive than the first user information.
12. The system of clause §, 6,7, 8, 9, 10 or 11, further comprising mstructions that, when
executed by the at least one processing, further cause the system to:

cenerate text data imdicating the functionality of the application was limited;

perform text-to-speech processing (TTS) on the text data to generate output audio
data; and

cause one of the device or a second device to enmmt andio corresponding to the ouiput

audio data.
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13 The system of clause 5, 6,7, 8, 9, 10, 11 or 12, further comprising instructions that,
when executed by the at least one processing, further cause the svstem to;
receive input audio data;
perform speech recognition processing on the input audio data to generate input text
5 data
perform natural language processing on the input text data to generate NLU results;
and

deternune the NLU resulis correspond to the indication.

10 14 The syvstem of clause 5, 6,7, 8, 9, 10, 11, 12 or 13, further comprising instructions
that, when executed by the at least one processing, further cause the system {o:
determine the comparison usage frequency based on at least one of’
a type of the application;
a pluralily of usage frequencies associated with the application and a plurality
i35 of users; or

a standard usage frequency received from a remote device.

15. A computer-implemented method comprising:
determining a first usage frequency associated with an application, the first usage
20 frequency being specific to a user profile;
determining a comparison usage frequency associated with the application;
deternuning the first usage frequency deviates from the comparison usage frequency
by a predeternined amount;
causing, based on the first usage frequency deviating from the comparison usage
25 frequency by the predetermined amount, functionality of the application to be Himited with
respect to the user profile;
causing a device to present output data, the cutput data indicating the functionality of
the application was limited;
receiving input data;
30 determining the input data corresponds to an indication to re-enable the functionality
with respect to the user profile; and

causing the fumctionalily to be re-enabled with respect to the user profile.

2
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16. The computer-implemented method of clause 15, further comprising
causing the device to present information indicating that at least one permission
associated with the application was deactivated with respect to the user profile;
determining the input data corvesponds 1o an indication to reactivate the at least one
permission with respect to the user profile; and

causing the at least one permission to be reactivaied with respect to the device.

17. The computer-implemented method of clause 16, further comprising:
prior to causing the device to present the information, causing the at least one

permission to be deactivated with respect to the user profile.

18. The computer-implemented method of clause 15, 16 or 17, further comprising:

causing the device to display second text, the second text including a third portion
mndicating the application was deleted with regard {o the device, the second text including a
fourth portion proyapting further input regarding the application;

receiving second input data;

determining the second inpwt data corresponds to an indication to restore the
application; and

causing the device to download the application.

19, The computer-imoplemented method of clause 18, further cormprising:
prior to causing the device to display the second text, causing the device to delete the

application,

20. The computer-implemented method of clause 15, 16, 17, 18 or 19, further comprising:
selecting, from a plurality of permissions associated with the application, a first
permission for deactivation based on a period of time of nonuse of the application represented

in the first usage frequency.

21 The computer-implemented method of clause 15, 16, 17, 18, 19 or 20, further
comprising:
determmiming the first usage frequency corresponds {o a first peried of time of nonuse

of the application;

B2
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causing, based on the first period of time, a first perrmssion allowing the application
access to first user information to be deactivated, the first user information corresponding to
the user profile;

determining the first usage frequency corresponds {o a second period of time of
nonuse of the application, the second period of time being longer than the first period of time;
and

causing, based on the second period of time, a second permission allowing the
application access to second user mformation to be deactivated, the second user information

associated with the user profile and being less sensitive than the first user information.

22. The computer-implemented method of clause 15, 16, 17, 18, 19, 20 or 21, further
Comprising:

generating text data indicating the functionality of the application was himited;

performing texi-to-speech processing (TTS) on the text data to generate output audio
data; and

causing one of the device or a second device to enut audio corresponding to the

output audio data.

23. The computer-implemented method of clause 13, 16, 17, 18, 19, 20, 21 or 22, further
comprising:

receiving input audio data;

performing speech recognition processing on the input audio data o generate input
text data;

performing natural language processing on the input text data to generate NLU
results; and

determining the NLU results correspond to the indication.

24, The computer-implemented method of clause 15, 16, 17, 18, 19, 20, 21, 22 or 23,
further comprising:
determining the comparison usage frequency based on at least one of’
a type of the application;
a plurality of usage frequencies associated with the application and a plurality

of users; or

~3
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a standard usage frequency received from a remote device,

The concepts disclosed herein may be applied within a number of different devices
and computer systems, including, for example, general-purpose compuiing systems, speech
processing sysiems, and distributed computing environments.

The above aspecis of the present disclosure are meant to be illustrative. They were
chosen to explain the principles and application of the disclosure and are not imtended to be
exhaustive or to limit the disclosure. Many modifications and vanations of the disclosed
aspects may be apparent to those of skill in the art. Persons having ordinary skill in the field
of computers and speech processing should recognize that components and process sieps
deseribed herein may be interchangeable with other components or steps, or combinations of
components or steps, and still achieve the benefits and advantages of the present disclosure.
Moreover, it should be apparent to one skilled in the art, that the disclosure may be practiced
without some or all of the specific details and steps disclosed herein.

Aspects of the disclosed system may be implemented as a compuier method or as an
article of manufacture such as a memory device or non-transitorv computer readable storage
medium. The computer readable storage medium may be readable bv a computer and may
comprise instructions for causing a computer or other device to perform processes described
i the present disclosure. The computer readable storage medium may be implemented by a
volatile computer memory, non-volatile computer memory, hard drive, solid-state memory,
flash dnive, removable disk, and/or other media. In addition, components of one or more of
the modules and engines may be implemented as in firmware or hardware, such as the AFE
220, which comprises, among other things, analog and/or digital filters (e.g., filters
configured as firmware to a digital signal processor (SP)).

Hnon

Conditional language used herein, such as, among others, "can," "could,” "might."
"may," “e.g.,” and the like, unless specifically stated otherwise, or otherwise undersiood
within the context as used, is generally intended to convey that certain embodiments inchude,
while other embodiments do not include, certain features, elements and/or steps. Thus, such
conditional language 1s not generally intended to imply that features, elements, and/or steps
are in any way required for one or more erbodiments or that one or more embodiments

necessarily include logic for deciding, with or withowt other input or prompting, whether

these features, elements, and/or steps are included or are to be performed in any particular
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3% &l

embodiment. The terms “coroprising,” “including,

2% 4l

having,” and the like are synonymous
and are used inclusively, in an open-ended fashion, and do not exclude additional elements,
features, acts, operations, and so forth. Also, the term “or” is used in ifs inclusive sense {(and
not in its exclusive sense) so that when used, for example, to connect a list of elements, the
term “or”’ means one, some, or all of the elements in the list.

Disjunctive language such as the phrase “at least one of X, Y, Z.” unless specifically
stated otherwise, is understood with the context as used in general to present that an item,
term, etc., may be either X, Y, or Z, or any combination thereof {e.g.. X, Y, and/or 7). Thus,
such disjunctive language 1s not generaily intended to, and should not, imply that certain
embodiments require at least one of X, at least one of Y, or at least one of Z to each be
present,

(9} < >

As used in thus disclosure, the term “a” or “one” may mclude one or more items
unless specifically stated otherwise. Further, the phrase “based on” is intended to mean

“based at least in part on” unless specifically stated otherwise.

B2
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CLAIMS
WHAT IS CLAIMED IS:

1. A system comprising:
at least one processor; and
al least one memory including instructions that, when executed by the at least one
processor, cause the system to:
determine a first usage frequency associated with an application, the first
usage frequency being specific to a user profile;
determine a comparison usage frequency associated with the application;
determine the first usage frequency deviates from the comparison usage
frequency by a predetermined amount;
cause, based on the first usage frequency deviating from the comparison usage
frequency by the predetermuned amount, functionality of the application to be limited
with respect to the user profile;
cause a device {o present output data, the output data indicating the
functionality of the application was hnuted;
recetve input data;
determine the input data corresponds to an indication to re-enable the
functionality with respect to the user profile; and

cause the functionality to be re-enabled with respect to the user profile.

2 The system of claim 1, further comprising instructions that, when executed by the at
least one processing, further cause the system to:

cause the device to present information indicating that at least one permission
associated with the application was deactivated with respect to the user profile;

determine the input data corresponds to an indication to reactivate the at least one
permission with respect to the user profile; and

cause the at least one permission 1o be reactivated with respect to the user profile,

3. The system of claim 2, further comprising instructions that, when executed by the at

least one processing, further cause the system to:

30
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prior to causing the device to present the mformation, cause the at least one

permission 1o be deactivated with respect to the user profile.

4. The system of claim 1, 2 or 3, further comprising nstructions that, when executed by
the at least one processing, further cause the system to:

cause the device to display second text, the second text including a third portion
mdicating the application was deleted with regard to the device, the second text including a
fourth portion prompting further input regarding the application;

receive second input data;

determine the second mput data corresponds to an indication to restore the
application; and

cause the device to download the application.
5. The system of claim 4, further comprising instructions that, when executed by the at
least one processing, further cause the system to:

prior to causing the device to display the second text, cause the device to delete the

application.

6. The system of claim 1, 2, 3, 4 or 5 further comprising instructions that, when executed
by the at least one processing, further cause the system to:

select, from a plurality of permissions associated with the application, a first
permission for deactivation hased on a pertod of time of nonuse of the application represented

in the first usage frequency.

7. The system of claim 1, 2, 3, 4, 5 or 6, further comprising mstructions that, when
executed by the at least one processing, further cause the system to:

determine the first usage frequency corresponds to a first period of time of nonuse of
the application;

cause, based on the first period of time, a first pernussion allowing the application
access to first user information to be deactivated, the first user information corresponding to
the user profile;

deternune the first usage frequency corresponds to a second period of time of nonuse

of the application, the second period of time being longer than the first period of time; and
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cause, based on the second period of time, a second permission allowing the
application access to second user information to be deactivated, the second user information

associated with the user profile and being less sensitive than the first user information.

8. The svstem of claim 1, 2, 3, 4, 5, 6, or 7, further comprising instructions that, when
execuied by the at least one processing, further cause the system {o:
determine the comparison usage frequency based on at least ong of
a type of the application;
a plurality of usage frequencies associated with the application and a plurality
of users; or

a standard usage frequency received from a remote device.

9. A computer-implemented method comprising:

determining a first usage frequency associated with an application, the first usage
frequency being specific to a user profile;

determining a comparison usage frequency associated with the application;

determining the first usage frequency deviates from the comparison usage frequency
by a predetermined amount;

causing, based on the first usage frequency deviating from the comparison usage
frequency by the predetermined amount, functionality of the application to be Himited with
respect to the user profile;

causing a device to present cutput data, the output data indicating the functionality of
the application was limited:

receiving input data;

determining the input data corvesponds 1o an indication to re-enable the functionality
with respect 1o the user profile; and

causing the functionality to be re-enabled with respect io the user profile.

10. The computer-implemented method of claim 9, further comprising
causing the device to present information indicating that at least one permission
associated with the application was deactivated with respect to the user profile;
determining the input data corvesponds 1o an indication to reactivate the at least one

permission with respect to the user profile; and
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causing the at least one permission to be reactivated with respect to the device.

1L The computer-implemented method of claim 10, further comprising:
prior to causing the device to present the information, causing the at least one

5 permission 1o be deactivated with respect to the user profile.

iz, The computer-imnplemented method of claim 9, 10 or 11, further comprising:
causing the device to display second text, the second text including a third portion
indicating the application was deleted with regard to the device, the second text including a
10 fourth portion prompting further input regarding the application;
receiving second inpui data;
determining the second input data corresponds fo an indication to restore the
application; and
causing the device to download the application.
15
13. The computer-implemented method of claim 12, further comprising:
prior to causing the device to display the second text, causing the device {0 delete the

application,

20 14 The computer-implemented method of claim 9, 10, 11, 12 or 13, further comprising:
selecting, from a plurality of permissions associaled with the application, a first
pernussion for deactivation based on a period of tirne of nonuse of the application represented

in the first usage frequency.

25 15 The computer-implemented method of claim 9, 10, 11, 12, 13 or 14, further
comprising:
determining the first usage frequency corresponds to a first period of time of nonuse
of the application;
causing, based on the first period of time, a first perrmssion allowing the application
30 access to first user information 1o be deactivated, the first user information corresponding to

the user profile;

33
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determuning the first usage frequency corresponds to a second period of time of
nonuse of the application, the second period of time being longer than the first period of time;
and

causing, based on the second period of time, a second permussion allowing the
application access to second user information to be deactivated, the second user information

associated with the user profile and being less sensitive than the first user information.
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