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(57) Abstract: Provided is a resource provisioning apparatus
in identity management. More specifically, provided is an ap-
paratus for managing a resource as an authority and provision-
ing a resource identity and a resource authority according to
the authority in an integrated identity management technology.
Using a method according to an embodiment of the present in-
vention, customers can have the following advantages. 1) A
function and a role in a resource can be defined. 2) A role in-
cluding a resource can be defined as a shared role. 3) An au-
thority (role, resource, function) can be allocated as allowance
or rejection to an organization and a user. Accordingly, an au-
thority allocated to a final user can be easily inquired about.
4) The provisioning system can provide an identity according
to resources allocated to a final user and provide an authority
(function and role) in resources, so that integrated identity and
authority management can be implemented in a center.
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PROVISIONING APPARATUS FOR RESOURCES AND AUTHORITIES FOR
INTEGRATED IDENTITY MANAGEMENT

TECHNICAL FIELD
The present invention relates to a resource provisioning apparatus and method
of identity management, and more particularly, to an apparatus for performing
provisioning of resource identities and resource authorities according to authorities by
managing resources as the authorities in an integrated identity management

technology.

BACKGROUND ART

The purpose of an identity management field is to automate operations of
generating an identity for a resource used by a user and deleting the identity by
managing a life cycle of a user identity. In identity management, according to whether
or not to use a resource set to a user or a group, an identity is generated in the
resource or deleted from the resource.

The user identity is used in a different way from a general authority when
associated with internal organization management. More specifically, in the
organization management, authority of a particular user over a particular application or
a system is set, and a resource identity provisioning function is required according to
the resource authority.

First, terms used in the description will now be defined.

Resource represents an application system used by a user or an operating
system such as UNIX and refers to a system to be provisioned. Although the
application system can have an authority such as a function or a role in an application
and the operating system can have an operating system (OS) authority, in general,
provisioning is performed on an identity itself.

Identity means an ID representing a resource-associated user such as a UNIX
account, a windows user, and a groupware login ID.

Provisioning means automating a life cycle of a resource-associated identity
according to a life cycle of a user by generating or deleting identity in or from an
associated resource according to whether or not a user can use the resource.

Authority is a set representing entitlement in the application or the operating
1
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system and is operated as a function or a role that is a set of functions.

A conventional resource identity provisioning method is described as follows.
For resource allocation, an existing identity management product uses a direct
allocation method or an allocation method according to roles. The direct allocation
method means one-to-one mapping between a user or a user's organization/group and
resource. The allocation method according to roles means one-to-one mapping
between the user or the user's organization/group and a role.

The allocation may use two schemes. More specifically, a scheme for
allocating a resource and a role to be used for a user or an organization/group or a
scheme for allocating a user or an organization/group to be used for a resource or a
role as a filter type may be used. However, the latter has a problem in that resource
information used on the basis of users and organizations cannot be obtained.

In existing resource identity provisioning, whether or not the resource is to be
used can be set. However, setting whether or not the resource is to be used by using
a resource internal authority is impossible. Specifically, setting whether or not the
resource is to be used according to whether a detailed function of the resource is used
is impossible. In addition, since a role is defined as a set of resources, a role in a
resource cannot be expressed.

In addition, in existing resource identity provisioning, resource identity

provisioning is possible. However, authority provisioning in the resource is impossible.

DETAILED DESCRIPTION OF THE INVENTION
TECHNICAL PROBLEM
The present invention provides a provisioning apparatus capable of managing a
function in a resource and a role that is a set of functions, a resource independent role,
and a resource as an authority and provisioning a resource authority in addition to a
resource identity based on the authority. More specifically, the present invention also
provides a management method of inheriting or rejecting an authority for resource
provisioning and an apparatus for resource provisioning by setting an optimal authority.
TECHNICAL SOLUTION
According to an aspect of the present invention, there is provided an
authority-based resource identity and authority provisioning apparatus for integrated
identity management, comprising: a management application which performs
2
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organization/user authority setting; a provisioning component which calculates
resource-associated users by using authority information set by the management
application to generate resource-associated user provision information; a resource
authority component which performs parallel processing on the generated
resource-associated user provision information according to resources to calculate an
authority in a resource according to users; and a resource adaptor which performs an
identity operation by using information on the calculated authority in a resource
according to users, wherein the identity operation includes user identity generation,
identity change, and identity deletion, and wherein all user identity operations are
performed according to resources.

In the above aspect of the present invention, the authority information set by the
management application includes "authority allowance" for users, and "authority
allowance inheritance" and "authority rejection inheritance" for organizations. In
addition, the management application may include an authority setting user interface
which includes authority types (role, resource, and menu or function), a selected
authority display, and a resource selection window.

In addition, the provisioning component may use role/resource/menu or function
information data in order to generate resource-associated user provision information by
calculating resource-associated users. In addition, the provisioning component may
have a function of converting an "organization/user/authority management operation"
into a "resource-associated identity and authority provisioning operation”, obtains
information regarding an associated resource to be provisioned to a user from the
authority information, and transmits resource-associated operation information to the
resource authority component. A resource calculation method used by the

provisioning component is as follows.

(to-be-provisioned resources) = (total allowed resources) - (total
rejected resources)
(total allowed resources) = (allowed resources)

U (resources in an allowed role)

U (included-in-function resources in an allowed role)
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U (included-in-allowable-function resources)
(total rejected resources) = (rejected resources)

U (resources in a rejected role)
U (included-in-function resources in a rejected role)

U (included-in-rejected-function resources)

In addition, the resource-associated user calculation may be performed by using:
a unit which inquires to-be-changed-authority resource associated user information and
setting the information to a set A; a unit which changing an authority of an organization
and a user; a unit which inquires to-be-changed-authority resource associated user
information and setting the information to a set B; a uhit which deletes identities of
users who are included in the set A-B and adding the identities to a list, deleting
identities of users who are included in the set B-A and adding the identities to a list, and
calculating users who are included in the set AN B; a unit which determines whether or
not user-associated operation calculation is completed by inquiring individual user
information; and a unit which determines a user-included set when the operation
calculation is not completed, and performing resource identity creation and list addition,
resource identity update and list addition, or resource identity deletion or list addition

when the user-included set is the set B-A, the set AN B, or the set A-B, respectively.

In addition, the resource-associated user information may be configured as a
Hashtable including a to-be-processed (added/amended/deleted) user information list
by using a resource as a key.

In addition, the resource authority component may obtain authority information
regarding users in the resource according to a predetermined resource authority
calculation method and transmit user identity and authority (role/function) information to
the resource adaptor, and the resource authority calculation method may be performed

as follows.

(resource role) = (total allowed roles in allowed resources) - (total
rejected roles in allowed resources)
(function) = (total allowed functions in allowed resources) - (total

rejected functions in allowed resources)

4
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(total allowed functions) = (allowed functions) U
(functions in allowed roles)
(total rejected functions) = (rejected functions) U

(functions in rejected roles)

In addition, the resource adaptor may perform generation, change, deletion, and
authority synchronization of identities on an associated system by using the identity
management operation for the resource obtained by the provisioning component and
identity and authority information regarding resources obtained by the resource

authority component.

DESCRIPTION OF THE DRAWINGS
FIG. 1 is a view illustrating a data model which represents an authority structure.
FIG. 2 is a schematic flowchart illustrating a provisioning operation according to
an embodiment of the present invention.
FIGS. 3 to 6 are flowcharts illustrating a provisioning operation according to an
embodiment of the present invention.
FIGS. 7 to 9 are views illustrating examples of a data model used for

provisioning according to an embodiment of the present invention.

BEST MODE

<Description of Authority Setting and Allocation as a Premise of the Present
Invention>

First, "authority”, which is an object of the present invention, is defined. The
authority includes a role, a resource, and a function in the resource. The role includes
a resource roll that is a set of functions in a resource and a shared role which includes
resources and functions.

The authority is set by a combination of the following operations.

1) Authority inheritance: when an authority is set to be inherited by an
organization, a subordinate organization or a user thereof receives the authority.

2) Authority allowance and rejection

When an authority is allowed by an organization/user, the user can finally have

an inheritance result and a right to use components of the authority. When the
5
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authority for the organization/user is rejected, the user cannot have the inheritance
result and the right to use the components of the authority. When the allowance and
the rejection are set at the same time for the same role, resource, and function, the
rejection has precedence over the allowance.

The authority allocation is classified into authority allocation to a group and
authority allocation to a user.

1) Authority Allocation to Group

A group is managed in a hierarchical structure or in a flat structure. An
organization is the same as the group in the hierarchical structure and can generate a
user. A group which is not the organization can only include users.

The group is allocated with an authority by using the following operations. (a)
Authority allowance: only allocated groups have the authority. (b) Authority allowance
inheritance: allocated groups and subordinate groups have the authority. (c) Authority
rejection: allocated groups do not have the authority. (d) Authority rejection
inheritance: allocated groups and subordinate groups do not have the authority.

A user of a group has a final authority. When the same authority is allocated to
or inherited by a group as the allowance or the rejection, the group firstly rejects the
authority and does not have the authority.

2) Authority Allocation to User

A user is a bottom object in an organization structure and directly is included in
the organization. Otherwise, the user may are included in several organizations
(concurrent positions) or several groups. The user may be allocated with the authority
by using the following operations. (a) Authority allowance: only allocated groups have
the authority. (b) Authority rejection: allocated groups do not have the authority.

The user receives the authority allocated to all organizations and groups, and
has directly allocated authority. When the same authority is allocated to or inherited
by the user as the allowance or the rejection, the user firstly rejects the authority and
does not have the authority.

A structure of the authority is classified into an organization structure (using a
hierarchical structure and a multiple-group relationship model), an authority structure
(using a role, a resource, a function entity, and a member relationship therebetween),
and an authority allocation structure (setting (allowing/rejecting) an authority according
to groups and users and determining whether to inherit)). An entity-relationship (ER)

6
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diagram of the authority structure is illustrated in FIG. 1.

<Provisioning Flow>

FIG. 2 is a view for explaining a concept of a provisioning method and apparatus
according to an embodiment of the present invention. Referring to FIG. 2, by using
authority information set by a management application 100, three components (a
provisioning component 210, a resource authority component 240, and a resource
adaptor 270) of a provisioning system 200 provisions identity/authority information
according to resources 300.

The authority information set by the management application 100 is exemplified
in FIG. 2. "Authority allowance" is set to a user 140, "authority allowance inheritance" is
set to a department 100 in a first level, and "authority rejection inheritance" is set to a
department 130 in a third level. A provisioning process of the provisioning system 200
is described with reference to a flowchart illustrated in FIG. 3.

Referring to FIG. 3, when the provisioning is started, the management
application 100 performs organization/user-associated authority setting (operation 401).
An example of an authority setting display needed for the organization/user authority
setting in operation 401 performed by the management application 100 is illustrated in
FIG. 4. InFIG. 4, an authority setting user interface (Ul) including authority types (role,
resource, and menu or function), a selected authority display, and a resource selection
window are illustrated.

Next, the provisioning component 210 generates resource-associated user
provision information by calculating resource-associated users (operation 403). Here,
role, resource, and menu or function information data is used (operation 402). Parallel
processing is performed on the generated resource-associated user provision
information 404 according to resources so that the resource authority component 240
calculates an authority in a user-associated resource (operation 405).

An identity operation is performed on the calculated authority information in the
user-associated resource by the resource adaptor 270 (operation 407).

The identity operation includes user identity generation 409, identity change 411,
and identity deletion 413. After all user identity operations are completed for each of
the resources, the provisioning is terminated. In the authority information in the

user-associated resource, the authority in the resource means an included-in-function
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resource and a role that is a set including the included-in-function resources. Only
allowed authority information that is finally calculated according to authority granting
such as allowance, rejection, and inheritance is obtained. For example, when a user
receives 'manager' and 'inspector' authorities, and the inspector authority is allocated as
the rejection, since the rejection has precedence over the allowance, the user has only
the manager authority. In addition, a user authority in a user authority updating
operation means an allowed function and role that is finally calculated from an
included-in-function resource and role.

Returning to FIG. 2, the provisioning component 210 has a function of converting
an "organization/user/authority management operation" into a "resource-associated
identity and authority provisioning operation”. According to a resource calculation
method, information regarding an associated resource 300 to be provisioned to a user
is obtained from the authority information, and resource-associated operation
information is transmitted to the resource authority component 240. The resource
calculation method is performed as follows. Using the method, the associated
resource to be provisioned can be obtained even when only a function is allocated, and

a resource of which a function is not defined can be allocated.

(to-be-provisioned resources) = (total allowed resources) - (total
rejected resources)
(total allowed resources) = (allowed resources)
U (resources in an allowed role)
U (included-in-function resources in an allowed role)
U (included-in-allowed-function resources)
(total rejected resources) = (rejected resources)
U (resources in a rejected role)
U (included-in-function resources in a rejected role)

U (included-in-rejected-function resources)

According to a change in the authority information, a resource into which an

identity is generated and a resource from an identity is deleted are determined. For
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example, when it is assumed that a user uses systems S1 and S2 from among systems
S1, S2, and S3 according to an existing authority, and it is calculated that the authority
of the user is changed to use the systems S2 and S3, an identity deletion operation is
performed on the system S1, an identity generation operation is performed on the
system S3, and only when the authority to the system S2 is changed, is an identity
changing operation performed on the system S2 that is continuously used.

The resource-associated user calculation algorithm is illustrated by a flowchart of

FIG. 6. Referring to FIG. 6, to-be-changed-authority resource associated user

‘information is inquired about and set to a set A (operation 501), authorities of an

organization and a user is changed (operation 503), and to-be-changed-authority
resource associated user information is inquired about and set to a set B (operation
505). Resource-associated user provision information may be configured as illustrated
in FIG. 6. Specifically, in operations 501 and 505, the resource-associated user
provision information can be configured as a Hashtable including a to-be-processed
(added/amended/deleted) user information list by using a resource as a key. Inthe
two aforementioned operations, a to-be-changed-authority refers to organizations or
users that grant an authority. Next, identities of users who are included in the set A-B
are deleted and the identities are added to a list (operation 507), identities of users who
are included in the set B-A are added and the identities are added to a list, and users
who are included in the set AN B are calculated (operation 511)..

Next, individual user information is inquired about (operation 513) to determine
whether or not user-associated operation calculation is completed (operation 515).
When the operation calculation is not completed, a user-included set is determined
(operation 517). When the user-included set is the set B-A (operation 520), the set
AN B (operation 530), or the set A-B (operation 540), resource identity creation and list
addition (operation 521), resource identity update and list addition (operation 522), or
resource identity deletion and list addition (operation 525), is performed, respectively.

The resource authority component 240 obtains authority information regarding
users in the resource 300 according to a resource authority calculation method, and
transmits user identity and authority (role/function) information to the resource adaptor

270. The resource authority calculation method is performed as follows.
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(resource role) = (total allowed roles in allowed resources) - (total
rejected roles in allowed resources)
(function) = (total allowed functions in allowed resources) - (total
rejected functions in allowed resources)
(total allowed functions) = (allowed functions) U
(functions in allowed roles)
(total rejected functions) = (rejected functions) U

(functions in rejected roles)

The resource adaptor 270 performs generation, change, deletion, and authority
synchronization of identities on an associated system by using the identity management
operation for the resource 300 obtained by the provisioning component 210 and identity

and authority information regarding resources obtained by the resource authority

component 240.

The resource provisioning method according to the identity management
operations will now be described. Management operations for groups and users occur

as described in the following table according to resources in consideration of authority

inheritance.

operation

resource adaptor operation

user addition

identity addition and authority

synchronization

user authority change

identity/authority deletion for a
resource without a usage authority

authority synchronization when an
authority for an existing used resource is
changed

identity addition and authority
synchronization for all resources that are

being used.

user deletion

identity/authority deletion from all

resources that are being used

10
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user group migration since an inherited authority can be
changed, user authority change and the

same operation occurrence

group addition group generation in a resource

group authority change

group migration since an inherited authority can be
changed, group authority change and the

same operation occurrence

group deletion group deletion from a resource

role member change for all users influenced by groups, an
operation of changing authorities of users
according to resources is calculated to call a
resource adaptor only once according to
resources.

the resource adaptor performs the
user authority changing operation on all

users to be changed.

role deletion since a usage authority for role
members (resource, function) is deleted,
changes in user authorities (identity
addition/deletion, etc) such as changes in
role members for all users who have an

inheritance and use roles occur

function deletion since a usage authority for a function
is deleted, changes in user authorities
(identity addition/deletion, etc) for all users
who have an inheritance and use functions

occur

A data model in a resource provisioning process according to an embodiment of
the present invention will now be described.
FIG. 7 illustrates initial data used for resource provisioning according to an

5 embodiment of the present invention. First, a premise configuration is described as
11
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follows.

The general affairs team is subordinate to the general affairs
department.

Hong Gil-Dong is a user included in the general affairs team.

A KM user uses a KM resource, and the KM resource has a
knowledge inquiry function.

A GW user uses a GW resource, and the GW resource has a
mail transfer and payment function.

The general affairs department inherits a KM user role.

-> Hong Gil-Dong uses the KM resource and has the knowledge

inquiry function.

Consequently, Hong Gil-Dong has an identity and an authority over the KM
resource.

FIG. 8 illustrates a data model after a function allowance operation is performed.
In the embodiment, after a GW manager role is allowed for Hong Gil-Dong, Hong
Gil-Dong has the GW user authority. The provisioning operation performed by using

the data model illustrated in FIG. 8 is described as follows.

The provisioning component calculates that Hong Gil-Dong uses
the GW resource, and Hong Gil-Dong uses the KM resource.

- Since the KM resource has been used, an operation of updating
an authority is obtained for the KM resource as needed.

- Since the GW resource is newly allocated, an operation of

generating a Hong Gil-Dong identity is obtained for the GW resource.

The resource authority component

- obtains a knowledge inquiry authority of Hong Gil-Dong for the
KM resource.

- obtains the mail transfer, payment authority of Hong Gil-Dong for

the GW resource.

The resource adaptor

- generates an identity of Hong Gil-Dong for the GW resource and

registers the mail transfer, and payment authority.

12
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Finally, Hong Gil-Dong has the identity and authority over the KM resource and
GW resource.

FIG. 9 illustrates a data model after a function rejecting operation is performed.

First, when the knowledge inquiry function for Hong Gil-Dong is rejected,
although Hong Gil-Dong has the knowledge inquiry authority due to the KM user
authority, since the knowledge inquiry authority is additionally set to be rejected, Hong
Gil-Dong does not have the knowledge inquiry authority finally. The knowledge inquiry
authority is an authority of the KM resource. However, since Hong Gil-Dong does not
have any authority of the KM resource currently, Hong Gil-Dong does not have an
identity of the KM resource.

The provisioning operation performed by using the data model illustrated in FIG.

9 is described as follows.

The provisioning component calculates that Hong Gil-Dong is
using the GW resource.

- Since the KM resource is not used, an operation of deleting an
identity of Hong Gil-Dong from the KM resource is obtained.

- Since the GW resource has been used, an operation of updating

an authority over the GW resource is obtained as needed.

The resource authority component obtains the mail transfer and

payment authority of Hong Gil-Ding for the GW resource.

The resource adaptor deletes the identity of Hong Gil-Dong from

the KM resource.

Consequently, Hong Gil-Dong has the identity and authority over the GW
resource.

The invention can also be embodied as computer readable codes on a computer
readable recording medium. The computer readable recording medium is any data
storage device that can store data which can be thereafter read by a computer system.
Examples of the computer readable recording medium include read-only memory
(ROM), random-access memory (RAM), CD-ROMs, magnetic tapes, floppy disks,
optical data storage devices, and carrier waves (such as data transmission through the

Internet). The computer readable recording medium can also be distributed over
13
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network coupled computer systems so that the computer readable code is stored and

executed in a distributed fashion.

INDUSTRIAL APPLICABILITY

In an integrated identity management market, customers want to manage an
authority of an associated resource as well as an identity. Using the method according
to the embodiment of the present invention, customers can have the following
advantages.

1) A function and a role in a resource can be defined. 2) A role including a
resource can be defined as a shared role. 3) An authority (role, resource, function)
can be allocated as allowance or rejection to an organization and a user. Accordingly,
an authority allocated to a final user can be easily inquired about. 4) The provisioning
system can provision an identity according to resources allocated to a final user and
provision an authority (function and role) in resources, so that integrated identity and

authority management can be implemented in the center.

14
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CLAIMS

1. An authority-based resource identity and authority provisioning apparatus
for integrated identity management, comprising:

a management application which performs organization/user authority setting;

a provisioning component which operates resource-associated users by using
authority information set by the management application to generate
resource-associated user provision information;

a resource authority component which performs parallel processing on the
generated resource-associated user provision information according to resources to
calculate an authority in a resource according to users; and

a resource adaptor which performs an identity operation by using information on
the calculated authority in a resource according to users,

wherein the identity operation includes user identity generation, identity change,
and identity deletion, and

wherein all user identity operations are performed according to resources.

2. The apparatus of claim 1, wherein the authority information set by the
management application includes "authority allowance" for users, and "authority

allowance inheritance" and "authority rejection inheritance" for organizations.

3. The apparatus of claim 1, wherein the management application includes
an authority setting user interface which includes authority types (role, resource, and

menu), a selected authority display, and a resource selection window.

4, The apparatus of claim 1, wherein the provisioning component uses
role/resource/function information data in order to generate resource-associated user

provision information by operating resource-associated users.

5. The apparatus of claim 1, wherein the provisioning component has a
function of converting an "organization/user/authority management operation" into a
“resource-associated identity and authority provisioning operation”, obtains information
regarding an associated resource to be provisioned to a user from the authority

information, and transmits resource-associated operation information to the resource
15
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authority component.

6. The apparatus of claim 1, wherein a resource calculation method used by

the provisioning component is as follows.

(to-be-provisioned resources) = (total allowed resources) - (total
rejected resources)
(total allowed resources) = (allowed resources)
U (resources in an allowed role)
U (included-in-function resources in an allowed role)
U (included-in-allowed-function resources)
(total rejected resources) = (rejected resources)

U (resources in a rejected role)
U (included-in-function resources in a rejected role)

U (included-in-rejected-function resources)

7. The apparatus of claim 1, wherein the resource-associated user
calculation is performed by using:

a unit which inquires about to-be-changed-authority resource associated user
information and setting the information to a set A;

a unit which changes an authority of an organization and a user;

a unit which inquires about to-be-changed-authority resource associated user
information and setting the information to a set B;

a unit which deletes identities of users who are included in the set A-B and
adding the identities to a list, deleting identities of users who are included in the set B-A
and adding the identities to a list, and calculating users who are included in the set
ANB;

a unit which determines whether or not a user-associated operation calculation is
completed by inquiring about individual user information; and

a unit which determines a user-included set when the operation calculation is not
completed, and performing resource identity creation and list addition, resource identity
update and list addition, or resource identity deletion or list addition when the

16
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user-included set is the set B-A, the set AN B, or the set A-B, respectively.

8. The apparatus of claim 7, wherein the resource-associated user
information is configured as a Hashtable including a to-be-processed

(added/amended/deleted) user information list by using a resource as a key.

9. The apparatus of claim 1,

wherein the resource authority component obtains authority information
regarding users in the resource according to a predetermined resource authority
calculation method, and transmits user identity and authority (role/function) information
to the resource adaptor, and

wherein the resource authority calculation method is performed as follows.

(resource role) = (total allowed roles in allowed resources) - (total
rejected roles in allowed resources)

(function) = (total allowed functions in allowed resources) - (total
rejected functions in allowed resources)

(total allowed functions) = (allowed functions) U (functions in

allowed roles)
(total rejected functions) = (rejected functions) U (functions in

rejected roles)

10.  The apparatus of claim 1, wherein the resource adaptor performs
generation, change, deletion, and authority synchronization of identities on an
associated system by using the identity management operation for the resource
obtained by the provisioning component and identity and authority information

regarding resources obtained by the resource authority component.

11. A computer-readable medium having embodied thereon a computer

program for implementing the apparatus of any one of claims 1 to 10.

17
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