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DETECTION OF SMS SPAM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of and claims 
priority to U.S. patent application Ser. No. 15/079,577 filed 
Mar. 24, 2016 and since issued as U.S. Patent X, which is a 
continuation of and claims priority to U.S. patent application 
Ser. No. 14/268,025 filed May 2, 2014 and since issued as 
U.S. Pat. No. 9,357.362, with both applications incorporated 
herein by reference in their entireties. 

FIELD OF THE DISCLOSURE 

0002 The present disclosure describes a system and 
method for detecting spammers by identifying phone num 
bers that should not receive SMS messages and the senders 
of Such messages to the identified phone numbers. 
0003. In one embodiment, a method for identifying 
spammers includes identifying a plurality of grey phone 
numbers. Grey phone numbers are phone numbers associ 
ated with devices that are not expected to receive SMS 
messages. A plurality of call records are analyzed to deter 
mine a number of messages sent by a short message service 
sender to any of the plurality of grey phone numbers. A short 
message service sender is identified as a spammer based on 
the number of messages sent by the short message service 
sender to any of the plurality of grey phone numbers. In one 
embodiment, the analyzing a plurality of call records further 
comprises determining a specific grey ratio for the short 
message service sender as a ratio of short message service 
messages sent to the plurality of grey phone numbers by the 
short message service sender to short message service 
messages sent to all phone numbers by the short message 
service sender, and the identifying further based on identi 
fying the short message service sender as a spammer based 
on the specific grey ratio compared to a second grey ratio for 
a legitimate short message service sender. In one embodi 
ment, the identifying is further based on a difference 
between the specific grey ratio and the second grey ratio 
being above a threshold. The identifying, in one embodi 
ment, is further based on the short message service sender 
sending messages to a number of unique terminating num 
bers. In one embodiment, the identifying a plurality of grey 
phone numbers comprises determining that a phone number 
is associated with one of a data only device and a machine 
to-machine device. The determining that a phone number is 
associated with one of a data only device and a machine 
to-machine device, in one embodiment, is based on an 
international mobile equipment identity number associated 
with a device having been assigned the phone number. In 
one embodiment, the identifying a plurality of grey phone 
numbers, the analyzing a plurality of call records, and the 
identifying the short message service sender as a spammer 
are performed periodically. 
0004 An apparatus and computer readable medium for 
detecting spammers by identifying phone numbers that 
should not receive SMS messages and callers who send 
messages to the identified phone numbers is also disclosed 
herein. 

BACKGROUND OF THE DISCLOSURE 

0005. The present disclosure relates generally to telecom 
munications, and more particularly to fast and accurate 
detection of SMS spam numbers via monitoring grey phone 
Space. 
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0006. The increase in use of mobile devices has brought 
with it an onslaught of unwanted Short Message Service 
(SMS) spam. It has been reported that the number of spam 
messages in the US increased 45% in 2011 to 4.5 billion 
messages. In 2012, according to Some reports, more than 
69% of the mobile users received text spam. The vast 
amount of SMS spam not only results in an annoying 
customer user experience but a significant cost to cellular 
service providers and customers. 
0007. One approach adopted by mobile carriers to iden 
tify unwanted SMS is based on user spam reports. In 
particular, users forward spam messages to short code 7726 
(which corresponds to letters on telephone keypads and 
forms the word “SPAM on most phones). Carriers then 
confirm these reported spam numbers and restrict them from 
future SMS activities. This method, however, suffers from 
low user report rate and user delays in reporting, resulting in 
significant detection delay. This method is also vulnerable to 
denial-of-service attacks since malicious users can game the 
system to disable legitimate users by sending fake spam 
reports to 7726. Other methods such as volumetrics used to 
detect spam numbers are often inapplicable in practice due 
to high false alarm rates, because many legitimate customers 
often exhibit similar SMS sending patterns, such as the 
numbers employed by Schools, churches and other organi 
zations for informing their members or subscribers of infor 
mation. There are existing systems deployed at the Signaling 
System Number 7 (SS7) network to detect and filter spam 
messages by inspecting SMS message content and search for 
predefined spam signatures (e.g., keywords, Strings or regu 
lar expressions). Nonetheless, spammers can evade detec 
tion by obfuscating text content. Some systems have been 
developed Such as Smartphone applications (referred to as 
apps) to classify spam messages on user mobile devices. 
However not all the devices, such as feature phones, Support 
execution of Such apps. In addition, many of those types of 
apps carry a large overhead which can drain battery power 
and reduce system resources. Furthermore, from a user's 
perspective this method is a late defense as the spam 
message has already arrived on a user's device. Depending 
on the user's message plan, the user may be charged for the 
message, become Vulnerable to malware, and Suffer the 
annoyance from receiving unsolicited and unwanted mes 
sages. Moreover, high Volumes of spam messages may result 
in in congestion and other impacts on network performance. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 shows a network in which the method and 
apparatus for identifying SMS spammers is used according 
to one embodiment; 
0009 FIG. 2 depicts a chart illustrating the probability 
density function; 
0010 FIG. 3 depicts a chart illustrating an accuracy of a 
model evaluated given different choices of m on the test data 
Set; 
0011 FIG. 4 depicts a flow chart of a method for iden 
tifying spammers according to one embodiment; and 
0012 FIG. 5 depicts a high-level block diagram of a 
computer for identifying spammers according to one 
embodiment. 

DETAILED DESCRIPTION OF THE DRAWINGS 

0013 The system and method for identifying short mes 
sage service (SMS) spammers described herein is referred to 
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as Greystar. Greystar detects spam numbers in a scalable, 
fast and accurate way, with minimum number of false 
positives in a manner so as to not disturb legitimate cus 
tomers. Greystar uses existing SMS call detail records 
(CDRs) that are typically collected for billing purposes and 
employs a concept of grey phone numbers to identify 
emerging spam activities. Grey phone numbers (also 
referred to as grey numbers), in one embodiment, are phone 
numbers associated with devices that are not expected to 
receive SMS messages. Grey phone numbers are, in one 
embodiment, associated with two types of mobile devices: 
data only devices (e.g., many laptop cards, eReaders and 
cellular data modems, etc.) and machine-to-machine (M2M) 
communication devices (e.g., point-of-sale machines, fleet 
tracking devices and utility meters, etc.) Because these grey 
numbers do not participate actively in regular SMS com 
munication as other mobile numbers do, they form a grey 
territory that legitimate mobile users rarely enter. In other 
words, numbers that access grey numbers may likely be 
spam numbers. On the basis of the grey phone space, 
Greystar employs a statistical classification algorithm to 
detect spam numbers, in one embodiment, based on their 
interactions with the grey phone numbers and other regular 
numbers. 

0014. In one embodiment, Greystar is used in a cellular 
network that utilizes a Universal Mobile Telecommunica 
tions System (UMTS), which is a popular third generation 
(3G) mobile communication technology adopted by many 
mobile carriers. In other embodiments, Greystar can be used 
in other types of networks. FIG. 1 depicts system 100 having 
an architecture for delivering SMS messages inside UMTS 
networks. When sending an SMS message, end user equip 
ment (e.g., UE A 102) directly communicates with one of 
cell towers 104, 106 (a cell tower is also referred to as a 
node-B), which forwards the message to a Radio Network 
Controller (e.g., RNC 108). RNC 108 transmits the message 
to Mobile Switching Center (MSC) server (e.g., MSC 110), 
where the message enters the Signaling System 7 (SS7) 
network and is stored at Short Messaging Service Center 
(SMSC), shown in FIG. 1 as SMSC 112. From SMSC 112, 
the message is routed to the serving MSC, in this example 
MSC 118 of the recipient (UE B 126), then to the serving 
RNC 120 and one of node-B 122,124, and finally reaches 
UE B 126. Similarly, messages originating from other 
carrier networks, (e.g., from UEC 116 via network 114) will 
also traverse the SS7 network and serving MSC 112 before 
arriving at UE B 126. It should be noted that similar SMS 
architecture is also adopted in other types of 3G/4G cellular 
networks. Greystar system 128 is shown in FIG. 1 receiving 
information, namely call records, from MSC 118 according 
to one embodiment. It should be noted that Greystar 128 
may be in communication with other devices to receive call 
records and additional information. In addition, although the 
examples and embodiments described herein focus on SMS 
through a voice control channel, similar defenses for fight 
ing email spam can be readily applied to defend against short 
message spam through data channels and other short mes 
sage services through mobile data channels, such as iMes 
sage, Tweets and MMS, etc. 
0015 Information used for determining grey phone num 
bers and SMS spammers consists, in one embodiment, of 
SMS Call Detail Records (CDRs) and User spam reports. 
SMS CDRs are used for understanding SMS user/spammer 
activities and evaluating the performance of the Greystar 
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system. These records, in one embodiment, are collected at 
the serving MSC's of the SMS recipients (e.g., MSC 110, 
118 of FIG. 1) and may be transmitted to Greystar 128 
directly or via MSC 118 as shown in FIG.1. This means that 
these collected records represent SMS messages targeting 
active mobile customers (i.e., the ones that are currently 
connected to the network) and have been successfully routed 
through the SS7 network. Each record contains an SMS 
receiving time, an originating number, a terminating number 
and an International Mobile Equipment Identity (IMEI) for 
a device associated with a terminating number. User spam 
reports, in one embodiment, contain spam messages 
reported by mobile users to a carrier. In one embodiment, a 
cellular service provider deploys an SMS spam reporting 
service for its users: when a user receives an SMS text and 
deems its a spam message, the user can forward the 
message to a spam report number designated by the cellular 
service provider. Once the spam is forwarded, an acknowl 
edgment message is returned, which asks the user to reply 
with the spammer's phone number (also referred to as the 
spam number). Once the above two-stage process is com 
pleted within a predefined time interval, a spam report is 
created, which includes the reporter's phone number, the 
spammer's phone number, the reporting time and the content 
of the reported spam message. 
0016. Although user spam reports provide a list of known 
spam numbers, user spam reports are not comprehensive and 
can be noisy. Therefore, in one embodiment, a different 
source to obtain ground truth is utilized. In particular, fraud 
agents from a UMTS carrier are used to manually verify 
spam number candidates detected. The fraud agents use 
more comprehensive sources of information. For example, 
fraud agents can investigate the ownership and the price plan 
information of spam candidates, examine their SMS sending 
patterns and correlate them with known spam numbers in 
terms of their network locations and active times, etc. The 
final decision is made conservatively by corroborating dif 
ferent evidence. However, in one embodiment, fraud agents 
provide a reasonably authoritative ground truth. It has been 
determined that such a manual investigation process 
deployed for more than one year has generated no observ 
able false alarms. Therefore, in one embodiment, fraud 
agents are treated as the authority for verifying spam num 
bers. That is, a list of spam number candidates is submitted 
to fraud agents and the fraud agents return a list of confirmed 
spam numbers. 
0017 Greystar, in one embodiment, is a crowdsourcing 
method (i.e., it relies on indicators from spam recipients to 
alert emerging spam activities.) However, Greystar is a 
passive crowdsourcing method. Greystar is passive in that it 
does not depend on SMS recipients to submit reports regard 
ing received spam messages. Rather, it selects a set of 
mobile phone numbers with certain characteristics, which 
are referred to as grey numbers, and callers sending SMS to 
these grey numbers can be used to determine the existence 
of spamming activities. Greystar monitors the footprints of 
spammers on these grey numbers in order to detect spam 
numbers. The passive crowdsourcing method used by Grey 
star addresses the problems in the existing active crowd 
Sourcing Solution using user spam reports. First, the popu 
lation of grey numbers is much larger and increasing over 
time, providing more 'spam alerts' to capture more spam 
numbers more quickly. Second, by passively monitoring 
SMS communication with grey numbers, user delay intro 
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duced when spam reports are Submitted is avoided. Last, 
passive crowdsourcing aids in avoiding errors in active spam 
reports and assists in preventing malicious users from gam 
ing the detection system and launching denial-of service 
(DoS) attacks on other legitimate users. 
0018 SMS spamming activities are defined as follows. 
During a spamming process, a spammer selects (following 
a certain strategy) a sequence of target phone numbers, 
X:={XX . . . .x, . . . ) (1stsT), to send SMS messages to 
over time T. Each target phone number is a concatenation of 
two components, the 3-digit area code X,*(C. e A), which is 
location specific, and the 7-digit Subscriber number X, 
where 0<x,’s 107. In the examples that follow, only US 
phone numbers (which have 10 digits excluding the country 
code “1”) are used and phone numbers from other countries 
following the same North American Numbering Plan 
(NANP) are removed. The statistics used in the following 
examples are calculated based on data from one month. To 
compare the activities of spam numbers and regular num 
bers, a same number of random samples from each group is 
obtained. In particular, the spam numbers are identified from 
user spam reports and the regular users are randomly 
sampled from all the remainder of users appearing in the 
month-long CDR data set. The samples of both spam 
numbers and regular numbers are investigated by fraud 
agents to remove false positives and false negatives. 
0019. In one embodiment, grey phone space is identified 
as follows. Information identifying a device associated with 
each phone number is readily available in the CDR data, 
which can be identified based on the first eight-digit TAC of 
inside the International Mobile Equipment Identity or IMEI. 
TAC identifies a particular model (and often revision) of 
wireless devices for use on a GMS, UMTS or other IMEI 
Supporting wireless networks. A manufacturer can request 
an eight-digit Type Allocation Code for a new phone model 
from the international GSM standards body to identify that 
device. The remaining six digits in IMEI identify a particular 
device from that phone model. ATAC to device mapping 
from a UMTS carrier is used to identify 27 mobile device 
types (defined by the carrier) which is summarized as 
follows. Data-only types comprise, for example, laptop 
cards, tablets, netbooks, eReaders, 3G data modems, etc. 
M2M types comprise, for example, security alarms, telem 
atics, fleet tracking devices, point-of-sale terminals, medical 
devices, etc. Phone types, comprise, for example, Smart 
phones, feature phones, quick messaging phones, personal 
digital assistants, etc. It should be noted that a finer grained 
analysis at individual device level may also be performed. 
However, it has been determined that, except for the GPS 
devices, devices within each type have strong similarity in 
their SMS activeness distributions. As such, there is little to 
be gained by defining grey numbers at the device level. 
0020. The design of Greystar, in one embodiment, is 
based on observations pertaining to spammer activities. The 
logic of Greystar is illustrated in Algorithm 1, which, in one 
embodiment, is executed at a predefined frequency. 

Algorithm 1 Graydar algorithm. 

1: Input: SMS records D from the past Thours, T = 24 hours, 
M = 50: 

2: Output: Spam number candidates C; 
3: From D, identify a set of numbers Orig who send SMS to 

gray numbers; 
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-continued 

Algorithm 1 Graydar algorithm. 

4: for Each SMS senders e Orig do 
5: Extract the records associated with s: D. e. D; 
6: From D, identify the gray TNS G and normal TNs N. 

accessed by S; 
7: if |G| + |N| < M and |G| > 0 then 
8: continue; 
9: end if 

10: if Crowdsource(G. F.)=1 then 
11: C = CU {s}: 
12: end if 
13: end for 

0021. In one embodiment, the algorithm is run hourly but 
could be run periodically over a different time period. 
Greystar employs a time window of T (e.g., T equals 24 
hours in this example). The footprints of SMS originating 
numbers, e.g., the sets of normal and grey numbers accessed 
(Gs and Ns), are identified for each sender within T. Next, a 
filter process is conducted which places two requirements on 
originating numbers to be classified. The two requirements, 
in one embodiment, are that in the past X hours: 1) the 
originating number has been active enough (e.g., the origi 
nating number has sent messages to no less than M-100 
recipients in the past X hours, based on the high SMS 
sending rate exhibited by known spam numbers) and 2) the 
originating number has contacted or attempted to contact at 
least one grey number. In one embodiment, X is 24 hours. 
These two criteria, especially the second one, can help 
significantly reduce the candidates to be classified in the 
follow up step. Research has shown that, on average, only 
less than 0.1% of users send SMS to grey numbers in each 
day. More importantly, these users cover a majority of active 
SMS spammers in the network. Therefore, the filtering step 
noticeably reduces the system load as well as potential false 
alarms. Once a sender passes the filtering process, the 
function crowdsource is called to classify the sender into 
either a spam number or a normal number by investigating 
the footprints of the Sender (i.e., the grey numbers and 
normal numbers it has accessed). In one embodiment, a 
Beta-Binomial model for building the crowdsource function 
is used. 

0022. A design of a classifier, according to one embodi 
ment, is as follows. In one embodiment, it is assumed that 
target selection of a random spammer follows a two-step 
process. First the spammer chooses a specific target phone 
number block (or the entire phone space for the random 
spammer). Second, the spammer uniformly chooses target 
phone numbers from the block. Let 0 denote the density of 
grey numbers in the target block and X:={X,}, 1sisn be the 
sequence of target phone numbers. Meanwhile, let k be the 
number of grey phone numbers in X. The target selection 
process can then be formulated as the following generative 
process: 

0023 1. Choose a block with 0; and 
0024 2. Choose x-Bernoulli(0), 1sisin; 
0025. It should be noted that 0 varies as a spammer 
targets different phone number blocks. The choice of phone 
number blocks can be arbitrary. For example, a spammer can 
choose a large phone block across multiple area codes or a 
Small one with only a fraction of phone numbers in an area 
code. Therefore, 0 itself can be considered as a random 
variable. We assume 0 follows a Beta distribution, i.e., 
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0-Beta(O.B), with a probability density function as: 

T(a + b) to (1 - 9)f fora,'"(1-0). Pea, p3) = 

0026 where T is the gamma function. Therefore, the 
random variable k follows a Beta-binomial distribution: 

Pkin, a B)=(, T(n + a + b) T(a)(3) 

0027. It should be noted that in Bayesian inference, the 
Beta distribution is the conjugate prior probability distribu 
tion for the Bernoulli and binomial distributions. In one 
embodiment, instead of using the Bernoulli model, the 
second stage of the target selection process can be modeled 
as sampling from a multinomial distribution corresponding 
to different device types. In this embodiment, the conjugate 
prior distribution of the multinomial parameters is the 
Dirichlet distribution. However, preliminary experiments 
show little performance gain from applying the more Sophis 
ticated model in comparison to the increased cost in com 
putation. 
0028. In one embodiment, the target selection process of 
normal users is expressed with the same process. Because 
normal users tend to communicate more with non-grey 
numbers, their corresponding 0's are usually much smaller. 
Let C." and fan B' be the parameterization of the Beta 
distribution associated with 0'. For a number that has 
accessed in targets, out of which k are grey numbers, we 
classify it as a spam number when 

P(spammer|k, n) P(k|n, o, B)P(spammer) 
T P(k|n, on, B) P(normal) P(normalk, n) 

where the first equation is derived using Bayes theorem. It 
is equivalent to 

P(k n, a, p3) P(normal) 
P(kn, a, p3) > P(spammer) 

0029. In practice, it is usually unclear how many spam 
mers are in the network, therefore to obtain a direct estimate 
of m is challenging. Instead, in one embodiment m is chosen 
using cross validation on training data. 
0030 There are five parameters to be estimated in the 
model above, C. B. C.", B' and m. In one example, we use the 
data from one month to determine the model. To obtain 
ground truth, a list of all the telephone numbers that have 
sent messages to more than 50 recipients in a 24 hour time 
window among which at least one is grey (see Algorithm 1) 
is Submitted to the fraud agents. Fraud agents carry out 
investigation on these numbers and confirm spam numbers 
in the list. The month of data is then divided into two 
subsets, the first two weeks of data for fitting the model (i.e., 
to determine the first four parameters) and the rest of data is 
reserved for testing the model to estimate m. 
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0031. In particular, using the training data set, the param 
eters C.’s and B's are estimated using maximum likelihood 
estimation. With the fitted parameters, the probability den 
sity function 0-Beta(C., B) and 0-Beta(C".f3") is illustrated 
in chart 200 of FIG. 2. The mass of the probability function 
corresponding to the normal users concentrates on a narrow 
region close to 0, implying that the grey numbers that a 
normal user communicate with is much less than the non 
grey numbers. In contrast, the curve associated with spam 
numbers widely spreads out, indicating more grey numbers 
are likely to be touched by spam numbers given their 
employed random target selection strategies. 
0032. The accuracy of the model is evaluated given 
different choices of m on the test data set and the result is 
displayed in chart 300 of FIG. 3. The x-axis represents the 
false alarm rate (or the false positive rate) and the y-axis 
stands for the true detection rate (or the true positive rate). 
From FIG.3, with a certain m, Greystar can detect more than 
85% spam numbers without producing any false alarm. 
0033 FIG. 4 depicts a flow chart of a method 400 for 
identifying spammers according to one embodiment. In one 
embodiment, method 400 is performed at Greystar 128 
shown in FIG. 1. Returning to FIG. 4, at step 402, a plurality 
of grey phone numbers is identified. The identification of the 
plurality of phone numbers can be accomplished using one 
or more of the methods described previously. For example, 
statistical classification algorithms are used, in one embodi 
ment, to identify a plurality of grey phone numbers. At step 
404, a plurality of call records is analyzed to determine a 
number of messages sent by a short message service sender 
to any of the plurality of grey phone numbers. In one 
embodiment, call records over one of various time periods 
are analyzed to determine how many messages were sent by 
a short message service sender to any of the grey phone 
numbers. Since the devices associated with grey phone 
numbers do not typically receive messages from short 
message service senders, a short message service sender 
sending a message to a grey device may potentially be a 
spammer. However, since it is possible for a grey phone 
number to receive a short message service message from a 
non-spammer, in one embodiment, a single message from a 
short message service sender is not considered enough to 
classify the short message service sender as a spammer. At 
step 406, the short message service sender is identified as a 
spammer based on the number of messages sent by the short 
message service sender to any of the plurality of grey phone 
numbers. Various additional data, information, or methods 
of analysis may augment one or more of the steps of method 
400. In one embodiment, the analyzing a plurality of call 
records further comprises determining a specific grey ratio 
for the short message service sender as a ratio of short 
message service messages sent to the plurality of grey phone 
numbers by the short message service sender to short 
message service messages sent to all phone numbers by the 
short message service Sender, and the identifying further 
based on identifying the short message service sender as a 
spammer based on the specific grey ratio compared to a 
second grey ratio for a legitimate short message service 
sender. In one embodiment, the identifying is further based 
on a difference between the specific grey ratio and the 
second grey ratio being above a threshold. The identifying, 
in one embodiment, is further based on the short message 
service sender sending messages to a number of unique 
terminating numbers. In one embodiment, the identifying a 
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plurality of grey phone numbers comprises determining that 
a phone number is associated with one of a data only device 
and a machine-to-machine device. The determining that a 
phone number is associated with one of a data only device 
and a machine-to-machine device, in one embodiment, is 
based on an international mobile equipment identity number 
associated with a device having been assigned the phone 
number. In one embodiment, the identifying a plurality of 
grey phone numbers, the analyzing a plurality of call 
records, and the identifying the short message service sender 
as a spammer are performed periodically. 
0034 Greystar system 128 shown in FIG. 1, as well as 
each of the devices shown in FIG. 1 (e.g., SMSC 112, MSC 
110,118, UE A102, etc.) may each be implemented using a 
computer. A high-level block diagram of Such a computer is 
illustrated in FIG. 5. Computer 502 contains a processor 504 
which controls the overall operation of the computer 502 by 
executing computer program instructions which define Such 
operation. The computer program instructions may be stored 
in a storage device 512, or other computer readable medium 
(e.g., magnetic disk, CD ROM, etc.), and loaded into 
memory 510 when execution of the computer program 
instructions is desired. Thus, the method steps of FIG. 4 can 
be defined by the computer program instructions stored in 
the memory 510 and/or storage 512 and controlled by the 
processor 504 executing the computer program instructions. 
For example, the computer program instructions can be 
implemented as computer executable code programmed by 
one skilled in the art to perform an algorithm defined by the 
method steps of FIG. 4. Accordingly, by executing the 
computer program instructions, the processor 504 executes 
an algorithm defined by the method steps of FIG. 4. The 
computer 502 also includes one or more network interfaces 
506 for communicating with other devices via a network. 
The computer 502 also includes input/output devices 508 
that enable user interaction with the computer 502 (e.g., 
display, keyboard, mouse, speakers, buttons, etc.) One 
skilled in the art will recognize that an implementation of an 
actual computer could contain other components as well, 
and that FIG. 5 is a high level representation of some of the 
components of Such a computer for illustrative purposes. 
0035. The foregoing Detailed Description is to be under 
stood as being in every respect illustrative and exemplary, 
but not restrictive, and the scope of the inventive concept 
disclosed herein is not to be determined from the Detailed 
Description, but rather from the claims as interpreted 
according to the full breadth permitted by the patent laws. It 
is to be understood that the embodiments shown and 
described herein are only illustrative of the principles of the 
inventive concept and that various modifications may be 
implemented by those skilled in the art without departing 
from the scope and spirit of the inventive concept. Those 
skilled in the art could implement various other feature 
combinations without departing from the scope and spirit of 
the inventive concept. 

1. A method, comprising: 
retrieving, by a server, electronic records associated a text 

message; 
comparing, by the server, the electronic records to net 
work addresses, the network addresses associated with 
devices lacking a capability to receive short messaging 
service text messages; and 

determining, by the server, that the text message is spam 
in response to the electronic records matching at least 
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one of the network addresses associated with the 
devices lacking the capability to receive the short 
messaging service text messages. 

2. The method of claim 1, further comprising retrieving 
call records as the electronic records associated the text 
message. 

3. The method of claim 1, further comprising comparing 
an originating number to the network addresses. 

4. The method of claim 1, further comprising retrieving 
grey phone numbers as the network addresses. 

5. The method of claim 1, further comprising determining 
a grey ratio associated with an originating number associ 
ated with the text message. 

6. The method of claim 1, further comprising determining 
a terminating number associated with the text message. The 
method of claim 6, further comprising determining that the 
terminating number is associated with a data-only device. 

8. A system comprising: 
a processor; and 
a memory device, the memory device storing instructions, 

the instructions when executed causing the processor to 
facilitate a performance of operations, the operations 
comprising: 

retrieving electronic records associated a text message; 
comparing the electronic records to network addresses, 

the network addresses associated with devices lacking 
a capability to receive short messaging service text 
messages; and 

determining that the text message is spam in response to 
the electronic records matching at least one of the 
network addresses associated with the devices lacking 
the capability to receive the short messaging service 
text messages. 

9. The system of claim 8, wherein the operations further 
comprise retrieving call records as the electronic records 
associated the text message. 

10. The system of claim 8, wherein the operations further 
comprise comparing an originating number to the network 
addresses. 

11. The system of claim 8, wherein the operations further 
comprise retrieving grey phone numbers as the network 
addresses. 

12. The system of claim 8, wherein the operations further 
comprise determining a grey ratio associated with an origi 
nating number associated with the text message. 

13. The system of claim 8, wherein the operations further 
comprise determining a terminating number associated with 
the text message. 

14. The system of claim 13, wherein the operations further 
comprise determining that the terminating number is asso 
ciated with a data-only device. 

15. A machine-readable storage medium comprising 
executable instructions which, responsive to being executed 
by a processor, facilitate performance of operations com 
prising: 

retrieving electronic records associated a text message; 
comparing the electronic records to network addresses, 

the network addresses associated with devices lacking 
a capability to receive short messaging service text 
messages; and 

determining that the text message is spam in response to 
the electronic records matching at least one of the 
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network addresses associated with the devices lacking 
the capability to receive the short messaging service 
text messages. 

16. The machine-readable storage medium of claim 15, 
wherein the operations further comprise retrieving call 
records as the electronic records associated the text message. 

17. The machine-readable storage medium of claim 15, 
wherein the operations further comprise comparing an origi 
nating number to the network addresses. 

18. The machine-readable storage medium of claim 15, 
wherein the operations further comprise retrieving grey 
phone numbers as the network addresses. 

19. The machine-readable storage medium of claim 15, 
wherein the operations further comprise determining a grey 
ratio associated with an originating number associated with 
the text message. 

20. The machine-readable storage medium of claim 15, 
wherein the operations further comprise determining a ter 
minating number associated with the text message. 

k k k k k 
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