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(57) ABSTRACT 
A system, method, and computer program product are pro 
vided for preventing communication of unwanted network 
traffic by holding only a last portion of the network traffic. In 
use, network traffic associated with a file transfer is received. 
Additionally, only a last portion of the network traffic asso 
ciated with the file transfer is held for determining whether 
the file is unwanted. Further, the last portion of the network 
traffic associated with the file transfer is conditionally for 
warded to a destination device, based on the determination. 
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SYSTEM, METHOD, AND COMPUTER 
PROGRAMI PRODUCT FOR PREVENTING 
COMMUNICATION OF UNWANTED 

NETWORK TRAFFIC BY HOLDING ONLY A 
LAST PORTION OF THE NETWORK 

TRAFFIC 

FIELD OF THE INVENTION 

0001. The present invention relates to security systems, 
and more particularly to network security systems. 

BACKGROUND 

0002. In the past, network security systems have detected 
the transfer of unwanted (e.g. malicious, etc.) data between 
devices over a network. Unfortunately, these conventional 
network security systems have exhibited various limitations. 
For example, the network security systems have generally 
been required to hold an entire file being transferred over the 
network for determining whether the file is unwanted. Thus, 
the network security systems have functioned as a proxy on 
the network, resulting in limitations in performance and Stor 
age. 

0003. Further, the network security systems have often 
times been implemented in a non-centralized manner. To this 
end, there has customarily been no guarantee that signatures 
of unwanted data utilized for detecting the transfer of 
unwanted data over the network are the most up-to-date. 
There is thus a need for addressing these and/or other issues 
associated with the prior art. 

SUMMARY 

0004. A system, method, and computer program product 
are provided for preventing communication of unwanted net 
work traffic by holding only a last portion of the network 
traffic. In use, network traffic associated with a file transfer is 
received. Additionally, only a last portion of the network 
traffic associated with the file transfer is held for determining 
whether the file is unwanted. Further, the last portion of the 
network traffic associated with the file transfer is condition 
ally forwarded to a destination device, based on the determi 
nation. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005 FIG. 1 illustrates a network architecture, in accor 
dance with one embodiment. 

0006 FIG. 2 shows a representative hardware environ 
ment that may be associated with the servers and/or clients of 
FIG. 1, in accordance with one embodiment. 
0007 FIG. 3 shows a method for preventing communica 
tion of unwanted network traffic by holding only a last portion 
of the network traffic, in accordance with another embodi 
ment. 

0008 FIG. 4 shows a system for preventing communica 
tion of unwanted network traffic by holding only a last portion 
of the network traffic, in accordance with yet another embodi 
ment. 

0009 FIG.5 shows a method for conditionally forwarding 
a last portion of network traffic associated with a file transfer 
to a destination based on a determination of whether the file is 
unwanted, in accordance with still yet another embodiment. 
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DETAILED DESCRIPTION 

0010 FIG. 1 illustrates a network architecture 100, in 
accordance with one embodiment. As shown, a plurality of 
networks 102 is provided. In the context of the present net 
work architecture 100, the networks 102 may each take any 
form including, but not limited to a local area network (LAN), 
a wireless network, a wide area network (WAN) such as the 
Internet, peer-to-peer network, etc. 
(0011 Coupled to the networks 102 are servers 104 which 
are capable of communicating over the networks 102. Also 
coupled to the networks 102 and the servers 104 is a plurality 
of clients 106. Such servers 104 and/or clients 106 may each 
include a desktop computer, lap-top computer, hand-held 
computer, mobile phone, personal digital assistant (PDA), 
peripheral (e.g. printer, etc.), any component of a computer, 
and/or any other type of logic. In order to facilitate commu 
nication among the networks 102, at least one gateway 108 is 
optionally coupled therebetween. 
0012 FIG. 2 shows a representative hardware environ 
ment that may be associated with the servers 104 and/or 
clients 106 of FIG. 1, in accordance with one embodiment. 
Such figure illustrates a typical hardware configuration of a 
workstation in accordance with one embodiment having a 
central processing unit 210. Such as a microprocessor, and a 
number of other units interconnected via a system bus 212. 
0013 The workstation shown in FIG. 2 includes a Ran 
dom. Access Memory (RAM) 214, Read Only Memory 
(ROM) 216, an I/O adapter 218 for connecting peripheral 
devices such as disk storage units 220 to the bus 212, a user 
interface adapter 222 for connecting a keyboard 224, a mouse 
226, a speaker 228, a microphone 232, and/or other user 
interface devices such as a touchscreen (not shown) to the bus 
212, communication adapter 234 for connecting the worksta 
tion to a communication network 235 (e.g., a data processing 
network) and a display adapter 236 for connecting the bus 212 
to a display device 238. 
0014. The workstation may have resident thereon any 
desired operating system. It will be appreciated that an 
embodiment may also be implemented on platforms and 
operating systems other than those mentioned. One embodi 
ment may be written using JAVA, C, and/or C++ language, or 
other programming languages, along with an object oriented 
programming methodology. Object oriented programming 
(OOP) has become increasingly used to develop complex 
applications. 
0015. Of course, the various embodiments set forth herein 
may be implemented utilizing hardware, Software, or any 
desired combination thereof. For that matter, any type of logic 
may be utilized which is capable of implementing the various 
functionality set forth herein. 
0016 FIG. 3 shows a method 300 for preventing commu 
nication of unwanted network traffic by holding only a last 
portion of the network traffic, in accordance with another 
embodiment. As an option, the method 300 may be carried out 
in the context of the architecture and environment of FIGS. 1 
and/or 2. Of course, however, the method 300 may be carried 
out in any desired environment. 
0017. As shown in operation 302, network traffic associ 
ated with a file transfer is received. In the context of the 
present description, the network traffic includes any form of 
traffic utilized for transferring the file over a network. For 
example, the network traffic may include a plurality of pack 
ets, each packet utilized for transferring a different portion of 
the file over the network. 
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0018. It should be noted that the transfer of the file may 
include downloading the file, in one embodiment. In another 
embodiment, the transfer of the file may include uploading 
the file. Of course, however, the file may be transferred in any 
manner whereby the file is sent over a network by a source 
device for receipt by a destination device. 
0019. Additionally, the file may include any data structure 
storing content. For example, the file may include an elec 
tronic document. In other examples, the file may store audio, 
Video, text, web content, etc. 
0020. Further, as shown in operation 304, only a last por 
tion of the network traffic associated with the file transfer is 
held for determining whether the file is unwanted. In this way, 
all portions of the network traffic associated with the file 
transfer may be forwarded to the destination device with the 
exception of the last portion of the network which is held for 
determining whether the file is unwanted. 
0021. In one embodiment, the last portion of the network 

traffic which is held may include a last packet of the network 
traffic. However, the last portion of the network traffic may 
include any subpart of the network traffic which is the last 
subpart capable of being received with respect to the file 
transfer. For example, the network traffic may be segmented 
based on a predetermined portion type, Such as by packet, etc. 
for identifying the last portion of such network traffic. 
0022. It should be noted that the last portion of the network 

traffic may be identified in any desired manner such that the 
last portion of the network traffic may be held. Optionally, the 
last portion of the network traffic may be identified by com 
paring a size of the file to a size of all received potions of the 
network traffic. As another option, the size of the file may be 
indicated in a header of the network traffic (e.g. a header of 
each packet of the network traffic), and accordingly may be 
identified utilizing the header of the network traffic. 
0023 For example, as each portion of the network traffic is 
received, the size of all received potions of the network traffic 
may be updated. Furthermore, in response to each update, the 
size of all received portions of the network traffic may be 
compared with the size of the file. Once the difference 
between the size of all received potions of the network traffic 
and the size of the file is zero, it may be determined that the 
most recently received portion of the network traffic is the last 
portion of the network traffic. 
0024 Moreover, the last portion of the network traffic may 
be held in any manner that allows sufficient time to determine 
whether the file is unwanted. Just by way of example, the last 
portion of the network traffic may be held in cache memory. 
In addition, the determination of whether the file is unwanted 
may be performed by comparing at least one characteristic of 
the network traffic to characteristics of known unwanted files 
(e.g. files previously determined to be unwanted). 
0025. In one embodiment, information associated with the 
received network traffic may be identified for determining 
whether the file is unwanted. Such information may include a 
name of the file, a size of the file, a hash e.g. MD5 (Message 
Digest algorithm 5) of the file and/or any other information 
associated with the receive network traffic. To this end, the 
information may uniquely describe the file. 
0026. Optionally, the information may be identified utiliz 
ing each received portion of the network traffic. Just by way of 
example, the hash of the file may be calculated based on 
received portions of the network traffic. As each portion of the 
network traffic is received, the hash of the file may be updated 
to reflect all received portions of the network traffic. Thus, 
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upon receipt of the last portion of the network traffic, the hash 
may be updated such that the hash includes a hash of the entire 
file. 

0027. Furthermore, a database of known unwanted files 
(e.g. previously identified malicious files, such as files with 
viruses, spam, etc.) may be queried utilizing the information 
for determining whether the file is unwanted. In one embodi 
ment, it may be determined whether the file is unwanted 
based on a result of the query. For example, it may be deter 
mined that the file is unwanted if the result of the query 
indicates that the file matches one of the known unwanted 
files (e.g. the hash of the file matches a hash of a known 
unwanted file included in the database). Optionally, if the 
result of the query indicates that the file matches one of the 
known unwanted files, the result of the query may further 
indicate a category of the file determined to be unwanted, a 
level of maliciousness of the file, an action to be taken with 
respect to the last portion of the network traffic being held 
(e.g. whether the destination device to which the last portion 
of the network traffic is destined should be notified of the 
detection of the file as unwanted, etc.). 
0028 Still yet, as shown in operation 306, the last portion 
of the network traffic associated with the file transfer is con 
ditionally forwarded to the destination device, based on the 
determination. Thus, as an option, the last portion of the 
network traffic may conditionally be forwarded to the desti 
nation device based on the result of the query. 
0029. In one embodiment, the last portion of the network 

traffic may be forwarded to the destination device in response 
to a determination that the file is not unwanted. Thus, if it is 
not determined that the file is unwanted (e.g. and thus that the 
file is wanted), the last portion of the network traffic may 
optionally be forwarded to the destination device. By allow 
ing the last portion of the network traffic to be forwarded to 
the destination device, a complete file that is not determined 
to be unwanted may be forwarded to the destination device. 
0030. In another embodiment, the last portion of the net 
work traffic may not be forwarded to the destination device in 
response to a determination that the file is unwanted. For 
example, if is determined that the file is unwanted, the last 
portion of the network traffic may be prevented from being 
forwarded to the destination device (e.g. by dropping the last 
portion of the network traffic, etc.). In this way, the destina 
tion device may be secured from receiving the unwanted file. 
0031 Optionally, an action to be taken with respect to the 
last portion of the network traffic as indicated by the result of 
the query described above with respect to operation 304 may 
be performed. For example, if the action indicates that the 
destination device is to be notified of the detection of the file 
as unwanted, a notification may be sent to the destination 
device as instructed by the result of the query. Of course, it 
should be noted that the result of the query may indicate that 
any desired action is to be performed. 
0032 To this end, communication of unwanted network 
traffic may be prevented by holding only a last portion of the 
network traffic. By allowing all other portions of the network 
traffic to be forwarded with the exception of the last portion 
(thus preventing a requirement that all received portions of 
the network traffic be held), a size of the network traffic that 
is held may be reduced. In addition, the determination of 
whether the file is unwanted, and thus the conditional for 
warding of the last portion of the network traffic based on 
Such determination, may be made in real-time. 
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0033. In one embodiment, the receiving, holding, and for 
warding may be performed by a security system e.g. intru 
sion prevention system (IPS), etc.. The security system may 
be located on the network between the destination device and 
a source device of the network traffic (e.g. from which the 
network traffic was sent). 
0034. The security system may automatically intercept the 
network traffic, such that the network traffic may be required 
to be communicated through the security system. In this way, 
the security system may receive the network traffic from the 
source device and control which portions of the network 
traffic are forwarded on to the destination (e.g. by forwarding 
all portions of the network traffic and holding only the last 
portion of the network traffic for determining whether the file 
associated therewith is unwanted). Further, by operating as 
described in the method 300 above, the security system may 
detect the transfer of an unwanted file in real-time within a 
response time of a million seconds, and thus may operate in 
an inline mode at a 10G line rate. 

0035 More illustrative information will now be set forth 
regarding various optional architectures and features with 
which the foregoing technique may or may not be imple 
mented, per the desires of the user. It should be strongly noted 
that the following information is set forth for illustrative 
purposes and should not be construed as limiting in any 
manner. Any of the following features may be optionally 
incorporated with or without the exclusion of other features 
described. 

0.036 FIG. 4 shows a system 400 for preventing commu 
nication of unwanted network traffic by holding only a last 
portion of the network traffic, in accordance with yet another 
embodiment. As an option, the system 400 may be imple 
mented in the context of the architecture and environment of 
FIGS. 1-3. Ofcourse, however, the system 400 may be imple 
mented in any desired environment. It should also be noted 
that the aforementioned definitions may apply during the 
present description. 
0037. As shown, a source device 406 is in communication 
with a destination device 402 via an IPS 404. In the context of 
the present embodiment, the source device 406, destination 
device 402, and the IPS 404 may each include devices (e.g. 
server and/or client devices) on a network. Optionally, the IPS 
404 may include a stand-alone device, may be located on a 
gateway device, etc. In another embodiment, the IPS 404 may 
include an inline device. 

0038. Thus, network traffic may be communicated from 
the source device 406 to the destination device 402 by way of 
the IPS 404 for transferring a file. While not shown, it should 
be noted that network traffic may be communicated through 
the IPS 404 from any number of different source devices to 
any number of different destination devices. In this way, the 
IPS 404 may include a central device via which network 
traffic is communicated. 

0039. Upon receipt of each of a plurality of portions of 
network traffic associated with a file transfer from the source 
device 406 at the IPS 404, the IPS 404 identifies information 
associated with the file. In various embodiments, the infor 
mation may include a name of the file, a size of the file, a hash 
of all received portions of the file, etc. The IPS 404 also 
determines whether such portion is a last portion of the net 
work traffic (e.g. by comparing a size of the file as indicated 
in a header of the network traffic with a size of all received 
portions of the file, etc.). 
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0040. If it is determined that the particular received por 
tion is not the last portion of the network traffic, the IPS 404 
forwards such portion to the destination device 402. If, how 
ever, it is determined that the particular received portion is the 
last portion of the network traffic, the IPS 404 holds the last 
portion of the network traffic for determining whether the file 
is unwanted. For example, the IPS 404 may hold the last 
portion of the network traffic in cache. 
0041. In order to determine whether the file is unwanted, 
the IPS 404 may query a file reputation database server 
(FRDS) 408 using the information associated with the file. 
The FRDS 408 may store signatures of unwanted files for use 
in responding to the query from the IPS 404. For example, the 
FRDS 408 may receive the query, and compare the informa 
tion to the signatures of unwanted files for determining 
whether there is a match between the same. 

0042. It should be noted that the FRDS 408 may be 
remotely located with respect to the IPS 404. For example, the 
FRDS 408 and the IPS 404 may only be in communication via 
the network. In this way, a storage capacity of the IPS 404 
may be reduced by not requiring the IPS 404 to store the 
signatures of unwanted files. Of course, in another embodi 
ment, the FRDS 408 may be located on the same device as the 
IPS 404. Further, the FRDS 408 may include a centralized 
database, such that it may be ensured that the FRDS 408 has 
the most up-to-date signatures of unwanted files. 
0043. A result of the query is then communicated from the 
FRDS 408 to the IPS 404. If the FRDS 408 determines that 
there is a match between the information and the signatures of 
unwanted files, the FRDS 408 may indicate such match in the 
query result sent to the IPS404. However, the FRDS 408 may 
indicate that the file is determined to be unwanted in any 
desired manner. 

0044. If the FRDS 408 determines that there is not a match 
between the information and the signatures of unwanted files, 
the FRDS 408 may indicate such in the query result sent to the 
IPS 404. For example, the FRDS 408 may indicate that the 
information does not match any of the signatures of unwanted 
files, that the file is accordingly not determined to be 
unwanted, etc. Upon receipt of the result of the query from the 
FRDS 408, the IPS 404 may conditionally forward the last 
portion of the network traffic to the destination device 402 
based on the query result. 
0045. In one embodiment, the IPS 404 may forward the 
last portion of the network traffic to the destination device 402 
if the query result indicates that the file is not unwanted, does 
not match any of the signatures of unwanted files, etc. In Such 
embodiment, the destination device 402 may receive all por 
tions of the file for aggregating the same to generate the 
complete file. 
0046. In another embodiment, the IPS 404 may not for 
ward the last portion of the network traffic to the destination 
device 402 if the query result indicates that the file is 
unwanted, matches any of the signatures of unwanted files, 
etc. For example, the IPS 404 may drop the last portion of the 
network traffic. 

0047 Optionally, the IPS 404 may also send a notification 
to the destination device 402 that the file is unwanted. For 
example, the FRDS 408 may also indicate in the query result 
an action to take with respect to the last portion of the network 
traffic. The action may be identified by the FRDS 408 based 
on a policy. The policy may be particular to the destination 
device 402 (e.g. may be configured by an administrator of the 
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destination device 402), may be globally applied to network 
traffic going to any destination device, etc. 
0048 FIG. 5 shows a method 500 for conditionally for 
warding a last portion of network traffic associated with a file 
transfer to a destination based on a determination of whether 
the file is unwanted, in accordance with still yet another 
embodiment. As an option, the method 500 may be carried out 
in the context of the architecture and environment of FIGS. 
1-3. Of course, however, the method 500 may be carried out 
in any desired environment. Again, it should be noted that the 
aforementioned definitions may apply during the present 
description. 
0049. As shown in decision 502, it is determined whether 
an IPS receives a portion of network traffic associated with a 
file transfer. For example, the IPS may receive the portion of 
the network traffic and may determine whether such network 
traffic is being utilized to transfer a file. Optionally, a header 
of the portion of the network traffic may indicate whether the 
network traffic is being utilized to transfera file, and thus may 
be utilized for determining whether the network traffic is 
being utilized to transfer a file. 
0050. In the context of the present embodiment, the IPS 
may receive the portion of the network traffic from a source 
device over a network for forwarding the portion of the net 
work traffic to a destination device. For example, the IPS may 
intercept the network traffic destined for the destination 
device. 

0051. If it is determined that a portion of network traffic 
associated with a file transfer has not been received, the 
method 500 continues to wait for such a portion of network 
traffic to be received. If, however, it is determined that a 
portion of network traffic associated with a file transfer has 
been received, information describing the file is extracted 
from the portion. See operation 504. The information may 
include a name of the file being transferred, a size of the file 
being transferred, a hash of the portion of the file being 
transferred via the portion of the network traffic, etc. 
0.052 Further, as shown in decision 506, it is determined 
whether the received portion of the network traffic includes a 
last portion of the network traffic. For example, the size of the 
file determined in operation 504 may be compared to a size of 
all portions of the network traffic that have been received by 
the IPS. If there is not a difference between the size of the file 
and the size of all portions of the network traffic that have 
been received by the IPS, it may be determined that the latest 
received portion of the network traffic includes a last portion 
of the network traffic. 
0053. If is determined that the received portion of the 
network traffic does not include the last portion of the network 
traffic, such received portion is forwarded to the destination 
device. See operation 508. Further, it is again determined 
whether a next portion of the network traffic associated with 
the file transfer is received (decision 502), such that informa 
tion may be extracted from each received portion of the net 
work traffic associated with the file transfer (operation 504). 
In this way, all portions of the network traffic, with the excep 
tion of the last portion as described below, may be automati 
cally forwarded to the destination device. 
0054 If it is determined that the received portion of the 
network traffic does include the last portion of the network 
traffic, the last portion is held. See operation 510. For 
example, the last portion may be held in cache. Moreover, a 
file reputation database is queried using the extracted infor 
mation, as shown in operation 512. 
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0055. The file reputation database may store predeter 
mined information associated with previously identified 
unwanted data. Thus, the query may be used to determine 
whether the file being transferred is unwanted by determining 
whether the information extracted from the received network 
traffic associated with the file transfer is stored in the file 
reputation database. 
0056 Still yet, as shown in decision 514, it is determined 
whether the query result identifies the file as unwanted. In one 
embodiment, if the information extracted from the received 
network traffic associated with the file transfer is stored in the 
file reputation database, as determined by the query, the query 
result may indicate that the file is unwanted. In another 
embodiment, if the information extracted from the received 
network traffic associated with the file transfer is not stored in 
the file reputation database, as determined by the query, the 
query result may indicate that the file is not unwanted (e.g. is 
clean, etc.). 
0057. If the query result does not identify the file as 
unwanted, the last portion of the network traffic is forwarded 
to the destination device, as shown in operation 516. In this 
way, all portions of the network traffic may be forwarded to 
the destination device. Accordingly, the destination device 
may receive the full file. 
0.058 If the query result identifies the file as unwanted, the 
last portion of the network traffic is prevented from being 
forwarded to the destination device. See operation 518. For 
example, the last portion of the network traffic may be 
dropped by the IPS. Thus, the destination device may be 
prevented from receiving the full file identified as being 
unwanted, and may accordingly be secured from the 
unwanted file. 

0059 While various embodiments have been described 
above, it should be understood that they have been presented 
by way of example only, and not limitation. Thus, the breadth 
and scope of a preferred embodiment should not be limited by 
any of the above-described exemplary embodiments, but 
should be defined only in accordance with the following 
claims and their equivalents. 
We claim: 
1. An intrusion protection system, comprising: 
a server, comprising: 

a processor, 
a network interface, coupled to the processor, and 
a memory coupled to the processor, on which are stored 

instructions, comprising instructions that when 
executed cause the processor to: 
receive via the network interface an initial portion of 

a file being transferred to a destination; 
forward the initial portion of the file to the destination; 
receive via the network interface a final portion of the 

file; 
determine identifying information regarding the file; 
query a file reputation database for a determination of 

whether the file is wanted or unwanted using the 
identifying information; and 

refuse to forward the final portion of the file to the 
destination responsive to a determination that the 
file is unwanted. 

2. The intrusion protection system of claim 1, wherein the 
final portion of the file comprises a predetermined number of 
final packets. 
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3. The intrusion protection system of claim 1, wherein the 
instructions further comprise instructions that when executed 
cause the processor to: 

identify the final portion of the file by comparing a size of 
the file to a size of all received portions of the file. 

4. The intrusion protection system of claim 1, wherein the 
identifying information includes a hash of the file. 

5. The intrusion protection system of claim 1, wherein the 
instructions further comprise instructions that when executed 
cause the server to receive a response from the file reputation 
database indicating the file is unwanted. 

6. The intrusion protection system of claim 1, wherein the 
instructions further comprise instructions that when executed 
cause the server to read a network header associated with the 
file. 

7. The intrusion protection system of claim 1, wherein the 
server further comprises: 

a second network interface, 
wherein the instructions that when executed cause the pro 

cessor to forward the initial portion of the file to the 
destination comprise instructions that cause the proces 
sor to forward the initial portion of the file via the second 
network interface. 

8. A machine readable medium, on which are stored 
instructions that when executed cause a server to: 

receive via a network interface an first portion of a file 
being transferred to a destination through the server; 

forward the first portion of the file to the destination; 
receive via the network interface a last portion of the file; 
determine identifying information regarding the file; 
determine whether the file is wanted or unwanted using the 

identifying information; and 
prevent forwarding of the last portion of the file to the 

destination responsive to a determination that the file is 
unwanted. 

9. The machine readable medium of claim 8, wherein the 
last portion of the file is a plurality of final packets. 

10. The machine readable medium of claim 8, wherein the 
instructions further comprise instructions that when executed 
cause the server to identify the last portion of the file by 
comparing a size of the file to a size of all received portions of 
the file. 

11. The machine readable medium of claim 8, wherein the 
information regarding the file comprises a hash of the file. 
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12. The machine readable medium of claim 8, wherein the 
instructions that when executed cause the server to determine 
whether the file is wanted or unwanted comprise instructions 
that when executed cause the server to query a file reputation 
database. 

13. The machine readable medium of claim 12, wherein the 
instructions that cause the server to query the file reputation 
database comprise instructions that when executed cause the 
server to send the identifying information to a file reputation 
database server. 

14. A method of preventing delivery of malware, compris 
ing: 

receiving by a server via a network interfacean first portion 
of a file; 

forwarding by the server the first portion of the file to a 
destination for the file; 

receiving by the server via the network interface a second 
portion of the file; 

obtaining file identification information; 
determining whether the file contains malware using the 

file identification information; and 
preventing forwarding by the server of the second portion 

of the file to the destination responsive to a determina 
tion that the file contains malware. 

15. The method of claim 14, wherein the second portion of 
the file comprises one or more packets. 

16. The method of claim 14 further comprising identifying 
the second portion of the file by comparing a size of the file to 
a size of all received portions of the file. 

17. The method of claim 14, wherein the file identification 
information comprises a hash of the file. 

18. The method of claim 14, wherein determining whether 
the file contains malware comprises querying a file reputation 
database. 

19. The method of claim 18, wherein determining whether 
the file contains malware further comprises obtaining a result 
from the file reputation database, the result responsive to a 
comparison of the file identification information with data 
regarding known malware. 

20. The method of claim 14, further comprising reading a 
network header associated with the file. 
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