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(57) ABSTRACT 

A system is provided that polls one or more caching 
nameservers and compares their results to a trusted or stan 
dard set of data. The set of data may be, for example, stored in 
a computer system or distributed among several computer 
systems. In one aspect, the system comprises a discrepancy 
detector that detects discrepancies between one or more cop 
ies of mapping information. Mapping information may be, 
for example, mapping stored on a Domain Name System 
(DNS). 
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METHOD AND APPARATUS FOR LOCATING 
NAMING DISCREPANCES 

RELATED APPLICATIONS 

0001. This application is a Continuation of and claims 
priority under 35 U.S.C. S 120 to co-pending U.S. application 
Ser. No. 10/689,559, which is now allowed, which was filed 
on Oct. 20, 2003, entitled “METHOD AND APPARATUS 
FOR LOCATING NAMING DISCREPANCIES, which 
claims priority under 35 U.S.C. S 119(e) to U.S. Provisional 
Application Ser. No. 60/419,942, entitled “METHOD AND 
APPARATUS FOR LOCATING NAMING DISCREPAN 
CIES.”filed on Oct. 21, 2002, which is hereinincorporated by 
reference in its entirety. 

BACKGROUND OF THE INVENTION 

0002 End users of network systems, for example, the 
Internet, are accustomed to addressing resources and devices 
with names (e.g., www.arbornetworks.com). Names associ 
ated with these resources and devices are mapped to network 
addresses (e.g., IP addresses) which generally have a numeric 
format. For example, IP addresses have a numeric format of 
four octets separated by decimals or 8 half-words (16-bit 
units) separated by colons. 
0003. The Domain Name System (DNS) provides a 
method for mapping and resolving names into IP addresses so 
that an end user, addressing a device or resource by name, can 
connect to the appropriate device or resource. DNS is most 
commonly used in the Internet for associating names to 
addresses. DNS is well-known and is more thoroughly 
described in the book entitled DNS and Bind in a Nutshell, by 
P. Albitz, and C. Liu, O'Reilly and Associates, Sebastopol, 
Calif., 1992, the contents of which are incorporated herein by 
reference. 
0004. The relationship between a name and its corre 
sponding address is often referred to as a mapping and is 
related in the DNS system by a database entry referred to as a 
resource record. In particular, resource records that map 
addresses to names are referred to as address records. A 
collection of address records is held in DNS databases on 
systems referred to as nameservers. Nameservers “serve” 
name to address mappings to clients (e.g., client systems, 
other nameservers, etc.) in response to requests. Nameservers 
also serve other information, such as reserve lookup informa 
tion, information regarding mail routing, etc. 
0005. The DNS system is a distributed system having a 
number of types of nameservers that perform various func 
tions. For example, primary nameservers store authoritative 
mappings for their domains and provide the ability to make 
administrative changes to these mappings. Secondary 
nameservers have copies of the authoritative data from the 
primary nameservers and provide redundant resolving Ser 
vices to clients for the purposes of performance and failure 
considerations. Caching servers hold DNS records for map 
pings they have recently resolved. Primary and secondary 
nameservers are considered caching nameservers for map 
ping information of addresses in domains for which they are 
not authoritative. 
0006. There also exist “caching only nameservers that 
are non-authoritative for any domain, but are used to cache 
domain information for performance considerations. Accord 
ing to recent statistics, over 80% of the nameservers in the 
Internet are caching-only nameservers. 
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0007 When an end user wants to reach a resource or 
device using a name, a program executing on the client 
referred to as a resolver queries his network's nameserver for 
the address that corresponds to the name. The query may be 
served from an authoritative source (e.g., primary 
nameserver) or any one of a number of non-authoritative 
Sources (e.g., caching-only nameserver or other server that 
caches mapping information). 

SUMMARY OF THE INVENTION 

0008 Aspects of the present invention relate to determin 
ing naming discrepancies in a distributed naming system Such 
as, for example, the Domain Name System (DNS). 
0009 Currently, an attacker may be able to “poison' the 
DNS database on one or more caching nameservers by pro 
viding bad address data to these caching servers. This type of 
poisoning is commonly referred to in the art as cache poison 
ing or DNS spoofing. This occurs because there are thousands 
of nameservers which cache information about any domain 
they are asked to resolve, and the method by which caching 
servers learn information permits widespread dissemination 
of bad data to other servers (e.g., primary, secondary, and 
caching-only nameservers). This poisoning generally occurs 
without the knowledge of the administrators of the DNS 
domain being poisoned. Also, if a caching nameserver has its 
cache altered, the affected domain owner is not made aware of 
this since there is no feedback mechanism in DNS between 
the caching nameservers and the administrator of the domain 
being poisoned, and therefore there are difficulties in detect 
ing Such an attack. 
0010 Typically this problem is addressed by making the 
nameservers less Susceptible to this type of attack, e.g., by 
applying security patches to caching nameservers that pro 
hibit the caching server to be poisoned in this manner. How 
ever, it is not possible to apply patches to nameservers which 
one does not control. That is, mapping information for a 
domain poisoned by an attacker is distributed among 
nameservers that an administrator for the poisoned domain 
has no control (e.g., caching-only nameservers that cache 
other domain's data). Therefore, the problem of poisoning 
caching nameservers cannot be effectively controlled by an 
administrator. 
(0011 Even with the latest DNS server patches, it is still 
possible for incorrect mapping information of a nameserver 
to produce a deleterious effect. For example, an authorized 
administrator could mistakenly enteran incorrect mapping in 
a primary nameserver for his domain, and this incorrect map 
ping would propagate the incorrect mapping to other 
nameservers. Therefore, there is a need to efficiently monitor 
and detect problems associated with incorrect mapping infor 
mation. 
0012. As noted above, in a distributed system there are 
often several copies of the same information located through 
out the system. It is advantageous for the owner or creator of 
the information to verify that the various copies of the infor 
mation match an authoritative version of the information. 
With regard to the Internet, for example, a corporation or 
individual desires to insure that the various copies of DNS 
records related to its resources (e.g., web sites, e-mail 
addresses, file servers, etc.) are accurate so that potential 
clients and agents of the corporation may utilize the 
resources. An inaccuracy in a distributed copy of the infor 
mation may result in lost business or efficiency for the cor 
poration or individual. 
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0013. In one aspect of the invention, a system is provided 
that polls one or more caching nameservers and compares 
their results to a trusted or standard set of data. This set of data 
may be, for example, stored in a computer system or distrib 
uted among several computer systems. 
0014. Although various aspects of the invention are 
described below in terms of the DNS, it will be readily appre 
ciated by those skilled in the art that the concepts disclosed 
herein may be used in any mapping system. In particular, 
various aspects of the invention may be used in Systems in 
which names are mapped to resources or other entities (e.g., 
by other systems such as LDAP, NFS, etc.). Further, it will be 
appreciated by those of skill in the art that the methods and 
concepts described herein may be applied to any system in 
which non-authoritative copies of authoritative information 
are distributed. The invention should not be considered to be 
limited to the particular examples described below with 
respect to the DNS system. 
0015. According to one aspect of the present invention, a 
method is provided for locating a discrepancy in mapping 
information that maps an identifier to a particular resource. 
The method comprises acts of determining a first mapping, 
determining a second mapping, and comparing the first map 
ping to the second mapping and identifying at least one dis 
crepancy between the first and second mapping. According to 
one embodiment of the present invention, the act of determin 
ing a second mapping comprises acts of querying a 
nameserver and receiving a response from the nameserver, 
the response containing the second mapping. According to 
another embodiment, the act of determining a first mapping 
comprises an act of obtaining an authoritative mapping from 
an authoritative source. According to another embodiment, 
the authoritative source is at least one of an authoritative 
nameserver, and a database storing a plurality of authoritative 
mappings. 
0016. According to another embodiment, the method fur 
ther comprises an act of reporting the at least one discrepancy 
to a user. According to another embodiment, the first mapping 
is a first namespace mapping that maps a first name to a first 
resource and the second mapping is a second namespace 
mapping that maps a second name to a second resource. 
According to another embodiment, the first namespace map 
ping is stored on an authoritative nameserver and the act of 
determining a first mapping comprises an act of obtaining the 
first mapping from the authoritative nameserver. According 
to another embodiment, the act of determining a second map 
ping comprises acts of querying a nameserver and receiving a 
response from the nameserver, the response containing the 
Second mapping. 
0017. According to another embodiment, the method fur 
ther comprises an act of compiling a list of nameservers to be 
queried. According to one embodiment, the act of querying a 
nameserver comprises an act of requesting at least one 
namespace mapping record from the nameserver. According 
to another embodiment, the act of compiling a list of at least 
one nameserver comprises acts of sending a namespace map 
ping resolution query to a plurality of network nodes, waiting 
for one or more responses from the plurality of network 
nodes; and determining whether a network node in the plu 
rality of network nodes is a nameserver. According to another 
embodiment, the act of determining comprises an act of deter 
mining whether the network node in the plurality of network 
nodes is a nameserver based on a format of one or more 
responses received from the network node. According to 
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another embodiment, the act of determining comprises an act 
of determining that a network node in the plurality of nodes is 
not a nameserver if the network node does not respond to the 
namespace mapping resolution query. According to another 
embodiment, the act of compiling a list of at least one 
nameserver comprises an act of listening for a request from a 
non-authoritative nameserver to an authoritative nameserver, 
and when the request is detected, adding the non-authoritative 
nameserver to a list of nameservers. According to another 
embodiment, the request is a resolve request. 
0018. According to another aspect of the present inven 
tion, a method is provided for discovering nameservers, com 
prising acts of sending a namespace mapping resolution 
query to a plurality of network nodes, waiting for one or more 
responses from at least one of the network nodes, and deter 
mining whether a network node in the plurality of network 
nodes is a nameserver. According to one embodiment, the act 
of determining comprises an act of determining whether a 
network node in the plurality of network nodes is a 
nameserver based on a format of the response from the net 
work node. According to another embodiment, the act of 
determining comprises an act of determining that a network 
node in the plurality of nodes is not a nameserver if the 
network node does not respond to the namespace mapping 
resolution query. 
0019. According to another aspect of the present inven 
tion, a method is provided for discovering nameservers, com 
prising acts of listening for a request from a non-authoritative 
nameserver to an authoritative nameserver, and when the 
request is detected, adding the non-authoritative nameserver 
to a list of nameservers. According to one embodiment, the 
request is a resolve request. 
0020. Further features and advantages of the present 
invention as well as the structure and operation of various 
embodiments of the present invention are described in detail 
below with reference to the accompanying drawings. In the 
drawings, like reference numerals indicate like or function 
ally similar elements. Additionally, the left-most one or two 
digits of a reference numeral identifies the drawing in which 
the reference numeral first appears. All references cited 
herein are expressly incorporated by reference. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021. This invention is pointed out with particularity in the 
appended claims. The above and further advantages of this 
invention may be better understood by referring to the fol 
lowing description when taken in conjunction with the 
accompanying drawings in which similar reference numbers 
indicate the same or similar elements. 
0022. In the drawings, 
0023 FIG. 1 shows a discrepancy detector in accordance 
with one embodiment of the present invention; 
0024 FIG. 2 shows a process for determining mapping 
discrepancies according to one embodiment of the invention; 
0025 FIG. 3 shows an active discoverer according to one 
embodiment of the invention; 
0026 FIG. 4 shows a process for actively discovering a 
location of copies of mapping information according to one 
embodiment of the invention; 
0027 FIG. 5 shows a passive discoverer according to one 
embodiment of the invention; 
0028 FIG. 6 shows a process for passively discovering a 
location of copies of mapping information according to one 
embodiment of the invention; 
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0029 FIG. 7 shows an example environment in which 
various aspects of the present invention may be implemented; 
0030 FIG. 8 shows another embodiment of a system that 
identifies naming discrepancies according to one embodi 
ment of the invention; 
0031 FIG. 9 shows a system that actively discovers 
nameservers and detects discrepancies according to one 
embodiment of the invention; and 
0032 FIG. 10 shows a system that passively discovers 
nameservers and detects discrepancies according to one 
embodiment of the invention. 

DETAILED DESCRIPTION 

0033 According to one aspect of the invention, the system 
comprises a discrepancy detector that detects discrepancies 
between one or more copies of information. A discrepancy 
detector 102 according to one embodiment of the invention is 
shown in FIG. 1. The discrepancy detector as specialized 
Software executing in computer system 101 may be imple 
mented in computer system 101 that may be, for example, a 
general purpose computer system. A processor of computer 
system 101 (not shown), for example, may sequentially 
execute instructions provided to it from an instruction 
memory (not shown). A logical group of instructions is com 
monly referred to in the art as a program, and these instruc 
tions executed by processor provide functionality to com 
puter system 101. Computer system 101 may include input 
and output devices (not shown) by which data can be deliv 
ered to and displayed by processor. The processor may also 
perform one or more functions associated with discrepancy 
detector 102. 
0034) For example, computer system 101 may include one 
or more communication devices that connect computer sys 
tem 101 to a communication network (not shown). For 
example, this interface may be a network interface by which 
the discrepancy detector can communicate with systems that 
store copies of information to be compared. 
0035 Computer system 101 stores a trusted or standard set 
of data 104 that serves as a basis for comparison with infor 
mation received from other systems. As discussed, this 
trusted mapping may be stored by System 101 or may be 
obtained from another system. Computer system 101 is also 
configured to obtain a set 105 of information that includes, for 
example, a mapping stored in a nameserver. The mapping 
may be compared to the trusted mapping. 
0036. Once the trusted and mappings are available, ele 
ments of the mappings are compared, for example, by a 
processor of computer system 101. If the mappings are not 
identical, the discrepancy detector 102 may alert an owner of 
the information indicating the presence of a discrepancy. The 
alert may be, for example, an e-mail alert, SNMP trap, indi 
cation displayed on a management console (not shown), or 
other indication that a discrepancy has been found. The alert 
may be issued to a user through an interface 103 of computer 
system 101, for example. 
0037. It should be appreciated that computer system 101 
may be any type of computer system, and the invention is not 
limited to any particular type. For example, system 101 may 
be a general purpose computer system that is programmable 
using a high level computer programming language. Com 
puter system 101 may be also implemented using specially 
programmed, special purpose hardware. Computer system 
101, generally includes a processor which is typically a com 
mercially available processor such as the well-known Pen 
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tium class processors available from the Intel Corporation. 
Many other processors are available. Such a processor usually 
executes an operating system which may be, for example, the 
Windows 95, Windows 98, Windows NT, Windows 2000 
(Windows ME) or Windows XP operating systems available 
from the Microsoft Corporation, MAC OS system X available 
from Apple Computer, the Solaris Operating system available 
from Sun Microsystems, Unix available from various 
Sources, or Linux available in both free and commercial dis 
tributions from various sources. Many other operating sys 
tems may be used. 
0038 Various embodiments of the present invention may 
be programmed using an object oriented programming lan 
guage, such as SmallTalk, Java, C++, or C# (CSharp). Other 
programming languages or combination of programming 
languages may also be used. Alternatively, functional, logi 
cal, or imperative programming languages may be used. It 
should be appreciated that one or more portions of the dis 
crepancy detector may be distributed to one or more comput 
ers (not shown) coupled to a communications network. These 
computer systems may also be general purpose computer 
systems. 
0039. It should be understood that the invention is not 
limited to a particular computer system platform, processor, 
operating system, or network. Also it should be apparent to 
those skilled in the art that the present invention is not limited 
to a specific programming language or computer System and 
that other appropriate programming languages and other 
appropriate computer systems could also be used. 
0040. It should be appreciated that the mappings can be 
stored on system 101 in several formats, such as elements 
located in a database or may be stored in flat files. Also, 
mappings may be stored in different portions of the same 
physical memory or may be distributed across several memo 
ries or storage locations in several computer systems. 
0041 FIG. 2 shows a method for determining mapping 
discrepancies according to one embodiment of the present 
invention. Process 200 may be executed, for example, by a 
general purpose computer configured to detect mapping dis 
crepancies in accordance with various embodiments of the 
invention. Process 200 may be executed, for example, after an 
authoritative mapping has been updated, periodically in asso 
ciation with a detection process, or when a corporation or 
individual believes a distributed copy of the mapping has 
been corrupted, or in any other situation. 
0042 Process 200 begins at block 201. At block 202, a first 
mapping is determined by, for example, a general purpose 
computer 101 having a discrepancy detector (e.g., discrep 
ancy detector 102). The computer may determine the first 
mapping, for example, by obtaining it from an authoritative 
Source (e.g., an authoritative server or database which the 
computer is configured to query) or it may be manually 
entered in a database associated with the discrepancy detec 
tOr 

0043. Process 200 continues to block 203, in which the 
discrepancy detector determines a second mapping. The sec 
ond mapping may be determined, for example, by retrieving 
the second mapping by issuing a request to obtain the map 
ping by a system or process. In the case of the DNS, the 
second mapping may be determined by sending an address 
resolution request to a caching system having the second 
mapping in question. 
0044. The first and second mappings may be a mapping 
(e.g., DNS resource record) between a name and a resource 



US 2012/01 24087 A1 

address, such as an IP address. The first mapping is generally 
the more authoritative or trusted mapping; the first mapping 
is, for example, a mapping entered by an agent of a corpora 
tion on its behalf (e.g., a network administrator), and the first 
mapping is the mapping from which the distributed copies 
should be created and with which the distributed copies 
should be consistent. The second mapping is typically a non 
authoritative version of the first mapping. For example, in the 
case of DNS, the second mapping may be cached entry stored 
in a nameserver. The second mapping may be, for example, a 
copy of the first mapping created by a Software process, or 
may be a copy manually entered by an administrator. 
0045. At block 204, the discrepancy detector compares the 

first and second mappings. This may be done by a simple 
character by character or field by field comparison, for 
example. If the comparison shows that the first and second 
mappings are not the same, then there is a discrepancy 
between the first and second mappings. A discrepancy 
between the first and second mappings is typically the result 
of for example, the second mapping being improperly 
entered, out of date, or altered by a malicious entity. Discrep 
ancies may be produced by any method, malicious or other 
wise, and the invention is not limited to any method for 
creating a discrepancy. 
0046. A discrepancy detector according to one embodi 
ment of the invention may record mappings received from 
other systems (e.g. nameservers) in a database. For example, 
for each nameserver, there may be an associated table of 
mappings stored by the detector. 
0047. Each entry of the table stores a mapping (e.g., a 
name to address mapping, alias to name mapping, etc.) for a 
mapping entry retrieved from the associated nameserver. 
Also, there may be tables storing mapping entries related to a 
particular domain. Further, historical changes of these map 
pings may also be tracked for the purpose of performing root 
cause analysis of an attack. For example, the discrepancy 
detector may record a discrepancy between the first and sec 
ond mappings in a historical database, and may alert the 
owner of the first mapping or a third party organization of the 
discrepancy. The alert may be, for example, an e-mail alert, 
SNMP trap, indication displayed on a management console 
(not shown), or other indication that a discrepancy has been 
found. Process 200 ends at block 205. 

0048 Because mapping entries may be distributed to one 
or more systems, it may be desired to discover systems in 
which mapping entries may be stored. In the case of DNS, 
entries may be stored in one or more caching nameservers. 
According to another aspect of the invention a discovery 
system is provided that compiles a list of caching nameserv 
ers for the purpose of verifying their mappings. 
0049. As discussed above, locations of copies of mapping 
information associated with a domain may be distributed 
among many systems. According to one aspect of the inven 
tion, a discovery process may be performed that discovers 
locations of copies of information. Because copies of infor 
mation may be made without the knowledge of the informa 
tion owner, the owner may not be aware of how many copies 
of the information exist or where the copies are located. 
Furthermore, if a third party is verifying information without 
the assistance of the owner of the information (e.g., a discrep 
ancy detection service to the owner), the third party may need 
to discover the locations of both authoritative and non-au 
thoritative copies of the information. 

May 17, 2012 

0050. According to one aspect of the invention, a detector 
is provided that performs a discovery for copies of informa 
tion. The copies of information may be, for example, map 
ping information that relates names to addresses for a particu 
lar domain of interest. In the case of DNS, a detector may be 
provided that discovers one or more mappings (e.g., IP 
address to domain name, alias to domain name, etc.) related to 
a particular Internet domain (e.g., www.arbornetworks.com). 
Also, discovery can be performed periodically, and may be 
performed in connection with detecting discrepancies as 
described above. For example, a discovery for systems that 
store copies may be performed prior to detecting discrepan 
C1GS. 

0051 FIG. 3 shows an active discoverer according to one 
embodiment of the present invention that discovers locations 
of copies of mapping information. For example, the discov 
erer may discover, from one or more network nodes, which 
network nodes are nameservers possessing DNS records. 
Computer system 101 may communicate with, for example, 
other computer systems on a communications network to 
obtain mapping information stored on other systems. For 
example, namespace mapping queries and responses may be 
sent from and received by computer system 101 via a com 
munication interface 303. Namespace mapping queries may 
be broadcast, multicast or unicast to network nodes, for 
example. In the case of the DNS, the discoverer may deter 
mine that a network node is a nameserver by examining a 
response to a query sent by the network node and identifying 
the response as a typical DNS response. 
0.052 Database 304 stores a list of possible locations of 
copies of mapping information, for example, a list of network 
nodes. Database 304 may also include a list of possible loca 
tions that have already been queried to determine if they hold 
copies of mapping information. Database 305 stores a list of 
the possible locations of copies of information mapping that 
have been determined to be locations that hold copies of 
mapping information. In the case of DNS, database 305 may 
store a list of caching servers on the Internet that may possibly 
have stored an incorrect mapping. Further, may maintain the 
list periodically as changes to nameservers occur. 
0053 FIG. 4 shows a process according to one aspect of 
the invention for actively discovering the location of one or 
more devices that hold copies of mapping information. For 
example, process 400 may be used to discover DNS 
nameservers. Process 400 a discoverer may be executed, for 
example, by an active discoverer as discussed in reference to 
FIG. 3. The discoverer may also be part of the discrepancy 
detector or may be a separate Software program or dedicated 
hardware, for example. 
0054 Process 400 begins at block 401. In block 402, the 
discoverer sends a namespace mapping resolution query to a 
plurality of network nodes (e.g., hosts, routing devices, file 
servers, nameservers, etc.). The query may take the form of a 
specialized message, and may be sent over one or more net 
works (e.g., wireless network, T1, Ethernet, or other type of 
communication network), for example. At block 403, the 
discoverer waits for one or more responses from the network 
nodes. 

0055. At block 404, the discoverer determines if a network 
node is a nameserver. The discoverer may determine if a 
network node in the plurality of network nodes is a 
nameserver based on the format of a response sent by the 
network node (e.g. by determining that the network node 
responded to a resolve request). Also, the discoverer may 
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consider the absence of a response to be a response (i.e., by 
not responding, the discoverer may determine that the net 
work node is not a nameserver). Process 400 ends at block 
405. 

0056 FIG.5 shows a passive discoverer 502 inaccordance 
with one embodiment of the present invention. Database 505 
holds a list of locations mapping of information that have 
been passively discovered by discoverer 502. Interface 503 
provides an interface through which discoverer 502 receives 
data. Generally, interface 503 is a network interface that is 
adapted to receive network traffic (i.e., data, usually in the 
form of network frames, packets, cells, etc.). Interface 504 
(e.g., a network interface) provides an interface through 
which data may be output from discoverer 502. 
0057. In one embodiment of the invention, passive discov 
erer 502 'sniffs' network traffic (e.g., packets, frames, cells, 
etc.) on interface 503. That is, the passive discoverer 502 
examines data it receives on interface 503. Data may be 
examined, for example, regardless of the destination of the 
data and whether it is part of a unicast broadcast, point-to 
point, or multicast communication. If the discoverer deter 
mines that the data is a namespace mapping resolution query, 
for example by the format of the data, the discoverer adds the 
sender of the data to a list of nameservers in memory 505. 
0058. In the case of DNS, the passive discoverer 502 may 
inspect traffic to determine namespace queries to authorita 
tive nameservers. These queries to authoritative nameservers 
are generally performed by non-authoritative servers (e.g. 
caching servers) requesting resolution of mapping requests. 
According to one embodiment of the invention, passive dis 
coverer 502 may be logically located (e.g. on the same net 
work) near one or more authoritative nameservers so that a 
majority of namespace queries to the nameservers will be 
observed. Indeed, a number of passive discoverers may be 
located throughout the network. 
0059. In another embodiment of the invention, passive 
discoverer 502 receives traffic destined to a nameserver on 
interface 503, examines the traffic and forwards the traffic 
through interface 504 towards the nameserver. That is, dis 
coverer 502 is part of the network infrastructure (e.g. router, 
firewall, etc.) that is capable of receiving, processing, and 
forwarding traffic. If the traffic is in the form of a namespace 
mapping resolution query, the discoverer adds the sender to a 
list of nameservers in database 505. 
0060 FIG. 6 shows a process 600 used to passively dis 
cover the location of copies of information according to 
another embodiment of the invention. Process 600 may be 
performed, for example, by a discoverer as discussed above 
with reference to FIG. 5 or any other hardware or software 
system. Process 600 begins at block 601. At block 602, the 
discoverer listens for request messages that request copies of 
data (e.g. a mapping request). The discoverer may do this, for 
example, by performing packet Sniffing on a network and 
recognizing those packets that contain a request for a copy of 
data. In DNS, these requests may be resolution requests sent 
by non-authoritative servers to authoritative servers. 
0061. At block 603, the discoverer adds the source of the 
request to a list of locations having copies of information. 
According to one embodiment of the invention, the locations 
on the list may be used by a discrepancy detectoras Sources of 
mappings for performing process 200 described above with 
reference to FIG. 2. Process 600 ends at block 604. 
0062. It should be appreciated that the discrepancy detec 
tor and discoverers described herein may be implemented in 
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many different ways. The discrepancy detector and discov 
erer may be implemented, for example, as Software programs 
written in a computer programming language (e.g., C. Perl, 
C++, C#, Java, etc.) and executed on a general purpose or 
special purpose device or stored on a computer readable 
medium such as, for example, a Volatile storage medium Such 
as, for example, a memory device or non-volatile medium 
Such as a DVD or magnetic disk. A discoverer and a discrep 
ancy detector according to various embodiments of the inven 
tion may also be implemented in an embedded system or 
other specialized hardware installed in a general purpose or 
special purpose device. 
0063. It should be appreciated that, while discrepancy 
detectors and discoverers according to various embodiments 
of the invention have been discussed separately, they may be 
implemented in the same software program or hardware 
device. 
0064. As one skilled in the art can recognize from the 
above, various aspects of the invention have relevance with 
respect to detecting namespace mapping discrepancies in the 
domain name system (DNS), but the invention is not limited 
to any particular naming system. 
0065. In one embodiment of the invention, a set of one or 
more discrepancy detectors periodically polls large sets of 
both primary and caching nameservers for mapping informa 
tion between well-known service points (e.g., domain names) 
and their associated IP addresses or other data (e.g., aliases, 
mail records, etc.). The one or more discrepancy detectors 
model the responses and compare them to sets of allowable 
mappings, taken, for example, from the primary nameserver, 
or manually entered into a database in one of the discrepancy 
detectors. When misuse or anomaly with the DNS informa 
tion is uncovered, the system may alert administrators of the 
affected domains or a third party organization that provides 
detection services, for example. 
0.066 FIG. 7 illustrates an example environment in which 
various embodiments of the invention may be employed. 
Several devices are connected to network device 701 by links, 
as shown. A link may be, for example, a wireless, T1, or cable 
connection, or some combination thereof. Server 702 is con 
nected to network device 701 by link 703. Host device 704 is 
connected to network device 701 by link 705. Nameserver 
706 is connected to network device 701 by link 707. Primary 
nameserver 708 is connected to network device 701 by link 
709. There may be one or more devices, systems, etc. located 
between primary nameserver 708 and network device 701, as 
shown by the dashes in link 709. Malicious user 710 is con 
nected to network device 701 by link 711. Typically, though 
not always, malicious user 710 is located outside of the net 
work 700, as shown by the dashes in link 711. 
0067 Primary nameserver 708 holds authoritative data, 
for example, DNS namespace mappings, for network 700. 
Nameserver 706 may serve as an auxiliary nameserver (e.g. 
caching-only nameserver) to nameserver 708 in the network 
700. Due to, for example, nameserver 706's logical proximity 
to server 702 and host device 704, server 702 and host device 
704 may query nameserver 706 rather than primary 
nameserver 708. 

0068. Server 702, host device 704, and other systems and 
processes located both inside and outside of network 700 may 
be able to communicate with each other using names. As an 
example, host device 704 may refer to server 702 by name 
(e.g., domain name) when attempting to access it. If host 
device 704 does not have a mapping from the server 702's 
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name to its logical address stored locally, host device 704 may 
query nameserver 706 for the mapping. If nameserver 706 
possesses a mapping of the name of the server 702 to its 
logical address, it will return that mapping to host device 704. 
If the mapping is correct, host device 704 will be able to 
access server 702. If the mapping is not correct, host device 
704 will not be able to access server 702, may receive an error 
message, access another resource entirely, or cause some 
other unpredictable event to occur. 
0069. As shown in FIG. 7, malicious user 710 has com 
promised in 706, for example, by poisoning nameserver 706's 
database of namespace mappings (e.g., domain name map 
pings). Malicious user 710 may poison nameserver 706’s 
namespace mappings by DNS spoofing, for example. 
0070. In one such DNS spoofing attack, malicious user 
710 configures his system to act like a nameserver for his own 
domain. Malicious user 710 then queries nameserver 706 
about his own domain. In response to the query, nameserver 
706 queries malicious user 710's system for the mapping 
related to malicious user 710's domain that it needs. Mali 
cious user 710 then encapsulates, in his response to the query, 
a corrupt mapping relating to nameserver 706's domain. 
Nameserver 706 then caches the corrupt mapping in its data 
base of namespace mappings. Malicious user 710 may use the 
poisoned database to gain unauthorized access to server 702, 
host device 704 and other devices in network 700, or may 
prevent systems in network 700 from communicating with 
each other and with systems of other networks. A compro 
mise of nameserver 706 may go undetected until noticed by a 
network administrator, which may be a long period of time. 
0071 FIG. 8 illustrates another system that identifies dis 
crepancies according to one embodiment of the invention. 
The system shown in FIG.8 comprises a discrepancy detector 
801 and a discoverer 802, and may be implemented on a 
general purpose computer 101 described above. As such, the 
system shown in FIG.8 may perform both discrepancy detec 
tion and discovery functions. The system shown in FIG. 8 
may be attached to a communications network, for example, 
the Internet or a local area network, by a link (not shown). 
Discrepancy detector 801 and discoverer 802 may be able to 
share databy, for example, interprocess communication 803. 
Discoverer 802 may be able to perform the functions of one or 
both of the active discoverer and passive discoverer as 
described above. The system shown in FIG. 8 may be 
employed by a corporation or third party (e.g. as part of a 
mapping verification service) to discover locations of copies 
of information and Verify their accuracy against an authori 
tative copy of the information. 
0072 FIG. 9 shows a system 912 that both actively dis 
covers nameservers and detects discrepancies according to 
one embodiment of the invention. System 912 is connected to 
network device 701 by link913. System 912 may be located, 
for example, outside of network 700, as shown by the dashes 
in link913. System 912, for example, performs the functions 
of both discrepancy detector and discoverer (e.g. similar to 
the system shown in FIG. 8) in accordance with one embodi 
ment of the invention. 

0073. In the embodiment shown in FIG. 9, system 912 
actively discovers nameservers. It may actively discover 
nameservers by sending a namespace mapping resolution 
query to multiple devices in network 700. In this scenario, 
system 912 waits for responses to the queries and then deter 
mines if a particular system or device is a nameserver from 
information communicated to or from that system or device. 
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For example, system 512 may inspect a response sent by a 
device, and may compare the format of the particular device's 
response to a known format of namespace mapping resolution 
responses to determine if that device is servicing resolution 
queries. 
0074. It should be noted that some devices may not be 
configured to respond to namespace mapping resolution que 
ries at all. In this situation, a device should be determined not 
to be a nameserver if it has not responded to a namespace 
mapping resolution query after a certain period of time. 
Therefore, in one aspect of the invention, the absence of a 
response from a particular device after a certain period of time 
is considered by the system 912 to be a response. That is, the 
particular device is considered by the system 912 not to be a 
nameserver if it does not send a response to a query within a 
certain period of time. 
(0075. After system 912 has discovered both primary 
nameserver 408 and nameserver 706, it can obtain and com 
pare namespace mappings from both nameservers. System 
912 may obtain namespace mappings from nameservers 708 
and 706 by accessing their respective databases or by request 
ing from them namespace mapping resolutions for one or 
more names, for example. System.912 may then, for example, 
alert either an administrator of network 700 or a third party of 
any discrepancy it discovers. System 912 may periodically 
perform one or more of the acts of discovering, obtaining, 
comparing and alerting as detailed above. System 912 may 
also perform one or more of the acts of discovering, obtain 
ing, comparing and alerting as detailed above on a Subset of 
mappings (e.g., important mappings) held by primary 
nameserver 708 and nameserver 706. 

0076 While the embodiment shown in FIG. 9 and 
described elsewhere herein is described as detecting a com 
promise of a nameserver, it will be appreciated that system 
912 may detect discrepancies between other forms of data 
(e.g., CNAME alias mappings, mappings stored inflat files of 
host systems, etc.) and the invention is not limited to detecting 
any particular type of discrepancy located on any particular 
system. Also, system.912 can detect discrepancies that are the 
result of human or machine error. 

0077 FIG. 10 shows a system for passively constructing a 
list of nameservers and detecting discrepancies according to 
another embodiment of the invention. Similar to system 912, 
system 1012 performs the functions of the discoverer and 
discrepancy detector as described above. System 1012 is 
connected to network device 1014, (e.g. a network hub, 
switch, etc.) by link 1013. Primary nameserver 708 is also 
connected to network device 1014 by link 1015. 
(0078. In the embodiment shown in FIG. 10, system 1012 
“listens' for data traffic bound for nameserver 708. In par 
ticular, System 1012 may examine the traffic for namespace 
mapping resolution queries directed to nameserver 708. Sys 
tem 1012 may, for example, determine that a message in the 
traffic is a namespace mapping resolution query based on a 
format of the message. When system 1012 detects a query 
from a nameserver or other resolver, system 1012 adds the 
querying nameserver or resolver to a list. Similar to the 
embodiment shown in FIG. 9, system 1012 obtains 
namespace mapping information from the nameservers it has 
discovered. In particular, system 1012 may then compare the 
namespace mapping information and alert an administrator of 
network 700 or a third party of any discrepancies it finds, for 
example. 
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0079. It should be appreciated that the functionality of 
network device 1014 could be incorporated into system 1012, 
obviating the need for network device 1014 in network 700. 
0080 While the mechanisms in FIGS. 9 and 10 are 
described in relation to only two nameservers located in a 
single network, it should be appreciated that system 912, 
system 1012 and other embodiments in accordance with the 
invention may find discrepancies in information distributed 
across many nameservers located in a plurality of networks. 
Therefore, the invention should not be considered limited in 
this regard. 
0081. Also, systems 912 and 1012 may be implemented in 
special purpose hardware, such as controllers, or as Software 
executable on general purpose or special purpose computers. 
0082 Furthermore, system 912, system 1012, and other 
embodiments of the invention may be capable of estimating 
the amount of the Internet that is affected by a discrepancy 
found between authoritative and non-authoritative copies of 
information. Systems 912 and 1012 may produce, for 
example, charts or lists of networks that are utilizing defective 
mapping information. The owner of the information may then 
gauge the urgency of updating or purging the mapping infor 
mation based on the amount of the Internet using the bad 
mapping information. 
I0083) System 912, system 1012 and other embodiments 
according to the invention may be deployed within a network 
to detect discrepancies between authoritative and non-au 
thoritative copies of information. Alternatively, a third party 
organization could sell as a service to companies or individu 
als the functionality provided by system 912, system 1012 
and other embodiments of the invention. The third party orga 
nization may monitor copies of information distributed 
across the Internet and other public or private networks. The 
third party organization may alert its clients when a discrep 
ancy is detected, and may perform actions on its behalf (e.g., 
notify nameserver administrators that their nameserver is 
storing incorrect information and/or is susceptible to attack). 
0084 Having thus described several illustrative embodi 
ments, various alterations, modifications and improvements 
will readily occur to those skilled in the art. Such alterations, 
modifications, and improvements are intended to be within 
the spirit and scope of the invention. Accordingly, the fore 
going description is by way of example only and is not 
intended as limiting. 

1. A method for locating a discrepancy in mapping infor 
mation that maps an identifier to a particular resource, the 
method comprising acts of 

determining a first mapping; 
determining a second mapping; and 
comparing the first mapping to the second mapping and 

identifying at least one discrepancy between the first and 
Second mapping. 

2. The method of claim 1, wherein the act of determining a 
second mapping comprises acts of querying a nameserver and 
receiving a response from the nameserver, the response con 
taining the second mapping. 

3. The method of claim 1, wherein the act of determining a 
first mapping comprises an act of obtaining an authoritative 
mapping from an authoritative source. 

4. The method of claim3, wherein the authoritative source 
is at least one of 

an authoritative nameserver, and 
a database storing a plurality of authoritative mappings. 
5. The method of claim 1, further comprising an act of 

reporting the at least one discrepancy to a user. 
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6. The method of claim 1, wherein the first mapping is a 
first namespace mapping that maps a first name to a first 
resource and the second mapping is a second namespace 
mapping that maps a second name to a second resource. 

7. The method of claim 6, wherein the first namespace 
mapping is stored on an authoritative nameserver and the act 
of determining a first mapping comprises an act of obtaining 
the first mapping from the authoritative nameserver. 

8. The method of claim 6, wherein the act of determining a 
second mapping comprises acts of querying a nameserver and 
receiving a response from the nameserver, the response con 
taining the second mapping. 

9. The method of claim 2, further comprising an act of 
compiling a list of nameservers to be queried. 

10. The method of claim 8, wherein the act of querying a 
nameserver comprises an act of requesting at least one 
namespace mapping record from the nameserver. 

11. The method of claim 9, wherein the act of compiling a 
list of at least one nameserver comprises acts of 

sending a namespace mapping resolution query to a plu 
rality of network nodes: 

waiting for one or more responses from the plurality of 
network nodes; and 

determining whether a network node in the plurality of 
network nodes is a nameserver. 

12. The method of claim 11, wherein the act of determining 
comprises an act of determining whether the network node in 
the plurality of network nodes is a nameserver based on a 
format of one or more responses received from the network 
node. 

13. The method of claim 11, wherein the act of determining 
comprises an act of determining that a network node in the 
plurality of nodes is not a nameserver if the network node 
does not respond to the namespace mapping resolution query. 

14. The method of claim 9, wherein the act of compiling a 
list of at least one nameserver comprises an act of: 

listening for a request from a non-authoritative nameserver 
to an authoritative nameserver; and 

when the request is detected, adding the non-authoritative 
nameserver to a list of nameservers. 

15. The method of claim 14, wherein the request is a 
resolve request. 

16. A method for discovering nameservers, comprising 
acts of: 

sending a namespace mapping resolution query to a plu 
rality of network nodes: 

waiting for one or more responses from at least one of the 
network nodes; and 

determining whether a network node in the plurality of 
network nodes is a nameserver. 

17. The method of claim 16, wherein the act of determining 
comprises an act of determining whether a network node in 
the plurality of network nodes is a nameserver based on a 
format of the response from the network node. 

18. The method of claim 16, wherein the act of determining 
comprises an act of determining that a network node in the 
plurality of nodes is not a nameserver if the network node 
does not respond to the namespace mapping resolution query. 

19. A method for discovering nameservers, comprising 
acts of: 

listening for a request from a non-authoritative nameserver 
to an authoritative nameserver; and 

when the request is detected, adding the non-authoritative 
nameserver to a list of nameservers. 

20. The method of claim 19, wherein the request is a 
resolve request. 


