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ABSTRACT 
This application discloses a network operation , administra 
tion , and maintenance ( OAM ) method , an apparatus , and a 
system . The method includes : receiving a fault alarm mes 
sage sent by an MP , where the fault alarm message includes 
fault information ; determining according to the fault alarm 
message , a first maintenance set to which the MP belongs , 
where the first maintenance set includes MPs using a first 
OAM technology ; querying an OAM database , to obtain a 
second maintenance set interacting with the first mainte 
nance set , where the second maintenance set includes MPs 
using a second OAM technology ; and sending a fault 
notification message to all MPs in the second maintenance 
set or an MP that is determined according to a policy in the 
second maintenance set . Therefore , a related fault alarm may 
be centrally notified on a management plane , and is 
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decoupled from a specific OAM technology , thereby greatly 
reducing an implementation difficulty . 

24 Claims , 4 Drawing Sheets 
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101 

A unified OAM management center receives a fault alarm message 
sent by a maintenance point MP 

102 

The unified OAM management center determines , according to the 
fault alarm message , a first maintenance set to which the MP belongs 

, 103 

The unified OAM management center queries an OAM database , to 
obtain a second maintenance set interacting with the first maintenance 

set 
104 

The unified OAM management center sends a fault notification 
message to all MPs in the second maintenance set or an MP that is 
determined according to a policy in the second maintenance set 

FIG . 1 



U . S . Patent Mar . 19 , 2019 Sheet 2 of 4 US 10 , 237 , 124 B2 

Unified OAM 
management center 

Switch D Switch E 
WA 

User 
traffic 

Switch A 
( MP3 ) 

IP / MPLS PC 
User traffic User 

network User traffic 
rw . 

Switch B 
( MP1 , MP2 ) 

Switch C 
( MP4 ) 

Vr 

- 

- 

- BED ( MD2 ) 
. . - 

CFM ( MDI ) 
. 

FIG . 2 



U . S . Patent Mar . 19 , 2019 Sheet 3 of 4 US 10 , 237 , 124 B2 

Unified OAM 
management center 

Multi - segment 
pseudo wire 

i en het . no YUT I + 15 . . . + 1 . 7 . * * . * * * * * * * * * * * * * * * * * * * * * * * * . 17 

Provider 
termination 

edge 
router 1 

Provider 
switching 

edge 
router 1 

Provider 
switching ALASI 

Provider 
termination 

edge 
router 1 

edge 
router 2 

5 + KEYEY 
Y m9444 

. 

AW . Pseudo wire 1 
. . . . . . . . . . . . . . . . . . . 

Label switched 
path 1 

. 

Pseudo wire 2 
. . . . . . . . w . o . - - - - - - 

Label switched 
path 2 

Pseudo wire 3 
- . . . . . . . . . . . . . . . . . 

Label switched 
path 3 ; 

* - - 

* Client 
router 

Client 
router 

FIG . 3 

, 401 , 401 402 402 403 403 404 404 
Receiving 

unit 
Determining 

unit 
Processing 

unit Sending unit 

FIG . 4 



U . S . Patent Mar . 19 , 2019 Sheet 4 of 4 US 10 , 237 , 124 B2 

502 Unified OAM management 
center 

First 
maintenance 

set 

Second 
maintenance 

set 501 503 

MP MP 

FIG . 5 

Transceiver Processor 
614 

Bus 

i Memory 

Unified OAM management 
center 

603 

FIG . 6 



US 10 , 237 , 124 B2 

NETWORK OPERATION , sending , by the unified OAM management center , a fault 
ADMINISTRATION , AND MAINTENANCE notification message to all MPs in the second maintenance 

( OAM ) METHOD , APPARATUS , AND set or an MP that is determined according to a policy in the 
SYSTEM second maintenance set , where the fault notification mes 

sage includes the fault information . 
CROSS - REFERENCE TO RELATED With reference to the first aspect , in a first possible 

APPLICATIONS implementation manner , the maintenance set includes a 
maintenance domain ( MD ) or a maintenance entity group 

This application is a continuation of International Appli ( MEG ) . 
cation No . PCT / CN2015 / 088793 , filed on Sep . 1 , 2015 , With reference to the first aspect or the first possible 
which claims priority to Chinese Patent Application No . implementation manner of the first aspect , in a second 
201410571235 . 6 , filed on Oct . 23 , 2014 . The disclosures of possible implementation manner , the determining , by the 
the aforementioned applications are hereby incorporated by unified OAM management center according to the fault 
reference in their entireties . 15 alarm message , a first maintenance set specifically includes : 

determining , by the unified OAM management center , the 
TECHNICAL FIELD first maintenance set according to content of the fault alarm 

message ; or determining , by the unified OAM management 
The present disclosure relates to the field of network center , the first maintenance set according to a source 

technologies , and in particular , to a network operation , 20 address of the fault alarm message . 
administration , and maintenance ( OAM ) method , an appa With reference to the second possible implementation 
ratus , and a system . manner of the first aspect , in a third possible implementation 

manner , the fault alarm message further includes location 
BACKGROUND information of a fault discovery device and / or location 

25 information of a fault reporting device , and the determining , 
With a rapid increase of network service traffic and by the unified OAM management center , the first mainte 

service types , networks become more complex , and a higher nance set according to content of the fault alarm message 
requirement is imposed on network operation , administra specifically includes : 
tion , and maintenance ( OAM ) . More attention is paid to determining , by the unified OAM management center , the 
technologies related to fault alarms . 30 first maintenance set according to at least one of the fault 

In cross - layer or cross - domain scenarios , different net - information , the location information of the fault discovery 
work technologies may be deployed for different layers or device , or the location information of the fault reporting 
different domains . Different network technologies may use 
different OAM technologies , for example , a connectivity with reference to any one of the first aspect or the first to 
fault management ( CFM ) technology or a bidirectional 35 the third possible implementation manners of the first 
forwarding detection ( BFD ) technology . In these cross - layer aspect , in a fourth possible implementation manner , before 
or cross - domain scenarios , an existing technology related to the querying , by the unified OAM management center , an 
fault alarms is bound to a specific OAM technology on a OAM database , to obtain a second maintenance set inter 
data plane network device . Complex mapping and conver - acting with the first maintenance set , the method further 
sion need to be performed , and implementation is difficult . 40 includes a step of establishing the OAM database , where 
Therefore , how to better perform a fault alarm in the the establishing , by the unified OAM management center , 
cross - layer or cross - domain scenarios in which different the OAM database includes : 
OAM technologies are used needs to be resolved urgently . collecting , by the unified OAM management center , infor 

mation about MPs in a network managed by the unified 
SUMMARY 45 OAM management center , where the information about the 

MPs includes network topology information and informa 
To better perform a fault alarm in cross - layer or cross tion about a used OAM technology that are of the MPs ; 

domain scenarios in which different OAM technologies are establishing , by the unified OAM management center , the 
used , embodiments of the present disclosure provide a maintenance sets according to the information about the 
network operation , administration , and maintenance ( OAM ) 50 MPs ; and 
method , an apparatus , and a system . establishing , by the unified OAM management center , 

According to a first aspect , a network operation , admin - interaction information for a maintenance set that needs to 
istration , and maintenance ( OAM ) method is provided , perform OAM interaction , where the establishing interaction 
including : information for a maintenance set that needs to perform 

receiving , by a unified OAM management center , a fault 55 OAM interaction includes adding , to connective MPs , an 
alarm message sent by a maintenance point MP , where the interaction attribute of a connective MP interacting with 
fault alarm message includes fault information ; another maintenance set , where when there are multiple MPs 

determining , by the unified OAM management center that belong to different maintenance sets on one network 
according to the fault alarm message , a first maintenance set device , the multiple MPs are connective MPs . 
to which the MP belongs , where the first maintenance set 60 With reference to the fourth possible implementation 
includes MPs using a first OAM technology ; manner of the first aspect , in a fifth possible implementation 

querying , by the unified OAM management center , an manner , networks corresponding to the maintenance sets 
OAM database , to obtain a second maintenance set inter - that need to perform OAM interaction include at least one 
acting with the first maintenance set , where the second same network device or cover a same path . 
maintenance set includes MPs using a second OAM tech - 65 With reference to any one of the first aspect or the first to 
nology , and the OAM database saves interaction information the fifth possible implementation manners of the first aspect , 
of different maintenance sets ; and in a sixth possible implementation manner , the receiving , by 
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a unified OAM management center , a fault alarm message according to at least one of the fault information , the 
sent by a maintenance point MP specifically includes : location information of the fault discovery device , or the 

receiving , by the unified OAM management center , location information of the fault reporting device . 
Extensible Markup Language ( XML ) - form data transferred With reference to any one of the second aspect or the first 
by the MP by using the Network Configuration Protocol 5 to the third possible implementation manners of the second 
NETCONF , where the XML - form data is obtained by trans - aspect , in a fourth possible implementation manner , the 
forming an object of a unified OAM management data unified OAM management center further includes an estab 
model , the unified OAM management data model is gener - lishment unit , where the establishment unit specifically 
ated by using an IETF YANG Data Model format , and the includes : 
object of the unified OAM management data model carries 10 a collection subunit , configured to collect information 
the fault information . about MPs in a network managed by the unified OAM 

With reference to any one of the first aspect or the first to management center , where the information about the MPs 
the sixth possible implementation manners of the first includes network topology information and information 
aspect , in a seventh possible implementation manner , the about a used OAM technology that are of the MPs ; 
sending , by the unified OAM management center , a fault 15 a first establishment subunit , configured to establish the 
notification message to all MPs in the second maintenance maintenance sets according to the information about the 
set or an MP that is determined according to a policy in the MPs ; and 
second maintenance set specifically includes : a second establishment subunit , configured to establish 

sending , by the unified OAM management center to all interaction information for a maintenance set that needs to 
the MPs in the second maintenance set or the MP that is 20 perform OAM interaction , where the establishing interaction 
determined according to the policy , the XML - form data information for a maintenance set that needs to perform 
transferred by using the NETCONF , where the XML - form OAM interaction includes adding , to connective MPs , an 
data is obtained by transforming the object of the unified interaction attribute of a connective MP interacting with 
OAM management data model , the unified OAM manage another maintenance set , where when there are multiple MPs 
ment data model is generated by using the IETF YANG Data 25 that belong to different maintenance sets on one network 
Model format , and the object of the unified OAM manage device , the multiple MPs are connective MPs . 
ment data model carries the fault information . With reference to the fourth possible implementation 

According to a second aspect , an embodiment of the manner of the second aspect , in a fifth possible implemen 
present disclosure provides a unified operation , administra - tation manner , networks corresponding to the maintenance 
tion , and maintenance ( OAM ) management center , includ - 30 sets that need to perform OAM interaction include at least 
ing : one same network device or cover a same path . 

a receiving unit , configured to receive a fault alarm With reference to any one of the second aspect or the first 
message sent by a maintenance point MP , where the fault to the fifth possible implementation manners of the second 
alarm message includes fault information ; aspect , in a sixth possible implementation manner , the 

a determining unit , configured to determine , according to 35 receiving unit is specifically configured to receive XML 
the fault alarm message , a first maintenance set to which the form data transferred by the MP by using the Network 
MP belongs , where the first maintenance set includes MPs Configuration Protocol NETCONF , where the XML - form 
using a first OAM technology ; data is obtained by transforming an object of a unified OAM 

a processing unit , configured to query an OAM database , management data model , the unified OAM management 
to obtain a second maintenance set interacting with the first 40 data model is generated by using an IETF YANG Data 
maintenance set , where the second maintenance set includes Model format , and the object of the unified OAM manage 
MPs using a second OAM technology , and the OAM data - ment data model carries the fault information . 
base saves interaction information of different maintenance With reference to any one of the second aspect or the first 
sets ; and to the sixth possible implementation manners of the second 

a sending unit , configured to send a fault notification 45 aspect , in a seventh possible implementation manner , the 
message to all MPs in the second maintenance set or an MP sending unit is specifically configured to send , to all the MPs 
that is determined according to a policy in the second in the second maintenance set or the MP that is determined 
maintenance set , where the fault notification message according to the policy , the XML - form data transferred by 
includes the fault information . using the NETCONF , where the XML - form data is obtained 

With reference to the second aspect , in a first possible 50 by transforming the object of the unified OAM management 
implementation manner , the maintenance set includes a data model , the unified OAM management data model is 
maintenance domain ( MD ) or a maintenance entity group generated by using the IETF YANG Data Model format , and 
( MEG ) . the object of the unified OAM management data model 

With reference to the second aspect or the first possible carries the fault information . 
implementation manner of the second aspect , in a second 55 According to a third aspect , an embodiment of the present 
possible implementation manner , the determining unit is disclosure provides a network system , including : 
specifically configured to : determine the first maintenance a maintenance point MP , configured to send a fault alarm 
set according to content of the fault alarm message ; or message to the operation , administration , and maintenance 

determine the first maintenance set according to a source unified OAM management center described above , where 
address of the fault alarm message . 60 the fault alarm message includes fault information ; 

With reference to the second possible implementation the unified OAM management center described above , 
manner of the second aspect , in a third possible implemen - configured to determine , according to the fault alarm mes 
tation manner , sage , a first maintenance set to which the MP belongs , where 

the fault alarm message further includes location infor the first maintenance set includes MPs using a first OAM 
mation of a fault discovery device and / or location informa - 65 technology ; configured to query an OAM database , to obtain 
tion of a fault reporting device , and the determining unit is a second maintenance set interacting with the first mainte 
specifically configured to determine the first maintenance set nance set , where the second maintenance set includes MPs 
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Pie 

using a second OAM technology , and the OAM database drawings . It should be understood that the embodiments 
saves interaction information of different maintenance sets ; described herein are merely used to illustrate and explain the 
and configured to send a fault notification message to all present disclosure , but are not intended to limit the present 
MPs in the second maintenance set or an MP that is disclosure . In addition , the embodiments of the present 
determined according to a policy in the second maintenance 5 application and features in the embodiments may be mutu 
set , where the fault notification message includes the fault ally combined in a case in which they do not conflict with 
information ; and each other . 

all the MPs in the second maintenance set or the MP that As shown in FIG . 1 , an embodiment of the present 
is determined according to the policy , configured to perform disclosure provides a network operation , administration , and 
fault interaction according to the fault notification message . 10 maintenance ( OAM ) method , including : 

According to the network operation , administration , and S101 : A unified OAM management center receives a fault 
maintenance ( OAM ) method , the apparatus , and the system alarm message sent by a maintenance point ( MP ) , where the 
that are provided in the embodiments of the present disclo - fault alarm message includes fault information . 
sure , a related fault alarm may be centrally notified on a S102 : The unified OAM management center determines , 
management plane , and is decoupled from a specific OAM 15 according to the fault alarm message , a first maintenance set 
technology , thereby greatly reducing an implementation ing an implementation to which the MP belongs , where the first maintenance set 
difficulty . includes MPs using a first OAM technology . 

S103 : The unified OAM management center queries an 
BRIEF DESCRIPTION OF DRAWINGS OAM database , to obtain a second maintenance set inter 

20 acting with the first maintenance set , where the second 
FIG . 1 is a schematic flowchart of a network operation , maintenance set includes MPs using a second OAM tech 

administration , and maintenance ( OAM ) method according nology , and the OAM database saves interaction information 
to an embodiment of the present disclosure ; of different maintenance sets . 

FIG . 2 is a schematic diagram of an application scenario S104 : The unified OAM management center sends a fault 
of a network operation , administration , and maintenance 25 notification message to all MPs in the second maintenance 
( OAM ) method according to an embodiment of the present set or an MP that is determined according to a policy in the 
disclosure ; second maintenance set , where the fault notification mes 

FIG . 3 is a schematic diagram of an application scenario sage includes the fault information . 
of a network operation , administration , and maintenance According to the network operation , administration , and 
( OAM ) method according to an embodiment of the present 30 maintenance ( OAM ) method provided in this embodiment 
disclosure ; of the present disclosure , a related fault alarm may be 

FIG . 4 is a schematic structural diagram of a unified centrally notified on a management plane , and is decoupled 
operation , administration , and maintenance ( OAM ) manage - from a specific OAM technology , thereby greatly reducing 
ment center according to an embodiment of the present an implementation difficulty . 
disclosure ; 35 Optionally , the maintenance set includes a maintenance 

FIG . 5 is a schematic structural diagram of a network domain ( MD ) or a maintenance entity group ( MEG ) . 
system according to an embodiment of the present disclo Optionally , the determining , by the unified OAM man 
sure ; and agement center according to the fault alarm message , a first 

FIG . 6 is a schematic structural diagram of a unified maintenance set specifically includes : 
operation , administration , and maintenance ( OAM ) manage - 40 determining , by the unified OAM management center , the 
ment center according to an embodiment of the present first maintenance set according to content of the fault alarm 
disclosure . message ; or 

determining , by the unified OAM management center , the 
DESCRIPTION OF EMBODIMENTS first maintenance set according to a source address of the 

45 fault alarm message . 
To make the objectives , technical solutions , and advan - Optionally , the fault alarm message further includes loca 

tages of the embodiments of the present disclosure clearer , tion information of a fault discovery device and / or location 
the following clearly describes the technical solutions in the information of a fault reporting device , and the determining , 
embodiments of the present disclosure with reference to the by the unified OAM management center , the first mainte 
accompanying drawings in the embodiments of the present 50 nance set according to content of the fault alarm message 
disclosure . Apparently , the described embodiments are some specifically includes : 
but not all of the embodiments of the present disclosure . All determining , by the unified OAM management center , the 
other embodiments obtained by a person of ordinary skill in first maintenance set according to at least one of the fault 
the art based on the embodiments of the present disclosure information , the location information of the fault discovery 
without creative efforts shall fall within the protection scope 55 device , or the location information of the fault reporting 
of the present disclosure . device . 

In addition , the terms “ system ” and “ network ” may be Optionally , the fault discovery device and the fault report 
used interchangeably in this specification . The term “ and / or ” ing device may be a same network device , that is , the 
in this specification describes only an association relation network device discovers a fault and sends the fault alarm 
ship for describing associated objects and represents that 60 message to the unified OAM management center ; or the 
three relationships may exist . For example , A and / or B may fault discovery device and the fault reporting device may be 
represent the following three cases : Only A exists , both A different network devices . For example , after discovering a 
and B exist , and only B exists . In addition , the character " / " fault , the fault discovery device notifies the fault reporting 
in this specification generally indicates an “ or ” relationship device , and the fault reporting device sends the fault alarm 
between the associated objects . 65 message to the unified OAM management center . The uni 

In the following , embodiments of the present disclosure fied OAM management center determines the first mainte 
are described in detail with reference to the accompanying nance set according to at least one of the fault information , 
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the location information of the fault discovery device , or the data is obtained by transforming the object of the unified 
location information of the fault reporting device . The OAM management data model , the unified OAM manage 
determining the first maintenance set according to the fault ment data model is generated by using the IETF YANG Data 
information may be determining the first maintenance set Model format , and the object of the unified OAM manage 
according to location information of a faulty network device 5 ment data model carries the fault information . 
or link in the fault information . The faulty network device or A network operation , administration , and maintenance 
link , the fault discovery device , and the fault reporting ( OAM ) method provided in another embodiment of the 
device usually belong to one maintenance set . If at least one present disclosure is described below with reference to an 
of the fault information , the location information of the fault application scenario of FIG . 2 . discovery device , or the location information of the fault 10 As shown in FIG . 2 , CFM is deployed in a network reporting device includes information about the first main between a Switch A and a Switch B , and BFD is deployed tenance set , the first maintenance set may be determined . in a network between the Switch B and a Switch C . In this Optionally , the fault alarm message may not include the way , when a link from the Switch B to the Switch C is faulty , location information of the fault discovery device or the 
location information of the fault reporting device . The 15th the remote Switch A cannot sense the link fault between the 
unified OAM management center may obtain , according to Switch B and the Switch C , and therefore , still sends user 
the source address of the fault alarm message , for example , traffic to the faulty link , thereby causing an interruption of 
a source IP address , information about an MP sending the the user traffic . According to the network operation , admin 
fault alarm message , for example , information about the first istration , and maintenance ( OAM ) method provided in this 
maintenance set to which the MP belongs . 20 embodiment of the present disclosure , a related fault alarm 

Optionally , before the querying , by the unified OAM may be centrally notified on a management plane , and is 
management center , an OAM database , to obtain a second decoupled from a specific OAM technology , thereby greatly 
maintenance set interacting with the first maintenance set , reducing an implementation difficulty . Therefore , it is easier 
the method further includes a step of establishing the OAM to avoid this case . 
database . 25 A procedure of a network operation , administration , and 

The establishing , by the unified OAM management cen - maintenance ( OAM ) method in this embodiment of the 
ter , the OAM database includes : present disclosure is as follows : 

collecting , by the OAM unified management center , infor - 1 . A unified OAM management center establishes an 
mation about MPs in a network managed by the unified OAM database . 
OAM management center , where the information about the 30 The establishing , by the unified OAM management cen 
MPs includes network topology information and informa - ter , the OAM database includes : 
tion about a used OAM technology that are of the MPs ; 11 . The unified OAM management center collects infor 

establishing , by the unified OAM management center , the mation about MPs in a network managed by the unified 
maintenance sets according to the information about the OAM management center , where the information about the 
MPs ; and 35 MPs includes network topology information and informa 

establishing , by the unified OAM management center , tion about a used OAM technology that are of the MPs . 
interaction information for a maintenance set that needs to In this embodiment of the present disclosure , the unified 
perform OAM interaction , where the establishing interaction OAM management center is set to centrally manage the 
information for a maintenance set that needs to perform network . The unified OAM management center is a logical 
OAM interaction includes adding , to connective MPs , an 40 concept , may be physically an independent network device , 
interaction attribute of a connective MP interacting with for example , a switch or a router , or may be disposed in a 
another maintenance set , where when there are multiple MPs network device . The unified OAM management center may 
that belong to different maintenance sets on one network be centralized , which is physically an independent network 
device , the multiple MPs are connective MPs . device or is disposed in a network device ; or may be 

Optionally , networks corresponding to the maintenance 45 distributed , which is physically distributed in multiple inde 
sets that need to perform OAM interaction include at least pendent network devices or is disposed in multiple network 
one same network device or cover a same path . devices . 

Optionally , the receiving , by a unified OAM management Multiple MPs are disposed in the network in this embodi 
center , a fault alarm message sent by a maintenance point m ent of the present disclosure , where the MP is configured 
MP specifically includes : 50 to perform OAM detection or OAM measurement . The MP 

receiving , by the unified OAM management center , is also a logical concept , and may be physically disposed in 
Extensible Markup Language ( XML ) - form data transferred a network device , for example , in a switch or a router . One 
by the MP by using the Network Configuration Protocol or more MPs may be disposed in a network device , and 
NETCONF , where the XML - form data is obtained by trans - multiple MPs in a network device may use different OAM 
forming an object of a unified OAM management data 55 technologies . 
model , the unified OAM management data model is gener For example , two MPs are disposed on the Switch B in 
ated by using an IETF YANG Data Model format , and the FIG . 2 , namely , an MP1 and an MP2 , where the MP1 uses 
object of the unified OAM management data model carries a CFM technology , and the MP2 uses a BFD technology . 
the fault information . One MP is disposed on the Switch A , namely , an MP3 , 

Optionally , the sending , by the unified OAM management 60 where the MP3 uses the CFM technology . One MP is 
center , a fault notification message to all MPs in the second disposed on the Switch C , namely , an MP4 , where the MP4 
maintenance set or an MP that is determined according to a uses the BFD technology . The unified OAM management 
policy in the second maintenance set specifically includes : center may collect information about the MPs , namely , 

sending , by the unified OAM management center to all information about the MP1 , the MP2 , the MP3 , and the 
the MPs in the second maintenance set or the MP that is 65 MP4 . The information about the MPs includes network 
determined according to the policy , the XML - form data topology information and information about the used OAM 
transferred by using the NETCONF , where the XML - form technologies that are of the MPs . 
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m nter . 

12 . The unified OAM management center establishes the technology on the Switch C first detects the link fault , the 
maintenance sets according to the information about the MP4 sends a fault alarm message to the unified OAM 
MPs , where the maintenance set may be an MD or an MEG . 

As shown in FIG . 2 , the unified OAM management center Specifically , the unified OAM management center 
establishes an MD1 , where the MD1 includes MPs using one 5 receives XML - form data transferred by the MP4 by using 
OAM technology ( CFM ) , namely , the MP3 on the Switch A the Network Configuration Protocol ( NETCONF ) . The 
and the MP1 on the Switch B ; establishes an MD2 , where XML - form data is obtained by transforming an object of a 
the MD2 includes MPs using another OAM technology unified OAM management data model , the unified OAM 
( BFD ) , namely , the MP4 on the Switch C and the MP2 on management data model is generated by using an IETF 
the Switch B . 10 YANG Data Model format , and the object of the unified 

13 . The unified OAM management center establishes OAM management data model carries the fault information . 
interaction information for a maintenance set that needs to That the unified OAM management data model is trans 
perform OAM interaction , where the establishing interaction formed to the XML - form data by using the IETF YANG 
information for a maintenance set that needs to perform Data Model format may be implemented by using an exist 
OAM interaction includes adding , to connective MPs , an 15 ing standard rule . The fault alarm message includes the fault 
interaction attribute of a connective MP interacting with information . The fault information includes a fault location , 
another maintenance set , where when there are multiple MPs a fault status , and fault content . The fault location includes 
that belong to different maintenance sets on one network location information of a faulty network device or link , and 
device , the multiple MPs are connective MPs . When there is the like . Optionally , the fault alarm message further includes 
one MP that belongs to one maintenance set on a network 20 location information of a fault discovery device and / or 
device and there are multiple maintenance sets on a network location information of a fault reporting device . The location 
device , multiple MPs that belong to maintenance sets are information of the fault discovery device and / or the location 
connective MPs . information of the fault reporting device includes a node 

The establishing interaction information for a mainte - identifier of the fault discovery device and / or a node iden 
nance set that needs to perform OAM interaction may also 25 tifier of the fault reporting device , a first maintenance set to 
include establishing an interaction attribute for the mainte - which the fault discovery device and / or the fault reporting 
nance set that needs to perform OAM interaction . device belongs , and the like , for example , a node identifier 

Networks corresponding to the maintenance sets that need of the MP4 , and an MD to which the MP4 belongs . The 
to perform OAM interaction include at least one same unified OAM management center may obtain , according to 
network device or cover a same path . 30 these pieces of information , information about an MP send 
As shown in FIG . 2 , networks corresponding to the MD1 ing the fault alarm message , for example , information about 

and the MD2 include a same network device , that is , the the first maintenance set to which the fault discovery device 
Switch B , and same user traffic flows through the MD1 and and / or the fault reporting device belongs ; query an OAM 
the MD2 . If the MD1 or the MD2 is faulty , the other MD database , to obtain a second maintenance set interacting 
needs to be notified , so that the other MD correspondingly 35 with the first maintenance set ; and send a fault notification 
adjusts a flow direction of the user traffic . That is , it is message to all MPs in the second maintenance set or an MP 
determined that the MD1 and the MD2 need to perform that is determined according to a policy in the second 
OAM interaction . maintenance set . Moreover , the unified OAM management 

The unified OAM management center establishes inter center may not send a fault notification message to the fault 
action information for a maintenance set that needs to 40 discovery device and / or the fault reporting device according 
perform OAM interaction , that is , the MD1 and the MD2 . to these pieces of information . The unified OAM manage 
The establishing interaction information for the MD1 and ment data model may be : 
the MD2 includes adding , to a connective MP , an interaction 
attribute of a connective MP interacting with another main 
tenance set . For example , in FIG . 2 , for the MP1 and the 45 + - - - n defect - condition - notification 
MP2 that are located on the Switch B , the MP1 belongs to 
the MD1 , and the MP2 belongs to the MD2 . Because both + - - ro md - index uint32 

+ - - ro meg - index uint32 
the MP1 and the MP2 are located on the Switch B , the MP1 + - - ro me - index uint32 
and the MP2 may be used as connective MPs . Therefore , the + - - ro mp - index uint32 

unified OAM management center adds an interaction attri - 50 + - - ro meg - oper - status uint32 
+ - - ro meg - sub - oper - status uint32 bute of “ interacting with the MP2 ” to the MP1 , and adds an 

interaction attribute of “ interacting with the MP1 ” to the 
MP2 . The object of the unified OAM management data model 

The establishing interaction information for the MD1 and is obtained by filling and / or extending a related parameter of 
the MD2 may also include establishing interaction attributes 55 the unified OAM management data model according to a 
for the MD1 and the MD2 , for example , adding an interac - specific example . The specific example may be or may be 
tion attribute of “ interacting with the MD2 ” to the MD1 , and not related to a specific OAM technology . For example , in 
adding an interaction attribute of “ interacting with the MD1 ” this embodiment of the present disclosure , the related 
to the MD2 . parameter of the unified OAM management data model is 

2 . As shown in FIG . 2 , when the link between the Switch 60 filled and / or extended according to the fault information 
B and the Switch C is faulty , merely as an example herein , unrelated to a specific OAM technology , to obtain the object 
the fault in this embodiment of the present disclosure further of the unified OAM management data model . 
includes another type of fault such as a network device fault 3 . After receiving the fault alarm message , the unified 
or a node fault , or the fault in this embodiment of the present OAM management center queries the OAM database , to 
disclosure includes link performance degradation , network 65 obtain the MD1 interacting with the MD2 . 
device performance degradation , node performance degra - Specifically , if the establishing interaction information for 
dation , or the like . Assuming that the MP4 using the BFD a maintenance set that needs to perform OAM interaction 
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includes adding , to connective MPs , an interaction attribute 
of a connective MP interacting with another maintenance + - - - n defect - condition - spreading 
set , another connective MP located in a same network device + - - ro md - index uint32 as the connective MP is found according to the interaction + - - ro meg - index uint32 
attribute of the connective MP , and an interacting MD is 5 + - - ro me - index uint32 
found according to an MD to which the connective MP + - - ro mp - index uint32 

uint32 + - - ro meg - oper - status belongs . For example , if the establishing interaction infor 
+ - - ro meg - sub - oper - status uint32 

mation for the MD1 and the MD2 includes : adding , to the 
connective MP , that is , the MP1 , an interaction attribute of 
“ interacting with the MP2 ” , and adding , to the MP2 , an 10 The object of the unified OAM management data model 
interaction attribute of interacting with the MP1 ” , the MP1 is obtained by filling and / or extending a related parameter of 
is found according to an interaction attribute of the MP2 , and the unified OAM management data model according to a 
the MD1 to which the MP1 belongs is found according to the specific example . The specific example may be or may be 
MP1 . If the establishing interaction information for a main - not related to a specific OAM technology . For example , in 
tenance set that needs to perform OAM interaction also 15 this embodiment of the present disclosure , the related 
includes establishing an interaction attribute for the main parameter of the unified OAM management data model is 
tenance set that needs to perform OAM interaction , for filled and / or extended according to the fault information 
example , adding an interaction attribute of “ interacting with unrelated to a specific OAM technology , to obtain the object 
the MD2 ” to the MD1 , and adding an interaction attribute of of the unified OAM management data model . 
" interacting with the MD1 ” to the MD2 , the MD1 interact - 20 Optionally , the unified OAM management center may 
ing with the MD2 may be directly found according to the send the fault notification message to another MP located in 
interaction attribute of the maintenance set . a same MD as the MP4 . For example , the unified OAM 

4 . The unified OAM management center sends a fault management center may send the fault notification message 
notification message to all MPs in the MD1 or an MP that to the MP2 . 
is determined according to a policy , where the fault notifi - 25 As for another MP using the BFD technology in the MD2 , 
cation message includes the fault information . for example , when the MP2 detects the link fault later , if the 

The unified OAM management center sends the fault MP2 has received the fault notification message sent by the 
notification message to all the MPs in the MD1 ; or the unified OAM management center , the MP2 does not need to 
unified OAM management center may send the fault noti - send the fault alarm message to the unified OAM manage 
fication message to the MP that is determined according to 30 ment center again . If the MP2 has not received the fault 
the policy in the MD1 . A specific policy is not limited in this notification message sent by the unified OAM management 
embodiment of the present disclosure , and belongs to the center , the MP2 may then send the fault alarm message to 
protection scope of this embodiment of the present disclo - the unified OAM management center . 
sure . In this embodiment of the present disclosure , the Optionally , in this embodiment of the present disclosure , 
unified OAM management center sends the fault notification 35 the fault alarm message or the fault notification message 
message to all the MPs in the MD1 , namely , the MP1 and the may be transferred by using an extended Simple Network 
MP3 . The unified OAM management center sends , to the Management Protocol ( SNMP ) . 
MP1 and the MP3 , XML - form data transferred by using the Optionally , in this embodiment of the present disclosure , 
NETCONF . The XML - form data is obtained by transform the unified OAM management center may receive fault 
ing an object of a unified OAM management data model , the 40 alarm messages sent by MPs in the first maintenance set by 
unified OAM management data model is generated by using using a method in the prior art . The fault alarm messages 
an IETF YANG Data Model format , and the object of the include fault information . The method in the prior art is 
unified OAM management data model carries the fault related to an OAM technology used by the MP . The unified 
information . That the unified OAM management data model OAM management center queries an OAM database , to 
is transformed to the XML - form data by using the IETF 45 obtain a second maintenance set interacting with the first 
YANG Data Model format may be implemented by using an maintenance set , where the second maintenance set includes 
existing standard rule . The fault notification message MPs using a second OAM technology , and the OAM data 
includes the fault information . The fault information base saves interaction information of different maintenance 
includes a fault location , a fault status , and fault content . The sets . The unified OAM management center transforms the 
fault location includes location information of a faulty 50 fault information into an object of a unified OAM manage 
network device or link , and the like . Optionally , if the fault m ent data model . The unified OAM management center 
alarm message further includes location information of a sends a fault notification message to all MPs in the second 
fault discovery device and / or location information of a fault maintenance set or an MP that is determined according to a 
reporting device , the fault notification message further policy in the second maintenance set . The fault notification 
includes the location information of the fault discovery 55 message includes the fault information , the fault notification 
device and / or the location information of the fault reporting message is XML - form data transferred by using the NET 
device . The location information of the fault discovery CONF , the XML - form data is obtained by transforming the 
device and / or the location information of the fault reporting object of the unified OAM management data model , the 
device includes a node identifier of the fault discovery unified OAM management data model is generated by using 
device and / or a node identifier of the fault reporting device , 60 an IETF YANG Data Model format , and the object of the 
and a first maintenance set to which the fault discovery unified OAM management data model carries the fault 
device and / or the fault reporting device belongs , for information . That the unified OAM management data model 
example , a node identifier of the MP4 , and an MD to which is transformed to the XML - form data by using the IETF 
the MP4 belongs . The MP1 and the MP3 may perform fault YANG Data Model format may be implemented by using an 
interaction according to respective statuses , for example , 65 existing standard rule . 
starting a spare channel . The unified OAM management data Optionally , in this embodiment of the present disclosure , 
model may be : the unified OAM management center may receive fault 
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alarm messages sent by MPs in the first maintenance set by perform OAM interaction , where the establishing interaction 
using a method in the prior art . The fault alarm messages information for a maintenance set that needs to perform 
include fault information . The method in the prior art is OAM interaction includes adding , to connective MPs , an 
related to an OAM technology used by the MP . The unified interaction attribute of a connective MP interacting with 
OAM management center queries an OAM database , to 5 another maintenance set , where when there are multiple MPs 
obtain a second maintenance set interacting with the first that belong to different maintenance sets on one network 
maintenance set , where the second maintenance set includes device , the multiple MPs are connective MPs . When there is 
MPs using a second OAM technology , and the OAM data - one MP that belongs to one maintenance set on a network 
base saves interaction information of different maintenance device and there are multiple maintenance sets on a network 
sets . The unified OAM management center sends a fault 10 device , multiple MPs that belong to maintenance sets are 
notification message to all MPs in the second maintenance connective MPs . 
set or an MP that is determined according to a policy in the The establishing interaction information for a mainte 
second maintenance set , where the fault notification mes - nance set that needs to perform OAM interaction may also 
sage includes the fault information . The fault notification include establishing an interaction attribute for the mainte 
message is sent by using the method in the prior art . The 15 nance set that needs to perform OAM interaction . 
method in the prior art is related to an OAM technology used Networks corresponding to the maintenance sets that need 
by the MP . to perform OAM interaction include at least one same 

In this way , this embodiment of the present disclosure network device or cover a same path . 
may compatibly support sending the fault alarm message or As shown in FIG . 3 , network topologies corresponding to 
the fault notification message by using the method in the 20 maintenance sets on layers cover a same path . When the link 
prior art , but does not support an MP of a method based on fault shown in FIG . 3 occurs , MPs of the maintenance sets 
the unified OAM management data model . on the layers may detect the link fault and send a fault alarm 

Another network operation , administration , and mainte message , thereby causing an alarm storm . Therefore , an MP , 
nance ( OAM ) method provided in an embodiment of the which first detects and sends the fault alarm message , of a 
present disclosure is described below with reference to an 25 maintenance set on a layer needs to notify an MP of a 
application scenario of FIG . 3 . maintenance set on another layer , so that the MP of the 

FIG . 3 shows a multi - layer OAM scenario . The bottom maintenance set on the another layer performs alarm sup 
layer is a label switched path LSP layer , and then a pseudo pression , and does not send the fault alarm message again . 
wire PW layer and a multi - segment pseudo wire MS - PW It is determined that maintenance sets on the layers need to 
layer follow . Certainly , this is merely an example herein . The 30 perform OAM interaction . In this embodiment of the present 
cross layer may include another layer . Each layer uses an disclosure , it may be determined according to a policy that 
OAM technology corresponding to a network technology of OAM interaction is performed only between maintenance 
this layer . When a link between a provider termination edge sets on some layers . 
router 1 and a provider switching edge router 1 is faulty , The establishing interaction information for a mainte 
merely as an example herein , a fault in this embodiment of 35 nance set that needs to perform OAM interaction includes 
the present disclosure further includes another type of fault adding , to connective MPs , an interaction attribute of a 
such as a network device fault or a node fault , or a fault in connective MP interacting with another maintenance set . For 
this embodiment of the present disclosure includes link example , in FIG . 3 , different maintenance sets are cross 
performance degradation , network device performance deg - layers . Each layer physically cover a same path . A unified 
radation , node performance degradation , or the like . MPs of 40 OAM management center uses multiple MPs that are on 
maintenance sets located on different layers may each detect network devices and that belong to different maintenance 
the link fault , and may each send a fault alarm message . This sets as connective MPs , and adds , to the connective MPs , an 
may cause an alarm storm . According to a network opera - interaction attribute of a connective MP interacting with 
tion , administration , and maintenance ( OAM ) method in this another maintenance set . For example , there are three MPs 
embodiment of the present disclosure , a related fault alarm 45 on a provider termination edge router 1 , namely , MP - LSP 
may be centrally notified and suppressed on a management T - PE1 that belongs to a maintenance set on an LSP layer , 
plane , and is decoupled from a specific OAM technology , MP - PW - T - PE1 that belongs to a maintenance set on a PW 
thereby greatly reducing an implementation difficulty . layer , and MP - MS - PW - T - PE1 that belongs to a maintenance 
Therefore , it is easier to avoid this case . set on a multi - segment PW layer . The unified OAM man 

Specifically , each router on each layer is provided with an 50 agement center uses these MPs as connective MPs , and adds 
MP . The unified OAM management center may collect interaction attributes to these connective MPs , that is , adds 
information about MPs in a network managed by the unified interaction attributes of " interacting with the MP - PW - T 
OAM management center . The information about the MPs PE1 ” and “ interacting with MP - MS - PW - T - PE1 ” to the MP 
includes network topology information and information LSP - T - PE1 , adds interaction attributes of “ interacting with 
about a used OAM technology that are of the MPs . The 55 the MP - LSP - T - PE1 ” and “ interacting with MP - MS - PW - T 
unified OAM management center establishes a maintenance PE1 ” to the MP - PW - T - PE1 , and adds interaction attributes 
set according to the information about the MPs , where the of “ interacting with the MP - LSP - T - PE1 ” and “ interacting 
maintenance set may be an MD , for example , each layer may with the MP - PW - T - PE1 ” to the MP - MS - PW - T - PE1 . 
be allocated to one MD ; or the maintenance set may be an The establishing interaction information for a mainte 
MEG , for example , all MPs on layers are allocated to one 60 nance set that needs to perform OAM interaction may also 
MD . The layers are distinguished from each other by using include establishing an interaction attribute for the mainte 
different MEGs , that is , each layer is allocated to one MEG . nance set that needs to perform OAM interaction , for 
In an MEG , different OAM technologies of different layers example , adding interaction attributes of “ interacting with a 
are distinguished from each other by using the attribute of maintenance set on the PW layer " and " interacting with a 
MEG - LEVEL . 65 maintenance set on the MS - PW layer " to a maintenance set 

The unified OAM management center establishes inter - on the LSP layer , adding interaction attributes of “ interacting 
action information for a maintenance set that needs to with the maintenance set on the LSP layer ” and “ interacting 
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with the maintenance set on the MS - PW layer " to the parameter of the unified OAM management data model is 
maintenance set on the PW layer , and adding interaction filled and / or extended according to the fault information 
attributes of “ interacting with the maintenance set on the unrelated to a specific OAM technology , to obtain the object 
LSP layer ” and “ interacting with the maintenance set on the of the unified OAM management data model . 
PW layer " to the maintenance set on the MS - PW layer . 5 After receiving the fault alarm message , the unified OAM 
As shown in FIG . 3 , when a link between the provider management center queries the OAM database , to obtain a 

termination edge router 1 and a provider switching edge maintenance set interacting with the maintenance set on the 
router 1 is faulty , assuming that an MP of the maintenance LSP layer , that is , the maintenance set on the PW layer and 
set on the LSP layer , that is , the MP - LSP - T - PE1 , first detects the maintenance set on the MS - PW layer . 
the link fault , the MP - LSP - T - PE1 sends a fault alarm mes - 10 Specifically , if the establishing interaction information for 
sage to the unified OAM management center . a maintenance set that needs to perform OAM interaction 

Specifically , the unified OAM management center includes adding , to connective MPs , an interaction attribute 
receives XML - form data transferred by the MP - LSP - T - PE1 of a connective MP interacting with another maintenance 
by using the NETCONF . The XML - form data is obtained by set , another connective MP located in a same network device 
transforming an object of a unified OAM management data 15 as the connective MP is found according to the interaction 
model , the unified OAM management data model is gener attribute of the connective MP , and an interacting mainte 
ated by using an IETF YANG Data Model format , and the nance set is found according to a maintenance set to which 
object of the unified OAM management data model carries the connective MP belongs . For example , other connective 
the fault information . That the unified OAM management MPs located in a same network device as the MP - LSP - T 
data model is transformed to the XML - form data by using 20 PE1 are found according to interaction attributes of “ inter 
the IETF YANG Data Model format may be implemented by acting with the MP - PW - T - PE1 ” and “ interacting with the 
using an existing standard rule . The fault alarm message MP - MS - PW - T - PE1 ” of the MP - LSP - T - PE1 on the LSP 
includes the fault information . The fault information layer , namely , the MP - PW - T - PE1 and the MP - MS - PW - T 
includes a fault location , a fault status , and fault content . The PE1 . Interacting maintenance sets are found according to 
fault location includes location information of a faulty 25 maintenance sets to which the MP - PW - T - PE1 and the MP 
network device or link , and the like . Optionally , the fault MS - PW - T - PE1 belong , namely , the maintenance set on the 
alarm message further includes location information of a PW layer and the maintenance set on the MS - PW layer . 
fault discovery device and / or location information of a fault I f the establishing interaction information for a mainte 
reporting device . The location information of the fault nance set that needs to perform OAM interaction also 
discovery device and / or the location information of the fault 30 includes establishing an interaction attribute for the main 
reporting device includes a node identifier of the fault tenance set that needs to perform OAM interaction , main 
discovery device and / or a node identifier of the fault report tenance sets interacting with the maintenance set on the LSP 
ing device , a first maintenance set to which the fault dis - layer may be directly found according to the interaction 
covery device and / or the fault reporting device belongs , and attribute of the maintenance set , namely , the maintenance set 
the like , for example , a node identifier of the MP - LSP - T - 35 on the PW layer and the maintenance set on the MS - PW 
PE1 , an MD to which the MP - LSP - T - PE1 belongs , and an layer . 
MEG to which the MP - LSP - T - PE1 belongs . The unified The unified OAM management center sends a fault noti 
OAM management center may obtain , according to these fication message to the maintenance sets interacting with the 
pieces of information , information about an MP sending the maintenance set on the LSP layer , namely , all MPs in the 
fault alarm message , for example , information about the first 40 maintenance set on the PW layer and the maintenance set on 
maintenance set to which the fault discovery device and / or the MS - PW layer or an MP that is determined according to 
the fault reporting device belongs ; query an OAM database , a policy . The fault notification message includes the fault 
to obtain a second maintenance set interacting with the first information . 
maintenance set ; and send a fault notification message to all The unified OAM management center sends the fault 
MPs in the second maintenance set or an MP that is 45 notification message to all the MPs in the maintenance set on 
determined according to a policy in the second maintenance the PW layer and the maintenance set on the MS - PW layer ; 
set . Moreover , the unified OAM management center may not or the unified OAM management center may send the fault 
send a fault notification message to the fault discovery notification message to the MP that is determined according 
device and / or the fault reporting device according to these to the policy in the maintenance set on the PW layer and the 
pieces of information . The unified OAM management data 50 maintenance set on the MS - PW layer . A specific policy is not 
model may be : limited in this embodiment of the present disclosure , and 

belongs to the protection scope of this embodiment of the 
present disclosure . In this embodiment of the present dis 

+ - - - n defect - condition - notification closure , the unified OAM management center sends the fault 
notification message to all the MPs in the maintenance set on 

+ - - ro md - index the PW layer and the maintenance set on the MS - PW layer . + - - ro meg - index uint32 
+ - - ro me - index uint32 The unified OAM management center sends , to an MP that 
+ - - ro mp - index uint32 needs to perform fault interaction , XML - form data trans 
+ - - ro meg - oper - status uint32 ferred by using the NETCONF . The XML - form data is 
+ - - ro meg - sub - oper - status uint32 60 obtained by transforming an object of a unified OAM 

management data model , the unified OAM management 
The object of the unified OAM management data model data model is generated by using an IETF YANG Data 

is obtained by filling and / or extending a related parameter of Model format , and the object of the unified OAM manage 
the unified OAM management data model according to a ment data model carries the fault information . That the 
specific example . The specific example may be or may be 65 unified OAM management data model is transformed to the 
not related to a specific OAM technology . For example , in XML - form data by using the IETF YANG Data Model 
this embodiment of the present disclosure , the related format may be implemented by using an existing standard 

uint32 
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rule . The fault notification message includes the fault infor - in the second maintenance set . The fault notification mes 
mation . The fault information includes a fault location , a sage includes the fault information , the fault notification 
fault status , and fault content . The fault location includes message is XML - form data transferred by using the NET 
location information of a faulty network device or link , and CONF , the XML - form data is obtained by transforming the 
the like . Optionally , if the fault alarm message further 5 object of the unified OAM management data model , the 
includes location information of a fault discovery device unified OAM management data model is generated by using 
and / or location information of a fault reporting device , the an IETF YANG Data Model format , and the object of the 
fault notification message further includes the location infor unified OAM management data model carries the fault 
mation of the fault discovery device and / or the location information . That the unified OAM management data model 
information of the fault reporting device . The location 10 is transformed to the XML - form data by using the IETF 
information of the fault discovery device and / or the location YANG Data Model format may be implemented by using an 
information of the fault reporting device includes a node existing standard rule . 
identifier of the fault discovery device and / or a node iden Optionally , in this embodiment of the present disclosure , 
tifier of the fault reporting device , and a first maintenance set the unified OAM management center may receive fault 
to which the fault discovery device and / or the fault reporting 15 alarm messages sent by MPs in the first maintenance set by 
device belongs , for example , a node identifier of the MP using a method in the prior art . The fault alarm messages 
LSP - T - PE1 , an MD to which the MP - LSP - T - PE1 belongs , include fault information . The method in the prior art is 
and an MEG to which the MP - LSP - T - PE1 belongs . An MP related to an OAM technology used by the MP . The unified 
that needs to perform fault interaction may perform fault OAM management center queries an OAM database , to 
interaction according to a status of the MP , for example , 20 obtain a second maintenance set interacting with the first 
performs alarm suppression , and does not send the fault maintenance set . The second maintenance set includes MPs 
alarm message again when detecting the link fault . The using a second OAM technology , and the OAM database 
unified OAM management data model may be : saves interaction information of different maintenance sets . 

The unified OAM management center sends a fault notifi 
cation message to all MPs in the second maintenance set or 

+ - - - n defect - condition - spreading an MP that is determined according to a policy in the second 
maintenance set . The fault notification message includes the 

+ - - ro md - index uint32 fault information . The fault notification message is sent by + - - ro meg - index uint32 
+ - - ro me - index uint32 using the method in the prior art . The method in the prior art 
+ - - ro mp - index uint32 30 is related to an OAM technology used by the MP . 
+ - - ro meg - oper - status uint32 In this way , this embodiment of the present disclosure 
+ - - ro meg - sub - oper - status uint32 may compatibly support sending the fault alarm message or 

the fault notification message by using the method in the 
The object of the unified OAM management data model prior art , but does not support an MP of a method based on 

is obtained by filling and / or extending a related parameter of 35 the unified OAM management data model . 
the unified OAM management data model according to a As shown in FIG . 4 , an embodiment of the present 
specific example . The specific example may be or may be disclosure further provides a unified operation , administra 
not related to a specific OAM technology . For example , in tion , and maintenance ( OAM ) management center , includ 
this embodiment of the present disclosure , the related ing : 
parameter of the unified OAM management data model is 40 a receiving unit 401 , configured to receive a fault alarm 
filled and / or extended according to the fault information message sent by a maintenance point MP , where the fault 
unrelated to a specific OAM technology , to obtain the object alarm message includes fault information ; 
of the unified OAM management data model . a determining unit 402 , configured to determine , accord 

Optionally , the unified OAM management center may ing to the fault alarm message , a first maintenance set to 
send a fault notification message to another MP located in a 45 which the MP belongs , where the first maintenance set 
same maintenance set as the MP - LSP - T - PE1 . For example , includes MPs using a first OAM technology ; 
the unified OAM management center may send the fault a processing unit 403 , configured to query an OAM 
notification message to another MP on the LSP layer . database , to obtain a second maintenance set interacting 

Optionally , in this embodiment of the present disclosure , with the first maintenance set , where the second mainte 
the fault alarm message or the fault notification message 50 nance set includes MPs using a second OAM technology , 
may be transferred by using an extended SNMP . and the OAM database saves interaction information of 

Optionally , in this embodiment of the present disclosure , different maintenance sets ; and 
the unified OAM management center may receive fault a sending unit 404 , configured to send a fault notification 
alarm messages sent by MPs in the first maintenance set by message to all MPs in the second maintenance set or an MP 
using a method in the prior art . The fault alarm messages 55 that is determined according to a policy in the second 
include fault information . The method in the prior art is maintenance set , where the fault notification message 
related to an OAM technology used by the MP . The unified includes the fault information . 
OAM management center queries an OAM database , to Optionally , the maintenance set includes a maintenance 
obtain a second maintenance set interacting with the first domain ( MD ) or a maintenance entity group ( MEG ) . 
maintenance set . The second maintenance set includes MPs 60 Optionally , the determining unit 402 is specifically con 
using a second OAM technology , and the OAM database figured to : determine the first maintenance set according to 
saves interaction information of different maintenance sets . content of the fault alarm message ; or 
The unified OAM management center transforms the fault determine the first maintenance set according to a source 
information into an object of a unified OAM management address of the fault alarm message . 
data model . The unified OAM management center sends a 65 Optionally , the fault alarm message further includes loca 
fault notification message to all MPs in the second mainte - tion information of a fault discovery device and / or location 
nance set or an MP that is determined according to a policy information of a fault reporting device , and the determining 
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unit is specifically configured to determine the first mainte all the MPs 503 in the second maintenance set or the MP 
nance set according to at least one of the fault information , 503 determined according to the policy , configured to per 
the location information of the fault discovery device , or the form fault interaction according to the fault notification 
location information of the fault reporting device . message . 

Optionally , the unified OAM management center further 5 As shown in FIG . 6 , an embodiment of the present 
includes an establishment unit , where the establishment unit disclosure further provides a unified operation , administra 
specifically includes : tion , and maintenance ( OAM ) management center , includ 

a collection subunit , configured to collect information ing : 
about MPs in a network managed by the unified OAM a transceiver 601 , a processor 602 , a memory 603 , and a 
management center , where the information about the MPs 1 bus 604 , where the transceiver 601 , the processor 602 , and 
includes network topology information and information the memory 603 are connected and implement communica 
about a used OAM technology that are of the MPs ; tion with each other by using the bus 604 . 

a first establishment subunit , configured to establish the The bus 604 may be an industry standard architecture 
maintenance sets according to the information about the 15 ( ISA ) bus , a peripheral component interconnect ( PCI ) bus , 
MPs ; and an extended industry standard architecture ( EISA ) bus , or 

a second establishment subunit , configured to establish the like . The bus 604 may be classified into an address bus , 
interaction information for a maintenance set that needs to a data bus , a control bus , and the like . For convenience of 
perform OAM interaction , where the establishing interaction representation , only one line is used for representation in the 
information for a maintenance set that needs to perform 20 figure , but it does not indicate that there is only one bus or 
OAM interaction includes adding , to connective MPs , an one type of bus . 
interaction attribute of a connective MP interacting with The memory 603 is configured to store program code , and 
another maintenance set , where when there are multiple MPs the program code includes an operation instruction . The 
that belong to different maintenance sets on one network memory 603 may include a high - speed random access 
device , the multiple MPs are connective MPs . 25 memory ( RAM ) , or may include a non - volatile memory , for 

Optionally , networks corresponding to the maintenance example , a magnetic disk storage . 
sets that need to perform OAM interaction include at least The processor 602 may be a central processing unit ( CPU ) 
one same network device or cover a same path . or an application - specific integrated circuit ( ASIC ) , or may 

Optionally , the receiving unit 401 is specifically config be one or more integrated circuits configured to implement 
ured to receive XML - form data transferred by the MP by , 30 the embodiments of the present disclosure . 

The transceiver 601 may be an interface . using the Network Configuration Protocol NETCONF . The The transceiver 601 is configured to receive a fault alarm XML - form data is obtained by transforming an object of a message sent by a maintenance point MP , where the fault unified OAM management data model , the unified OAM alarm message includes fault information . management data model is generated by using an IETF f . 35 The processor 602 is configured to invoke the program 
YANG Data Model format , and the object of the unified code in the memory 603 , to perform the following opera OAM management data model carries the fault information . tions : 
Optionally , the sending unit 403 is specifically configured determining , according to the fault alarm message , a first 

to send , to all the MPs in the second maintenance set or the maintenance set to which the MP belongs , where the first 
MP that is determined according to the policy , the XML - 40 maintenance set includes MPs using a first OAM technol 
form data transferred by using the NETCONF . The XML - ogy ; and querying an OAM database , to obtain a second 
form data is obtained by transforming the object of the maintenance set interacting with the first maintenance set , 
unified OAM management data model , the unified OAM where the second maintenance set includes MPs using a 
management data model is generated by using the IETF second OAM technology , and the OAM database saves 
YANG Data Model format , and the object of the unified 45 interaction information of different maintenance sets . 
OAM management data model carries the fault information . The transceiver 601 is further configured to send a fault 
As shown in FIG . 5 , an embodiment of the present notification message to all MPs in the second maintenance 

disclosure further provides a network system , including : set or an MP that is determined according to a policy in the 
a maintenance point MP 501 , configured to send a fault second maintenance set , where the fault notification mes 

alarm message to the operation , administration , and main - 50 sage includes the fault information . 
tenance unified OAM management center 502 described Because function implementation of the apparatus 
above , where the fault alarm message includes fault infor according to this embodiment of the present disclosure and 
mation ; that of the method both belong to a same inventive concept , 

the unified OAM management center 502 described reference may be made to the method , and details are not 
above , configured to determine , according to the fault alarm 55 described herein again . 
message , a first maintenance set to which the MP belongs , A person of ordinary skill in the art may be aware that , in 
where the first maintenance set includes MPs using a first combination with the examples described in the embodi 
OAM technology ; configured to query an OAM database , to ments disclosed in this specification , modules and algorithm 
obtain a second maintenance set interacting with the first steps may be implemented by electronic hardware or a 
maintenance set , where the second maintenance set includes 60 combination of computer software and electronic hardware . 
MPs using a second OAM technology , and the OAM data - Whether the functions are performed by hardware or soft 
base saves interaction information of different maintenance ware depends on particular applications and design con 
sets ; and configured to send a fault notification message to straint conditions of the technical solutions . A person skilled 
all MPs in the second maintenance set or an MP that is in the art may use different methods to implement the 
determined according to a policy in the second maintenance 65 described functions for each particular application , but it 
set , where the fault notification message includes the fault should not be considered that the implementation goes 
information ; and beyond the scope of the present disclosure . 
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It may be clearly understood by a person skilled in the art nance set to which the MP belongs , wherein the first 
that , for the purpose of convenient and brief description , for maintenance set comprises MPs using a first OAM 
a detailed working process of the foregoing system , appa technology ; 
ratus , and module , reference may be made to a correspond querying , by the unified OAM management center , an 
ing process in the foregoing method embodiments , and 5 OAM database , to obtain a second maintenance set 
details are not described herein again . interacting with the first maintenance set , wherein the 

In the several embodiments provided in the present appli second maintenance set comprises MPs using a second 
cation , it should be understood that the disclosed system , OAM technology , and wherein the OAM database 
apparatus , and method may be implemented in other man stores interaction information of MPs of different main 
ners . For example , the described apparatus embodiment is 10 tenance sets ; and 
merely an example . For example , the module division is sending , by the unified OAM management center , a fault 
merely logical function division and may be other division notification message to at least one MP in the second 
in actual implementation . For example , a plurality of mod maintenance set , wherein the fault notification message 
ules or components may be combined or integrated into comprises the fault information , 
another system , or some features may be ignored or not 15 wherein the fault notification message comprises Exten 
performed . In addition , the displayed or discussed mutual sible Markup Language ( XML ) - form data sent by using 
couplings or direct couplings or communication connections Network Configuration Protocol ( NETCONF ) , wherein 
may be implemented through some interfaces . The indirect the XML - form data is obtained by transforming an 
couplings or communication connections between the appa object of a unified OAM management data model , 
ratuses or modules may be implemented in electronic , 20 wherein the unified OAM management data model is 
mechanical , or other forms . generated by using an IETF YANG Data Model format , 

The modules described as separate parts may or may not and wherein the object of the unified OAM manage 
be physically separate , and parts displayed as modules may ment data model carries the fault information . 
or may not be physical modules , may be located in one 2 . The method according to claim 1 , wherein the main 
position , or may be distributed on a plurality of network 25 tenance set comprises a maintenance domain ( MD ) or a 
modules . Some or all the modules may be selected according maintenance entity group ( MEG ) . 
to actual needs to achieve the objectives of the solutions of 3 . The method according to claim 1 , wherein the deter 
the embodiments . mining , by the unified OAM management center according 

In addition , functional modules in the embodiments of the to the fault alarm message , the first maintenance set com 
present disclosure may be integrated into one processing 30 prises : 
module , or each of the modules may exist alone physically , determining , by the unified OAM management center , the 
or two or more modules are integrated into one module . first maintenance set according to content of the fault 
When the functions are implemented in the form of a alarm message . 

software functional module and sold or used as an indepen - 4 . The method according to claim 3 , wherein the fault 
dent product , the functions may be stored in a computer - 35 alarm message further comprises at least one of location 
readable storage medium . Based on such an understanding , information of a fault discovery device or location informa 
the technical solutions of the present disclosure essentially , tion of a fault reporting device , and the determining , by the 
or the part contributing to the prior art , or some of the unified OAM management center , the first maintenance set 
technical solutions may be implemented in a form of a according to content of the fault alarm message comprises : 
software product . The software product is stored in a storage 40 determining , by the unified OAM management center , the 
medium , and includes several instructions for instructing a first maintenance set according to at least one of the 
computer device ( which may be a personal computer , a fault information , the location information of the fault 
server , or a network device ) to perform all or some of the discovery device , and the location information of the 
steps of the methods described in the embodiments of the fault reporting device . 
present disclosure . The foregoing storage medium includes : 45 5 . The method according to claim 1 , wherein the deter 
any medium that can store program code , such as a USB mining , by the unified OAM management center according 
flash drive , a removable hard disk , a read - only memory to the fault alarm message , the first maintenance set com 
( ROM ) , a random access memory ( RAM ) , a magnetic disk , prises : 
or an optical disc . determining , by the unified OAM management center , the 

The foregoing descriptions are merely specific implemen - 50 first maintenance set according to a source address of 
tation manners of the present disclosure , but are not intended the fault alarm message . 
to limit the protection scope of the present disclosure . Any 6 . The method according to claim 1 , wherein before the 
variation or replacement readily figured out by a person querying , by the unified OAM management center , the 
skilled in the art within the technical scope disclosed in the OAM database , to obtain the second maintenance set inter 
present disclosure shall fall within the protection scope of 55 acting with the first maintenance set , further comprising a 
the present disclosure . Therefore , the protection scope of the step of establishing the OAM database , wherein the estab 
present disclosure shall be subject to the protection scope of lishing , by the unified OAM management center , the OAM 
the claims . database comprises : 
What is claimed is : collecting , by the unified OAM management center , infor 
1 . A network operation , administration , and maintenance 60 mation about MPs in a network managed by the unified 

( OAM ) method , comprising : OAM management center , wherein the information 
receiving , by a unified OAM management center , a fault about the MPs comprises network topology informa 

alarm message sent by a maintenance point ( MP ) , tion and information about a used OAM technology 
wherein the fault alarm message comprises fault infor that are of the MPs ; 
mation ; 65 establishing , by the unified OAM management center , one 

determining , by the unified OAM management center or more maintenance sets according to the information 
according to the fault alarm message , a first mainte about the MPs ; and 
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establishing , by the unified OAM management center , determining the first maintenance set according to content 
interaction information for a maintenance set that needs of the fault alarm message . 
to perform OAM interaction , wherein the establishing 15 . The unified OAM management center according to 
interaction information for a maintenance set that needs claim 14 , wherein the fault alarm message further comprises 
to perform OAM interaction comprises adding , to 5 at least one of location information of a fault discovery 
connective MPs , an interaction attribute of a connective device or location information of a fault reporting device , 
MP interacting with another maintenance set , wherein and the determining the first maintenance set according to 
when there are multiple MPs that belong to different content of the fault alarm message comprises : 
maintenance sets on one network device , the multiple determining the first maintenance set according to at least 
MPs are connective MPs . one of the fault information , the location information of 

7 . The method according to claim 6 , wherein networks the fault discovery device , and the location information 
corresponding to the maintenance sets that need to perform of the fault reporting device . 
OAM interaction comprise at least one same network 16 . The unified OAM management center according to 
device . 16 claim 12 , wherein the determining according to the fault 

8 . The method according to claim 6 , wherein networks alarm message , the first maintenance set comprises : 
corresponding to the maintenance sets that need to perform determining the first maintenance set according to a 
OAM interaction cover a same path . source address of the fault alarm message . 

9 . The method according to claim 1 , wherein the fault 17 . The unified OAM management center according to 
alarm message comprises the XML - form data . 20 claim 12 , wherein before the querying the OAM database , to 

10 . The method according to claim 1 , wherein the fault obtain the second maintenance set interacting with the first 
notification message is sent to : maintenance set , the processor is configured to execute the 

an MP that is determined according to a policy in the computer - executable instructions to perform an operation 
second maintenance set . comprising : establishing the OAM database , wherein the 

11 . The method according to claim 1 , wherein the fault 25 establishing the OAM database comprises : 
notification message is sent to : collecting information about MPs in a network managed 

each MP in the second maintenance set . by the unified OAM management center , wherein the 12 . A unified operation , administration , and maintenance information about the MPs comprises network topol ( OAM ) management center , comprising : ogy information and information about a used OAM a processor ; and technology that are of the MPs ; a non - transitory computer readable medium that stores establishing one or more maintenance sets according to computer - executable instructions ; the information about the MPs ; and wherein the processor is configured to execute the com establishing interaction information for a maintenance set puter - executable instructions to perform operations 
comprising : 35 that needs to perform OAM interaction , wherein the 
receiving a fault alarm message sent by a maintenance establishing interaction information for a maintenance 

point ( MP ) , wherein the fault alarm message com set that needs to perform OAM interaction comprises 
prises fault information ; adding , to connective MPs , an interaction attribute of a 

determining according to the fault alarm message , a connective MP interacting with another maintenance 
first maintenance set to which the MP belongs , 40 set , wherein when there are multiple MPs that belong 
wherein the first maintenance set comprises MPs to different maintenance sets on one network device , 
using a first OAM technology ; the multiple MPs are connective MPs . 

querying an OAM database , to obtain a second main - 18 . The unified OAM management center according to 
tenance set interacting with the first maintenance set , claim 17 , wherein 
wherein the second maintenance set comprises MPs 45 networks corresponding to the maintenance sets that need 
using a second OAM technology , and wherein the to perform OAM interaction comprise at least one same 
OAM database stores interaction information of MPs network device or cover a same path . 
of different maintenance sets ; and 19 . The unified OAM management center according to 

sending a fault notification message to at least one MP claim 12 , wherein the fault alarm message comprises the 
in the second maintenance set , wherein the fault 50 XML set , wherein the fault 30 XML - form data . 
notification message comprises the fault informa 20 . The unified OAM management center according to 
tion ; claim 12 , wherein the fault notification message is sent to : wherein the fault notification message comprises Exten an MP that is determined according to a policy in the sible Markup Language ( XML ) - form data sent by using 

Network Configuration Protocol ( NETCONF ) , wherein 55 second maintenance set . 
the XML - form data is obtained by transforming an 21 . The unified OAM management center according to 
object of a unified OAM management data model , clo claim 12 , wherein the fault notification message is sent to : 
wherein the unified OAM management data model is each MP in the second maintenance set . 
generated by using an IETF YANG Data Model format , 22 . A network system , comprising : 
and wherein the object of the unified OAM manage - 60 a maintenance point ( MP ) ; and 
ment data model carries the fault information . a unified operation , administration , and maintenance 

13 . The unified OAM management center according to ( OAM ) management center ; 
claim 12 , wherein the maintenance set comprises a mainte wherein , the MP is configured to send a fault alarm 
nance domain ( MD ) or a maintenance entity group ( MEG ) . message to the OAM management center , wherein the 

14 . The unified OAM management center according to 65 fault alarm message comprises fault information ; and 
claim 12 , wherein the determining according to the fault wherein the unified OAM management center is config 
alarm message , the first maintenance set comprises : ured to : 
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receive the fault alarm message , 
determine according to the fault alarm message , a first 
maintenance set to which the MP belongs , wherein 
the first maintenance set comprises MPs using a first 
OAM technology , 

query an OAM database , to obtain a second mainte 
nance set interacting with the first maintenance set , 
wherein the second maintenance set comprises MPs 
using a second OAM technology , and wherein the 
OAM database stores interaction information of MPs 10 
of different maintenance sets , and 

send a fault notification message to at least one MP in 
the second maintenance set , wherein the fault noti 
fication message comprises the fault information ; 

wherein the fault notification message comprises Exten - 15 
sible Markup Language ( XML ) - form data sent by using 
Network Configuration Protocol ( NETCONF ) , wherein 
the XML - form data is obtained by transforming an 
object of a unified OAM management data model , 
wherein the unified OAM management data model is 20 
generated by using an IETF YANG Data Model format , 
and wherein the object of the unified OAM manage 
ment data model carries the fault information . 

23 . The network system according to claim 22 , wherein 
the fault notification message is sent to : 25 

an MP that is determined according to a policy in the 
second maintenance set . 

24 . The network system according to claim 22 , wherein 
the fault notification message is sent to : 

each MP in the second maintenance set . 30 

* * * * * 


