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(57) Abstract: A user initiates a transaction by providing identification data at an access device. Certain elements of a validation
identity token, such validation keys, may be distributed among several remote server computers. After the elements are retrieved dur -
ing the transaction, the validation identity token may be generated using the retrieved elements. The validation identity token may in-
dicate whether the user is authenticated. No single entity can possess all elements utilized to generate the validation identity token,
which mitigates risk of the validation identity token being compromised. In some embodiments, the validation identity token may be
a chromatic identity token, which may indicate validity by color.
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VALIDATION IDENTITY TOKENS FOR TRANSACTIONS
CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application claims the benefit of priority to U.S. Provisional
Application No. 62/111,520, filed February 3, 2015, which is hereby incorporated by
reference in its entirety for all purposes.

BACKGROUND

[0002] Conventional tokenization processes could be improved. While typical
tokenization processes can utilize tokens to hide sensitive information of user during
transaction, they can have vulnerabilities. For example, a token may be transmitted
to several entities involved in a transaction process allowing the token to be stolen at
any point during the transaction (e.g., intercepted by a man-in-the-middle), and in
their final form. Upon retrieving the token, a malicious party can carry out a
fraudulent transaction. In some cases, a token can be dynamically generated at the
time of a transaction to reduce risk. However, such dynamic tokens are still at risk of
being stolen.

[0003] Additionally, conventional payment tokenization processes could be
more efficient. For example, a user conducting a transaction may still need to
present a payment device (e.g., payment card, etc.) during a transaction. This can
be cumbersome as the user has to take out their payment device and conduct extra
actions (e.g., swipe, dip, touch, etc.) during the transaction. Further, the user may
be required to provide manual input, such as a physical signature, for verification
during the transaction. These extra steps can be time-consuming and inefficient.
Thus, the use of tokens in typical payment tokenization processes does not provide
sufficient security and efficiency.

[0004] Embodiments of the invention address these and other problems,

individually and collectively.
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BRIEF SUMMARY

[0005] Embodiments of the invention are related to systems and methods for
enabling tokenization processes that increase security and efficiency of transactions.
Embodiments of the invention enable transactions that reduce the vulnerability of
tokens to being stolen and utilized by a fraudulent party. In embodiments of the
invention, several pieces of information that may be utilized to generate a token can
be distributed to multiple entities, such that no single entity stores all information
utilized to generate the token. This mitigates the risk of a whole token being
intercepted by an intermediary, which reduces the risk of fraudulent transactions.
Additionally, these transactions can be conducted without the use of a payment
device. Thus, embodiments of the invention enable transactions that have increased

security and efficiency.

[0006] One embodiment of the invention is a method. The method may
comprise generating a request message comprising identification data of the user.
The method may further comprise transmitting the request message comprising the
identification data to a plurality of remote server computers including an authorization
computer. The server computers may respectively comprise validation keys that are
used to form at least part of a validation identity token. The method may also
comprise receiving a response message comprising the validation keys from the
authorization computer and generating the validation identity token using at least the
validation keys. In some cases, the validation identity token is formed using the

validation keys and a validation identity token precursor.

[0007] Further, the method may comprise authenticating the user based upon
the generated validation identity token. In some embodiments, authenticating may
comprise comparing the generated validation identity token with another validation
identity token previously provided by the user, determining a value associated with
the difference between the generated validation identity token and the validation
identity token previously provided by the user, and determining that the value is

within a threshold.

[0008] In some embodiments, the identification data may be of different forms.

For example, in some cases, the identification data may comprise the validation
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identity token precursor. In some cases, the identification data may comprise
biometric data. In some cases, the identification data may comprise an account
identifier. In some embodiments, the validation keys are chromatic keys and the
validation identity token is a chromatic identity token. In some cases, the validation

identity token precursor is a chromatic identity token precursor.

[0009] Another embodiment of the invention is an access device. The access
device may comprise a process and a computer-readable medium coupled to the
processor, the computer-readable medium comprising code, executable by the

processor, for performing the above-described method.

[0010] Another embodiment of the invention is a method. The method may
comprise receiving a request message comprising identification data of a user and
retrieving a validation key, wherein the validation key is used to form at least part of
a validation identity token. The method may further comprise including the validation
key in the request message and sending the request message to one or more
remote server computers including an authorization computer. The one or more
remote server computers may respectively comprise validation keys that are used to
form at least part of the validation identity token. The method may further comprise
receiving a response message including the validation keys in the request message
and sending the response message to an access device, wherein the user is

authenticated based upon the validation identity token.

[0011] Another embodiment of the invention is a server computer. The server
computer may comprise a processor and a computer-readable medium coupled to
the processor, the computer-readable medium comprising code, executable by the

processor, for performing the above described method.

[0012] These and other embodiments of the invention are described in further

detail below.
BRIEF DESCRIPTION OF DRAWINGS

[0013] FIG. 1 shows a block diagram of a prior system according to

embodiments of the invention.
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[0014] FIG. 2 shows a block diagram of an exemplary system according to

embodiments of the invention.

[0015] FIG. 3 shows a block diagram of an exemplary access device

according to embodiments of the invention.

[0016] FIG. 4 shows a block diagram of an exemplary server computer

according to embodiments of the invention.

[0017] FIG. 5 shows a flow diagram for processing a validation identity token

according to embodiments of the invention.

[0018] FIG. 6 shows a flow diagram for processing a validation identity token

according to embodiments of the invention.

[0019] FIG. 7 shows a flow diagram for processing a chromatic identity token

according to embodiments of the invention.

[0020] FIG. 8 shows a flow diagram for processing a chromatic identity token

according to embodiments of the invention.

[0021] FIG. 9 shows a block diagram of an exemplary system according to

embodiments of the invention.

DETAILED DESCRIPTION

[0022] Embodiments of the invention are related to systems and methods for
enabling tokenization processes that mitigate the risk of tokens being compromised.
Certain elements utilized to generate a token may be dispersed to multiple entities
(e.g., remote server computers) such that no single entity stores all the elements
utilized to generate the token. Each distributed element may be used to form at least
part of the token. Upon collection of all the distributed elements, the token be

completed and utilized to authenticate a user conducting a transaction.

[0023] Conventional systems include tokenization processes that are
vulnerable to fraud. For example, conventional systems may transmit a token to
multiple entities involved in the transaction process. This presents the risk the token

be stolen by an intermediary at any point during the transaction.
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[0024] Embodiments of the invention provide direct benefits, such as
increased security and transaction efficiency. Forgoing transmission of a whole
token during a transaction can reduce risk of fraud, since it cannot be obtained by a
man-in-the-middle. In embodiments of the invention, information that may be utilized
to generate the token may be distributed to several entities. Consequently, the risk
of that the entire token will be stolen by an intermediary is reduced. Additionally,
some embodiments of the invention enable conducting transactions that are
convenient and simple, such as by not requiring a device (e.g., payment device) and
physical signature to be provided by a user. Thus, typical cumbersome processes
associated with conducting transactions may be eliminated without compromising

security of the transactions.

[0025] Prior to discussing embodiments of the invention, description of some

terms may be helpful in understanding embodiments of the invention.

[0026] “Identification data” may be any information that can be utilized to
identify a user. Some examples of identification data may include biometric
information. The biometric information may be in any suitable form, such as facial
images, facial recognition data (e.g., digital 3D models, topographic maps, etc.), iris
scans, voice prints, voice samples, fingerprint data, and other information. Other
examples of identification data may include a name, a driver’s license number, a
birth date, an account number (e.g., personal account number (PAN)), a card
verification value (CVV), an account number expiration date, and other information
associated with the user. In some embodiments, identification data may comprise a

validation identity token precursor.

[0027] A “validation identity token” may be data that indicates that an entity is
authentic and valid. In some embodiments, the validation identity token may
comprise digital data that may be used to validate a transaction. A validation identity
token may be in any suitable form including a numerical value, a color, an image, a
picture, etc. In some embodiments, the validation identity token may be generated
using at least a plurality of validation keys. In some embodiments, the validation
identity token may be generated using the plurality of validation keys and a validation

identity token precursor.
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[0028] A “validation identity token precursor’” may be data that can be used to
create a validation entity token. The validation identity token precursor may be
unique to a user and may be utilized to identify the user. In some cases, the
validation identity token precursor may be generated using identification data
associated with the user. In an exemplary case, the validation identity token
precursor may be a trigonometric identity value generated based on a facial image of

the user.

[0029] A “validation key” may include data which, in combination with a
validation identity token precursor or other validation keys, may form a validation
identity token. In some cases, the validation key may be a numerical value. The
validation key may be of a different value that the validation identity token precursor
and may be stored at a remote server computer. In some implementations, the
validation key may be generated based on a portion of identification data associated
with a user. In an exemplary case, a validation key may be generated based on a
certain portion of a facial image of the user. For example, the validation key may be
digital image data corresponding to the portion of the image, a numerical
representation of a physical position on the face in the portion of the image, or a
numerical representation of a combination (e.g., summation, average, etc.) of

multiple physical positions on the face in the portion of the image.

[0030] A “chromatic identity token” may be a validation identity token that can
be represented by color. The chromatic identity token may be associated with a
color indicating whether a user may be authenticated for a transaction. In some
embodiments, the chromatic identity token may be a numerical value associated with
a color, such as a 24-bit color representation in the RGB color space (e.g.,
hexadecimal value #00FF00). However, any suitable representation may be utilized.
The chromatic identity token may be generated utilizing at least chromatic keys. In
some cases, the chromatic identity token may be generated also utilizing a chromatic

identity token precursor.

[0031] A “chromatic identity token precursor” may be a validation identity
token precursor that can be represented by a color. In some embodiments, the
chromatic identity token precursor may be a numerical value associated with a color,

such as a 24-bit color representation in the RGB color space. However, any suitable
6
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representation may be utilized. The chromatic identity token precursor may be
unique to a user and in some cases, may be utilized to identity a user. The
chromatic identity token precursor may be generated based on identification data of
a user. In an exemplary case, the chromatic identify token precursor may be a
numerical value associated with a color mapped from a trigonometric identity value

generated based on a facial image of the user.

[0032] A “chromatic key” may be a validation key that can be represented by a
color. In some embodiments, the chromatic key may be numerical value associated
with a color, such as a 24-bit color representation in the RGB color space. However,
any suitable representation may be utilized. The validation key may be of a different
value that of the chromatic identity token precursor and may be stored at a remote
server computer. The chromatic key may be generated based on identification data

of a user.

[0033] An “account identifier” may be any information that may be associated
with a user's account. In some embodiments, the account identifier may be a
personal account number (PAN), an email address, a name, a driver's license
number, or other identifier. The account identifier may be any suitable identifier that
may be associated with the user and may be utilized to identity an account of the

user.

[0034] A “request message” may be any suitable message that includes
information associated with a request. In some embodiments, the request message
may be sent during a transaction from an access device and may include a request
to authenticate a user for a transaction and/or may seek approval for a transaction.

In the latter case, a "request message" may be an "authorization request message."
In some cases, the request message may comprise identification data of the user. In
some embodiments, the request message may also include instructions to server
computers that handle the request message to retrieve validation keys. The request

message may or may not include a validation identity token precursor.

[0035] A “server computer” may typically be a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a

minicomputer cluster, or a group of servers functioning as a unit. A server computer
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may be associated with an entity such as a processing network, a resource provider

computer, a transport computer, or an authorization computer.

[0036] An “authorization request message” may be an electronic message
that requests authorization. For example, the authorization request message may
be sent to a processing network (e.g., payment processing network) and/or an
authorization computer (e.g., issuer) of a payment card to request authorization for a
transaction. An authorization request message according to some embodiments
may comply with (International Organization of Standardization) ISO 8583, which is a
standard for systems that exchange electronic transaction information associated
with a payment made by a user using a payment device or payment account. The
authorization request message may include an issuer account identifier that may be
associated with a payment device or payment account. An authorization request
message may also comprise additional data elements corresponding to
“‘identification information” including, by way of example only: a service code, a CVV
(card verification value), a dCVV (dynamic card verification value), an expiration
date, and the like. An authorization request message may also comprise
“transaction information,” such as any information associated with a current
transaction, such as the transaction amount, merchant identifier, merchant location,
etc., as well as any other information that may be utilized in determining whether to

identify and/or authorize a transaction.

[0037] An “authorization response message” may be an electronic message
reply that indicates authorization status. For example, the authorization response
message may be a reply to an authorization request message generated by an
issuing financial institution or a processing network (e.g., payment processing
network). The authorization response message may include, by way of example
only, one or more of the following status indicators: Approval -- transaction was
approved; Decline -- transaction was not approved; or Call Center -- response
pending more information, merchant must call the toll-free authorization phone
number. The authorization response message may also include an authorization
code, which may be a code that a credit card issuing bank returns in response to an
authorization request message in an electronic message (either directly or through

the processing network) to the access device (e.g. POS equipment), associated with

8
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a resource provider computer (e.g., merchant) that indicates approval of the
transaction. The code may serve as proof of authorization. As noted above, in
some embodiments, a processing network may generate or forward the authorization

response message to the resource provider computer (e.g., merchant computer).

[0038] A “resource providing entity” may be an entity that may make
resources available to a user. A resource providing entity may also be known as a
resource provider. Examples of resource providing entities include merchants,
vendors, suppliers, owners, traders, and the like. In some embodiments, such
entities may be a single individual, small groups of individuals, or larger groups of
individuals (e.g., companies). Resource providing entities may be associated with
one or more physical locations (e.g., supermarkets, malls, stores, buildings, etc.) and
online platforms (e.g., e-commerce websites, online companies, etc.). Atthe
physical locations, the resource providing entity may host an access device for
conducting transactions with a user's payment device. In some embodiments,
resource providing entities may make available physical items (e.g., goods, products,
etc.) to the user. In other embodiments, resource providing entities may make
available digital resources (e.qg., electronic documents, electronic files, etc.) or
services to the user. In other embodiments, resource providing entities may manage

access to certain resources by the user.

[0039] An "acquirer" may typically be a business entity (e.g., a commercial
bank) that has a business relationship with a particular merchant or other entity.
Some entities can perform both issuer and acquirer functions. Some embodiments
may encompass such single entity issuer-acquirers. The acquirer may operate an
acquirer computer, which can also be generically referred to as a “transport

computer.”

[0040] A “payment processing network” may include data processing
subsystems, networks, and operations used to support and deliver authorization
services, and clearing and settlement services. For example, the payment
processing network may comprise a server computer, coupled to a network
interface, and a database of information. The payment processing network may
include wired or wireless network, including the internet. An exemplary payment

processing network includes VisaNet®, operated by Visa®. Payment processing
9



10

15

20

25

30

35

WO 2016/126729 PCT/US2016/016208

tTM

networks such as VisaNet ™ are able to process credit card transactions, debit card

transactions, and other types of commercial transactions. VisaNet™

, in particular,
includes a VIP system (Visa Integrated Payments system), which processes
authorization requests and a Base Il system which performs clearing and settlement
services. The payment processing network may also be generically referred to as a

“processing network.”

[0041] An “authorizing entity” may be an entity that authorizes a request.
Examples of an authorizing entity may be an issuer, a governmental agency, a
document repository, an access administrator, etc. An authorizing entity may be

associated with an authorization computer.

[0042] An “issuer” may typically refer to a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment (credit/debit)
card, account numbers or payment tokens stored on a user device, such as a
cellular telephone, smart card, tablet, or laptop to the user. Some issuer systems
can perform both issuer computer and acquirer computer functions. When a
transaction involves a payment account associated with the issuer, the issuer may
verify the account and respond with an authorization response message to the

acquirer that may be forwarded to the corresponding access device, if applicable.

[0043] A “computing device” may be any suitable electronic device that can
process and communicate information to other electronic devices. The computing
device may include a processor and a computer readable medium coupled to the
processor, the computer readable medium comprising code, executable by the
processor. The computing device may also each include an external communication
interface for communicating with each other and other entities. A mobile device, a
cardholder device, a user device, a consumer device, a server computing device,

and any computer may be exemplary types of computing devices.

[0044] Embodiments of the invention provide several advantages over
conventional systems and methods for performing tokenization processes for

transactions. A prior system is shown in FIG. 1.

[0045] FIG. 1 shows a block diagram 100 of a prior system according to

embodiments of the invention. FIG. 1 includes a client computer 101, a

10
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communications network 102, a remote authentication computer 103, and an
authentication database 104. Client computer 101 and remote authentication

computer 103 may be in communication by communications network 102.

[0046] A transaction may be conducted between client computer 101 and
remote authentication computer 103. Upon receiving a transaction request message
from client computer 101, remote authentication computer 103 may initiate an
authentication process to verify a user associated with client computer 101. In some
cases, the transaction request message may include an authentication token.
Remote authentication computer 103 may communicate with authentication
database 104 to retrieve authentication information associated with the
authentication token. Remote authentication computer 103 may then verify the user

based on the authentication information and then complete the transaction.

[0047] While the typical system shown in FIG. 1 utilizes tokenization
processes for conducting a transaction, it presents several disadvantages. For
example, the authentication token utilized for the transaction is transmitted in its
whole form between remote computers (e.g., client computer 101 and remote
authentication computer 103). This increases the risk of fraud because the
authentication token can be stolen by an intermediary while it is being transmitted
over communications network 102 and utilized to conduct a fraudulent transaction.
While not shown in FIG. 1, several more entities may exist between client computer
101 and remote authentication computer 103, which can even further increase the
chances of the authentication token being comprised. Thus, any transmission of the

authentication token can put the transaction in jeopardy.

[0048] In contrast, embodiments of the invention reduce the risk of the token
being utilized for fraud. This is because portions of a token are dispersed to multiple
entities and collected during a transaction, rather than transmitting the whole token
multiple times. This mitigates the risk that the token can be stolen by an
intermediary and increases security of the transaction compared to conventional

systems and methods.

[0049] FIG. 2 shows a block diagram 200 of a system according to

embodiments of the invention. FIG. 2 includes a user 202, an access device 204, a

11
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resource provider computer 206, a transport computer 208, a processing network
210, and an authorization computer 212. Any of the devices in FIG. 2 (e.g., access
device 204, resource provider computer 206, transport computer 208, processing
network 210, and authorization computer 212) may be in communication by a
suitable communications network, such as communications network 260. User 202
may conduct a transaction with the resource providing entity associated with

resource provider computer 206.

[0050] Access device 204 may be any suitable device that provides access to
a remote system. Access device 204 may be in any suitable form. Some non-
limiting examples of access device 204 may include POS or point of sale devices
(e.g., POS terminals), cellular phones, PDAs, personal computers (PCs), tablet PCs,
hand-held specialized readers, set-top boxes, electronic cash registers (ECRs),
automated teller machines (ATMSs), virtual cash registers (VCRs), kiosks, security
systems, access systems, and the like. Access device 204 may use any suitable
contact or contactless mode of operation to send or receive data from, or associated
with a user device (e.g., payment device) associated with user 202. In some
embodiments, access device 204 may be a client computer associated with resource

provider computer 206.

[0051] Access device 204 may also be used for communicating with other
systems. For example, access device 204 may communicate with resource provider
computer 206, transport computer 208, a processing network 210, authorization
computer 212, or any other suitable system. Access device 204 may generally be
located in any suitable location, such as at the location of the resource providing
entity associated with resource provider computer 206. In some embodiments,
access device 204 may receive data from a user device for a remote transaction
(e.g., e-commerce transaction) and may forward the received data to an appropriate

entity.

[0052] Access device 204 may enable interaction with user 202, such as
receive identification data (e.g., biometric data) from user 202. Access device 204
may comprise a data capture device 250, a display 251, and an identification
algorithm module 252. Similar components of access device 204 may be described

in more detail in FIG. 3.
12
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[0053] Resource provider computer 206 may be a device that is associated
with a resource providing entity. The resource providing entity may engage in
transactions, sell goods or services, or provide access to goods or services to user
202. Resource provider computer 206 may accept multiple forms of payment and
may be associated with multiple tools to conduct different types of transactions. For
example, resource provider computer 206 may be associated with access device
204 and communicate information to and from access device 204. In some cases,
resource provider computer 206 may host a website associated with the resource
providing entity through which the user may conduct an enroliment process or make
a transaction. In some embodiments, resource provider computer 206 may store a

validation identity token precursor 215 or a validation identity token 220.

[0054] Transport computer 208 may be a device that may transmit information
between entities. Transport computer 208 may be associated with resource provider
computer 206, and may manage authorization requests on behalf of resource
provider computer 206. Transport computer 208 may also handle token request
messages on behalf of the resource provider computer 208. For example, in some
embodiments, transport computer 208 may receive and forward token request
messages in the same manner as authorization request messages. In some cases,
transport computer 208 may be an acquirer computer associated with an acquirer.

In some embodiments, transport computer 208 may store a plurality of validation

keys, including a validation key 225.

[0055] Processing network 210 may include data processing subsystems,
networks, and operations used to support and deliver authorization services,
exception file services, and clearing and settlement services. For example,
processing network 210 may comprise a server coupled to a network interface (e.q.,
by an external communication interface), and databases of information. In some
cases, processing network 210 may be a transaction processing network (e.qg.,
payment processing network). Processing network 210 may use any suitable wired
or wireless network, including the Internet. In some embodiments, processing

network 210 may store a plurality of validation keys, including a validation key 235.

[0056] Authorization computer 212 may be a device associated with an

authorizing entity. Authorization computer 212 may authorize an entity to conduct a
13
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transaction or to receive access to goods or services on behalf of the authorizing
entity. Authorization computer 212 may receive and process an authorization
request message, as well as generate and transmit an authorization response
message. In some cases, authorization computer 212 may be an issuer computer.
In some embodiments, authorization computer 212 may store a plurality of validation
keys, including a validation key 245.

[0057] In some cases, at a later time (e.g., at the end of the day), a clearing
and settlement process can occur between transport computer 208, processing

network 210, and authorization computer 212.

[0058] Communications network 260 may be any suitable network. Suitable
communications networks may be any one and/or the combination of the following: a
direct interconnection; the Internet; a Local Area Network (LAN); a Metropolitan Area
Network (MAN); an Operating Missions as Nodes on the Internet (OMNI); a secured
custom connection; a Wide Area Network (WAN); a wireless network (e.qg.,
employing protocols such as, but not limited to a Wireless Application Protocol
(WAP), I-mode, and/or the like); and/or the like.

[0059] Messages between the computers, networks, and devices described
herein may be transmitted using a secure communications protocols such as, but not
limited to, File Transfer Protocol (FTP); HyperText Transfer Protocol (HTTP); Secure
Hypertext Transfer Protocol (HTTPS), Secure Socket Layer (SSL), ISO (e.g., ISO
8583) and/or the like.

[0060] FIG. 3 shows a block diagram of an access device 300 according to
embodiments of the invention. Access device 300 may include a processor 301, a
display 302, input elements 303, and a network interface 304. Access device 300
may also include data capture devices 330, which may comprise a camera 331, a
microphone 332, and biometric sensors 333. Access device 300 may also include a
computer readable medium 310 and may be in communication with one or more

databases, such as enroliment database 340 and transaction database 350.

[0061] Processor 301 may include hardware for processing functions of
access device 300. Processor 301 may include hardware within access device 300

that carries out instructions embodies as code in computer readable medium 310
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(e.g., a non-transitory computer-readable medium). An exemplary processor may be
a central processing unit (CPU). As used herein, a processor can include a single-
core processor, a plurality of single-core processors, a multi-core processor, a
plurality of multi-core processors, or any other suitable combination of hardware
configured to perform arithmetical, logical, and/or input/output operations of a

computing device.

[0062] Display 302 may be a screen that can show information to a user. In
some cases, display 302 may be any suitable screen that enables touch
functionality. In some embodiments, display 302 of access device 300 may display a
user interface that may allow the user to select and interact with objects presented
on display 302. The objects may include, but may not be limited to, menus, text
fields, icons, and keys/inputs on a virtual keyboard. In some embodiments, display
302 may show an output from a data capture device from data capture device 330
(e.g., images from camera 231). Display 320 may be capable of displaying colors.

In some embodiments, display 320 may enable a user to manually provide an
electronic signature to access device 300 by directly touching display 320 with their

finger or suitable touch screen stylus pen.

[0063] Input elements 303 may allow a user to input information into the
device. Exemplary input elements 303 include hardware and software buttons,
audio detection devices (e.g., microphone), biometric sensors, touch screens, and
the like. In some cases, one or more of input elements 303 may be utilized to
navigate through various screens presented by display 302 of access device 300. In
some cases, a user may activate one or more of input elements 303 to pass

identification data (e.g., PAN, driver’s license number, etc.) to access device 300.

[0064] Network interface 304 may be any suitable combination of hardware
and software that enables data to be transferred to and from access device 300.
Network interface 304 may enable access device 300 to communicate data to and
from another device (e.g., resource provider computer, transport computer,
processing network, authorization computer, etc.). Some examples of network
interface 304 may include a modem, a physical network interface (such as an
Ethernet card or other Network Interface Card (NIC)), a virtual network interface, a

communications port, a Personal Computer Memory Card International Association
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(PCMCIA) slot and card, or the like. The wireless protocols enabled by network

interface 304 may include Wi-Fi™,

[0065] Data transferred via network interface 304 may be in the form of
signals which may be electrical, electromagnetic, optical, or any other signal capable
of being received by the external communications interface (collectively referred to
as “electronic signals” or “electronic messages”). These electronic messages that
may comprise data or instructions may be provided between network interface 304
and other devices via a communications path or channel. As noted above, any
suitable communication path or channel may be used such as, for instance, a wire or
cable, fiber optics, a telephone line, a cellular link, a radio frequency (RF) link, a

WAN or LAN network, the Internet, or any other suitable medium.

[0066] Data capture devices 330 may include any devices that can capture
data. In some embodiments, the data may be identification data of a user. Data
capture device 330 may comprise camera 331, microphone 332, and biometric

sensors 333.

[0067] Camera 331 may be any suitable device capable of capturing image
data. In some embodiments, camera 331 may capture images in certain time
intervals and append them to generate a motion video. In some embodiments,
camera 331 may have facial recognition technologies, such that it can differentiate
the foreground (e.qg., face of user) from the background of an image. In some cases,
camera 331 may then subtract any unnecessary background data from the image.
Camera 331 may be embedded in access device 300 or be an external attachment

to access device 300.

[0068] Microphone 332 may be any suitable device that can convert sound to
an electrical signal. Microphone 332 may be utilized to capture one or more voice
segments from a user. For example, microphone 332 may allow the user to transmit
his or her voice to access device 300. In some embodiments, the user may utilize
voice commands detected by microphone 332 to provide instructions to access
device 300.

[0069] Biometric sensors 333 may be any suitable devices that can capture

biometric information. In some embodiments, biometric sensors 333 may capture
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biometric information from a user in the form of a fingerprint reader, an iris scanner,
a face scanner, or other suitable form. Biometric information captured by biometric
sensors 333 may uniquely identify a user. In some embodiments, biometric sensors
333 may include or work in conjunction with other data capture devices in data

capture devices 330, such as camera 331 an microphone 332.

[0070] Computer readable medium 310 may comprise a number of software
modules. For example, computer readable medium 310 may include a data capture
device data processing module 321, an identification algorithm module 322, and a
transaction processing module 326. In some embodiments, identification algorithm
module 322 may include a validation identity token precursor processing submodule
323, a validation key processing submodule 324, and a validation identity token

processing submodule 325.

[0071] Other modules and submodules may also reside on computer readable
medium 310. Examples of additional modules may include an authorization module
for processing and routing authorization request and response messages, a clearing
and settlement module for processing and routing clearing messages and performing
settlement between parties, and data extraction (e.q., for retrieving data from
external data sources such as databases) modules, storage modules, and message
modification modules. Each module in computer readable medium 310 may be
combined with any of the additional modules as appropriate. Each module in
computer readable medium 310 may comprise one or submodules, where each
submodule may comprise one or more functions implemented by code, executable

by processor 301.

[0072] Data capture device data processing module 321 may enable, with
processor 301, processing of data captured by one or more devices of data capture
devices 330. In some embodiments, the captured data may be identification data
associated with a user conducting a transaction. Data capture device data
processing module 321 may receive, with processor 301, identification data captured
by one or more devices of data capture devices 330. The captured data may be in
any suitable form (e.g., numerical characters, alphanumeric characters, arrays, lists,
matrices, etc.). Data capture device processing module 321 may receive, with

processor 301, the captured identification data in real-time (e.g., receive each frame
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of a video of user’s face in real-time) or after a certain time period (e.g., receive all

frames of a video of user's face after video capture is terminated).

[0073] Additionally, data capture device data processing module 321 may
comprise computer code for determining a data capture device from which
identification data is captured (e.g., camera 331, microphone 332, biometric sensors
333) and the type of identification data captured (e.g., facial images, iris scans, voice
segments, fingerprint information, user identifiers, etc.). In some embodiments, data
capture device may include computer code for detecting data capture devices that
are activated and collecting identification data. Data capture device processing
module 321 may, with processor 301, transmit at least the captured identification
data and an indication of the type of the captured identification data to identification

algorithm module 322.

[0074] Identification algorithm module 322 may enable, in conjunction with
processor 301, processing of data for validating a user. ldentification algorithm
module 322 may receive, with processor 301, identification data from data capture
device data processing module 321. ldentification algorithm module 322 may
comprise code for determining whether the user is conducting an enrollment process
or a transaction and for sending any identification data to appropriate submodules

within identification algorithm module 322.

[0075] Validation identity token precursor processing submodule 323 may
enable, with processor 301, generation and processing of a validation identity token
precursor. During enroliment, validation identity token precursor processing
submodule 323 may generate, with processor 301, a validation identity token
precursor that is unique to the user. This validation identity token precursor may
also be known as the enrolled validation identity token precursor. Validation identity
precursor processing submodule 323 may comprise computer code for storing the
validation identity token precursor generated during enrollment in enroliment
database 340 in a data record associated with the user. Validation identity precursor
processing submodule 323 may also comprise computer code for sending the
enrolled validation identity token precursor to validation identity token processing
submodule 325.
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[0076] Validation identity token precursor processing submodule 323 may
comprise computer code for determining an algorithm to utilize for generating a
validation identity token precursor, based on the type of identification data received
from data capture device data processing module 321. For example, if the received
identification data comprises facial images, iris scans, or fingerprint information,
validation identity token precursor processing submodule 323 may generate, with
processor 301, a trigonometric identity value based on the physical points in the

facial images, iris scans, or fingerprint information.

[0077] Validation identity token precursor processing submodule 323 may
further comprise computer code for generating a validation identity token precursor
during a transaction conducted by the user. Validation identity token precursor
processing submodule 323 may apply, with processor 301, the same algorithm
utilized during enroliment to generate the validation identity token precursor.
Validation identity precursor processing submodule 323 may comprise computer
code for sending the validation identity token precursor generated during the

transaction to validation identity token processing submodule 325.

[0078] Validation key processing submodule 324 may enable, with processor
301, generation and processing of validation keys. During enrollment, validation key
processing submodule 324 may generate, with processor 301, validation keys based
on identification data of the user. Validation key processing submodule 324 may
also comprise computer code for transmitting the generated validation keys to
appropriate entities (e.g., remote server computers) during the enrollment process.
For example, validation key processing submodule 324 may comprise computer
code for determining to which entities to send validation keys and for determining a
distribution of the generated validation keys (e.g., number of validation keys for each
remote server computer, etc.). In some embodiments, the determination may be
made during the enrollment process (e.g., randomized). In some embodiments, the

distribution of validation keys may be predefined.

[0079] Validation key processing submodule 324 may comprise computer
code for determining an algorithm to utilize for generating validation keys, based on
the type of identification data received from data capture device data processing

module 321. For example, if the received identification data comprises facial
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images, iris scans, or fingerprint information, validation key processing submodule
324 may generate, with processor 301, validation keys, where each validation key
may be generated based on a certain portion of the facial images, iris scans, or
fingerprint information. In some implementations, each validation key may
correspond to a value representing a physical point (e.g., distance from nose) on the

facial images, iris scans, or fingerprint information.

[0080] Validation identity token processing submodule 325 may enable, with
processor 301, generation and processing of a validation identity token. Validation
identity token processing submodule 325 may comprise code for generating a
validation identity token, also known as the enrolled validation identity token, during
the enrollment process, based on combining validation keys and in some cases, the
enroliment validation identity token precursor. Validation identity token processing
submodule 325 may comprise computer code for storing the enrolled validation

identity token in enroliment database 340 in a data record associated with the user.

[0081] Validation identity token processing submodule 325 may also comprise
code for generating a validation identity token during a transaction conducted by the
user, based on validation keys and in some cases, the validation identity token
precursor generated during the transaction. Validation identity token processing
submodule 325 may utilize, with processor 301, the same algorithm for generating
the validation identity token during enroliment and the validation identity token during
the transaction. The algorithm may comprise any suitable combination of operations
(e.g., summation, subtraction, multiplication by coefficients, etc.) that utilize at least

the validation keys retrieved during the transaction.

[0082] Transaction processing module 326 may enable, with processor 301,
any processing of data related to a transaction. Transaction processing module 326
may generate, with processor 301, a request message including identification data of
the user received by data capture device data processing module 321 and may
send, with processor 301, the request message to other entities (e.g., resource
provider computer, transport computer, processing network, authorization computer).
In some embodiments, transaction processing module 326 may comprise computer

code for including an identifier in the request message or for sending the identifier
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with the request message, where the identifier indicates that the transaction is to be

conducted with a validation identity token.

[0083] Transaction processing module 326 may also comprise code for
processing a response message. Transaction processing module 326 may, with
processor 301, retrieve validation keys included in the response message by other
entities and may, with processor 301, send them to validation identity token
processing submodule 325 for generating a validation identity token for the
transaction. Transaction processing module 326 may comprise computer code for
determining whether the user can be authenticated based on comparing the
generated validation identity token and the previously enrolled validation identity
token of the user. Transaction processing module 326 may enable, with processor
301, storage of any data related to the transaction in transaction database 350 in a

data record associated with the user.

[0084] Access device 300 may also comprise several databases, including
enroliment database 340 and transaction database 350. Each database may be a
conventional, fault tolerant, relational, scalable, secure database such as those
commercially available from Oracle™ or Sybase™. In some embodiments, any of
the databases may be combined into a single database, or may be separated into
multiple databases. Access device 300 may have other databases that are not
shown in FIG. 3.

[0085] Enroliment database 340 may store any data associated with
enrollment. In some embodiments, enrollment database 340 may store enroliment
data associated with a plurality of users. Information associated with each user may
be stored in a data record associated with the user. Enroliment data may include
any information provided by a user during an enrollment process. For example, the
information may include identification data of the user, such as an account identifier
(e.g., PAN, email address, etc.), biometric data (e.g., facial images, iris scans, voice
prints, fingerprint information, etc.), and any other information that may be utilized to
identify the user (e.g., name, etc.). Additionally, in some cases, the information may
include an enrolled validation identity token precursor and an enrolled validation

identity token associated with the user.
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[0086] Transaction database 350 may store any data related to transactions.
In some embodiments, transaction database 350 may store transaction data
associated with a plurality of users. Information associated with each user may be
stored in a data record associated with the user. In some cases, the data stored in
transaction database 350 may include a timestamp, a response message, an
authorization decision, an indicator indicating whether the user was authenticated

with a valid validation identity token, and any other data related to a transaction.

[0087] In some embodiments, access device 300 may not include some
components shown in FIG. 3. In some cases, access device 300 may not include
some functionality of identification algorithm module 322. For example, in some
embodiments, access device 300 may not conduct enrollment processes.
Accordingly, computer code for performing enrollment related processes may not
exist in access device 300. Additionally, access device 300 may not be in
communication with enroliment database 340. In some embodiments, described in
more detail below, a validation identity token precursor may not be utilized to
generate a validity identity token. Hence, in some cases, computer code for
generating and processing validity identity token precursors may not exist in access
device 300.

[0088] FIG. 4 shows a block diagram of an exemplary server computer 400
according to embodiments of the invention. Server computer 400 may include a
processor 401, a network interface 402, and a computer readable medium 410.
Server computer 400 may also be in communication with one or more databases,
such as validation keys database 440 and user information database 450. In some

embodiments, server computer 400 may be a processing network.

[0089] Processor 401 may include hardware for processing functions of server
computer 400. Processor 401 may include hardware within server computer 400
that carries out instructions embodies as code in computer readable medium 410
(e.g., a non-transitory computer-readable medium). An exemplary processor may be
a central processing unit (CPU). As used herein, a processor can include a single-
core processor, a plurality of single-core processors, a multi-core processor, a

plurality of multi-core processors, or any other suitable combination of hardware
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configured to perform arithmetical, logical, and/or input/output operations of a

computing device.

[0090] Network interface 402 may be any suitable combination of hardware
and software that enables data to be transferred to and from server computer 400.
Network interface 402 may enable server computer 400 to communicate data to and
from another device (e.g., access device, resource provider computer, transport
computer, processing network, authorization computer, etc.). Some examples of
network interface 402 may include a modem, a physical network interface (such as
an Ethernet card or other Network Interface Card (NIC)), a virtual network interface,
a communications port, a Personal Computer Memory Card International Association
(PCMCIA) slot and card, or the like. The wireless protocols enabled by network
interface 402 may include Wi-Fi™.

[0091] Data transferred via network interface 402 may be in the form of
signals which may be electrical, electromagnetic, optical, or any other signal capable
of being received by the external communications interface (collectively referred to
as “electronic signals” or “electronic messages”). These electronic messages that
may comprise data or instructions may be provided between network interface 402
and other devices via a communications path or channel. As noted above, any
suitable communication path or channel may be used such as, for instance, a wire or
cable, fiber optics, a telephone line, a cellular link, a radio frequency (RF) link, a

WAN or LAN network, the Internet, or any other suitable medium.

[0092] Computer readable medium 410 may comprise a number of software
modules. For example, computer readable medium 410 may include a validation
key retrieval module 421, a user information retrieval module 422, and a transaction

processing module 423.

[0093] Other modules and submodules may also reside on computer readable
medium 410. Examples of additional modules may include an authorization module

for processing and routing authorization request and response messages, a clearing
and settlement module for processing and routing clearing messages and performing
settlement between parties, and data extraction (e.q., for retrieving data from

external data sources such as databases) modules, storage modules, and message
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modification modules. Each module in computer readable medium 410 may be
combined with any of the additional modules as appropriate. Each module in
computer readable medium 410 may comprise one or submodules, where each
submodule may comprise one or more functions implemented by code, executable

by processor 401.

[0094] Validation key retrieval module 421 may enable, in conjunction with
processor 401, retrieval of one or more validation keys for a transaction. Validation
key retrieval module 421 may comprise computer code for receiving user
identification data (e.g., email address, driver's license number, validation identity
token precursor, etc.) from transaction processing module 423 and for retrieving the
validation keys from validations keys database 440 based on the identification data.
Validation key retrieval module 421 may send, with processor 401, the retrieved

validation keys to transaction processing module 234.

[0095] User information retrieval module 422 may enable, with processor 401,
retrieval of data related to a user conducting a transaction. User information retrieval
module 422 may comprise computer code for receiving user identification data (e.g.,
email address, driver's license number, validation identity token precursor, etc.) from
transaction processing module 423. User information retrieval module 422 may also
comprise computer code for retrieving user information that may be utilized for
processing the transaction from user information database 450, based on the
received identification data. In some embodiments, the transaction may be a
financial transaction and the retrieved user information may be account information
(e.qg., PAN).

[0096] Transaction processing module 423 may enable, with processor 401,
any processing of data related to a transaction. For example, transaction processing
module 423 may comprise code for processing a received request message.
Transaction processing module 423 may comprise code for determining that, based
on an identifier included in or sent with the request message, the transaction will
involve a validation identity token. In some embodiments, no identifier may be
received and transaction processing module 423 may determine, with processor
401, that the transaction will involve a validation identity token based on receiving a

validation identity token precursor in the request message. Transaction processing
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module 423 may send, with processor 401, an instruction to validation key retrieval
module 421 to retrieve any relevant validation keys. Transaction processing module
423 may comprise computer code for receiving the retrieved validation keys and for
updating the request message to include the retrieved validation keys. Transaction
processing module 423 may transmit, with processor 401, the request message to

another server computer.

[0097] Server computer 400 may also comprise several databases, including
validation keys database 440 and user information database 450. Each database
may be a conventional, fault tolerant, relational, scalable, secure database such as
those commercially available from Oracle™ or Sybase™. In some embodiments,
any of the databases may be combined into a single database, or may be separated
into multiple databases. Server computer 400 may have other databases that are

not shown in FIG. 4.

[0098] Validation keys database 440 may store any data related to validation
keys. In some embodiments, validation keys database 440 may store enroliment
data associated with a plurality of users. Information associated with each user may
be stored in a data record associated with the user. Validation keys database 440
may store validation keys of the user in association with identification data

associated with the user received during enroliment.

[0099] User information database 450 may store any data related to a user.
In some embodiments, user information database 450 may store user information
associated with a plurality of users. Information associated with each user may be
stored in a data record associated with the user. In some cases, user information
database 450 may store identification data of the user, such as account information
(e.g., PAN), a validation identity token precursor, or any other information that may
help to identity a user. In some cases, user information database 450 may store

transaction data, such as data related to past transactions, associated with the user.

[0100] In some embodiments, server computer 400 may include some
components not shown in FIG. 4. In some cases, server computer 400 may include
some functionality of an identification algorithm module, similar to identification

algorithm module 322 of FIG. 3. For example, in some embodiments, server
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computer 400 may conduct enroliment processes (e.g., instead of access device 300
of FIG. 3). Accordingly, in such embodiments, computer code for performing
enrollment related processes may exist in server computer 400. Additionally, server

computer 400 may be in communication with an enroliment database.

[0101] Referring back to FIG. 2, steps in a method according to an
embodiment of the invention are shown. User 202 may conduct a transaction with
the resource providing entity associated with resource provider computer 206.

Multiple embodiments of the invention may be described.

[0102] One embodiment of the invention is described with respect to FIG. 2.
Some steps may be described with respect to components of FIG. 5. Prior to the
steps shown in the exemplary flowchart of FIG. 2, user 202 may conduct an

enrollment process.

[0103] In one embodiment, user 202 may conduct the enrollment process with
access device 204 associated with resource provider computer 206. Initially, user
202 may provide enroliment data to access device 204. In some embodiments, the
enrollment data may include identification data, such as any combination of biometric
data (e.g., facial image, iris scan, voice prints, fingerprint scans, etc.) and account

identifiers (e.g., PAN, driver's license number, etc.) associated with user 202.

[0104] User 202 may provide their enroliment data in any suitable manner. In
some cases, user 202 may physically be at the location of access device 204 and
may directly provide identification data into access device 204. For example, user
202 many interact with data capture device 250 to enter biometric data (e.g., camera
of access device 204 takes picture of user 202) and other input elements to enter
account identifiers and other account information (e.q., user enters PAN with buttons
of access device 204). In other cases, user 202 may provide enroliment data by
sending identification data captured by their user device over a communications
network to access device 204 or resource provider computer 208 associated with
access device 204. For example, user 202 may access an application or website
associated with resource provider computer 206, enter their identification data into
the application or website (e.g., user takes picture of their face with the camera of

their user device and types in account identifier with the keyboard of their user
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device), and confirm transmission of the identification data to resource provider
computer 206. Resource provider computer 206 may forward the identification data

to access device 204.

[0105] Access device 204 may then process the enrollment data. In some
embodiments, access device 204 may generate multiple pieces of information during
the enrollment process (e.g., process 501 in FIG. 5) using functionality provided by

identification algorithm module 252.

[0106] In some embodiments, access device 204 may generate a validation
identity token precursor based on identification data included in the enroliment data.
This validation identity token precursor may also be known as the enrolled validation
identity token precursor. The enrolled validation identity token precursor may be any
information that may be based on or derived from identification data included in the
enrollment data and may be utilized to uniquely identity user 202. In one exemplary
case, the identification data may comprise an image of the face of user 202 and the
enrolled validity identity token precursor may be a trigonometric identity calculated
using a plurality of physical points on the image of the face of user 202. The
trigonometric identity may be unique to user 202. An exemplary method for

calculating the trigonometric identity is described.

[0107] First, information related to multiple points from the image of the face of
user 202 may be gathered. In some cases, the points may be positioned such that
they create an n-sided polygon spanning the outer edge of the head, eyes, nose,
mouth, and chin of the face. Each point may be associated with a set of coordinates
(e.q., X, y coordinates). While an embodiment utilizing a two-dimensional coordinate
system is described for simplicity, a three-dimensional coordinate system may be
utilized. In such cases, the camera of access device 204 may be able to generate a
three-dimensional representation of user’s face (e.g., digital 3D model, topographic

map, etc.).

[0108] Next, a trigonometric identity may be calculated based on the gathered
points. Numerical values may be calculated associated with the points gathered. In
one exemplary case, a distance from each point to another part of the face may be

calculated. For example, the distance may from a point to the tip of nose, top of the
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forehead, bottom of the chin, or any other suitable position that can be detected from
the image. It is understood that the distance may be calculated using geometric
principles, such as calculating the hypotenuse length of a right triangle in which two

point positions are known.

[0109] These numerical values may then be utilized as parameters for a
combination of operations that may be predefined by access device 204. In some
embodiments, the operations may comprise a summation based on the distance
values. For example, the distance values may be totaled to generate a value. In
another example, ratios of certain distance values (e.g., ratio between distances to
tip of nose and distances to top of forehead, etc.) may be calculated and summed
together. It is understood that the embodiments described above are specific
examples and are not limiting. Any suitable combination of operations (e.qg.,
addition, subtraction, multiplication, division, exponentiation, averaging, etc.) may be

utilized.

[0110] Accordingly, the resulting value may be generated based on unique
features of the user (e.g., facial structure) and may serve as the enrolled validation
identity token precursor associated with the user. In some embodiments, the
enrolled validation identity token precursor may be stored by access device 204 in

any suitable storage, such as a database (e.g., enroliment database).

[0111] In some embodiments, access device 204 may generate a plurality of
validation keys associated with user 202 using identification data included in the
enrollment data. In some embodiments, each validation key may be generated
based on a certain portion of the identification data. In one example, access device
204 may generate three validation keys (e.g., first, second, third keys, etc.),
validation key 225, validation key 235, and validation key 245, where each validation
key may be generated based on a different section of the image of the face of user
202. For example, a first validation key may be generated based on one or more
points located in a first section of the image. The first validation key may be a
numerical value associated with any of the one or more points, such as a distance
between two of the one or more points, a distance between one of the points to
another location on the face (e.g., tip of the nose), or a ratio between two distance

values generated based on the points.
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[0112] In some embodiments, access device 204 may send the validation
keys to a plurality of remote server computers. Each server computer may receive
one or more validation keys that may be utilized to form at least part of a validation
identity token. In the example depicted in FIG. 2, access device 204 may send a
different validation key to each of a plurality of remote server computers, including
validation key 225 to transport computer 208, validation key 235 to processing

network 210, and validation key 245 to authorization computer 212.

[0113] In some embodiments, each of the remote server computers may store
the received validation key in association with other identification data of user 202.
For example, access device 204 may send the validation key in association with an
account identifier (e.g., PAN, email address, etc.) provided by user 202 during
enrollment. This may enable certain remote server computers, such as processing
network 210, to associate the received validation key with information that may
already be stored related to user 202 (e.g., payment account information). In some
embodiments, access device 204 may also send the enrolled validation identity
token precursor in association with the validation key. Each of the remote server
computers may utilize such information associated with the validation key to retrieve
an appropriate validation key associated with user 202 at a later time (e.g., during a

future transaction.

[0114] Access device 204 may generate a validation identity token. This
validation identity token may also be known as the enrolled validation identity token.
In some embodiments, the enrolled validation identity token may be generated using
the enrolled validation identity token precursor and the validation keys (e.g., process
502 in FIG. 5). In one example, the enrolled validation identity token may be a
summation of the validation identity token precursor and validation keys. However,
any combination of operations may be utilized to generate the enrolled validation
identity token, such that access device 204 may be able to regenerate the validation
identity token given the appropriate parameters. In some embodiments, resource
provider computer 206 associated with access device 204 may store the enrolled
validation identity token in any suitable storage, such as a database (e.g., enroliment

database).
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[0115] At any time after completion of the enroliment process, user 202 may
conduct a transaction. In the embodiment described, the transaction may be

performed by user 202 without utilizing a user device (e.g., cardless).

[0116] At step 1, user 202 initiates a transaction by providing identification
data to access device 204 during a transaction. In some embodiments, user 202
may provide identification data by interacting with data capture device 250 of access
device 204. In one embodiment, data capture device 250 may be a camera, which

may capture one or more images of the face of user 202.

[0117] At step 2, access device 204 may process the identification data. In
some embodiments, access device 204 may generate certain information based on
the identification data and store the information at resource provider computer 206.
In some implementations, access device 204 may generate a validation identity
token precursor 215 based on the identification data provided by user 202 (e.q.,
process 503 in FIG. 5). Validation identity token precursor 215 may be generated by
access device 204 using the algorithm utilized to generate the enrolled validation
identity token precursor during the enroliment process (see above). Thus, itis
expected that validation identity token precursor 215 is the same or similar to the
enrolled validation identity token precursor if user 202 conducts the transaction. In
some cases, resource provider computer 206 may store validation identity token

precursor 215 received from access device 204.

[0118] In some embodiments, access device 204 may generate a request
message comprising identification data of user 202. For example, the request
message may comprise validation identity token precursor 215. The validation
identity token precursor 215 may indicate to other entities receiving the request

message that user 202 is conducting the transaction.

[0119] In some embodiments, remote entities (e.g., transport computer 208,
processing network 210, and authorization computer 212) may determine that the
transaction is to involve a validation identity token based on recognizing that a
validation identity token precursor was received in the request message. In other
embodiments, an identifier may be included in or sent with the request message

such that the remote entities may recognize that the transaction will utilize a
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validation identity token. This may instruct the remote entities to retrieve appropriate

validation keys for the transaction.

[0120] At step 3, the request message comprising identification data of user
202 may be sent to transport computer 208. In some embodiments, access device
204 may send the request message to transport computer 208 via resource provider
computer 206. Transport computer 208 may receive the request message including
validation identity token precursor 215. In some embodiments, transport computer
208 may have validation key 225 associated with user 202 stored in association with
the enrolled validation identity token precursor. Transport computer 208 may
retrieve validation key 225 based on matching validation identity token precursor 215
and the enrolled validation identity token precursor of user 202. Transport computer

208 may then include validation key 225 in the request message.

[0121] It is understood that in some cases, validation key 225 may be stored
in association with other information related to validation identity token precursor 215
that is not the enrolled validation identity token precursor. For example, validation
key 225 may be stored in association with a hash value of the enrolled validation
identity token precursor. In this case, transport computer 208 may generate a hash
of validation identity token precursor 215 upon receiving the request message and
retrieve validation key 225 based on matching the hash of the enrolled validation
identity token precursor and the hash of validation identity token precursor 215. In
other embodiments, the other information may be any other identification data (e.g.,
email address, driver's license number, etc.) that may be stored by transport
computer 208 during the enrollment process and which may be provided by user 202
during the transaction. Transport computer 208 may then retrieve validation key 225
based on the other information and include validation key 225 in the request

message.

[0122] At step 4, the request message comprising identification data of user
202 may be sent to processing network 210. Processing network 210 may receive
the request message including validation identity token precursor 215. In some
embodiments, processing network 210 may have validation key 235 associated with
user 202 stored in association with the enrolled validation identity token precursor.

Processing network 210 may retrieve validation key 235 based on matching
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validation identity token precursor 215 and the enrolled validation identity token of
user 202. Processing network may include validation key 235 in the request

message.

[0123] It is understood that in some cases, validation key 235 may be stored
in association with other information related to validation identity token precursor 215
that is not the enrolled validation identity token precursor. For example, validation
key 235 may be stored in association with a hash value of the enrolled validation
identity token precursor. In this case, processing network 210 may generate a hash
of validation identity token precursor 215 upon receiving the request message and
retrieve validation key 235 based on matching the hash of the enrolled validation
identity token precursor and the hash of validation identity token precursor 215. In
other embodiments, the other information may be any other identification data (e.g.,
email address, driver's license number, etc.) that may be stored by processing
network 210 during the enroliment process and which may be provided by user 202
during the transaction. Processing network 210 may then retrieve validation key 235
based on the other information and include validation key 235 in the request

message.

[0124] Additionally, in some embodiments, processing network 210 may
retrieve further information related to user 202 and include the information in the
request message. For example, processing network 210 may retrieve account
information associated with user 202 based on identification data in the request
message. In some embodiments, processing network 210 may have the account
information stored in association with the enrolled validation identity token precursor.
In some cases, the account information may include a PAN associated with a
payment account of user 202. Processing network 210 may include the account
information in the request message, which may help authorization computer 212

identify the account of user 202 to utilize for the transaction.

[0125] At step 5, the request message comprising identification data of user
202 may be sent to authorization computer 212. Authorization computer 212 may
receive the request message including validation identity token precursor 215. In
some embodiments, authorization computer 212 may have validation key 245

associated with user 202 stored in association with the enrolled validation identity
32



10

15

20

25

30

35

WO 2016/126729 PCT/US2016/016208

token precursor. Authorization computer 212 may retrieve validation key 245 based
on matching validation identity token precursor 215 and the enrolled validation

identity token of user 202.

[0126] It is understood that in some cases, validation key 245 may be stored
in association with other information related to validation identity token precursor 215
that is not the enrolled validation identity token precursor. For example, validation
key 245 may be stored in association with a hash value of the enrolled validation
identity token precursor. In this case, authorization computer 212 may generate a
hash of validation identity token precursor 215 upon receiving the request message
and retrieve validation key 245 based on matching the hash of the enrolled validation
identity token precursor and the hash of validation identity token precursor 215. In
other embodiments, the other information may be any other identification data (e.g.,
email address, driver's license number, etc.) that may be stored by authorization
computer 212 during the enrollment process and which may be provided by user 202
during the transaction. Authorization computer 212 may then retrieve validation key

245 based on the other information.

[0127] Additionally, in some embodiments, authorization computer 212 may
retrieve further information related to user 202. For example, based on the account
information (e.g., PAN) included in the request message by processing network 210,
authorization computer 212 may be able to identify the account of user 202 to
utilized for the transaction. Accordingly, authorization computer 212 may conduct an
authorization process to determine whether the transaction may be authorized. For
example, authorization computer 212 may conduct fraud analyses based on
historical information related to the account of user 202 and information surrounding
the transaction. In some embodiments, the fraud analyses may include checks on
any abnormalities of characteristics associated with the transaction (e.g., location,
transaction amount, resource provider type, etc.). Authorization computer 212 may

determine whether the transaction may be authorized.

[0128] At step 6, authorization computer 212 may generate a response
message and send the response message to processing network 210. In some
embodiments, the response message may comprise information including at least

validation key 225 and validation key 235 included in the request message,
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validation key 245 retrieved by authorization computer 212, and an authorization
decision based on the authorization process conducted by authorization computer
212. In some cases, the response message may further comprise any fraud
information related to the transaction collected in step 5. In some embodiments, the
response message may also include validation identity token precursor 215.
Authorization computer 212 may send the response message to processing network
210. The response message may be sent over any suitable communication network,

such as communications network 260.

[0129] At step 7, processing network 210 may send the response message to
transport computer 208. The response message may be sent over any suitable

communication network, such as communications network 260.

[0130] At step 8, transport computer 208 may send the response message to
resource provider computer 206. The response message may be sent over any

suitable communication network, such as communications network.

[0131] At step 9, resource provider computer 206 may forward the response
message to access device 204, which may determine whether user 202 may be
authenticated. In some embodiments, access device 204 may generate a validation
identity token 220, which can indicate whether the transaction is valid. In some
implementations, access device 204 may generate validation identity token 220
using information provided in the response message. For example, this information
may include validation key 225, validation key 235, validation key 245, and validation
identity token precursor 215 (e.g., process 504 in FIG. 5). In embodiments in which
the response message does not include validation identity token precursor 215 (e.qg.,
if authorization computer 212 did not send validation identity token precursor 215
back), access device 204 may retrieve validation identity token precursor 215 from

resource provider computer 206.

[0132] Validation identity token 220 may be generated by access device 204
using the algorithm utilized to generate the enrolled validation identity token during
the enrollment process (see above). Thus, it is expected that validation identity

token 220 is the same or similar to the enrolled validation identity token if user 202

conducts the transaction. In some cases, resource provider computer 206 may store
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validation identity token 220 received from access device 204 for the authentication

process.

[0133] Access device 204 may conduct an authentication process to
determine whether user 202 may be authenticated. In some embodiments, the
authentication process may comprise comparing validation identity token 220
generated during the transaction with the enrolled validation identity token previously
provided by user 202 (e.g., process 505 in FIG. 5). In some cases, access device
204 may determine a value associated with the difference (e.g., absolute value of the
subtracted difference) between validation identity token 220 generated during the
transaction and the enrolled validation identity token. In some embodiments, access
device 204 may determine whether the value is within a threshold and if so, may
authenticate user 202 based on validation identity token 220. The value associated
with the difference may be represented in other suitable forms, such as the percent

error between validation identity token 220 and the enrolled validation identity token.

[0134] At step 10, upon comparing validation identity token 220 and the
enrolled validation identity token, access device 204 may authenticate user 202 and
present a notification of completion of the transaction to user 202. For example,
access device 204 may choose to complete the transaction upon determining that
the difference between validation identity token 220 and the enrolled validation
identity token is within a threshold. In some cases, access device 204 may show a
notification of completion of the transaction on display 251 to indicate to user 202
that the transaction has been successfully completed. In some embodiments, a
transaction amount associated with the transaction may be debited from the account

of user 202 and user 202 may receive goods or services related to the transaction.

[0135] In some cases, at a later time (e.g., at the end of the day), a clearing
and settlement process can occur between transport computer 208, processing

network 210, and authorization computer 212.

[0136] While an embodiment in which the identification data included in the
request message sent to remote server computers (e.g., transport computer 208,
processing network 210, and authorization computer 212) comprises validation

identity token precursor 215 is described above, embodiments are not so limited.
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For example, the identification data included in the request message may not include
validation identity token precursor 215 and instead may include other information
that can help identity user 202. Thus, user 202 may provide other identification data
(e.q., driver’s license number, PAN, a phone number, an email address, etc.) during
the transaction that may previously have been stored by the remote server
computers during the enrollment process. When the remote computers receive the
request message, they may match this other information to their previously stored
data related to user 202, and retrieve appropriate information (e.g., validation keys,

account information, etc.) to be utilized for the transaction.

[0137] In cases in which validation identity token precursor 215 is not included
in the request message sent during the transaction, validation identity token 220 may
be generated in different ways. In some cases, even though validation identity token
precursor 215 may be not sent to other remote server computers in the request
message, it may still be generated and stored (e.g., by resource provider computer
206) at the time of the transaction and utilized to form at least a part of validation
identity token 220. In this case, validation identity token 220 may be generated
utilizing validation identity token precursor 215, which may be stored at resource
provider computer 206 but not sent in the request message, and the validation keys
225, 235, and 245 in a similar manner to that described above. To authenticate
validation identity token 220, it may be compared with an enrolled validation identity
token, which may be generated using an enrolled validation identity token precursor
and validation keys 225, 235, and 245 during the enrollment process. If the
difference between the generated validation identity token 220 and enrolled
validation identity token is within a threshold, user 202 may be authenticated for the

transaction.

[0138] In other cases, validation identity token precursor 215 may not be
generated during the transaction. In such cases, validation identity token 220 may
be generated utilizing the validation keys 225, 235, and 245. To authenticate
validation identity token 220, it may be compared with an enrolled validation identity
token, which may be generated using the validation keys 225, 235, and 245 during

the enrollment process. If the difference between the generated validation identity
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token 220 and enrolled validation identity token is within a threshold, user 202 may

be authenticated for the transaction.

[0139] While embodiments in which an enrollment process is conducted by
user 202 with access device 204 or resource provider computer 206 associated with
access device 204 are described above, embodiments are not so limited. For
example, the embodiments described above may still be performed when user 202
conducts the enrollment process with another entity (e.g., remote server computer),

such as processing network 210.

[0140] One embodiment that is simplified to enable an efficient transaction, in
which the enroliment process may be conducted with processing network 210, is
described below with respect to FIG. 2 and FIG. 6. In this embodiment, processing

network 210 may not generate an enrolled validation identity token precursor.

[0141] The enrolliment process that may be conducted by processing network
210 is described. User 202 may provide processing network 210 with enrollment
data, including identification data, over a communications network. For example,
user 202 may access a website or application hosted by processing network 210 on
their user device to conduct the enrollment process. In some cases, user 202 may
provide biometric information, such as by taking a picture of their face with their user
device and sending the picture to processing network 210. Additionally, user 202
may enter any other enroliment data (e.g., PAN, email address, etc.) that may be
utilized to identify user 202 or conduct a transaction into their user device and send

the other enroliment data over the communications network.

[0142] Processing network 210 may then process the enroliment data
including identification data. First, processing network 210 may generate validation
keys 225, 235, and 245 based on identification data of the user (e.g., process 601 in
FIG. 6). In an exemplary case, each validation key may comprise digital data
associated with one section of the picture of the face of user 202 provided during the
enrollment process. Processing network 210 may then distribute the validation keys
to various remote entities, such as validation key 225 to transport computer 208 and
validation key 245 to authorization computer 212. Processing network 210 may

distribute the validation keys with identification data. The remote entities may store
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the received validation key in association with the identification data (e.g., drivers
license number, PAN, email address, etc.) so that the validation can be received

during a later transaction conducted by user 202.

[0143] Processing network 210 and the resource providing entity associated
with access device 204 may have a previous agreement on how to generate a
validation identity token using validation keys. In some cases, the agreement may
indicate that the validation keys may be joined in such a way that the combination
may generate the picture of the face of user 202 provided by user 202 during
enrollment. It is then expected that the image associated with validation identity
token 220, which may be generated by access device 204 during a future

transaction, may match up to the face of user 202.

[0144] At a later time, user 202 may conduct a transaction using access
device 204. User 202 may provide identification data (e.g., drivers license number,
PAN, etc.) that may enable other entities to identify that user 202 is conducting the
transaction. In this embodiment, user 202 may not need access device 204 to take
an image of their face during the transaction. Access device 204 may include the
identification data in the request message sent to the remote server computers. As
described in the flow above, validation keys 225, 235, and 245 may be retrieved by
remote server computers based on the associated identification data and returned to

access device 204 in a response message.

[0145] Access device 204 may then generate validation identity token 220 by
combining the validation keys 225, 235, and 245 in the method agreed upon with
processing network 210 during enrollment (e.g., process 602 in FIG. 6). For
example, access device 204 may combine the validation keys such that validation
key 225 is the digital data corresponding to the top third of the image, validation key
235 is digital data corresponding to the middle third of the image, and validation key
245 is the digital data corresponding to the bottom third of the image. In some
cases, the digital data may be in the form of image matrices including data

corresponding to a certain portion of the image.

[0146] Access device 204 may then display the generated validation identity

token 220 as an image for authentication of user 202 (e.g., process 603 in FIG. 6). If
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validation identity token 220 is valid, the image displayed by access device 204 may
match the facial image provided by user 202 during the enroliment process with
processing network 210. This may allow a person overseeing the transaction, such
as a cashier, to visually check whether user 202 looks like the individual shown in
the image displayed by access device 204. If the cashier determines that user 202
is the individual shown in the image, user 202 may be authenticated for the

transaction and the transaction may be completed.

[0147] In some embodiments, to forgo the step of the cashier performing the
validity check of validation identity token 220, access device 204 may conduct the
validity check. For example, user 202 may allow access device 204 to take an
image of their face during the transaction, which access device 204 may compare to
the image generated based on validation identity token 220. In some embodiments,
the comparison may comprise a simple subtraction of the foreground (e.qg., face of
user 202) of the two images. In other embodiments, the comparison may utilize
facial recognition technology, such as comparing the shape of the face and distance
ratios of parts on the face (e.g., eyes, nose, mouth, chin, etc.) in both images to
determine whether user 202 is likely the individual shown in the image generated

based on validation identity token 220.

[0148] While the embodiments described above describe validation identity
token 220 being generated near the end of the processing of the transaction,
embodiments are not so limited. For example, validation identity token 220 may be
generated at any suitable earlier stage of transaction processing (e.g., at
authorization computer 212, processing network 210, and transport computer 208).
The generated validation identity token 220 may be sent to resource provider
computer 206 and access device 204, which may determine whether the transaction
is valid based on validation identity token 220. Additionally, in some cases, multiple

entities may generate validation identity token 220.

[0149] For example, in some cases, authorization computer 212 can construct
validation identity token 220 after receiving the request message. This may be
possible because it has the validation identity token precursor 215, as well as the
validation keys 225, 235, 245. The authorization computer 212 may link the

validation identity token precursor 215 to an account number (if the account number
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was not transmitted in the request message). Positive verification of the constructed
validation identity token 220, based on the enrolled validation identity token 220
provided to authorization computer 212 during enroliment, may prove to the
authorizing entity operating the authorization computer 212 that the user conducting
the transaction is in fact authentic. Authorization computer 212 may then authorize
the transaction based upon the account number linked to the validation identity token
220. In other embodiments, if the account number is present in the request
message, then the constructed validation identity token 220 may serve as purely an
authentication mechanism. In some cases, the response message generated by
authorization computer 212 may include a check on whether or not the proper

validation identity token was constructed.

[0150] Another embodiment of the transaction is described with respect to
FIG. 2. Some steps may be described with respect to components of FIG. 7. An
enrollment process and a transaction conducted by user 202 may follow a similar
flow to embodiments described above. However, the validation identity token 220
may be a chromatic identity token, validation identity token precursor 215 may be a
chromatic identity token precursor, and validation keys 225, 235, and 245 may be
chromatic keys. The chromatic identity token, the chromatic identity token precursor,
and the chromatic keys may be any suitable numerical values that represent colors,
such as a 24-bit color representation in RGB color space (e.g., #FF0000

representing red, #00FFO00 representing green, #0000FF representing blue).

[0151] While use of one exemplary color representation is described in
embodiments described herein, it is understood that any suitable color
representation may be utilized. For example, the color representation may utilize
any appropriate number of bits (e.g., 8-bit, 6-bit, 24-bit, 36-bit, etc.) in any suitable
color space (e.g., red-green-blue (RGB), cyan-magenta-yellow-key (CMYK), hue-
saturation-value (HSV), etc.). Additionally, the color representations may be
expressed using any suitable numerical representations (e.g., decimal, binary,
hexadecimal, etc.).

[0152] In some embodiments, access device 204 may generate multiple
pieces of information based on identification data provided by user 202 during the

enrollment process. For example, access device 204 may generate an enrolled
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chromatic identity token precursor and chromatic keys (e.g., process 701 of FIG. 7).
The chromatic keys may be distributed to remote server computers (e.g., transport
computer 208, processing network 210, authorization computer 212), such that no
single server computer receives all the chromatic keys. The chromatic identity token
precursor and chromatic keys may be generated in a manner similar to that
described above for the enrolled validation identity token precursor and validation

keys, respectively.

[0153] However, an additional step may be performed, such that resulting
values may be further mapped to a numerical value representing a color. For
example, generating the enrolled chromatic identity token precursor may comprise
calculating a validation identity token precursor as described above and then
mapping the resulting value to a certain 24-bit color representation in the RGB color
space. Similarly, the chromatic keys may be mapped to a certain 24-bit color
representation in the RGB color space. The enrolled chromatic identity token
precursor and chromatic keys may be mapped to any suitable color, as long as the
enrolled chromatic identity token generated using enrolled chromatic identity token
precursor and chromatic keys may result in a baseline authentication value (see

below).

[0154] Access device 204 may generate a chromatic identity token during the
enrollment process. This may also be known as the enrolled chromatic identity
token. The enrolled chromatic identity token may be generated using the enrolled
chromatic identity token precursor and chromatic keys (e.g., process 702 in FIG. 7).
The enrolled chromatic identity token may be generated such that is corresponds to
a baseline authentication value indicating that the transaction is valid. In some
cases, this baseline authentication value may be associated with the color green
(e.g., #00FFOO0 in RGB color space). Any chromatic identity token that is generated
for a future transaction by user 202 that deviates from the baseline authentication
value, and thus corresponds to a different color, may indicate that user 202 should

not be authenticated.

[0155] Any combination of suitable operations may be utilized to combine the
enrolled chromatic identity token precursor and chromatic keys, such that the

enrolled chromatic identity token results in the baseline authentication value. In one
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example, the enrolled chromatic identity token precursor and the three chromatic
keys may be mapped to hexadecimal values such that the hexadecimal values sum
to a hexadecimal value #00FFOQO representing green (e.g., each chromatic key is
#002200, and enrolled chromatic identity token precursor is #009900). In another
example, the enrolled chromatic identity token precursor and the three chromatic
keys may be mapped to values that can be weighted by certain coefficients and
summed to get hexadecimal value #00FFOO representing green (e.g., first chromatic
key is #001100 with coefficient 2, second chromatic key is #001100 with coefficient
3, third chromatic key is #001100 with coefficient 4, and enrolled chromatic identity
token precursor is #006600). In yet another example, the sum of the chromatic keys
may be subtracted from the enrolled chromatic identity token precursor to get
hexadecimal value #00FFOQO representing green (e.q., each chromatic key is
#550055, and enrolled chromatic identity token precursor is #FFFFFF). Itis
understood that the combinations of operations described above show specific
examples, and hence additional and more complicated operations may be utilized to

generate the enrolled chromatic identity token precursor.

[0156] User 202 may provide identification data to access device 204 when
conducting the transaction. In some implementations, access device 204 may
generate the chromatic identity token precursor based on the identification data
provided by user 202 (e.g., process 703 in FIG. 7). The chromatic identity token
precursor may be generated by access device 204 using the algorithm utilized to
generate the enrolled chromatic identity token precursor during the enroliment
process. Thus, it is expected that chromatic identity token precursor is the same or
similar to the enrolled chromatic identity token precursor if user 202 conducts the

transaction.

[0157] After receiving a response message for the transaction, access device
204 may generate the chromatic identity token. In some embodiments, the
chromatic identity token may be generated utilizing the chromatic keys generated
during enrollment and the chromatic identity token precursor (e.g., process 704 in
FIG. 7). Access device 204 may generate the chromatic identity token using the
algorithm utilized to generate the enrolled chromatic identity token during the

enrollment process. Thus, it is expected that generated chromatic identity token is
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the same or similar to the enrolled chromatic identity token corresponding to the

baseline authentication value if user 202 conducts the transaction.

[0158] The generated chromatic identity token may be displayed and visually
show the validity of the transaction (e.g., process 705 in FIG. 7). For example,
access device 204 may display the color associated with the chromatic identity token
to indicate to a person involved in the transaction (e.g., cashier, user 202) whether
the transaction is valid. In some embodiments, the person may determine whether
the transaction can be approved based on the displayed color associated with the

chromatic identity token.

[0159] The chromatic identity token may indicate that the transaction is valid if
the generated chromatic identity token is the same or within a threshold of the
baseline authentication value (e.g., #00FFO0O representing green) corresponding to
the enrolled chromatic identity token. On the other hand, if the chromatic identity
token deviates from the enrolled chromatic identity token by any amount, the
generated chromatic identity token may not match the color associated with the
baseline authentication value. In this case, the chromatic identity token may
correspond to a different color than that associated with the baseline authentication
value. For example, a slight deviation may result in the chromatic identity token
corresponding to a different shade of green (e.g., #00ADO0O0), a greater deviation may
result in the chromatic identity token corresponding to a shade of orange (e.q.,
#FF9900), and an even greater deviation may result in the chromatic identity token
corresponding to a shade of red (e.g., #FF0000).

[0160] In some embodiments, the deviation of the chromatic identity token
from the enrolled chromatic identity token may be caused by several factors. Some

of these factors are described with respect to FIG. 8.

[0161] One factor may be that the chromatic identity token precursor deviates
from the enrolled chromatic identity token precursor. As shown by 802, this may
result in an inaccurate parameter utilized to generate the chromatic identity token. In
some cases, the deviation of the chromatic identity token precursor may be small.
This may indicate that user 202 is likely conducting the transaction and the deviation

may be accounted for by a slight change in appearance of user 202 (e.g., different
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hairstyle, facial hair, makeup, etc.). In some cases, the deviation of the chromatic
identity token precursor may be large. This may show that user 202 is not
conducting the transaction and indicate that a potential fraudster may be conducting

the transaction.

[0162] Another factor may be that a chromatic key deviates from the
chromatic key originally stored in a remote server computer. As shown by 804, this
may also result in an inaccurate parameter utilized to generate the chromatic identity
token. In some cases, the deviation may be accounted for by flags or alerts issued

by the remote server computer.

[0163] In one example, authorization computer 212 may conduct fraud
analyses on the transaction and upon detecting potential fraud, may issue flags or
alerts. In some embodiments, authorization computer 212 may send the flags or
alerts within the response message to access device 204, which may account for
them by changing the value (e.q., subtracting some value) of the relevant chromatic
key before utilizing it as a parameter to generate the chromatic identity token. In
some embodiments, authorization computer 212 may account for the flags or alerts
by changing the value of the chromatic key included in the response message before
sending it to access device 204. Certain types of flags or alerts may affect the value
of the chromatic key more than others. For example, a flag that indicates that the
transaction is being conducted in a region neighboring a local area typically
associated with user 202 may result in a smaller deviation compared to an alert that
indicates that the transaction amount is significantly greater than a typical transaction
by user 202.

[0164] Another factor may be that a chromatic key was not appropriately
received from a remote server computer. As shown by 806, this may also resultin
an inaccurate parameter utilized to generate the chromatic identity token. In some
embodiments, a missing chromatic key may indicate that the request message for
the transaction was not properly handled by a transaction entity. For example, if the
chromatic key associated with transport computer 208 is missing, this may indicate
that the request message did not travel through transport computer 208 or that
transport computer 208 could not properly retrieve the chromatic key or process the

request message.
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[0165] Any of the factors described above may affect the resulting chromatic
identity token. Thus, it may be up to the resource providing entity associated with
access device 204 to determine for what values of the chromatic identity token the
transaction may be approved. In some embodiments, if the chromatic identity token
is displayed as a color and it is still not clear whether the transaction can be
approved, addition validity checks may be performed, as shown in 808. For
example, the resource providing entity may want to check the specific causes for the
deviation of the chromatic identity token from the enrolled chromatic identity token.
The reasons may include any combination of the factors described above. If the
resource providing entity finds that the determined reasons do not likely indicate
fraud, such as a slight deviation in the chromatic identity token precursor or a non-
urgent alert issued by authorization computer 212, then the transaction may be
approved. If the resource providing entity finds that the determined causes indicate
high risk and potential fraudulent activity, such as a significantly different chromatic
identity token precursor or an urgent alert issued by an authorization computer, then

the transaction may be denied.

[0166] Embodiments of the invention may provide a number of advantages.
Embodiments of the invention enable elements utilized to generate the validation
identity token to not be stored by any one entity. For example, a validation identity
token precursor may be provided by a user’s presence at a POS terminal, while
validation keys may be dispersed amongst several remote server computers (e.g.,
transport computer, processing network, and authorization computer). Since no
single server computer may have possession of all elements to generate a complete
validation identity token, the risk of the whole token being intercepted by an

intermediary is mitigated.

[0167] Additionally, the resulting validation identity token can indicate the
authenticity of the source and path associated with the validation identity token. For
example, the validation identity token may deviate from the enrolled validation
identity token if the source, the identity of the user conducting the transaction, is
inaccurate. This is because the validation identity token may be generated based on
identification data (e.g., biometric data) of the user. Additionally, the validation

identity token may deviate significantly from the enrolled validation identity token if
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any part of the path, including entities (e.g., remote server computers) handling
processing for the transaction, is dysfunctional for any reason. This is because the
validation identity token may be generated based on validation keys, which may be
distributed amongst the entities. The validation identity token may provide a way to
effectively determine the validity of the transaction and provide additional insight into

specific reasons as to why the transaction may not be valid.

[0168] The use of a chromatic identity token, a type of validation identity
token, may also provide advantages. The chromatic identity token can visually
indicate the authenticity of the source and path associated with the chromatic identity
token. This may enable an efficient and intuitive way to recognize the validity of the
transaction. Additionally, a resource provider may not have to follow predefined
rules regarding what value of the chromatic identity token a corresponding

transaction should be approved or denied.

[0169] Instead, an individual associated with the resource provider (e.g.,
cashier) may decide on a case-by-case basis whether additional validity checks
should be performed for the transaction before approving or denying the transaction.
For example, the cashier may see the color associated with the chromatic identity
token, decide to conduct additional validity checks, and determine that the deviation
of the chromatic identity token from a valid color (e.g., green) may be due to
insignificant reasons (e.g., non-urgent flag issued by a remote server computer).
This may enable fraudulent transactions to be more effectively distinguished from
non-fraudulent transactions, which can forgo the use of processing power and

resources for reprocessing transactions that are unnecessarily declined.

[0170] Embodiments of this invention further provide an efficient method of
carrying out a transaction. For example, in some embodiments, a transaction may
be conducted without use of a payment device. This is convenient as a user does
not have to spend time handling their payment device during the transaction (e.qg.,
taking card out of wallet, swiping card at access device, etc.). However, it is
understood that embodiments of the invention can still be utilized for transaction

utilizing payment devices.

46



10

15

20

25

30

WO 2016/126729 PCT/US2016/016208

[0171] Accordingly, embodiments of the invention provide an efficient and
secure method of conducting a transaction. The use of the validation identity token
allows for quick and easy detection of the state of the transaction without
compromising security by mitigating risk. Further, the validation identity token
enables authenticity of the source and path of the transaction to be monitored, which
can provide insight as to specific reasons for which a transaction may be considered

at risk.

[0172] Mitigating risk by separating components of a token amongst multiple
entities can be applied outside of financial transaction contexts as well. For
example, a general data transaction may similarly comprise certain data elements
divided amongst multiple entities, wherein all the elements are necessary to view the

data sent in the transaction. An exemplary situation is described in FIG. 9.

[0173] Figure 9 shows an exemplary block diagram 900 of a system according
to embodiments of the invention. FIG. 9 may include a user 901, an access device
902, and a number of remote server computers including a first computer 903, a
second computer 904, and an authorization computer 905. As shown, any suitable
number of remote server computers may exist between second computer 904 and
authorization computer 905. User 901 may conduct a transaction with a resource
providing entity associated with access device 902 in order to gain access to

resource 920.

[0174] Resource 920 may be in various forms. In one exemplary case,
resource 920 may be an electronic resource (e.q., electronic document). In another
exemplary case, resource 920 may be a physical building. In yet another exemplary

case, resource 920 may be a service.

[0175] The remote server computers may be associated with any entities that
have interest in authenticating user 902. For example, resource 920 may be
associated with multiple owners (e.g., one or more editors and a publisher of an
electronic document) that may want to take part in authenticating user 902 for the
transaction. Accordingly, each remote server computer may be associated an owner

entity.

47



10

15

20

25

30

35

WO 2016/126729 PCT/US2016/016208

[0176] Prior to the transaction, user 901 may enroll with the resource
providing entity. In some embodiments, the enroliment process may be conducted
immediately before the transaction. In other embodiments, the enrollment process
may be conducted a longer time period (e.g., several months) prior to the
transaction. During the enrollment process, user 901 may provide identification data
to access device 902. For example, the identification data may be an iris scan of the
eye of user 901 and any additional information (e.g., name, email address, etc.) that

may be utilized to identify user 901.

[0177] Access device 902 may generate several pieces of information. In
some embodiments, access device 902 may generate and store a validation identity
token precursor based on identification data of user 901. This may also be known as
the enrolled validation identity token precursor. Access device 902 may also
generate validation keys based on the identification data and may distribute the
validation keys to the remote server computers, such as first computer 903, second
computer 904, authorization computer 905, and any additional computers that may
exist between second computer 904 and authorization computer 905. In some
cases, access device 902 may send certain identification data of user 901 received
during enrollment, so that the remote server computers may store the validation key

in association with the identification data.

[0178] Any distribution of validation keys may be utilized. In some
embodiments, a single remote computer may receive multiple validation keys and
certain remote computers may not receive any validation keys. However, the
validation keys may be distributed such that no single remote computer may store all
of the validation keys. Access device 902 may utilize the distributed validation keys
and enrolled validation identity token precursor to generate a validation identity token

indicating validity of a transaction.

[0179] User 901 may conduct the transaction. In some embodiments, user
901 may provide identification data to access device 902. For example, user 901
may allow access device 902 to collect an iris scan of their eye. In some cases, user
901 may also provide additional identification data (e.g., name, email address, etc.)
that may help the resource provider and remote server computers identify user 901.

Access device 902 may generate and store a validation identity token precursor
48



10

15

20

25

30

35

WO 2016/126729 PCT/US2016/016208

based on the iris scan performed during the transaction. Access device 902 may

generate a request message that may travel through the remote server computers.

[0180] During the transaction, the remote server computers may retrieve their
respective validation keys. For example, first computer 903 may retrieve a validation
key associated with user 901 stored during enroliment, second computer 904 may
retrieve a validation key associated with user 901 stored during enroliment, and
authorization computer 905 may retrieve a validation key associated with user 901
stored during enroliment. Any of the additional computers residing between second
computer 904 and authorization computer 905 may also retrieve a validation key
associated with user 901 stored during enroliment. The validation keys may be sent
back to access device 902 in a response message generated by authorization

computer 905, which may authorize the transaction.

[0181] Access device 902 may generate a validation identity token using the
validation keys in the response message and stored validation identity token
precursor. If the generated validation identity token matches or is within a threshold
of the validation identity token generated during enroliment, the transaction may be

approved and user 901 may receive access to resource 920.

[0182] As shown, embodiments of the invention may be applied to any
general data transaction. The risk of the validation identity token being stolen by an
intermediary can be mitigated, since portions of the validation identity token are
distributed to several remote server computers. It is understood that any of the
various embodiments described herein related to financial transactions may be

applied to a general data transaction.

[0183] A computer system may be utilized to implement any of the entities or
components described above. Subsystems of the computer system may be
interconnected via a system bus. Additional subsystems may include a printer, a
keyboard, a fixed disk (or other memory comprising computer readable media), a
monitor, which is coupled to a display adapter, and others. Peripherals and
input/output (1/0) devices, which couple to an I/O controller (which can be a
processor or other suitable controller), can be connected to the computer system by

any number of means known in the art, such as by a serial port. For example, the
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serial port or external interface can be used to connect the computer apparatus to a
wide area network such as the Internet, a mouse input device, or a scanner. The
interconnection via system bus allows the central processor to communicate with
each subsystem and to control the execution of instructions from system memory or
the fixed disk, as well as the exchange of information between subsystems. The
system memory and/or the fixed disk may embody a computer readable medium. In

some embodiments, the monitor may be a touch sensitive display screen.

[0184] A computer system can include a plurality of the same components or
subsystems, e.g., connected together by external interface or by an internal
interface. In some embodiments, computer systems, subsystem, or apparatuses
can communicate over a network. In such instances, one computer can be
considered a client and another computer a server, where each can be part of a
same computer system. A client and a server can each include multiple systems,

subsystems, or components.

[0185] It should be understood that any of the embodiments of the present
invention can be implemented in the form of control logic using hardware (e.g. an
application specific integrated circuit or field programmable gate array) and/or using
computer software with a generally programmable processor in a modular or
integrated manner. As used herein, a processor includes a single-core processor,
multi-core processor on a same integrated chip, or multiple processing units on a
single circuit board or networked. Based on the disclosure and teachings provided
herein, a person of ordinary skill in the art will know and appreciate other ways
and/or methods to implement embodiments of the present invention using hardware

and a combination of hardware and software.

[0186] Any of the software components or functions described in this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C, C++, C#,
Objective-C, Swift, or scripting language such as Perl or Python using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions or commands on a computer readable medium for storage
and/or transmission, suitable media include random access memory (RAM), a read

only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
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optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of

such storage or transmission devices.

[0187] Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or
provided separately from other devices (e.qg., via Internet download). Any such
computer readable medium may reside on or within a single computer product (e.g.
a hard drive, a CD, or an entire computer system), and may be present on or within
different computer products within a system or network. A computer system may
include a monitor, printer, or other suitable display for providing any of the results
mentioned herein to a user.

[0188] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be
determined not with reference to the above description, but instead should be
determined with reference to the pending claims along with their full scope or

equivalents.

[0189] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0190] A recitation of "a", "an" or "the" is intended to mean "one or more"

unless specifically indicated to the contrary.

[0191] All patents, patent applications, publications, and descriptions
mentioned above are herein incorporated by reference in their entirety for all

purposes. None is admitted to be prior art.
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WHAT IS CLAIMED 1S:

1. A method comprising:

generating a request message comprising identification data of a user;

transmitting the request message comprising the identification data to a
plurality of remote server computers including an authorization computer, wherein
the server computers respectively comprise validation keys that are used to form at
least part of a validation identity token;

receiving a response message from the authorization computer, the
response message comprising the validation keys;

generating a validation identity token using at least the validation keys;
and

authenticating the user based upon the generated validation identity

token.

2. The method of claim 1, wherein authenticating comprises:
comparing the generated validation identity token with another

validation identity token previously provided by the user.

3. The method of claim 2, where authenticating further comprises:

determining a value associated with the difference between the
generated validation identity token and the validation identity token previously
provided by the user; and

determining that the value is within a threshold.

4. The method of claim 1, wherein the identification data comprises

biometric data.

5. The method of claim 1, wherein the identification data comprises

an account identifier.

6. The method of claim 1, wherein the validation keys are

chromatic keys and the validation identity token is a chromatic identity token.

7. The method of claim 1, wherein the validation identity token is

formed using the validation keys and a validation identity token precursor.
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8. The method of claim 7, wherein the identification data comprises

the validation identity token precursor.

9. The method of claim 8, wherein the validation identity token
precursor is a chromatic identity token precursor, the validation keys are chromatic

keys, and the validation identity token is a chromatic identity token.

10.  An access device comprising:

a processor;

and a computer-readable medium coupled to the processor, the
computer-readable medium comprising code, executable by the processor, for
performing a method comprising:

generating a request message comprising identification data of a user,;

transmitting the request message comprising the identification data to a
plurality of remote server computers including an authorization computer, wherein
the server computers respectively comprise validation keys that are used to form at
least part of a validation identity token;

receiving a response message from the authorization computer, the
response message comprising the validation keys;

generating a validation identity token using at least the validation keys;

and

authenticating the user based upon the generated validation identity
token.

11.  The access device of claim 10, wherein authenticating
comprises:

comparing the generated validation identity token with another

validation identity token previously provided by the user.

12. The access device of claim 11, where authenticating further
comprises:

determining a value associated with the difference between the
generated validation identity token and the validation identity token previously
provided by the user; and

determining that the value is within a threshold.
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13.  The access device of claim 10, wherein the identification data

comprises biometric data.

14.  The access device of claim 10, wherein the identification data

comprises an account identifier.

15.  The access device of claim 10, wherein the validation keys are

chromatic keys and the validation identity token is a chromatic identity token.

16. The access device of claim 10, wherein the validation identity

token is formed using the validation keys and a validation identity token precursor.

17.  The access device of claim 16, wherein the identification data

comprises the validation identity token precursor.

18.  The access device of claim 17, wherein the validation identity
token precursor is a chromatic identity token precursor, the validation keys are

chromatic keys, and the validation identity token is a chromatic identity token.

19. A method comprising:

receiving a request message comprising identification data of a user,

retrieving a validation key, wherein the validation key is used to form at
least part of a validation identity token;

including the validation key in the request message;

sending the request message to one or more remote server computers
including an authorization computer, wherein the one or more remote server
computers respectively comprise validation keys that are used to form at least part of
the validation identity token;

receiving a response message including the validation keys in the
request message; and

sending the response message to an access device, wherein the user

is authenticated based upon the validation identity token.

20. A server computer comprising:
a processor;
and a computer-readable medium coupled to the processor, the
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computer-readable medium comprising code, executable by the processor, for
performing a method comprising:

receiving a request message comprising identification data of a user,

retrieving a validation key, wherein the validation key is used to form at
least part of a validation identity token;

including the validation key in the request message;

sending the request message to one or more remote server computers
including an authorization computer, wherein the one or more remote server
computers respectively comprise validation keys that are used to form at least part of
the validation identity token;

receiving a response message including the validation keys in the
request message; and

sending the response message to an access device, wherein the user

is authenticated based upon the validation identity token.
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