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SYSTEMSANDMETHODSFORAUTHENTICATEDPEER-TO-PEERDATA 
TRANSFERUSINGRESOURCELOCATORS 

CROSS-REFERENCETORELATEDAPPLICATION 
S 

100011ThisapplicationclaimspriontytoU.S.PatentApplicationNo.17/162,783filedJanuary 

29,2021, thedisclosureofwhichisincorporatedhereinbyreferenceinitsentirety.  

FIELD OFTHEDISCLOSURE 

100021 Thepresentdisclosurerelatestosystemsandmethodsforpeer-to-peerdatatransfers 

andinparticularauthenticatedpeer-to-peerdatatransferusingresourcelocators.  

BACKGROUND 

100031 Whentwopeerdevicesarenotalreadyconnectedthroughanexistingnetworkpeer-to

peerdatatransfersmaybecumbersome.Thisisbecausebothpeerdevicesmustberegisteredwith 

andconfiguredforcommunicationonthesamenetworkinordertoaccomplishthetransfer.In 

additionconfiguringandschedulingthetransferofdatamaybedetrimentaltotheuserexperience.  

Securityrisksarealsopresentandmayincluderisksassociatedwithdataintegrityand 

ofanemailaddressorotheraccountidentifier.Theserisksandshortcomingsmayreduceuser 

demandforcross-applicationcommunicationandinhibitthefunctionalityandefficiencyofcross

applicationcommunications.  

100041 Theseandotherdeficienciesexist.Accordinglythereisaneedforsystemsandmethods 

forpeer-to-peerdatatransferthatprovideenhancedsecurityandanimproveduserexperience.  

SUMMARYOFTHEDISCLOSURE 

100051 Embodimentsofthepresentdisclosureprovideanauthenticateddatatransfersystem 

includingacontactlesscardcomprisingaprocessorandamemory.Afterenteringa 

1 

vulnerabilitywhencrossingbetweenplatformsandthemisidentificationofanaccountbytheuse
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communicationfieldtheprocessormaybeconfiguredtodynamicallygenerateauniformresource 

locator(URL).TheURLmayincludeafirstsetofinformationincludingabstractedidentifier 

information.TheURLmayincludeasecondsetofinformationincludinguserinformation.The 

processormaybeconfiguredtotransmittheURLtoinitiatedatatransfer.Thedatatransfermay 

becompleteduponverificationofareceivedresponseandconfirmationofathirdsetof 

informationassociatedwiththedatatransfer.  

100061 Embodimentsofthepresentdisclosureprovideamethodofauthenticatingdata 

transfer.Themethodmayincludedynamicallygeneratingafterentryofoneormoreprocessors 

ofatransmittingdeviceintoacommunicationfield thelinkcomprisinganearfield 

communicationdataexchangeformatuniformresourcelocatorincludingidentifierdataanduser 

data.Themethodmayincludetransmittingtoafirstapplicationcomprisinginstructionsfor 

executiononafirstdevicethelinktoinitiatedatatransfer.Themethodmayincludeauthenticating 

auserassociatedwiththefirstdevicebyactivatingoneormoreactionsbasedonthelink.The 

methodmayincludetransmittingoneormorerequestsforconfirmationofquantityandrecipient 

thatarebasedontheoneormorerequestsforconfirmationofquantityandrecipientdataassociated 

withthedatatransfer.Themethodmayincludeperformingoneormorelogincredentialsthatare 

responsivetotheoneormorenotificationssoastocompletethedatatransfer.  

100071 Embodimentsofthepresentdisclosureprovideacomputerreadablenon-transitory 

mediumcomprisingcomputer-executableinstructionsthatwhenexecutedbyaprocessorperform 

procedurescomprisingthestepsofdynamicallygeneratingafterentryofacontactlesscardinto 

acommunicationfieldalinkthelinkcomprisingafirstsetofinformationandasecondsetof 

informationthefirstsetofinformationincludingidentifierinformationthesecondsetof 

2 

dataassociatedwiththedatatransfer.Themethodmayincludereceivingoneormorenotifications
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informationincludinguserinformation;transmittingtoafirstapplicationcomprisinginstructions 

forexecutiononafirstdevicethelinktoinitiatedatatransferidentifyingauserassociatedwith 

thefirstdevicebyactivatingoneormoreactionsbasedonthelinktheoneormoreactions 

configuredtorequestconfirmationofathirdsetofinformationassociatedwiththedatatransfer 

andtransmittingoneormoreresponsesbasedonauthenticationofthethirdsetofinformationso 

astocompletethedatatransfer.  

BRIEFDESCRIPTIONOFTHEDRAWINGS 

100081 Variousembodimentsofthepresentdisclosuretogetherwithfurtherobjectsand 

S 

advantagesmaybestbeunderstoodbyreferencetothefollowingdescriptiontakeninconjunction 

withtheaccompanyingdrawings.  

100091 Figure1depictsanauthenticateddatatransfersystemaccordingtoanexemplary 

embodiment.  

1000101 Figure2Aisanillustrationofacontactlesscardaccordingtoanexemplaryembodiment.  

1000111 Figure2Bisanillustrationofacontactpadofthecontactlesscardaccordingtoan 

exemplaryembodiment.  

embodiment.  

1000131 Figure4depictsamethodofinitiatingandauthenticatingdatatransferaccordingtoan 

exemplaryembodiment.  

1000141 Figure5depictsanothermethodofinitiatingandauthenticatingdatatransferaccording 

toanexemplaryembodiment.  

DETAILEDDESCRIPTION 

3 

[00012J Figure3depictsamethodofauthenticatingdatatransferaccordingtoanexemplary
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1000151 Thefollowingdescriptionofembodimentsprovidesnon-limitingrepresentative 

examplesreferencingnumeralstoparticularlydescribefeaturesandteachingsofdifferentaspects 

oftheinvention.Theembodimentsdescribedshouldberecognizedascapableofimplementation 

S 

separatelyorincombinationwithotherembodimentsfromthedescnptionoftheembodiments.  

Apersonofordinaryskillintheartreviewingthedescriptionofembodimentsshouldbeableto 

learnandunderstandthedifferentdescribedaspectsoftheinvention. Thedescriptionof 

embodimentsshouldfacilitateunderstandingoftheinventiontosuchanextentthatother 

implementationsnotspecificallycoveredbutwithintheknowledgeofapersonofskillintheart 

havingreadthedescriptionofembodimentswouldbeunderstoodtobeconsistentwithan 

applicationoftheinvention.  

1000161 Asdisclosedhereinausermayusetheircardtoforseamlessidentificationandtoalso 

initiateadatatransfer.Aresourcelocatorsuchasauniformresourcelocator(URL),internet 

resourcelocator(11(L),uniformresourceidentifier(URI),uniformresourcename(URN),orother 

resourcelocatormayincludeabstractedidentificationinformationincludingbutnotlimitedtoan 

personalizationofthecard.Theabstractedidentificationinformationmaybegeneratedforeach 

transactionsuchasthedynamicallygeneratedURL.  

1000171 Withoutlimitationtheidentificationinformationmaybegeneratedonthecardby 

combiningauniqueidentifierwithoneormorevariablessuchasacounteroneormore 

cryptographicalgorithmsand/oranycombinationthereofForexampletheoneormore 

cryptographicalgorithmsmayincludeanencryptiontechniquesuchaspublicorprivatekey 

encryptionthatwouldalsobeknownbyaserverforauthentication.Withoutlimitationexemplary 

symmetrickeyalgorithmsmayincludesymmetrickeyencryptionsuchasDES(DataEncryption 

4 

accountoruseridentifierforacardholderwhichisloadedontothechipatthetimeof
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Standard),TripleDESorABS(AdvancedEncryptionStandard).Withoutlimitationexemplary 

asymmetnckeyalgorithmsmayincludeasymmetricpublickeyencryptiondigitalsignature 

algorithmorRSA(Rivest-Shamir-Adleman).  

[00018J Insomeexamplesthepeer-to-peerdatatransfermaybeinitiatedandauthenticated 

throughawebsite.Inotherexamplesthepeer-to-peerdatatransfermaybeinitiatedand 

authenticatedthroughanapplication.Thesystemsandmethodsdisclosedhereinminimizethe 

exposureofidentificationinformationorotherpersonalinformationandprovidegreatersecurity.  

1000191 Exampleembodimentsofthepresentdisclosureprovideimprovementstothelimitations 

intheuser S 

expenencetosetupandcoordinatedifferenttypesofdatatransferandmitigateor 
eliminate security risks, such as those associated with crossing between platforms 

misidentificationofanaccountbyemailaddressauthenticationoftherequestedtransferofdata 

andvalidityofdevicerecognition.Accordinglythesystemsandmethodsdisclosedherein 

improveuponexistingimplementationsbycoordinatingcustomizedpeer-to-peerdatatransferthat 

addressestheselimitationsandprovidesenhancedsecuritybenefitsandanimproveduser 

experience.  

transfersystem100maycompriseatransmittingdevice105,afirstapplication110,asecond 

application115anetwork120,aserver125,andadatabase130.AlthoughFigure1illustrates 

singleinstancesofcomponentsofsystem100,system100mayincludeanynumberof 

components.  

1000211 System100mayincludeatransmittingdevice105.Thetransmittingdevice105may 

compriseacontactlesscardacontact-basedcardanetwork-enabledcomputerorotherdevice 

describedherein.AsfurtherexplainedbelowinFIGs.2A-2Btransmittingdevice105mayinclude 

5 

[00020J Figure1illustratesanauthenticateddatatransfersystem100.Theauthenticateddata
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oneormoreprocessors102,andmemory104.Memory104mayincludeoneormoreapplets106 

andoneormorecounters108.Transmittingdevice105maybeindatacommunicationwithone 

ormoredevices112,117.Forexampletransmittingdevicemaytransmitdatavianetwork120to 

clientdevices112,117.Insomeexamplestransmittingdevice105maybeconfiguredtotransmit 

datavianetwork120toclientdevice117afterentryintooneormorecommunicationfieldsof 

clientdevices112,117.Withoutlimitationtransmittingdevice105maybeconfiguredtotransmit 

datatoclientdevices112,117afteroneormoreentriesintotheoneormorecommunicationfields 

ofclientdevices112,117,theoneormoreentriesassociatedwithatapaswipeawaveand/or 

anycombinationthereof 

[00022J System100mayincludeafirstapplication110.Forexamplefirstapplication110may 

compriseinstructionsforexecutiononafirstdevice112.Firstapplication110maybein 

communicationwithanycomponentsofsystem100.Forexamplefirstdevice112mayexecute 

oneormoreapplicationssuchasfirstapplication110,thatenableforexamplenetworkand/or 

datacommunicationswithoneormorecomponentsofsystem100andtransmitand/orreceive 

examplefirstdevice112maybeanetwork-enabledcomputer.Asreferredtohereinanetwork

enabledcomputermayincludebutisnotlimitedtoacomputerdeviceorcommunicationsdevice 

includinge.g.,aseweranetworkapplianceapersonalcomputeraworkstationaphonea 

handheldPCapersonaldigitalassistantacontactlesscardathinclientafatclientanInternet 

browserorotherdevice.Firstdevice112alsomaybeamobiledeviceforexampleamobile 

devicemayincludeaniPhoneiPodiPadfromApple®oranyothermobiledevicerunning 

Apple'siOS®operatingsystemanydevicerunningMicrosoft'sWindows®Mobileoperating 

6 

data.Thefirstdevice112mayincludeoneormoreprocessors113coupledtomemory114.For
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systemanydevicerunningGoogle'sAndroid®operatingsystemand/oranyothersmartphone 

tabletorlikewearablemobiledevice.  

1000231 Thefirstdevice112mayincludeprocessingcircuitryandmaycontainadditional 

S 

componentsincludingprocessorsmemoneserrorandparity/CRCcheckersdataencoders 

anticollisionalgorithmscontrollerscommanddecoderssecurityprimitivesandtamperproofing 

hardwareasnecessarytoperformthefunctionsdescribedherein.Thefirstdevice112mayfurther 

includeadisplayandinputdevices.Thedisplaymaybeanytypeofdeviceforpresentingvisual 

informationsuchasacomputermonitoraflatpaneldisplayandamobiledevicescreenincluding 

liquidcrystaldisplayslight-emittingdiodedisplaysplasmapanelsandcathoderaytubedisplays.  

Theinputdevicesmayincludeanydeviceforenteringinformationintotheusersdevicethatis 

availableandsupportedbytheusersdevicesuchasatouch-screenkeyboardmousecursor

controldevicetouch-screenmicrophonedigitalcameravideorecorderorcamcorder. These 

devicesmaybeusedtoenterinformationandinteractwiththesoftwareandotherdevices 

describedherein.Insomeexamplesthefirstdevice112mayincludeatleastoneselectedfrom 

thegroupofamobiledeviceawearabledeviceandakiosk.  

compriseinstructionsforexecutiononaseconddevice117.Secondapplication115maybein 

communicationwithanycomponentsofsystem100.Forexampleseconddevice117mayexecute 

oneormoreapplicationssuchassecondapplication115,thatenableforexamplenetworkand/or 

datacommunicationswithoneormorecomponentsofsystem100andtransmitand/orreceive 

data.Theseconddevice117mayincludeoneormoreprocessors116coupledtomemory118.For 

exampleseconddevice117maybeanetwork-enabledcomputer.Asreferredtohereinanetwork

enabledcomputermayincludebutisnotlimitedtoacomputerdeviceorcommunicationsdevice 

7 

[00024J System100mayincludeasecondapplication115.Secondapplication115may
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includinge.g.,aserveranetworkapplianceapersonalcomputeraworkstationaphonea 

handlieldPCapersonaldigitalassistantacontactlesscardathinclientafatclientanInternet 

browserorotherdevice.Seconddevice117alsomaybeamobiledeviceforexampleamobile 

devicemayincludeaniPhoneiPodiPadfromApple®oranyothermobiledevicerunning 

Apple'siOS®operatingsystemanydevicerunningMicrosoft'sWindows®Mobileoperating 

systemanydevicerunningGoogle'sAndroid®operatingsystemand/oranyothersmartphone 

tabletorlikewearablemobiledevice.  

1000251 Theseconddevice117mayincludeprocessingcircuitryandmaycontainadditional 

S 

componentsincludingprocessorsmemoneserrorandparity/CRCcheckersdataencoders 

anticollisionalgorithmscontrollerscommanddecoderssecurityprimitivesandtamperproofing 

hardwareasnecessarytoperformthefunctionsdescribedherein.Theseconddevice117may 

furtherincludeadisplayandinputdevices.Thedisplaymaybeanytypeofdeviceforpresenting 

visualinformationsuchasacomputermonitoraflatpaneldisplayandamobiledevicescreen 

includingliquidcrystaldisplayslight-emittingdiodedisplaysplasmapanelsandcathoderay 

devicethatisavailableandsupportedbytheuser'sdevicesuchasatouch-screenkeyboard 

mousecursor-controldevicetouch-screen microphonedigitalcameravideorecorderor 

camcorder.Thesedevicesmaybeusedtoenterinformationandinteractwiththesoftwareand 

otherdevicesdescribedherein.Insomeexamplestheseconddevice117mayincludeatleastone 

selectedfromthegroupofamobiledeviceawearabledeviceandakiosk.  

1000261 System100mayincludeanetwork120.Insomeexamplesnetwork120maybeone 

ormoreofawirelessnetworkawirednetworkoranycombinationofwirelessnetworkandwired 

networkandmaybeconfiguredtoconnecttoanyoneofcomponentsofsystem100.Forexample, 

8 

tubedisplays.Theinputdevicesmayincludeanydeviceforenteringinformationintotheusers



WO2022/164951 PCT/IiS2022/O13978 

clientdevices112,117maybeconfiguredtoconnecttoserver125vianetwork120.Insome 

examplesnetwork120mayincludeoneormoreofafiberopticsnetworkapassiveoptical 

networkacablenetworkanInternetnetworkasatellitenetworkawirelesslocalareanetwork 

(LAN),aGlobalSystemforMobileCommunicationaPersonalCommunicationServicea 

PersonalAreaNetworkWirelessApplicationProtocolMultimediaMessagingServiceEnhanced 

MessagingServiceShortMessageServiceTimeDivisionMultiplexingbasedsystemsCode 

DivisionMultipleAccessbasedsystemsD-AMPS, Wi-FiFixedWirelessDataIEEE802.1lb 

802.15.1,802.1inand802.1igBluetoothNECRadioFrequencyIdentification(RFJD),Wi-Fi 

and/orthelike.  

[00027J Inadditionnetwork120mayincludewithoutlimitationtelephonelinesfiberoptics 

IEEEEthernet902.3,awideareanetworkawirelesspersonalareanetworkaLANoraglobal 

networksuchastheInternet.Inadditionnetwork120maysupportanInternetnetworkawireless 

communicationnetworkacellularnetworkorthelikeoranycombinationthereofNetwork120 

mayfurtherincludeonenetworkoranynumberoftheexemplarytypesofnetworksmentioned 

aboveoperatingasastand-alonenetworkorincooperationwitheachother.Network120may 

coupled.Network120maytranslatetoorfromotherprotocolstooneormoreprotocolsofnetwork 

devices.Althoughnetwork120isdepictedasasinglenetworkitshouldbeappreciatedthat 

accordingtooneormoreexamplesnetwork120maycompriseapluralityofinterconnected 

networkssuchasforexampletheInternetaserviceprovider'snetworkacabletelevision 

networkcorporatenetworkssuchascreditcardassociationnetworksandhomenetworks.  

[00028J Clientdevices112,117maybeincommunicationwithoneormoreservers125viaone 

ormorenetworks120,andmayoperateasarespectivefront-endtoback-endpairwithserver125.  

9 

utilizeoneormoreprotocolsofoneormorenetworkelementstowhichtheyarecommunicatively



WO2022/164951 PCT/IiS2022/O13978 

Clientdevices112,117maytransmitforexamplefromamobiledeviceapplication110115 

executingthereononeormorerequeststoserver125. Theoneormorerequestsmaybeassociated 

withretrievingdatafromserver125. Sewer125mayreceivetheoneormorerequestsfromclient 

devices112,117.Basedontheoneormorerequestsfromclientapplications110,115,sewer125 

maybeconfiguredtoretrievetherequesteddata.Server125maybeconfiguredtotransmitthe 

receiveddatatoclientapplications110,115,thereceiveddatabeingresponsivetooneormore 

requests.  

1000291 System100mayincludeoneormoreservers125.Insomeexamplesserver125may 

includeoneormoreprocessors127coupledtomemory129.Sewer125maybeconfiguredasa 

centralsystemsewerorplatformtocontrolandcallvariousdataatdifferenttimestoexecutea 

pluralityofworkflowactions.Server125maybeconfiguredtoconnecttooneorclientdevices 

112117.Server125maybeindatacommunicationwiththeclientapplications110,115.For 

exampleaserver125maybeindatacommunicationwiththeclientapplications110,115viaone 

ormorenetworks120.  

1000301 System100mayincludeoneormoredatabases130.Thedatabase130maycomprisea 

combinationthereofincludingapluralityofrelationaldatabasesandnon-relationaldatabases.In 

someexamplesthedatabase130maycompriseadesktopdatabaseamobiledatabaseoranin

memorydatabase.Furtherthedatabase130maybehostedinternallybythedevices112,117or 

thedatabase130maybehostedexternallytothedevices112,117,suchasbyaserver125,bya 

cloud-basedplatformorinanystoragedevicethatisindatacommunicationwiththedevices112 

117. Insomeexamplesdatabase130maybeindatacommunicationwithanynumberof 

componentsofsystem100.Forexampleserver125maybeconfiguredtoretrievetherequested 

10 

relationaldatabaseanon-relationaldatabaseorotherdatabaseimplementationsandany
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datafromthedatabase130thatistransmittedbyapplications110,115.Server125maybe 

configuredtotransmitthereceiveddatafromdatabase130toclientapplications110,115via 

network120,thereceiveddatabeingresponsivetothetransmittedoneormorerequests.Inother 

examplesclientapplications110,115maybeconfiguredtotransmitoneormorerequestsforthe 

requesteddatafromdatabase130vianetwork120.  

1000311 Insomeexamplesexemplaryproceduresinaccordancewiththepresentdisclosure 

describedhereincanbeperformedbyaprocessingarrangementand/oracomputingarrangement 

(e.g.,computerhardwarearrangement). Suchprocessing/computingarrangementcanbefor 

exampleentirelyorapartoforincludebutnotlimitedtoacomputer/processorthatcaninclude 

forexampleoneormoremicroprocessorsanduseinstructionsstoredonacomputer-accessible 

medium(e.g.,RAMROMharddriveorotherstoragedevice). Forexampleacomputer

accessiblemediumcanbepartofthememoryoftheclientdevices112,117and/orserver125or 

othercomputerhardwarearrangement.  

1000321 Insomeexamplesacomputer-accessiblemedium(e.g.,asdescribedhereinabovea 

storagedevicesuchasaharddiskfloppydiskmemorystickCD-ROMRAMROMetc.,ora 

collectionthereof)canbeprovided(e.g.,incommunicationwiththeprocessingarrangement).The 

computer-accessiblemediumcancontainexecutableinstructionsthereon. Inadditionor 

alternativelyastoragearrangementcanbeprovidedseparatelyfromthecomputer-accessible 

mediumwhichcanprovidetheinstructionstotheprocessingarrangementsoastoconfigurethe 

processingarrangementtoexecutecertainexemplaryproceduresprocessesandmethodsas 

describedhereinaboveforexample.  

[00033J Insomeexamplesthetransmittingdevice105maycompriseacontact-basedcard.For 

examplethecontact-basedcardmaybeconfiguredtotransmitafterestablishingaconnection 

11 
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withadevicealinktoinitiatedatatransfer.ThelinkmaycompriseforexampleaURL, WI 

Un orURN.Withoutlimitationthecontact-basedcardmaybeconfiguredtoestablishphysical 

contactwithacardreaderofclientdevice112(e.g.,achipreaderoramagneticstripereader).The 

cardreadermaybeintegralwithinorexternaltotheclientdevice112.  

1000341 Inotherexamplesthetransmittingdevice105maycompriseacontactlesscard.For 

examplethecontactlesscardmaybeconfiguredtoafterenteringacommunicationfieldtransmit 

tothefirstapplication110,alinktoinitiatedatatransfer.Thelinkmaycompriseforexamplea 

URLJIRLURIorURN.Insomeexamplesthecontactlesscardmayenterthecommunication 

fieldofclientdevice112viaoneormoregesturesselectedfromthegroupofatapswipewave 

oranycombinationthereof 

1000351 Insomeexamplestheusermaybeidentifiedbasedonamobilenetworkoperator 

(MNO)lookup.Inotherexamplestheusermaybeidentifiedbasedononeormorecookies 

associatedwithprioraccountloginse.g.,loginstoanaccountassociatedwiththetransmitting 

deviceaseparateaccountassociatedwiththeuserand/orotheraccounts.Thelinkmaycomprise 

beconfiguredtoinvokeoneormoreactionsorapplications.Inoneexamplethelinkmaybe 

configuredtoinvokeawebsitewhichcanincludecausingabrowserorotherviewingapplication 

executingonclientdevice112oranotherdevicetoaccessanddisplayawebsiteand/ortocause 

thewebsitetoperformoneormoreactions(e.g.,todisplayorsubmitinformation).Inanother 

examplethelinkmaybeconfiguredtoinvokeanapplicationexecutingonclientdevice112ora 

separatedevice.  

[00036J Thelinkmaycompriseafirstsetofinformationandasecondsetofinformation.For 

examplethefirstsetofinformationmayincludeidentifierinformation.Thefirstsetofinformation 

12 

anearfieldcommunicationdataexchangeformatuniformresourcelocator(NDEFURL)andcan
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maycompnseanabstractedusernamegeneratedbytheprocessorafterentryofthetransmitting 

device105intothecommunicationfield.Forexampletheabstractedidentificationinformation 

maybegeneratedforeachtransactionintheformofe.g.,thedynamicallygeneratedURL 

Withoutlimitationtheidentificationinformationmaybegeneratedonthecardbycombininga 

uniqueidentifierwithoneormorevariablessuchasacounteroneormorecryptographic 

algorithms and/oranycombinationthereofForexampletheoneormorecryptographic 

algorithmsmayincludeanencryptiontechniquesuchaspublicorprivatekeyencryptionthat 

wouldalsobeknownbyasewersuchasserver125forauthentication.Withoutlimitation 

exemplarysymmetrickeyalgorithmsmayincludesymmetrickeyencryptionsuchasDESTriple 

DESorALES.Withoutlimitationexemplaryasymmetrickeyalgorithmsmayincludeasymmetric 

publickeyencryptiondigitalsignaturealgorithmorRSA.Forexamplethesecondsetof 

informationmayincludeuserinformationsuchascardholderinformation(e.g.,accountowner 

nameaccountnumberexpirationdatecardverificationvalue).Thefirstapplication110maybe 

configuredtoidentifyauserassociatedwiththefirstdevice112byactivatingoneormoreactions 

setofinformationassociatedwiththedatatransfer.Thethirdsetofinformationmayincludeat 

leastoneselectedfromthegroupofaquantitydigitalassetandrecipientinformation.  

1000371 Insomeexamplesatleastoneactionmaycompriselaunchingawebsiteconfiguredto 

identifytheuserassociatedwiththefirstdevice112.Server125maybeconfiguredtoidentifythe 

userassociatedwiththefirstdevice112byatleastoneselectedfromthegroupofdevice 

S 

fingerpnntingofthefirstdevice112andacookiestoredonthefirstdevice112.Withoutlimitation 

devicefingerprintingmaybebasedonatleastoneselectedfromthegroupofdeviceconfiguration 

devicememorydevicescreensizedeviceoperatingsystemversionapplicationsinstalledphone 

13 

basedonthelink.Theoneormoreactionsmaybeconfiguredtorequestconfirmationofathird
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carrierproviderthirdpartycookiesforwebsitesphonenumbertrackingthroughmobilenetwork 

operator(MNO)lookupbrowsertypebrowserlanguageBaddressand/oranycombination 

thereofofthefirstdevice112.Thewebsitemaybeconfiguredtodisplaythesecondsetof 

informationandthethirdsetofinformationonfirstdevice112.Afterasuccessfulidentification 

oftheuserorownerofthefirstdevice112,thewebsitemaybeconfiguredtoloadpredetermined 

informationincludingthesecondsetofinformation.Insomeexamplesthepredetermined 

informationmaycompriseuserinformationsuchascardholderinformation.Insomeexamples 

thisinformationmaybeembeddedinandpassedviatheNDEFURLwhenthetransmittingdevice 

105entersthecommunicationfield.Thewebsitemaybefurtherconfiguredtoallowaquantityto 

bespecifiedincludingbutnotlimitedtoanamount.Thewebsitemaybefurtherconfiguredto 

submitthetransferbyselectionofabutton.Moreoverthewebsitemaybefurtherconfiguredto 

adjustrecipientand/ortransferorofthedatatransfer.Forexamplethedirectionalityofthedata 

transfermaybereversed.Insomeexamplesbyadjustingthedirectionalityofthetransfersuchas 

fromtransferortorecipientorfromrecipienttotransferoracorrespondingmessagesuchasapush 

directionalityofthetransfer.Insomeexamplesthecorrespondingmessagemaybedisplayedby 

thefirstapplication110and/orsecondapplication115.  

1000381 Thesecondapplication115maybeconfiguredtotransmitoneormoreresponses 

associatedwithauthenticationandconfirmationofthethirdsetofinformationsoastocomplete 

thedatatransfer.Insomeexamplesthesecondapplication115maybeconfiguredtoreceivea 

notificationfromfirstapplication110,thenotificationrequiringtheoneormoreresponses 

associatedwithconfirmationofthethirdsetofinformation.Thesecondapplication115maybe 

configuredtoperformoneormoreauthenticationcommunicationsassociatedwithconfirmation 
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notificationoremailmaybegeneratedsoastoindicateconfirmationofthedesiredreversed



WO2022/164951 PCT/IiS2022/O13978 

ofthethirdsetofinformation.Forexamplethedatatransfermaybecompleteduponverification 

ofareceivedresponseandconfirmationofthethirdsetofinformationassociatedwiththedata 

transfer.Insomeexamplestheoneormoreauthenticationcommunicationsmayincludeatleast 

oneselectedfromthegroupofbiometriccommunicationandlogincommunication.  

1000391 Inotherexamplesatleastoneactionmaycompriserequestingbythefirstapplication 

110 oneormorelogincredentials.Thefirstapplication110maybeconfiguredtoupon 

submissionoftherequestedoneormorelogincredentialsanduponauthenticationoftheoneor 

morelogincredentialsdeeplinktoascreenwiththesecondsetofinformationandthethirdsetof 

information.BywayofexampledeeplinkingdescribedhereinmayrefertotheNDEFURLbeing 

configuredtolinktoaspecificgenerallysearchableorindexedportionofwebcontentona 

websiteratherthanawebsite'shomepage.Thethirdsetofinformationmayincludeatleastone 

selectedfromthegroupofaquantitydigitalassetandrecipientinformation.Insomeexamples 

thesecondapplication115maybeconfiguredtoreceiveanotificationthenotificationrequiring 

theoneormoreresponsesassociatedwithconfirmationofthethirdsetofinformation.Thesecond 

associatedwithconfirmationofthethirdsetofinformation.Insomeexamplestheoneormore 

authenticationcommunicationsmayincludeanauthenticationinput.Exemplaryauthentication 

inputscanincludewithoutlimitationentryoflogincredentialsaccountinformationsecurity 

informationbiometricinformationandacombinationthereof(e.g.,entryofausernamea 

passwordanaccountnumberasecuritycodeaone-timepasscodeananswertoasecurity 

questionafingerprintafacialscanaretinalscanavoicerecognitionandloggingintoan 

applicationorwebsiteassociatedwithanaccountorcard-issuinginstitution).  

1000401 Thedeviceassociatedwiththetransmiftingdevice105usersuchasthesecond 
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application115maybeconfiguredtoperformoneormoreauthenticationcommunications
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application115oftheseconddevice117associatedwithacardholdermaybeconfiguredto 

receiveanotificationincludingbutnotlimitedtoapushnotificationoremailthatactsasasecond 

confirmationoftheamountdigitalassetandtransferrecipient.Toconfirmthedatatransferthe 

cardholdermayselectabuttontotakeanactionthatisresponsivetotherequestedauthentication 

communicationsuchasprovidinganauthenticationinput.Uponauthenticationoftheloginvia 

thereceivedauthenticationinputthetransfermaybeconfirmed.Inthismannerthepeer-to-peer 

transferwouldbeforanauthenticateduseraftertheconfirmatione thetransferistoaknown 

recipient.  

1000411 Insomeexamplesthepeer-to-peertransfermaycompriseissuanceofcredit.Thecredit 

maybeinaccordwithoneormorespendingrestrictions.Forexampletheoneormorespending 

restrictionsmayincludeatimelimitamountlimitgeographiclimitmerchanttypemerchant 

limitand/oranycombinationthereofInsomeexamplestheissuanceofcreditmaybeassociated 

withoneormorerewardsand/orpoints.Forexampletherewardsand/orpointsmaybeissuedand 

therebyaddedtoauserrewardorloyaltypointprogramifthecreditisusedataparticular 

merchantsuchasarestaurantataparticulartimesuchasontheweekends.Forexamplethe 

adjustedbasedonredemptionofthecredit.Forexampletherewardsand/orpointsmaybeissued 

andtherebyaddedtoauserrewardorloyaltypointprogramifthecreditisusedataparticular 

merchantsuchasarestaurantand/orataparticulartimesuchasontheweekends.Whenthe 

recipientortransfereeusesthecreditthetransferormaystillaccruetherewardsand/orpoints.  

1000421 Inotherexamplesthepeer-to-peertransfermaycomprisetransferofoneormoredigital 

assets.Withoutlimitationthedigitalassetmaycompriseanimageoradocument.Without 

limitationtheformattypeofthedigitalassetmayincludeatleastoneselectedfromthegroupof 

16 

rewardsand/orpointsmaybeadjustedforeachofthetransferorandthetransfereeandmaybe
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astaticimagefile(suchasJPEGPNGSVG),astaticdocumentfile(suchasPDFPSD),an 

animatedfile(suchasGIFSWF),andwebcode(suchasHTMLCSSJavaScript).Theoneor 

moredigitalassetsmaybeidentifiedfortransfer.Forexamplethedigitalassetmaybesecurely 

transmittedbylaunchingawebsiteanduploadingtheidentifieddigitalassetfortransfer.Inanother 

examplethedigitalassetmaybesecurelytransmittedbyopeninganapplicationorlaunchingan 

emailclientinwhichtheidentifieddigitalassetmaybeincludedasanattachment.Inanother 

exampledigitalassetmaybeidentifiedaspartofauniformresourcelocator(URL)thatis 

transmittedforretrievingtheidentifieddigitalasset.  

1000431 Inotherexamplesthepeer-to-peertransfermaycompriseafundstransfersuchasa 

cashtransfer.Aswiththeissuanceofcreditthefundstransfermaybesubjecttooneormore 

spendingrestrictionsand/oroneormoremerchants.Forexamplethefundstransfermaybesubject 

toarestnctionbasedontimelimitamountlimitgeographiclimitmerchanttypemerchantlimit 

and/oranycombinationthereofInsomeexamplesthefundstransfermayincludeapluralityof 

portions.Forexampleafirstportionofthefundstransfermaybetransmittedpriortoasecond 

portionofthefundstransfer.Anyportionofthefundstransfermaybetransmittedata 

, 

thereofInthismannerthefundstransfermaybetransmittedinaggregateuntilsatisfactionofthe 

entirefundstransfer.  

1000441 Inotherexamplesthepeer-to-peertransfermaycompriseissuanceofavirtualgiftcard.  

Aswiththeissuanceofcreditthevirtualgiftcardmaybesubjecttooneormorespending 

restrictionsand/oroneormoremerchants.Forexamplethevirtualgiftcardmaybesubjectto 

timelimitamountlimitgeographiclimitmerchanttypemerchantlimitand/oranycombination 

thereofInsomeexamplesthepeer-to-peertransfermayincludeapluralityofportionsassociated 
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predeterminedtimeincludingbutnotlimitedtoadaytimeweekmonthand/oranycombination
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withvariousamountsofthevirtualgiftcard.Forexampleafirstportionofthepeer-to-peer 

transfermaybetransmittedpriortoasecondportionofthepeer-to-peertransfer.Anyportionof 

thetransfermaybetransmittedatapredeterminedtimeincludingbutnotlimitedtoadaytime 

weekmonthand/oranycombinationthereof 

1000451 FIG.2Aillustratesoneormoretransmittingdevices200.Transmittingdevice200may 

referencethesameorsimilarcomponentsoftransmittingdeviceorcontactlesscard105,as 

explainedabovewithrespecttoFIG.1. AlthoughFigure2Aand2Billustratesingleinstancesof 

componentsoftransmittingdevice200,anynumberofcomponentsmaybeutilized.  

1000461 Transmittingdevice200maybeconfiguredtocommunicatewithoneormore 

componentsofsystem100.Transmittingdevice200maycompriseacontact-basedcardor 

contactlesscardwhichmaycompriseapaymentcardsuchasacreditcarddebitcardorgift 

cardissuedbyaserviceprovider205displayedonthefrontorbackofthecard200.Insome 

examplesthecontactlesscard200isnotrelatedtoapaymentcardandmaycomprisewithout 

limitationanidentificationcardamembershipcardandatransportationcard.Insomeexamples 

thepaymentcardmaycompriseadualinterfacecontactlesspaymentcard.Thecontactlesscard 

layerscomposedofplasticsmetalsandothermaterials.Exemplarysubstratematerialsinclude 

polyvinylchloridepolyvinylchlorideacetateacrylonitrilebutadienestyrenepolycarbonate 

polyestersanodizedtitaniumpalladiumgoldcarbonpaperandbiodegradablematerials.In 

someexamplesthecontactlesscard200mayhavephysicalcharacteristicscompliantwiththeLED

1formatoftheISO/EEC7810standardandthecontactlesscardmayotherwisebecompliantwith 

theISO/IEC14443standard.Howeveritisunderstoodthatthecontactlesscard200accordingto 

18 

200maycompriseasubstrate210,whichmayincludeasinglelayeroroneormorelaminated
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thepresentdisclosuremayhavedifferentcharacteristicsandthepresentdisclosuredoesnot 

requireacontactiesscardtobeimplementedinapaymentcard.  

1000471 Thecontactlesscard200mayalsoincludeidentificationinformation215displayedon 

thefrontand/orbackofthecardandacontactpad220.Thecontactpad220maybeconfigured 

toestablishcontactwithanothercommunicationdeviceincludingbutnotlimitedtoauserdevice 

smartphonelaptopdesktoportabletcomputer.Thecontactlesscard200mayalsoinclude 

processingcircuitryantennaandothercomponentsnotshowninFIG.2A.Thesecomponentsmay 

belocatedbehindthecontactpad220orelsewhereonthesubstrate210.Thecontactlesscard200 

mayalsoincludeamagneticstriportapewhichmaybelocatedonthebackofthecard(notshown 

inFIG.2A).  

1000481 AsillustratedinFIG.2Bthecontactpad220ofFIG.2Amayincludeprocessing 

circuitry225forstoringandprocessinginformationincludingamicroprocessor230anda 

memory235. Itisunderstoodthattheprocessingcircuitry225maycontainadditional 

S 

componentsincludingprocessorsmemoneserrorandparity/CRCcheckersdataencoders 

anticollisionalgorithmscontrollerscommanddecoderssecurityprimitivesandtamperproofing 

S 

1000491 Thememory235maybearead-onlymemorywrite-onceread-multiplememoryor 

read/writememorye.g.,RAMROMandBEPROMandthecontactlesscard200mayinclude 

oneormoreofthesememories.Aread-onlymemorymaybefactoryprogrammableasread-only 

orone-timeprogrammable.One-timeprogrammabilityprovidestheopportunitytowriteoncethen 

readmanytimes.Awriteonce/read-multiplememorymaybeprogrammedatapointintimeafter 

thememorychiphasleftthefactory.Oncethememoryisprogrammeditmaynotberewritten 
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hardwareasnecessarytoperformthefunctionsdescribedherein.



WO2022/164951 PCT/IiS2022/O13978 

butitmaybereadmanytimes.Aread/writememorymaybeprogrammedandre-programedmany 

timesafterleavingthefactory.Itmayalsobereadmanytimes.  

1000501 Thememory235maybeconfiguredtostoreoneormoreapplets240,oneormore 

counters245,andacustomeridentifier250.Theoneormoreapplets240maycompriseoneor 

moresoftwareapplicationsconfiguredtoexecuteononeormorecontactlesscardssuchasJava 

Cardapplet.Howeveritisunderstoodthatapplets240arenotlimitedtoJavaCardappletsand 

insteadmaybeanysoftwareapplicationoperableoncontactlesscardsorotherdeviceshaving 

limitedmemory.Theoneormorecounters245maycompriseanumericcountersufficientto 

storeaninteger. Thecustomeridentifier250maycompriseauniquealphanumericidentifier 

assignedtoauserofthecontactlesscard200,andtheidentifiermaydistinguishtheuserofthe 

contactlesscardfromothercontactlesscardusers.Insomeexamplesthecustomeridentifier250 

mayidentifybothacustomerandanaccountassignedtothatcustomerandmayfurtheridentify 

thecontactlesscardassociatedwiththecustomersaccount.  

1000511 Theprocessorandmemoryelementsoftheforegoingexemplaryembodimentsare 

understoodthattheseelementsmaybeimplementedoutsideofthepad220orentirelyseparate 

fromitorasfurtherelementsinadditiontoprocessor230andmemory235elementslocated 

withinthecontactpad220.  

1000521 Insomeexamplesthecontactlesscard200maycompriseoneormoreantennas255.  

Theoneormoreantennas255maybeplacedwithinthecontactlesscard200andaroundthe 

processingcircuitry225ofthecontactpad220.Forexampletheoneormoreantennas255may 

beintegralwiththeprocessingcircuitry225andtheoneormoreantennas255maybeusedwith 
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describedwithreferencetothecontactpadbutthepresentdisclosureisnotlimitedthereto.Itis
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anexternalboostercoil.Asanotherexampletheoneormoreantennas255maybeexternalto 

thecontactpad220andtheprocessingcircuitry225.  

1000531 Inanembodimentthecoilofcontactlesscard200mayactasthesecondaryofanair 

coretransformer.Theterminalmaycommunicatewiththecontactlesscard200bycuttingpower 

oramplitudemodulation. Thecontactlesscard200mayinferthedatatransmittedfromthe 

terminalusingthegapsinthecontactlesscard'spowerconnectionwhichmaybefunctionally 

maintainedthroughoneormorecapacitors.Thecontactlesscard200maycommunicatebackby 

switchingaloadonthecontactlesscard'scoilorloadmodulation. Loadmodulationmaybe 

detectedintheterminal'scoilthroughinterference.  

[00054J Figure3depictsamethod300ofauthenticatingdatatransfer.Figure3mayreference 

thesameorsimilarcomponentsofsystem100,andtransmittingdevice200ofFIG.2AandFIG.  

2B.  

1000551 Atblock310,themethod300mayincludetransmittingafteroneormoreprocessorsof 

atransmittingdeviceenteringacommunicationfieldalinktoafirstapplicationcomprising 

comprisinganearfieldcommunicationdataexchangeformatuniformresourcelocatorincluding 

identifierdataandcardholderdata.Insomeexamplesthetransmittalofthelinkmayoccurafter 

dynamicallygeneratingthelink.Insomeexamplesthetransmittingdevicemayenterthe 

communicationfieldofaclientdeviceviaoneormoregesturesselectedfromthegroupofatap, 

swipewaveoranycombinationthereofInsomeexamplestheusermaybeidentifiedbasedon 

amobilenetworkoperator(MNO)lookup.Inotherexamplestheusermaybeidentifiedbasedon 

oneormorecookiesassociatedwithprioraccountloginse.g.,loginstoanaccountassociatedwith 

thetransmiftingdeviceaseparateaccountassociatedwiththeuserand/orotheraccounts.  
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1000561 Thelinkmaycompriseanearfieldcommunicationdataexchangeformatuniform 

resourcelocator(NDEFURL).Thelinkmaycompriseafirstsetofinformationandasecondset 

ofinformation.Thefirstsetofinformationmayincludeidentifierinformation.Forexamplethe 

firstsetofinformationmaycompriseanabstractedusernamegeneratedbytheprocessorafter 

entryofthetransmittingdeviceintothecommunicationfield.Forexampletheabstracted 

identificationinformationmaybegeneratedforeachtransaction suchasthedynamically 

generatedURL.Withoutlimitationtheidentificationinformationmaybegeneratedonthecard 

bycombiningauniqueidentifierwithoneormorevariablessuchasacounteroneormore 

cryptographicalgorithmsand/oranycombinationthereofForexampletheoneormore 

cryptographicalgorithmsmayincludeanencryptiontechniquesuchaspublicorprivatekey 

encryptionthatwouldalsobeknownbyaserverforauthentication.Withoutlimitationexemplary 

symmetrickeyalgorithmsmayincludesymmetrickeyencryptionsuchasDESTripleDESor 

ALES.Withoutlimitationexemplaryasymmetrickeyalgorithmsmayincludeasymmetricpublic 

keyencryptiondigitalsignaturealgorithmorRSA.Forexamplethesecondsetofinformation 

ofinformationmayincludecardholderinformation(e.g.,accountownernameaccountnumber 

expirationdatecardverificationvalue).  

1000571 Atblock320,themethod300mayincludeauthenticatingauserassociatedwiththefirst 

devicebyactivatingoneormoreactionsbasedonthelink.Theoneormoreactionsmaybe 

configuredtorequestconfirmationofathirdsetofinformationassociatedwiththedatatransfer.  

Thethirdsetofinformationmayincludeatleastoneselectedfromthegroupofaquantitydigital 

assetandrecipientinformation.Insomeexamplesatleastoneactionmaycompriselaunchinga 

websiteconfiguredtoidentifytheuserassociatedwiththefirstdevice.Inotherexamplesatleast 
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mayincludeuserinformationsuchascardholderinformation.Insomeexamplesthesecondset
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oneactionmaycompriserequestingbythefirstapplicationoneormorelogincredentials.  

1000581 Atblock330,themethod300mayincludetransmittingoneormorerequestsfor 

confirmationofquantitydigitalassetandrecipientdataassociatedwiththedatatransfer.For 

examplethefirstapplicationmaybeconfiguredtoreceiveinputindicativeofconfirmationofthe 

quantitysuchasanamountdigitalassetandrecipientdatasuchasrecipientofthepeer-to-peer 

transferthatareassociatedwiththethirdsetofinformationofblock320.  

1000591 Atblock340,themethod300mayincludereceivingoneormorenotificationsthatare 

basedontheoneormorerequestsforconfirmationofquantitydigitalassetandrecipientdata 

associatedwiththedatatransfer.Thedeviceassociatedwiththetransmittingdeviceusersuchas 

thesecondapplicationoftheseconddeviceassociatedwithacardholdermaybeconfiguredto 

receiveanotificationincludingbutnotlimitedtoapushnotificationoremailthatactsasasecond 

confirmationoftheamountdigitalassetandtransferrecipient.  

1000601 Atblock350,themethod300mayincludeperformingoneormorelogincredentials 

thatareresponsivetotheoneormorenotificationssoastocompletethedatatransfer.Forexample, 

oneormoreauthenticationinputsmaybereceivedtocompletethedatatransfer.Theauthentication 

cardholdermayselectabuttontotakeanactionthatisresponsivetotheoneormorerequestsand 

basedontheoneormorenotificationssuchastherequestedauthenticationcommunication 

includingbutanauthenticationinput.Exemplaryauthenticationinputscanincludewithout 

limitation entryoflogincredentials accountinformation securityinformation biometric 

informationandacombinationthereof(e.g.,entryofausernameapasswordanaccountnumber 

asecuritycodeaone-timepasscodeananswertoasecurityquestionafingerprintafacialscan 

aretinalscanavoicerecognitionandloggingintoanapplicationorwebsiteassociatedwithan 
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inputmayberesponsivetotheoneormorenotifications.Toconfirmthedatatransferthe
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accountorcard-issuinginstitution). Uponauthenticationoftheloginviathereceived 

authenticationinputthetransfermaybeconfirmed.Inadditionthedirectionalityofthedata 

transfermaybereversed.Insomeexamplesbyadjustingthedirectionalityofthetransfersuchas 

fromtransferortorecipientorfromrecipienttotransferoracorrespondingmessagesuchasapush 

notificationoremailmaybegeneratedsoastoindicateconfirmationofthedesiredreversed 

directionalityofthetransfer.Insomeexamplesthecorrespondingmessagemaybedisplayedby 

thefirstapplicationand/orsecondapplication.Inthismannerthepeer-to-peertransferwouldbe 

foranauthenticateduseraftertheconfirmationsincethetransferistoaknownrecipient.  

1000611 Insomeexamplesthepeer-to-peertransfermaycompriseissuanceofcredit.Thecredit 

maybeinaccordwithoneormorespendingrestrictions.Forexampletheoneormorespending 

restrictionsmayincludeatimelimitamountlimitgeographiclimitmerchanttypemerchant 

limitand/oranycombinationthereof 

1000621 Insomeexamplesthepeer-to-peertransfermaybeassociatedwithoneormorerewards 

and/orpoints.Forexampletherewardsand/orpointsmaybeadjustedforeachofthetransferor 

andthetransfereeandmaybeadjustedbasedonredemptionofthecredit. Forexamplethe 

ifthecreditisusedataparticularmerchantsuchasarestaurantand/orataparticulartimesuch 

asontheweekends.Whentherecipientortransfereeusesthecreditthetransferormaystillaccrue 

therewardsand/orpoints. Insomeexamplesthepeer-to-peertransfermayincludeapluralityof 

portions.Forexampleafirstportionofthepeer-to-peertransfermaybetransmittedpriortoa 

secondportionofthepeer-to-peertransfer.Forexampleafirstportionmaycompriseoneormore 

rewardsandasecondportionmaycompriseoneormorepoints.Anyportionofthetransfermay 

betransmittedatapredeterminedtimeincludingbutnotlimitedtoadaytimeweekmonth 
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rewardsand/orpointsmaybeissuedandtherebyaddedtoauserrewardorloyaltypointprogram
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and/oranycombinationthereof 

1000631 Inotherexamplesthepeer-to-peertransfermaycomprisetransferofoneormoredigital 

assets.Withoutlimitationthedigitalassetmaycompriseanimageoradocument.Without 

limitationtheformattypeofthedigitalassetmayincludeatleastoneselectedfromthegroupof 

astaticimagefile(suchasJPEGPNGSVG),astaticdocumentfile(suchasPDFPSD),an 

animatedfile(suchasGIFSWF),andwebcode(suchasHTMLCSSJavaScript).Theoneor 

moredigitalassetsmaybeidentifiedfortransfer.Forexamplethedigitalassetmaybesecurely 

transmittedbylaunchingawebsiteanduploadingtheidentifieddigitalassetfortransfer.Inanother 

examplethedigitalassetmaybesecurelytransmittedbyopeninganapplicationorlaunchingan 

emailclientinwhichtheidentifieddigitalassetmaybeincludedasanattachment.Inanother 

examplethedigitalassetmaybedigitalassetmaybeidentifiedaspartofauniformresource 

locator(URL)thatistransmittedforretrievingtheidentifieddigitalasset.  

1000641 Inotherexamplesthepeer-to-peertransfermaycompriseafundstransfersuchasa 

cashtransfer.Aswiththeissuanceofcreditthefundstransfermaybesubjecttooneormore 

toarestnctionbasedontimelimitamountlimitgeographiclimitmerchanttypemerchantlimit 

and/oranycombinationthereofInsomeexamplesthefundstransfermayincludeapluralityof 

portions.Forexampleafirstportionofthefundstransfermaybetransmittedpriortoasecond 

portionofthefundstransfer.Anyportionofthefundstransfermaybetransmittedata 

predeterminedtimeincludingbutnotlimitedtoadaytimeweekmonthand/oranycombination 

thereofInthismannerthefundstransfermaybetransmittedinaggregateuntilsatisfactionofthe 

entirefundstransfer.  

1000651 Inotherexamplesthepeer-to-peertransfermaycompriseissuanceofavirtualgiftcard.  
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Aswiththeissuanceofcreditthevirtualgiftcardmaybesubjecttooneormorespending 

restrictionsand/oroneormoremerchants.Forexamplethevirtualgiftcardmaybesubjecttoa 

timelimitamountlimitgeographiclimitmerchanttypemerchantlimitand/oranycombination 

thereofInsomeexamplesthepeer-to-peertransfermayincludeapluralityofportionsassociated 

withvariousamountsofthevirtualgiftcard.Forexampleafirstportionofthepeer-to-peer 

transfermaybetransmittedpriortoasecondportionofthepeer-to-peertransfer.Anyportionof 

thetransfermaybetransmittedatapredeterminedtimeincludingbutnotlimitedtoadaytime 

weekmonthand/oranycombinationthereof 

1000661 Figure4depictsamethodofinitiatingandauthenticatingdatatransferaccordingtoan 

exemplaryembodiment.Figure4mayreferencethesameorsimilarcomponentsofsystem100 

transmittingdevice200ofFIG.2AandFIG.2Bandmethod300ofFIG.3.AsillustratedinFIG.  
4,apeer-to-peertransfermaybeinitiatedbythecard S 

entenngacommunicationfieldofauser 

deviceandloadingawebsite.  

1000671 Atblock405,themethod400mayincludethecardenteringacommunicationfieldof 

tapswipewaveoranycombinationthereofThiscommunicationmayincludebutnotbelimited 

toNEC.Atblock410,themethod400mayincludeloadingawebsiteviatheNDEFURLto 

identifytheuseroftheuserdeviceaftertheentryofthecardintothecommunicationfieldofthe 

userdevice.Insomeexamplesthecardmaybeconfiguredtotransmitafterenteringthe 

communicationfieldofblock405alinktoaclientapplicationofoneormoreuserdevicesto 

initiatedatatransfer.Insomeexamplesthetransmiftalofthelinkmayoccurafterdynamically 

generatingthelink.Insomeexamplestheclientapplicationmaybeassociatedwiththeissuing 

entityofthetransmittingdeviceorcard.Inotherexamplestheclientapplicationmaynotbe 
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associatedwiththeissuingentityofthetransmittingdeviceorcard.Forexampletheclient 

applicationmaybeassociatedwithathirdpartyentityoranentityexternaltotheissuingentityof 

thetransmiftingdeviceorcard.  

[00068J InsomeexamplestheNDEFURLmaycompriseadomainnameandanidentifier.For 

examplethelinkmayincludeabstractedidentificationinformationincludingbutnotlimitedto 

anaccountoruseridentifierforacardholderthatisloadedontothechipatthetimeof 

personalizationofthecard.ForexampletheURLmaybeencodedinaNDEFfileatcard 

embossingtime.Theabstractedidentificationinformationmaybegeneratedforeachtransaction 

suchasthedynamicallygeneratedURL.Withoutlimitationtheidentificationinformationmaybe 

generatedonthecardbycombiningauniqueidentifierwithoneormorevariablessuchasa 

counteroneormorecryptographicalgorithmsand/oranycombinationthereofForexamplethe 

oneormorecryptographicalgorithmsmayincludeanencryptiontechniquesuchaspublicor 

privatekeyencryptionthatwouldalsobeknownbyaserverforauthentication.Without 

limitationexemplarysymmetrickeyalgorithmsmayincludesymmetrickeyencryptionsuchas 

asymmetncpublickeyencryptiondigitalsignaturealgorithmorRSA.  

1000691 Atblock415,themethod400mayincludeidentifyingtheuserviadevicefingerprinting, 

andmaybebasedonwithoutlimitation atleastoneselectedfromthegroupofdevice 

configurationdevicememorydevicescreensizedeviceoperatingsystemversionapplications 

installedphonecarrierproviderthirdpartycookiesforwebsitesphonenumbertrackingthrough 

MNOlookupbrowsertypebrowserlanguageIPaddressand/oranycombinationthereofofa 

device.  

1000701 Atblock420,themethodmayincludepromptinguserlogintoidentifytheuserifthe 
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websiteisunabletoidentifytheuserviacookiesordevice e 

fingerpnnting.Forexampleifthe 

websitecannotsuccessfullyidentifytheuserviaatleastoneselectedfromthegroupofoperating 

systembrowsertypebrowserlanguageIPaddresstheusermayreceiveanotificationgenerated 

bythesewerindicativeofunsuccessfulnotificationand/ormaybepromptedbytheapplication 

toinputlogininformationinordertosuccessfullyidentifytheuserandthatisresponsivetothe 

unsuccessfulnotification.  

1000711 Atblock425,themethod400mayincludeloadingpredeterminedinformationafter 

identifyingtheuser.Insomeexamplesthepredeterminedinformationmaybeanyinformation 

associatedwiththecardholderthatisalreadyfilledoutorotherwiseprovidedonthewebsitevia 

beingembeddeddirectlyintheNDEFURL.Thewebsitemaybefurtherconfiguredtosubmitthe 

transferbyselectionofabutton.Moreoverthewebsitemaybefurtherconfiguredtoadjust 

recipientand/ortransferorofthedatatransfer.Forexamplethedirectionalityofthedatatransfer 

maybereversed.Insomeexamplesbyadjustingthedirectionalityofthetransfersuchasfrom 

transferortorecipientorfromrecipienttotransferoracorrespondingmessagesuchasapush 

directionalityofthetransfer.Insomeexamplesthecorrespondingmessagemaybedisplayedby 

thefirstapplicationand/orsecondapplication.  

1000721 Atblock430,themethod400mayincludeenteringquantityandrecipientdataforthe 

peer-to-peertransferpriortotransfersubmission.Atblock435,themethod400mayinclude 

receivinganemailorpushnotificationtoconfirmthepeer-to-peertransfer.Forexamplethe 

cardholdermaybeassociatedwithauserdevice.Theapplicationofuserdevicemaybeconfigured 

toreceivethenotification.Atblock440,responsivetoreceiptofthenotificationthenotification 

maybeopenedordisplayedsoastopromptaloginorrequestbiometricinputtoverifythatthe 
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userinitiatedthetransfer.Insomeexamplesthepromptmayincludearequestforoneormore 

authenticationinputs.Forexampleexemplaryauthenticationinputscaninclude without 

limitation entryoflogincredentials accountinformation securityinformation biometric 

informationandacombinationthereof(e.g.,entryofausernameapasswordanaccountnumber 

asecuritycodeaone-timepasscodeananswertoasecurityquestionafingerprintafacialscan 

aretinalscanavoicerecognitionandloggingintoanapplicationorwebsiteassociatedwithan 

accountorcard-issuinginstitution).  

1000731 Atblock445,afterverificationoftheoneormoreauthenticationinputsthepeer-to

peertransferbetweenthecardholderandthesecondusermaybescheduled.Insomeexamples 

thepeer-to-peertransfermaybescheduledatapredeterminedtimesuchasatapredetermined 

daytimeweekmonthand/oryear.Inotherexamplesthepeer-to-peertransfermaybescheduled 

instantly.Inthismannerthepeer-to-peertransfermaybescheduledorplacedinqueuefor 

transactionwithouthavingtoidentifythepersonanddownloadingandsigningupfordifferent 

applications.Inadditionthedirectionalityofthedatatransfermaybereversed.Insomeexamples 

totransferoracorrespondingmessagesuchasapushnotificationoremailmaybegeneratedso 

astoindicateconfirmationofthedesiredreverseddirectionalityofthetransfer.Insomeexamples 

thecorrespondingmessagemaybedisplayedbythefirstapplicationand/orsecondapplication.In 

thismannerthepeer-to-peertransferwouldbeforanauthenticateduseraftertheconfirmation 

sincethetransferistoaknownrecipient.  

1000741 Insomeexamplesthepeer-to-peertransfermaycompriseissuanceofcredit.Thecredit 

maybeinaccordwithoneormorespendingrestrictions.Forexampletheoneormorespending 

restrictionsmayincludeatimelimitamountlimitgeographiclimitmerchanttypemerchant 
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byadjustingthedirectionalityofthetransfersuchasfromtransferortorecipientorfromrecipient
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limitand/oranycombinationthereofInsomeexamplestheissuanceofcreditmaybeassociated 

withoneormorerewardsand/orpoints.Forexampletherewardsand/orpointsmaybeissuedand 

therebyaddedtoauserrewardorloyaltypointprogramifthecreditisusedataparticular 

merchantsuchasarestaurantataparticulartimesuchasontheweekends.Forexamplethe 

rewardsand/orpointsmaybeadjustedforeachofthetransferorandthetransfereeandmaybe 

adjustedbasedonredemptionofthecredit.Forexampletherewardsand/orpointsmaybeissued 

andtherebyaddedtoauserrewardorloyaltypointprogramifthecreditisusedataparticular 

merchantsuchasarestaurantand/orataparticulartimesuchasontheweekends.Whenthe 

recipientortransfereeusesthecreditthetransferormaystillaccruetherewardsand/orpoints.  

[00075J Inotherexamplesthepeer-to-peertransfermaycomprisetransferofoneormoredigital 

assets.Withoutlimitationthedigitalassetmaycompriseanimageoradocument.Without 

limitationtheformattypeofthedigitalassetmayincludeatleastoneselectedfromthegroupof 

astaticimagefile(suchasJPEGPNGSVG),astaticdocumentfile(suchasPDFPSD),an 

animatedfile(suchasGIFSWF),andwebcode(suchasHTMLCSSJavaScript).Theoneor 

transmittedbylaunchingawebsiteanduploadingtheidentifieddigitalassetfortransfer.Inanother 

examplethedigitalassetmaybesecurelytransmittedbyopeninganapplicationorlaunchingan 

emailclientinwhichtheidentifieddigitalassetmaybeincludedasanattachment.Inanother 

examplethedigitalassetmaybedigitalassetmaybeidentifiedaspartofauniformresource 

locator(URL)thatistransmiftedforretrievingtheidentifieddigitalasset.  

1000761 Inotherexamplesthepeer-to-peertransfermaycompriseafundstransfersuchasa 

cashtransfer.Aswiththeissuanceofcreditthefundstransfermaybesubjecttooneormore 

spendingrestrictionsand/oroneormoremerchants.Forexamplethefundstransfermaybesubject 
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moredigitalassetsmaybeidentifiedfortransfer.Forexamplethedigitalassetmaybesecurely
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toarestnctionbasedontimelimitamountlimitgeographiclimitmerchanttypemerchantlimit 

and/oranycombinationthereofInsomeexamplesthefundstransfermayincludeapluralityof 

portions.Forexampleafirstportionofthefundstransfermaybetransmittedpriortoasecond 

portionofthefundstransfer.Anyportionofthefundstransfermaybetransmittedata 

predeterminedtimeincludingbutnotlimitedtoadaytimeweekmonthand/oranycombination 

thereofInthismannerthefundstransfermaybetransmittedinaggregateuntilsatisfactionofthe 

entirefundstransfer.  

1000771 Inotherexamplesthepeer-to-peertransfermaycompriseissuanceofavirtualgiftcard.  

Aswiththeissuanceofcreditthevirtualgiftcardmaybesubjecttooneormorespending 

restrictionsand/oroneormoremerchants.Forexamplethevirtualgiftcardmaybesubjectto 

timelimitamountlimitgeographiclimitmerchanttypemerchantlimitand/oranycombination 

thereofInsomeexamplesthepeer-to-peertransfermayincludeapluralityofportionsassociated 

withvariousamountsofthevirtualgiftcard.Forexampleafirstportionofthepeer-to-peer 

transfermaybetransmittedpriortoasecondportionofthepeer-to-peertransfer.Anyportionof 

weekmonthand/oranycombinationthereof 

1000781 Figure5depictsanothermethodofinitiatingandauthenticatingdatatransferaccording 

toanexemplaryembodiment.Figure5mayreferencethesameorsimilarcomponentsofsystem 

100,transmittingdevice200ofFIG.2AandFIG.2Bmethod300ofFIG.3,andmethod400of 

FIG.4.AsillustratedinFIG.5,apeer-to-peertransfermaybeinitiatedbythecardenteringa 

communicationfieldtoauserdeviceanddeeplinkingintoanapplication.  

[00079J Atblock505,themethodmayincludethecardenteringacommunicationfieldofthe 

userdeviceincludingbutnotlimitedtoviaoneormoregesturesselectedfromthegroupofatap, 

31 
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swipewaveoranycombinationthereofThiscommunicationmayincludebutnotbelimitedto 

near-fieldcommunication(NFC).Atblock510,themethodmayincludelaunchinganapplication 

ofauserdeviceviathenearfieldcommunicationdataexchangeformat(NDEFURL)afterthe 

entryofthecardintothecommunicationfieldoftheuserdevice.Insomeexamplesthetransmittal 

oftheNDEFURLmayoccurafterdynamicallygeneratingtheNDEFURL.Insomeexamples 

theapplicationmaybeassociatedwiththeissuingentityofthetransmittingdevice.Inother 

examplestheapplicationmaynotbeassociatedwiththeissuingentityofthetransmittingdevice.  

Forexampletheapplicationmaybeassociatedwithathirdpartyentityoranentityexternaltothe 

issuingentityofthetransmittingdevice.Atblock515,themethodmayincludedeeplinkingby 

theapplicationtoapeer-to-peertransferscreenincludingpredeterminedinformation.Insome 

examplesthepredeterminedinformationmaybeanyinformationassociatedwiththecardholder 

thatisalreadyfilledoutorotherwiseviabeingembeddeddirectlyintheNDEFURL.Insome 

examplestheapplicationmaybeconfiguredtopriortodeeplinkingprompttheusertologin.In 

otherexamplestheapplicationmaybeconfiguredtoafterdeeplinkingprompttheusertologin.  

Insomeexamplestheloginpriortodeeplinkingmaybethesameordifferentasthelogin 

limitation entryoflogincredentials accountinformation securityinformation biometric 

informationandacombinationthereof(e.g.,entryofausernameapasswordanaccountnumber 

asecuritycodeaone-timepasscodeananswertoasecurityquestionafingerprintafacialscan 

aretinalscanavoicerecognitionandloggingintoanapplicationorwebsiteassociatedwithan 

accountorcard-issuinginstitution).Atblock520,themethodmayincludeenteringquantityand 

recipientdataforthepeer-to-peertransferbeforethetransferissubmitted.Atblock525,the 

methodmayincludereceivinganemailorpushnotificationtoconfirmthepeer-to-peertransfer.  
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Forexamplethecardholdermaybeassociatedwithauserdevice.Theuserdeviceorits 

applicationmaybeconfiguredtoreceivethenotification.Atblock530,responsivetoreceiptof 

thenotificationthenotificationmaybeopenedordisplayedsoastoprompttheauthentication 

inputtoverifythattheuserinitiatedthetransfer.Atblock535,afterverificationthepeer-to-peer 

transferbetweenthecardholderandthesecondusermaybescheduled.Insomeexamplesthe 

peer-to-peertransfermaybescheduledatapredeterminedtimesuchasatapredeterminedday, 

timeweekmonthand/oryear.Inotherexamplesthepeer-to-peertransfermaybescheduled 

instantly.Inthismannerthepeer-to-peertransfermaybescheduledorplacedinqueuefor 

transactionwithouthavingtoidentifythepersonanddownloadingandsigningupfordifferent 

applications.Inadditionthedirectionalityofthedatatransfermaybereversed.Insomeexamples 

byadjustingthedirectionalityofthetransfersuchasfromtransferortorecipientorfromrecipient 

totransferoracorrespondingmessagesuchasapushnotificationoremailmaybegeneratedso 

astoindicateconfirmationofthedesiredreverseddirectionalityofthetransfer.Insomeexamples 

thecorrespondingmessagemaybedisplayedbythefirstapplicationand/orsecondapplication.In 

thismannerthepeer-to-peertransferwouldbeforanauthenticateduseraftertheconfirmation 

1000801 Insomeexamplesthepeer-to-peertransfermaycompriseissuanceofcredit.Thecredit 

maybeinaccordwithoneormorespendingrestrictions.Forexampletheoneormorespending 

restrictionsmayincludeatimelimitamountlimitgeographiclimitmerchanttypemerchant 

limitand/oranycombinationthereofInsomeexamplestheissuanceofcreditmaybeassociated 

withoneormorerewardsand/orpoints.Forexampletherewardsand/orpointsmaybeissuedand 

therebyaddedtoauserrewardorloyaltypointprogramifthecreditisusedataparticular 

merchantsuchasarestaurantataparticulartimesuchasontheweekends.Forexamplethe 
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rewardsand/orpointsmaybeadjustedforeachofthetransferorandthetransfereeandmaybe 

adjustedbasedonredemptionofthecredit.Forexampletherewardsand/orpointsmaybeissued 

andtherebyaddedtoauserrewardorloyaltypointprogramifthecreditisusedataparticular 

merchantsuchasarestaurantand/orataparticulartimesuchasontheweekends.Whenthe 

recipientortransfereeusesthecreditthetransferormaystillaccruetherewardsand/orpoints.  

1000811 Inotherexamplesthepeer-to-peertransfermaycomprisetransferofoneormoredigital 

assets.Withoutlimitationthedigitalassetmaycompriseanimageoradocument.Without 

limitationtheformattypeofthedigitalassetmayincludeatleastoneselectedfromthegroupof 

astaticimagefile(suchasJPEGPNGSVQastaticdocumentfile(suchasPDFPSD),an 

animatedfile(suchasGIFSWF),andwebcode(suchasHTMLCSSJavaScript).Theoneor 

moredigitalassetsmaybeidentifiedfortransfer.Forexamplethedigitalassetmaybesecurely 

transmittedbylaunchingawebsiteanduploadingtheidentifieddigitalassetfortransfer.Inanother 

examplethedigitalassetmaybesecurelytransmittedbyopeninganapplicationorlaunchingan 

emailclientinwhichtheidentifieddigitalassetmaybeincludedasanattachment.Inanother 

examplethedigitalassetmaybedigitalassetmaybeidentifiedaspartofauniformresource 

1000821 Inotherexamplesthepeer-to-peertransfermaycompriseafundstransfersuchasa 

cashtransfer.Aswiththeissuanceofcreditthefundstransfermaybesubjecttooneormore 

spendingrestrictionsand/oroneormoremerchants.Forexamplethefundstransfermaybesubject 

toarestnctionbasedontimelimitamountlimitgeographiclimitmerchanttypemerchantlimit 

and/oranycombinationthereofInsomeexamplesthefundstransfermayincludeapluralityof 

portions.Forexampleafirstportionofthefundstransfermaybetransmittedpriortoasecond 

portionofthefundstransfer.Anyportionofthefundstransfermaybetransmittedata 
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predeterminedtimeincludingbutnotlimitedtoadaytimeweekmonthand/oranycombination 

thereofInthismannerthefundstransfermaybetransmittedinaggregateuntilsatisfactionofthe 

entirefundstransfer.  

[00083J Inotherexamplesthepeer-to-peertransfermaycompriseissuanceofavirtualgiftcard.  

Aswiththeissuanceofcreditthevirtualgiftcardmaybesubjecttooneormorespending 

restrictionsand/oroneormoremerchants.Forexamplethevirtualgiftcardmaybesubjectto 

timelimitamountlimitgeographiclimitmerchanttypemerchantlimitand/oranycombination 

thereofInsomeexamplesthepeer-to-peertransfermayincludeapluralityofportionsassociated 

withvariousamountsofthevirtualgiftcard.Forexampleafirstportionofthepeer-to-peer 

transfermaybetransmittedpriortoasecondportionofthepeer-to-peertransfer.Anyportionof 

thetransfermaybetransmittedatapredeterminedtimeincludingbutnotlimitedtoadaytime 

weekmonthand/oranycombinationthereof 

1000841 InthisspecificationreferenceismadetotypesofresourcelocatorssuchasaURIL 

NDEFURLIREURIandURN.Howeveritisunderstoodthatthesereferencesareexemplary, 

andthepresentdisclosureincludesbutisnotlimitedtothetypesofresourcelocatorsmentioned.  

embodiedinoneofmorephysicalmediasuchasbutnotlimitedtoacompactdisc(CD),adigital 

versatiledisc(DVD),afloppydiskaharddrivereadonlymemory(ROM),randomaccess 

memory(RAM),aswellasotherphysicalmediacapableofdatastorage.Forexampledatastorage 

mayincluderandomaccessmemory(RAM)andreadonlymemory(ROM),whichmaybe 

configuredtoaccessandstoredataandinformationandcomputerprograminstructions.Data 

storagemayalsoincludestoragemediaorothersuitabletypeofmemory(e.g.,suchasfor 

exampleRAMROMprogrammableread-onlymemory(PROM),erasableprogrammableread
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onlymemory(EPROM),electricallyerasableprogrammableread-onlymemory(BEPROM), 

magneticdisksopticaldisksfloppydisksharddisksremovablecartridgesflashdrivesanytype 

oftangibleandnon-transitorystoragemedium),wherethefilesthatcompriseanoperatingsystem 

applicationprogramsincludingforexamplewebbrowserapplicationemailapplicationand/or 

otherapplicationsanddatafilesmaybestored.Thedatastorageofthenetwork-enabledcomputer 

systemsmayincludeelectronicinformationfilesanddocumentsstoredinvariousways, 

includingforexampleaflatfileindexedfilehierarchicaldatabaserelationaldatabasesuchas 

adatabasecreatedandmaintainedwithsoftwarefromforexampleOracle®Corporation 

Microsoft®ExcelfileMicrosoft®Accessfileasolidstatestoragedevicewhichmayincludea 

flasharrayahybridarrayoraserver-sideproductenterprisestoragewhichmayincludeonline 

orcloudstorageoranyotherstoragemechanism. Moreoverthefiguresillustratevarious 

components(e.g.,sewerscomputersprocessorsetc.)separately. Thefunctionsdescribedas 

beingperformedatvariouscomponentsmaybeperformedatothercomponentsandthevarious 

componentsmaybecombinedorseparated.Othermodificationsalsomaybemade.  

1000861 Intheprecedingspecification variousembodimentshavebeendescribedwith 

andchangesmaybemadetheretoandadditionalembodimentsmaybeimplementedwithout 

departingfromthebroaderscopeoftheinventionassetforthintheclaimsthatfollow. The 

e 

specificationanddrawingsareaccordinglytoberegardedasanillustrativeratherthanrestnctive 

sense.  
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RECLAIM: 

1. Anauthenticateddatatransfersystemcomprising: 

acontactiesscardcomprisingaprocessorandamemory, 

whereinafterenteringacommunicationfieldtheprocessorisconfiguredto.  

dynamicallygenerateauniformresourcelocator(URL),whereintheURLcomprises: 

afirstsetofinformationincludingabstractedidentifierinformationand 

asecondsetofinformationincludinguserinformatiowand 

andtransmittheURLtoinitiatedatatransferand 

whereinthedatatransferiscompleteduponverificationofareceivedresponseand 

confirmationofathirdsetofinformationassociatedwiththedatatransfer.  

2. Theauthenticateddatatransfersystemofclaim1, whereinoneormoreactionsbasedon 

thelinkareconfiguredtoidentifyauser.  

3. Theauthenticateddatatransfersystemofclaim2,whereinatleastoneactionfromthe 

oneormoreactionscompriseslaunchingawebsiteconfiguredtoidentifytheuserassociated 

4. Theauthenticateddatatransfersystemofclaim3,whereintheuserassociatedwiththe 

firstdeviceisidentifiedbyatleastoneselectedfromthegroupofdevicefingerprintinganda 

cookie.  

5. Theauthenticateddatatransfersystemofclaim4,whereinlogininformationisrequested 

upondeterminationofanunsuccessfulidentification.  

6. Theauthenticateddatatransfersystemofclaim4,whereinthewebsiteisconfiguredto 

displaythesecondsetofinformationandthethirdsetofinformation.  
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withafirstdevice.
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7. Theauthenticateddatatransfersystemofclaim6,whereinanotificationcompnsesthe 

oneormoreresponsesassociatedwithconfirmationofthethirdsetofinformation.  

8. Theauthenticateddatatransfersystemofclaim7,whereinoneormoreauthentication 

communicationsassociatedwithconfirmationofthethirdsetofinformationareperformedthe 

oneormoreauthenticationcommunicationsincludingatleastoneselectedfromthegroupof 

biometriccommunicationand10gm communication.  

9. Theauthenticateddatatransfersystemofclaim1,whereinthefirstsetofinformation 

comprisesanabstractedusernamegeneratedbytheprocessorafterentryofthecontactlesscard 

intothecommunicationfield.  

10.Theauthenticateddatatransfersystemofclaim1, whereinthelinkcomprisesanearfield 

communicationdataexchangeformatuniformresourcelocator.  

11. Theauthenticateddatatransfersystemofclaim3,whereinthefirstdevicecomprisesat 

leastoneselectedfromthegroupofamobiledeviceawearabledeviceandakiosk.  

12.Theauthenticateddatatransfersystemofclaim2,whereinatleastoneactionfromthe 

oneormoreactionscomprisesrequestingoneormorelogincredentials.  

includingthesecondsetofinformationandthethirdsetofinformationisperformedupon 

submissionoftherequestedoneormorelogincredentialsanduponauthenticationoftheoneor 

morelogincredentials.  

14.Theauthenticateddatatransfersystemofclaim1,whereinthethirdsetofinformation 

includesatleastoneselectedfromthegroupofaquantitydigitalassetandrecipient 

information.  
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13. Theauthenticateddatatransfersystemofclaim12,whereinadeeplinktoascreen
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15. Theauthenticateddatatransfersystemofclaim14,whereinanotificationcomprisesthe 

oneormoreresponsesassociatedwithconfirmationofthethirdsetofinformation.  

16.Theauthenticateddatatransfersystemofclaim15,whereinoneormoreauthentication 

communicationsassociatedwithconfirmationofthethirdsetofinformationareperformedthe 

oneormoreauthenticationcommunicationsincludingatleastoneselectedfromthegroupof 

biometriccommunicationand10gm communication.  

17.Theauthenticateddatatransfersystemofclaim1, whereinthedatatransferisscheduled 

atapredeterminedtime.  

18.Amethodofauthenticatingdatatransfercomprising: 

dynamicallygeneratingafterentryofoneormoreprocessorsofatransmittingdeviceinto 

acommunicationfieldthelinkcomprisinganearfieldcommunicationdataexchangeformat 

uniformresourcelocatorincludingidentifierdataanduserdata~ 

transmittingtoafirstapplicationcomprisinginstructionsforexecutiononafirstdevice 

thelinktoinitiatedatatransfers 

basedonthelinks 

transmittingoneormorerequestsforconfirmationofquantityandrecipientdataassociated 

withthedatatransfers 

receivingoneormorenotificationsthatarebasedontheoneormorerequestsfor 

confirmationofquantityandrecipientdataassociatedwiththedatatransfersand 

performingoneormorelogincredentialsthatareresponsivetotheoneormore 

notificationssoastocompletethedatatransfer.  
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19.Themethodofclaim18,whereinatleastoneactionfromtheoneormoreactions 

compriseslaunchingawebsiteconfiguredtoidentifytheuserassociatedwiththefirstdevice.  

20.Acomputerreadablenon-transitorymediumcomprisingcomputer-executable 

instructionsthatwhenexecutedbyaprocessorperformprocedurescomprisingthestepsof 

dynamicallygenerating, afterentryofacontactlesscardintoacommunicationfielda 

linkthelinkcomprisingafirstsetofinformationandasecondsetofinformationthefirstsetof 

informationincludingidentifierinformation thesecondsetofinformationincludinguser 

information* 

transmittingtoafirstapplicationcomprisinginstructionsforexecutiononafirstdevice 

thelinktoinitiatedatatransfer, 

identifyingauserassociatedwiththefirstdevicebyactivatingoneormoreactionsbased 

onthelinktheoneormoreactionsconfiguredtorequestconfirmationofathirdsetofinformation 

associatedwiththedatatransferand 

transmittingoneormoreresponsesbasedonauthenticationofthethirdsetofinformation 
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soastocompletethedatatransfer.
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