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(57) Abstract: Systems, methods, and computer-readable media are provided for a geo-location based selection of an identity for a
mobile device to attach to a nearby network of an access provider. In one aspect of the present disclosure, a method includes determining,
by one or more processors, a location of a mobile device; identifying, by the one or more processors, an access provider having a
network for the mobile device to connect to, selecting, by the one or more processors, one of a plurality of identities associated with the
mobile device for authorizing connection to the network of the access provider, the selection being based on the location of the mobile
device and connection parameters specified by the access provider; and establishing, by the one or more processors, the connection of
the mobile device to the network of the access provider using the one of the plurality of identities.
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GEO-LOCATION BASED IDENTITY SELECTION FOR
WIRELESS CONNECTIONS

TECHNICAL FIELD

(388311 The prosent technology pertains in general to providing @ dyvramic selection
process for selecting an identity for a mobile device to connect 1o a wircless access

provider based on a geographical location of the mobile device among other factors.

BACKGROUND

(38021 When 2 mobile device s roaming onfeormecting (0 third party-provided Wil
netwirks, a combersome procedure needs to be followed where by the mobile device
needs 1o register with the owner/operator of the third-party provided Wil petwork
andfor an identity provider nesds to be selected, sach as a native network operator, in
order to validate and verify user credentials. Onee validated, the mobile device is then

able 1o use that third-party provided Wi network.

{9883} The above iHlustrates that many steps are involved in establishing connection
0 a third-party provided Wik networks,  With the ever increasing availability of
various identities and access providers, the above heavily user-involved process is

inconvenient and far from seamless.

BRIEF DESCRIPTION OF THE DRAWINGS

(930341 In order 1o describe the manner in which the sbove-recited and other
advantages and features of the disclosure can be obtained, a roore particular
description of the principies briefly described above will be rendered by reference o
specific embodiments thereot which are ilustrated in the appended drawings.
Understanding that these drawings depict only exemplary embodiments of the
disclosure and are not therofore to be considered to be limiting of #s scope, the
principles herein are described and explained with additional specificity and detail

through the use of the accompanying drawings in whiche

L)
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188851 FIG. 1 iHustrates an exampie of netwprk architecture and  associated

components, according to an aspect of the present disclosure;

19886} FIG. 2 describes an example process for gengration a database to be used for
geo-location based identity selection for wireless connections, according to an aspect

of the present disclosure;

(68071 FIG. 3 describes an example process for geo-location based identity selection

for wireless connections, according to an aspect of the present disclosure; and

(G808} FIG. 4 Hlosirates an example svatem including various bardware computing

cornponands, according 1o an aspect of the present disclosure.

DETAILED DESCRIPTION

(98891 Various example emnbodiments of the disclosure are discussed in detail below.
While specific inplementations are discussed, it should be understood that this is
done for tdustration purposes only. A person skilled mn the relevant art will recognize
that other components and configurations may be gsed without parting from the apirit
angd scope of the disclosure.  Thus, the following description and drawings are
dlustrative and are nol 1o be construed as lmiting. Mumerous specific details are
described o provide a thorough understanding of the disclpsure. However, in certain
siances, well-koown or conventional detmls are not described i order o avod
obacuring the description. Refersnces to one or an embodiment in the present
disclosure can be references 1o the saree embodiment or any embodiment; and, such

references mean at least one of the embodimnents.

(#6386} Reference to “one embodiment” or “an embodiment” means that a particular
feature, strocture, or charscienistic described in connection with the embodiment s
inchided i at least one embodunent of the disclosure. The appearances of the phrase
“in one embodiment” in various places in the specification are not necessarily all
referring to the same embodiment, por are separate or alternative embodiments
rmouiually exchisive of other embodiments. Moreover, various teatores are deseribed

which may be exhibited by some embodiments and not by others.

(011 Without intent to Himif the scope of the disclosure, exaroples of instroments,

apparatus, methods and their related resulis according to the embodiments of the
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present disclosure are given below. Note that titles or subtitles may be used in the
examples for convenience of a reader, which in no way should himit the scope of the
disclosure. Unless otherwise defined, technical and scientific terms used herein have
the meaning as commonly understond by one of ordinary skilf in the art to which this
disclosure partains. In the case of conflict, the present document, including definitions

will control.

(68121 Additional features and advantages of the disclosare will be set forth in the
description which foflows, and in part will be ohvious from the description, or can be
learned by practice of the herein disclosed principles. The festures and advargages of
the disclosurs can be realized and obtained by means of the instruments and
combinations particularly pointed out in the appended claimas.  These and other
features of the disclosure will become more fully apparent from the fnllowing
descripon and appended claims, or can be learnsd by the practice of the principles

set {orth herein

(68131 A chent caninclude a device andfor application seeking o execute a function
on an Execution Endpoint. Non-limiting examples of 2 client can include a mobile

phone, a lapiop. a tablet, ete.

OVERVIEW

(9814} Disclosed are systems, methods, and computer-readsble media for a geo-
focation based selection of an identity for a mobile device 1o agtach o a nearby

network of an access provider,

(#6351 In one aspect of the present discinsure, a methnd inchides determining, by one
oF more processors, a location of a mobile devics; identifying, by the one or more
DrOCEssnrs, an access provider having a network for the mobile device to comect iy
selecting, by the one or more processors, one of a plorality of ilentities associated
with the mobile device for authorizing conpection to the network of the access
provider, the selection being based on the location of the mobie device and
connection parsmaeters specified by the access provider; and establishing, by the one
of more processars, the connection of the mobile device o the network of the access

provider using the one of the plorality of wlentities.
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18836} In one aspect of the present discipsure, a network component has one or more
identity providers and one or more access providers registered therewith, The network
component inclodes memory having computer-readable instructions stored therein
and pne of morg processors. The ong of more processors contigured o execute the
compuier-readabls instructions o determine a location of 2 mobile device; identity an
access provider from the one or more access providers having a network for the
mobile device 1o conpect to; select an idenuty provided by one of the one or more
identity providers, the identity being associaied with the mobile device for authorizing
conpection 9 the network and being selected hased on the Iocation of the mobile
device and connection parameters specified by the access provider and connect the

raobile device o the network using the selected identity.

(#6371 In one aspect of the present disclosure, one or more non-transitnry computer-
readable medpim have computer-readable instructions stored therein, which when
executed by one or foore processors of a network compongnl, cause the one or more
processors o determing a location of 3 mobile deviee; identify a plurality of access
providers each having 2 network for the mobile device to connect to; based on
corresponding connection parameters associated with sach of the phuality of access
providers and the location of the mobile device, select one of the plurality of aceess
providers and an identity assaciated with the mobile device for attaching the reobile
device to a network of the one nf the plurality of access providers; and attaching the

mobile device to the network of the one of the plurality of access providers.

DETAILED DESCRIPTION

[601R] As indicated above, the availability of third-party network access providers are
continuously tncreasing. As an example, ab any point in time a user whi is roaming
through a geographical area is Hkely to receive several options on Wil providers to
connect to. Purthermore, users may have a variety of ditterent identities such as user
credentials with different social network providers, a business credential, etc.
Accordingly, the process of selecting an identity and connecting (0 any one such
provider is tedious and cumbersome as the user neads to nput user credentials.

(48191 One dea for making the above process leas wedions is referred to as romming

gxchange. According 1o roaming exchange, there may be a centralized service

&
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provider referred to as a roaming identity federation provider (ID federation provider)

0 which various service providers and identity providers can subscribe/register with,

198241 Examples of service providers can include, but are not hmited to, entities
providing bdernet access {(e.g., a Wikt accessy. This can be any known or o be
developed access provider. For example, 2 husiness entity may provide a WiFi access
for its patrons and customers to connect to. A wireless carrigr can be another example

of an access provider.

(6021} Exaoples of identity providers can include, but is not bmited to, any known or
o be developed social service provider with which users can set up accounts having
associated user names apd passwords Quser credemtialzy. Examples include email
service providers, social platform providers (e.g., Google and Facebook), e, Other
exaraples of identity providers include businesses that provide user credentials to their

empoyees. Such identities may be referred 10 as business identities.

(#6227 A oser having an associated mobile device may have wmultipls registered
identities each provided by a different identity provider. when roaming, whenever the
pser and the associated mobile device is detected within a coverage area of a service
provider that is part of the consortivm {roaming exchange}, the D federatinn provider
may reirieve various wlentities associated the user, present the available identities to
the user on the mobile device, receive a selection of one of the identities via the
rpobile device, asthenticate the user’s selected identity with a corresponding identity
provider and epable the mobhile device to roam on the service provider's acoess

netwirk.,

(66237 While the ID federation provider simplifies the process of mobile devices
gstablishing a2 connection 0 a nearby zccess provider, there s still a level of
interaction and user infervention required, as described above {g.g., the user needs to
select an identity to be used for aunthenticating user’s access to the access provider's
networky. Hereinafter, example emnbodiments will be descnibed that turther simphfy
the abpve process by providing a geo-Ipcation based identity selection for connecting
t0 ap access point, which eliminates any need for user idervention and provides a
seamiess (from the user perspective) process for connecting to an access provider's

network,
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18824} The disclosure begins with a description of a setfing in which geo-location
based identity selgction for seamless conpection o an access network can be

implemented.

(98257 P31 iHustrates zn exampie of network architectore and  associated
components, according to an aspect of the present disclosure. As shown in Fiz 1,
architecture 100 includes a cloud hosted open roaming identity federation provider
102 (1D federation provider 102}, 1D federation provider 102 may be hosted on oy

more servers operated by a provider such as Uisco Technology, fnc. of Ran Jose, CAL

(88261 FIG. 1 further shows identity providers 104 and 106, Llentity providers 104
and 106 may be different private or public platforms, cutisls or organizations which
users regiater and have a profile and associated suthentication credentials. Examples

of identity providers inchade, bot are not linvdted 1o, those described abave,

(96271 Fi5. 1 also shows service providers 10%, 116 and 112, examples ot which
inchude, but are pot limited to, those described sbove. In FIG. 1, service provider 108
amd 112 may be different Wikt Access providers while service provider 110 is a
wirgless carrier sceess provider.  For example, service provider 110 cap be an LTE
nwdel3, o which a2 mobile device may attach. Service provider 110 can provide any
kaown or to be developed wireless technology to its subscribers including, but not

5 th

fmued to, Long Termn Evolatdon (LTE) access network, a Generation {SG}

network, ete.

(0281 In one example, all or some of access providers 108, 110 and 112 can be part
of the same 3G network. In one example, a single entity can be both an identity

provider and an access provider,

168291 F1G. 1 fonther shows o user 114 having an associated mobile device 116,
Forthermore, user 114 and mobile device 116 are shown to be present within coverage
area of access provider 112, In this example, access provider 112 provides wireless
access to devices within a physical building, location, ete. The present disclosure is
rot Hmited to mobile device 116 being in the coverage area of only 2 single access
provider at any time but may be within coverage areas of multiple access providers,
st itanecusly.

(66381 Examples of mobile device 110 include, but are not limited to, any portable

device capable of establishing 2 wireless connection with a service provider suchas a

6
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smatt phone, a2 mobile device, a laptop, a tablet, a porsonal digital assistant (PIJA),

£LC.

19838} Communications between various components of architecture 100 described
above, can be hased on any known, or to be develaped, method of wireless {and/or
wired) conununication scheme. Furthormore, while certain components have been
shown and descnbed with reference to architecture 100, architecture 100 i3 not
Hmited thereto.  Architecture 10U and its cornponents may inclide apy addivonal

component or element necessary and ordinary to their operations and functionalities,

[03E2) While FIG. 1 illustrates a certain nomber of access providers, wdentiiy
providers and mobile devices, the present disclosure is not hinited therets. There can
be more or less wdentity providers and access providers registered with 1D federation
provider 102, Furthermore, there can be more than one user and associated reobile

devices attempiing o gain access (0 an access provider’s netwark.,

(6633} In one example, when mobile device 116 15 present in the coverage area of

access provider 112 and assuming that gser 114 has muluple idemtities {e.g.. ong
dentity with each of identity providers 104 and 106}, 2 Hst of two identities will be
presented 0 user 114 on mobile device 116, User 114 then selects one of the
presented identities.  Upon receiving the selected identity, access provider 112
authenticates user 114, using known or o be developed authentication proceduores, via
i3 federation provider 102 and the corresponding identity provider {(e.z., one of
identity providers 104 and 106} before providing mobile device 116 access to access

provider 11278 network.

(6341 In one example, the identity selected on mobile device 116 by user 114 will be
psed as the default Wentity for aser 114 whenever an access provider’s network that is
associated with i) federation provider H2 is detected on mohile device 116 uniil user

114 selects another identity.

198351 This defmuh use of a selected dentity and the still existing level of interaction
required fror user 114 presents two challenges.  First, due o varioos issues (g2,
security, privacy, ¢}, user 114 may not wang (o use one identity to gain access o all
different access providers” networks. For example, when user 114 i3 within coverage
area of a Wikt network provided by a coffee shop, gser 114 may not wish andf/or be

allowed to use his or ber business wendity 1o connect (o the coffee shop’s Wikl
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network, Furthermore, due to user 1147s personal privacy concerns, user 114 may not
wish 1o use a particelar identity provided by a social media platform such as Facebook

at the coftes shop but may instead wish 1o gse another identity of user 114

(1361 Therefore, depending on user’s location and/or the availeble access networks,
users may wish to use different identities fnr connecting to each different access
network.  Fuorthermore, different access providers may specify different restrictions

for type of devices and vsers that may connect to their ngtworks.

(60371 The identity selection process can be made more seamiess by eliminating the
need for selection of an ilentity on a user's mobile device. As will be described

below, ges-location based identity selection addresses the above deseribed challenges.

19838} FIG. 2 describes a process for generation a database to be wsed for geo-
focation based identity selection for wireless connections, according to an aspect of
the present disclosure. Fi(z. 2 will be described from the perspective of 1D federation
provider 12, Howsever, it will be understond that I federation provider 102 has one
OF MOYE [IOcessors execution computer-readable instructions stored on one of more

memories thereot 1o parform the process of FIG. 2.

(68391 FIG. 2 deseribed an example process according v which 1D federation
provider 102 constrocis (generates) databases, which will be used for geo-location

-

based dentity selection as will be described below with reference to FIG. 3.

(3848} AL 5200, 1D federation provider 102 receives a regisiration reguest from an
aceess provider (which can also be ap identity provider). The registration request can
include information such as, but aot limited fo, access providers identification
information and  connection parameters. Conpection parameters can  specity
conditions according to which a mobile device may attach or conmect 1o access
provider’s network, For example, access provider can be a corporation or a busingss
gatity that only allows access to its notwork when a business identity issued by the
corporation 1s used.  In another exanyple, access provider can also speaify other
business identities (37 party business identities) that may be osed for attachment o is
netwiork., This can, for example, be business identities issued by business partners of
the corporation, a chent of the corporation, etc.  In another example, an access
provider can specify a category of identities that may be used to for attachment to s

network {e.g., any registered social nevwork provided identity, any registered business
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identity, etc., where the registration is with 1D federation provider 102 as part of the

roaming exchange mentioned above).

(36411 Connection parameters can also specify times and days secording to which
certain identities can be ased o attach 1o Us network. For example, the corporation in
this example can specify that 3¢ party business identities can access is network
during business howrs {e.g., 8AM to 3PM) from Monday to Friday bul not on

Sawirdays and Sondays.

(68421 Comnection parameters can also specify different privileges for different
identities. For example, devices that attach o the corporatinn’s network using
business identities 1ssusd by the corporation can be allowed to access a different
network (e.g., with more access privileges) than devices that attach using 3 party

business identities (with less access privileges).

<
(0431 In another example, the corporation of example above can allow limited
access o any valid identity during cenain times (g.g., outside business howrs). This

will also be specified as a conpection parameter.

(6844} Compection parameters can also speaily one or more geo-locations where
OAINg or access o provider's netwaork is permitied. For example, access o those
logging in with 3" party husiness idestities may be linited to within a certain distance
{g.g., 2008, a nule, ooy of physical premises of the corporation.  In another example,
access (o sl valid identities outside business hours can be Hiatled 1o a different
goographical location (e.g., one corresponding (o & parking ot of the corporation or a
cerian distance outside the physical premise of the corporation such as a perimeter of
1008t 1o ball a mile surrounding the corporation’s building.

(68451 The above sre a fow exaraples of different connection parameters, which are
non- limiting of the scope of the present disclosure,

(88461 Ar R202, 1D federation provider 182 process the registration reqguest and
registers the access/identity provider,

(38471 At 5204, 1D federation provider 102 stores conneclion parameters and the
identificasion of the access provider fromm which the request is received at 3200 in a

database associated with H> federation provider 102
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(3048} The regisiration reguest and example connection parameters desoribod with
reference o 3204, 5202 and 5204 have besn described with reapect to a request

recetved from an access provider.

(38491 However, the request received ai 8200 can also be a registration request
received from an identity provider. As part of the registratinn request, 1D foderation
provider 132 receives information regarding credentials of particular user, information

identitying ser’s associated devices such a mobile device 116, et

(68381 1D federation provider 102 completes the registration of an wdentity provider
and stores the data in the database in the same manner as described above with

reference to 8202 and 3204,

19858 With a database of access providers and identity providers, examples will he
described below for enabling geo-location based wentity selection for a mobile device

atfempling (0 Qain acoess D an access movider s network.

(8521 FIG. 3 describes an example process for geo-location based identity selection
for wireless connections, aceording to an aspect of the present disclosure, FI(G. 3 will
be described from the perspective of I federation provider 102, However, i will be
pnderstood that 1D federation provider 102 can bave ope OF 1more processors
gxecuting computer-readable instructions stored on nne or e memnries therent o
perform the process of FIG. 3. Furthermore, FIG. 3 will be deseribed with reference

o exarople erabodiments of FIG. 1

(98531 At 5300, 1D federation provider 102 determines/detects that mobile device
116 15 within coverage area of access provider 112, This determination may be based
on any known or o be developed methed. For example, access provider 112 may
detect the presence of mobiie device 115 in Us coversge area based on exchange of
beacon information, a response to a “helln” message transmitted by one or mne
access poinis of service provider 116, ete. More specifically, access provider 112
may detect MAL address of mobile device 116 and transmit the same to [ federation
102, AL 8300, 1D federation provider 102 may detect that mobile device 116 is within
the coverage area of muliiple access providers {(g.g., aceess provider 110 and 1123
Accordingly, the process described below can be carried out with respect to every

detected access provider for selection of one for mobile device 116 to connect 1o,

10
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FB0E4T Ar 8302, 1D federation provider 102 determines, by referencing a table of
identity providers stored as described with reference o FIG. 2, identities of user 114

associated with mobile device 116 {using mobile device 11673 MAC address).

s

(551 AL 8303, 1D federation provider 112 determines gen-location of mobile device
116,

(38561 A geo-location of mobile device 116 may be determined according to any
known, or @ be developed method such as using {rlobal Positioning System (GPS}
signals, cell tower triangulation as well as WiF: positioning sysiems. GFS can offer
position accuracy of between & and 3 meters, subject to a number of known variables,
Cell towers triangulation accaracy can vary widely, subiject to the density of cell
towers and features withen the landscape. Cell tower accuracies can vary between, for
exaraple, 400 10 1400 meters. Some device operating systems used on devices include
background locatinn services that can collect Wik: access point details along with the
OPS or cell tower triangulation-derived Iocation, send the collected information to the
operating systern vendor or another operating enfity to derive locaton information of
a rmobile device. The accuracy of such methods can vary widely, subjoct o the

coverage of Wikt access poings. Such variation can be between 16 o 133 meters.

(38571 In another example, the above mentioned methods can be used in conjunction
with on-device Iocation determnination sensora.  For example, mobile device 116 can
have known or to be developed on-board sccelerometers, gyroscones, magneirnelers,
etc. which can record, at a finer grain, movement of mobile device 116, whick can
then be esed o augment location information derived from GPS signals, cell tower

triangulation, ete.

(G838 In another example, a device’s 1P address assignment can also be used in

further refining a device’s location informatinm.

188591 Ar 364, ID federation provider 142 determings if mobile device 116 is
attempting o connect to access provider 11273 network for the first time. For
examaple, HY federation provider 102 deterndnes i, in a database described with
reference to FIG. 2, there is a record of past connectinns/attachuments of mobile device
116 to access provider 11275 network. It there i3, the answer in 3304 is no. I there is

none, the answer in S304 18 ves.

o

11
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18864} H at S304, 1D federation provider 142 determines that mnbile device 116 is
attempting to connect to access provider 11275 network for the first lime, then at
5306, I3 tederation prowider 102 selects one of the identities associated with wser 114
of mobile device 116 determined at 5302, In one example, 1D federation provider
102 makes this determination, in part based on conpection parameters specified by
access provider 12 and stored in the database of 1D federativm provider 102, as
described above, For example, access provider 112 may be that of Company X and af
the time of registering with ID federation provider 102, Company X may have
specified several connection parameters. One is that user identities associated with
customers {2.g., Company Y can access./attach to access provider 1128 network, if
they visit access provider 1127s premise between the bours of & AM and SPM
Mondays through Fridays, Annther connection parameter may be that mobile devices
seeking acceas to access provider 112°s network should be within 100 feet of access

provider 112°s physical location{s).

[4861T In this exarople, it 15 assumed that user 114 15 an employes of Company Y
visiting Cnmpany X's premise {(access provider 1127°s premise) at 11AM on a
Tuesday. Therefore, at 8306, 1D federation provider 2 determines that user 114 has
an wdentity provided by Company Y and s st the location of Company X (service
provider 1123 at 31 AM on 2 Tuesday,  Accordingly, 1D federvation provider 102
selects user 11475 business identity with Company Y as the identity o attach to access

provider 11278 network.

[GB62] AL 8208, [D federation provider 102 determines it an wdentity is selected at
S336. For example, user 114 may not have any identity that matches connection
parameters of access provider 112, H net, at 8310, 1D federation provider 102
generates and sends a potification o mobile device 116 indicating that mobile device

116 cannot access/attach 1o access provider 112°s nevwork {access denialy.

(38631 However, if at S308, Dy federation provider 102 determines that an identity is
selected, then at 5312, 1D federation provider 107 authenticates/confirms user 11473
selected wdentity with a corresponding identity provider {e.g., one of identity providers

104 and 106 of FIG. 1} For example, I federation provider 102 commuonicates with
Company Y s database that has provided user 11479 business dentity selected at 5306
to confirm user 11473 identity (sccording to any known, or 0 be developed,

authentication process}.

12
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(064} At 5314, 1D federation provider 102 determines if user 145 sglected identity
is confirmed. H not, the process reverts back to S310, where 1D federation provider
132 denies mobile device 1167s attempted sccess 1o access provider 11278 network

and sends a notification of denial to mobtile device 116,

(#6651 However, if at 5314, D federation provider 102 determines that user 11473
identity has been confirmed, then at 5316, 11 federation provider 102 attaches mobile
device 116 w access provider 11273 network and records details on mobile device
116’s conpectinn fo access provider 112°s network.,  Details can include, but are not
limited o, geo-lpcation information of mobile device 116, time stamyp and duration of

attachment 1o access provider 11278 network, etc.

(98661 Referring back to 8384, +f 1D federation provider 102 deternunes that mobile
device 11675 attempt to attach to access provider 11275 network is not a first atteropt
to do so, at 8320, I federation provider 102, retrigves conneciinn parameters of

aceess provider 112 stored in a database.

(68671 At 5322 and based on the connection parameters and geo-location information
of mobile device 116, I federation provider 102 selects an identity for sttaching
mobile device 116 to access provider 112°s network. For example, II¥ federation
provider 192 determines if ges-location information of mobile device 116 matohes
those specified by connection parameters of access provider 112 and/or corresponds
0 {e.g., within a margin of error of/deviates from) a record of previous geo-location
of mobile device 116 during a prior altachment (0 the network of access provider 112,
The margin of error may be a configurable parameter determined based on empirical

stadies and can be for example +/- 10%.

(68681 As an exareple and per the description of FIG. 2, access provider 112 may
specily connection parameters that Hinit access (o its network based on g geographical
focation of a mobile device. For example, while access provider 11278 network
coverage may extend out from a physical location of access provider 112 o us
swrounding areas or adjacent roads, streets, parking lots, adiacent buildings, eic.,
access provider 112 may wish to nnly allow access to its network when a mobile
device is within access wrovider 11275 bullding and not, for example, in the parking

ot
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(369} Therefore, even if user 114 of device 116 has & busingss identity that matches
corresponding connection paramsters specified by access provider 112, if mobile
"

device 116 is not within the specified geographical location, access provider 112

would deny mobile device 116 access to its network,

(0781 At 8324, 1D federstion provider 102 determines if an identity is selected at
2324, For example, wser 114 may not have any identity that matches connection
parameters and specified geo-location Hmifations of access provider 112, If not, at
5326, 1D federation provider 102 generaies and sends a notification © mobile device
116 indicating that mobile device 116 cannot access/attach to access provider 112°s

network {access dendal message).

(98711 However, if at S324, 1 federation provider 102 determines that an identity s
selected, then at 5328, 1) federation provider 102 authenticates/confirms the selected
identity with a corresponding identity provider {e.g., one of identity providers 104 and

106 of FIG. 1), in a sitmtlar manner as described above with reference (o 5312,

[GB721 At 5330, 1D federation provider 102 determines il user 11475 selected dentity
s confirmed. I nok, the process reverts o 3326, where 1) federation provider 102
depigs mobilke device 1167s attempted access to access provider 112°s network and

sends a notification of access denial to mobife device 110,

198731 However, if at 5330, 1D federation provider 102 determines that user 114°g
identity has been cordirmed, then at 8332, 1D federation provider 102 attaches mobile
device 116 o access provider 112°s network and records details on mobile device
116°s connection 1 access provider 112°s network. Details can include, but are not
limited to, gen-location information of mobile device 116, time stamp and duration of

attachment (o access provider 1127s network, ete. Thereafter, the process ends.

18874} Accordingly, a seamless process is provided by 1 federation provider 102 to
select an identity for network connection based on geo-location information of mobile
device 116, In other words, every time a mabile device 1s detected in coverage area
of an access provider that is registered with 1D federation provider 102 and has an
identity {provided by an identity provider that is alsp registered with I federation
provider 102} and if the geo-location of mobile device 116 as well as any one of the

associated identities maich connection parameters of a nearby access provider, D
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federation provider 162 seamlessly establishes a connection to said access provider’s

network using the appropriate identity associated with mobile devies 116,

198751 tn one example and upon selection of an identity for mobile device 116 to
attach v access provider 11278 network with, there may be an aptional step according
to which a notification may be provided on mobile device 116 to confirm or deny the
attachment {connection to) service provider 11275 network andfor to select an

ahiernative profile to be used for the connection.

(6076} While with reference to FEG. 3, & specilic example of Company X snd Y was
described. However, the present disclasure is not limited to the example of a business
entity specifying access to i3 network wsing certain business wdentities during certain

nisiness hours at certain geographical locations.

(771 As another exarople, assume that after visiting Comapany X' physical site and
conneciing to access provider 112°s network using the identity provided by Company
Y, as described above, gser 114 exits Company X's physical site and proceeds to &
Iocal restaurant. The lpcal restaurant may be another example of an access provider
providing Wikt access t© is patrons and cusiomers, who is registered with 1D
federation provider 102, Furthermore, assume that user 114 had previcusly visited the
ocal restaurant and used one of wser’s social/public identities to gain access 1o the
focal restagrant’s Wil setwork.  Moreover, assume that commection parameters
specified by the Iocal restaurant and stored in a database by 1D federation provider
102 indicates that all verified identities {e.g., registered with I federation provider
102y can be used to access s Wil network as long as a customer ia physically

located inside the local restaurant.

(G078 In this case, after user 114 exits Company X's site and approaches the local
restaurant, the Wikl access network of the local restaurant may be detected by mobile
device 116 as soon as mobile device 116 enters a perimeter arcund the local
restavrant. However, given the connection parameter that access is allowed ondy if a
customer 15 physically inside the local restaurant, 1D federation provider 102 would
not select any of user 11475 identities to connect to Ipcal restaurant’s Wik network,
becagse geo-location information of mobile device 116 indicates that it i3 currently
close to but still outside of the local restaurant.  However, upon entering the lpcal

restaurant’s building and given that 1D federation provider 102 has a record of user
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114 having previously ased a social/public identity at the local restawrant, ID
federation provider 132 agtomatically selects the same social/public wlentity of user
114, authenticates uvser 114°s credenuals with the corresponding identity provider

{e.g., identity provider 134} and allows mpbile device 116 to be scamlessiy connected

to the local restavrant’s Wil network,

(66791 Accordingly, movement of mobile device 116 from onse location o another
resuplts in a2 dypamic and seamless switching of connectiona o different access
providers depending on each access provider's comnection parameters and geo-

location of mobile device 1186,

198841 As mentioned above, after the conpection i3 established, seamlessly, between
mobile device 116 and the local restaurant’s Wil network, aser 114 may be given a
rotification of the esteblished connection and roay bave sn opuon on a screen of
mobile device 110 o reiect (override) or modily {e.g., select another identity for
connecting) the connection.  In one example, the option o reject or modify may be
ume limited. Por example, if no input is received on mobile device 116 o reject or
modify the gstablished connection, then 1D federation provider 107 assumes that the
connection is acceptable and records information about the connection inn a database

as described above,

(989881 Having descnibed example embodiments {for geo-location based identity
selection for establishing network connection, the disclosurs now turns 1o discussion
of example devices that can be used as components such as 1D federation provider
102, mobile device 116, any one of access providers 108, 11 and 112 andfor any one

of wentity providers 104 and 106,

[BB821 FIG. 4 Hlosirates an example svatem including various bardware computing
components, according to an aspect of the present disclosure. The more appropriate
embodiment will be apparent to those of ordinary skill in the art when practicing the
present fechnology., Persons of ordinary skall in the art will also readily appreciate
that other sysien embodumnents are possibie.

(831 FIG. 4 illustrates a systemn bus computing system architecture 400 whersin the
components of the system are in electrical communication with each other using a
commection 406, Bxemplary systemn 400 inclodes g cache 402 and a processing onid

(CPFL or processor) 404 and a sysiem conmeciion 406 thal couples various system
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components including the system memory 420, such as read only memory (ROM}
418 and random access memory (RAM) 416, to the processor 404, The system 4030
can inclode a cache of ngh-speed memory connected directly with, in close proxamity
to, or integrated as part of the processor 404, The systern 404 can copy data from the
memory 420 and/or the storage device 408 to the cache 402 for guick access by the
processor 404, In this way, the cache can provide a performance boost that avoids
processor 404 delays while watting for data. These and other mwodales can control or
be configured to control the processor 434 to perform varinus actions. (ther system
memory 424 may be available for use as well. The memory 420 can include multiple
different types of memory with ditferent performance charactenistics. The processor
494 can include any general purpose processor and 4 service component, such as
service 1 410, service 2 412, and service 3 414 stored in storage dovice 408,
configured to control the processor 434 as well as a special-purpose processor where
sottware instructions we incorporated into the actual procesaor design. The processor
404 may essentially be a completely self-contzined computing system, conaining
multipls cores or processors, a bus, memory controller, cache, etc. A maelti-core

PYOCESSOT Ay be Syl’flil’iﬁlﬁc ar ?:S}’ﬂ’ii’ﬂﬁiii‘i@.

(38841 To enable user interaction with the compuung device 400, an input device 422
can represent any nwirsber of input mechanisms, such as a microphone for speech, a
touch-sensitive screen for gesture or graphical input, kevboard, mouse, motion inp,
speech and so forth. An output device 424 can also be ons or mors of a mimber of
output mechanisms known to those of skill in the art. In some instances, multimodal
systerns can enable a user to provide moultiple types of input © communicate with the
computing device 400, The communications interface 4286 can generally govern and
rnanage the user jnput and system output. There i3 no resiniction on operating on any
particelar hardware arrangement and therefore the basic features hers may sasily be

substituted for imaproved hardware or firmoware arrangements as they are developed.

[#885] Storage device 408 is a non-volatile memory and can be a hard disk or other
types of compuler readable media which can store data that are accessible by a
computer, such as magnetic cassettes, flash wemory cards, solid state memory
devices, digital versatide disks, cartridges, random access memornes (RAMs) 416, read

only memeory (ROM} 418, and hybrids thereot.
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18886} The system 4 can include an integrated circuit 428, such as an application-
specific imtegrated cwownt (ASIT} configured to perform various operations.  The
intggrated circuit 425 can be couopled with the connection 400 in order to

conununicate with other components in the system 404,

(8871 The storage device 48 can include software services 410, 412, 414 for
controlling the processor 404, Other hardware or software modhiies are contemplated.
The storage device 408 can be connected 1o the sysiem connection 405, In one aspect,
a hardware module that performs a particular function can include the software
component stored in a computer-readable mediom in conngction with the necessary
hardware components, sach as the processor 404, connsction 406, outpw device 424,

and a0 forth, o carry out the funcuion.

(881 For clariy of explanation, in some instances the present techoology may be
presenied as including individual functional blocks inchuding functional biopcks
comprising devices, device components, steps or roufings in a method embodied in

software, or combinations of hardware and software.

[B889] In some examsple embodiments the compuier-readable storage devices,
mediums, and memories can include a cable or wireless signal containing a bit stream
and the Bke. However, when mentioned, non-transitory computer-readable storage
media expressly exchide media such as ewnergy, carrier signals, electromagnetic

waves, and signals per se.

[} Methods according o the above-described oxamples can be implemented
using computer-executable instructions that are stored or otherwise available from
compuier readabls media. Soch instroctions can comprize, for example, instructions
and data which cause or atherwise configure a general purpose coraputer, special
pUrpnse computer, or special purpose processing device to perform 2 certain function
or group of functinns. Portions of compuier resources used can be acoessible over a
network.  The computer executable instructions may be, for example, binaries,
intermediate format instructions such as assembly language, firmware, or snurce code.
Examples of computer-readable media that may be used to store instructions,
information used, and/or information created during methods according to described
examples inchude magnetic or optical disks, flash mwemory, USEB devices provided

with non-velatile memory, networked storage devices, and so on
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18891} Devices implementing methods accnrding to these disclosures can comprise
hardware, firmware and/or software, and can take any of a variety of form factors.
Typical examples of such form factors nchude laptops, smart phones, small form
factor personal computers, persnnal digital assistants, rackmount devices, standalone
devices, and so on.  Functionality described herein alse can be embodied in
peripherals or add-in cards. Such functionality can also be implemented op a circuit
board among different chips or different processes execoung in a single device, by

way of further example.

(88921 The instructions, media for conveying such instructions, Compuing res0uroes
for execoting them, and other stroctores for suppaorting such compuoting resources are

means for providing the fonctions described in these disclomures.

(30931 Although 2 variety of examples and other information was gsed 0 explain
aspects within the scope of the appended claims, no limitation of the claims shoukd be
implied based on particuiar featores or arrangements in such examples, as one of
ordinary skill would be able to use these examples to derive a wide vanety of
implementations, Porther and although some subject matier may have been described
inn lapguage specific to examples of structural features andfor method steps, it is © be
understood that the subject matter defined in the appended claims i3 not necessarily
Hmted to these described featores or acts. For example, such finctionahity can be
distributed differently or performed in componenis other than those wdentified hergin.
Rather, the described features and steps are disclosed as examples of components of

systems and methods within the scope of the appended claima.

(66941 Claim language reciting “st least one of " a set indicates that one member of
the set or multiple members of the set satisty the claim. For example, claim language

reciting “at least one of A and B” means A, B, or A and B.
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CLAIMS

1. A method comprising:

determining, by one or more processors, a location of a mobile device;

identifying, by the one or more processors, an access provider having a
network for the mobile device to connect to;

selecting, by the one or more processors, one of a plurality of identities
associated with the mobile device for authorizing connection to the network of the
access provider, the selection being based on the location of the mobile device and
connection parameters specified by the access provider; and

establishing, by the one or more processors, the connection of the mobile
device to the network of the access provider using the one of the plurality of

identities.

2. The method of claim 1, wherein no user input on the mobile device is required

for establishing the connection to the network of the access provider.

3. The method of any preceding claim, wherein the one of the plurality of
identities is selected if the location of the mobile device and the selected one of the
plurality of identities match conditions specified in the connection parameters by the

access provider.

4. The method of any preceding claim, wherein the connection parameters
include one or more of:

geographical specifications for any mobile device attempting to connect to the
network of the access provider;

one or more authorized identities permitted for use in authorizing the
connection to the network of the access provider; and

time specifications indicative of days and hours during which attachment to

the network of the access provider is allowed.

5. The method of claim 4, wherein selecting the one of the plurality of identities

includes:
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determining if the location of the mobile device matches the geographical
specifications of the access provider;

determining if the one of the plurality of identities associated with the mobile
device matches one of the one or more authorized identities;

determining if a time at which the mobile device is detected in a coverage area
of the network of the access provider matches the time specifications provided by the
access provider, wherein

the one of the plurality of identities is selected if (1) the location of the mobile
device matches the geographical specifications of the access provider, (2) the one of
the plurality of identities associated with the mobile device matches one of the one or
more authorized identities, and (3) the time at which the mobile device is detected in a
coverage area of the network of the access provider matches the time specifications

provided by the access provider.

6. The method of any preceding claim, further comprising:
sending a notification to the mobile device indicating that the connection to
the network of the access provider is established, the notification providing a time-

limited option for one of rejecting or modifying the connection.

7. The method of any preceding claim, further comprising:

determining, by the one or more processors, if the mobile device is attempting
the connection to the network of the access provider for a first time; and

recording, by the one or more processors, geographical coordinates of the
mobile device after the connection is established, the record being used for automatic
connection to the network of the access provider using the one of the plurality of

identities selected.

8. The method of any preceding claim, further comprising:

detecting that the mobile device has moved to a new location that corresponds
to a coverage area of another access provider; and

dynamically switching from the one of the plurality of identities to another one
of the plurality of identities to connect to a network of the other access provider based
on the new location of the mobile device and connection parameters specified by the

other access provider.
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9. A network component having one or more identity providers and one or more
access providers registered therewith, the network component comprising:
memory having computer-readable instructions stored therein; and
one or more processors configured to execute the computer-readable
instructions to:
determine a location of a mobile device;
identify an access provider from the one or more access providers
having a network for the mobile device to connect to;
select an identity provided by one of the one or more identity
providers, the identity being associated with the mobile device for authorizing
connection to the network and being selected based on the location of the
mobile device and connection parameters specified by the access provider; and

connect the mobile device to the network using the selected identity.

10. The network component of claim 9, wherein the one or more processors
execute the computer-readable instructions to identify the access provider, to select
the identity and to connect the mobile device without receiving any user input from

mobile device.

11. The network component of any of claims 9 to 10, wherein the identity is
selected if the location of the mobile device and the identity satisfy at least one

condition specified in the connection parameters by the access provider.

12. The network component of any of claims 9 to 11, wherein the connection
parameters include one or more of:

geographical specifications for any mobile device attempting to connect to the
network of the access provider;

one or more authorized identity categories permitted for use in authorizing the
connection to the network of the access provider; and

time specifications indicative of days and hours during which attachment to

the network of the access provider is allowed.
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13. The network component of claim 12, wherein the computer-readable
instructions to select the identity includes instructions to:

determine if the location of the mobile device matches the geographical
specifications of the access provider;

determine if the selected identity matches one of the one or more authorized
identity categories;

determine if a time at which the mobile device is detected in a coverage area
of the network of the access provider matches the time specifications provided by the
access provider, wherein

the identity is selected if (1) if the location of the mobile device matches the
geographical specifications of the access provider, (2) the identity matches one of the
one or more authorized identity categories, and (3) the time at which the mobile
device is detected in a coverage area of the network of the access provider matches

the time specifications provided by the access provider.

14. The network component of any of claims 9 to 13, wherein the one or more
processors are further configured to execute the computer-readable instructions to
provide a notification to the mobile device indicating that the connection to the
network of the access provider is established, the notification providing a time-limited

option for one of rejecting or modifying the connection.

15. The network component of any of claims 9 to 14, wherein the one or more
processors are further configured to execute the computer-readable instructions to:
determine if the mobile device is attempting the connection to the network of
the access provider for a first time; and
record geographical coordinates of the mobile device after the connection is
established, the record being used for automatic future connections to the network of

the access provider using the selected identity.

16. The network component of any of claims 9 to 15, further comprising:

detecting that the mobile device has moved to a new location that corresponds
to a coverage area of another access provider; and

dynamically switch from the selected identity to another one of the one or

more identities for authorizing connection to a network of the other access provider
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based on the new location of the mobile device and connection parameters specified

by the other access provider.

17. One or more non-transitory computer-readable medium having computer-
readable instructions stored therein, which when executed by one or more processors
of a network component, cause the one or more processors to:

determine a location of a mobile device;

identify a plurality of access providers each having a network for the mobile
device to connect to;

based on corresponding connection parameters associated with each of the
plurality of access providers and the location of the mobile device, select one of the
plurality of access providers and an identity associated with the mobile device for
attaching the mobile device to a network of the one of the plurality of access
providers; and

attaching the mobile device to the network of the one of the plurality of access

providers.

18. The one or more non-transitory computer-readable medium of claim 17,
wherein the mobile device has a plurality of identities associated therewith, each of
the plurality of identities being provided by a different identity provider registered

with the network component.

19. The one or more non-transitory computer-readable medium of claim 17 to 18,
wherein the connection parameters of each of the plurality of access providers include
one or more of:

geographical specifications for any mobile device attempting to connect to a
corresponding network of each of the plurality of access providers;

one or more authorized identity categories permitted for use in authorizing the
connection to the corresponding network of the access provider; and

time specifications indicative of days and hours during which attachment to

the corresponding network is allowed.
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20. The one or more non-transitory computer-readable medium of claim 17 to 19,
wherein

the location of the mobile device is within a coverage area of each of the
plurality of access providers; and

each of the plurality of access providers are registered with the network

component.
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