
[19] Patents Registry
The Hong Kong Special Administrative Region
香港特別行政區
專利註冊處

[11] 1244125 B
EP 3225010 B1

[12] STANDARD PATENT SPECIFICATION
標準專利說明書

[21] Application no. 申請編號

18103555.1

[22] Date of filing 提交日期

14.03.2018

[51] Int. Cl.

H04L    

[54] SYSTEMS AND METHODS FOR MALICIOUS CODE DETECTION ACCURACY ASSURANCE

用於惡意代碼檢測的準確保證的系統及方法

[30] Priority 優先權

25.11.2014 US 62/083,985

14.04.2015 US 62/147,040

[43] Date of publication of application 申請發表日期

27.07.2018

[45] Date of publication of grant of patent 批予專利的發表日期

02.08.2019

[86] International application no. 國際申請編號

PCT/IL2015/051139

[87] International publication no. and date 國際申請發表編號及

日期

WO2016/084076 02.06.2016

EP Application no. & date 歐洲專利申請編號及日期 

EP 15816541.5 24.11.2015

EP Publication no. & date 歐洲專利申請發表編號及日期

EP 3225010 04.10.2017

Date of grant in designated patent office 指定專利當局批予專利日

期

26.09.2018

[73] Proprietor 專利所有人

Ensilo Ltd.

6 Maskit Street, Building B

P.O. Box 12863

4673306 Herzliya

ISRAEL

[72] Inventor 發明人

Roy KATMOR 

Tomer BITTON 

Udi YAVO 

Ido KELSON 

[74] Agent and / or address for service 代理人及/或送達地址

Deacons

5th Floor

Alexandra House

Central HONG KONG

.



Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid. (Art. 99(1) European Patent Convention).

Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
3 

22
5 

01
0

B
1

TEPZZ¥  5Z_ZB_T
(11) EP 3 225 010 B1

(12) EUROPEAN PATENT SPECIFICATION

(45) Date of publication and mention 
of the grant of the patent: 
26.09.2018 Bulletin 2018/39

(21) Application number: 15816541.5

(22) Date of filing: 24.11.2015

(51) Int Cl.:
H04L 29/06 (2006.01)

(86) International application number: 
PCT/IL2015/051139

(87) International publication number: 
WO 2016/084076 (02.06.2016 Gazette 2016/22)

(54) SYSTEMS AND METHODS FOR MALICIOUS CODE DETECTION ACCURACY ASSURANCE

SYSTEME UND VERFAHREN DER SICHERSTELLUNG DER PRÄZISION DER ERKENNUNG 
EINES BÖSARTIGEN CODES

SYSTÈMES ET PROCÉDÉS PERMETTANT D’ASSURER LA PRÉCISION DE DÉTECTION DE CODE 
MALVEILLANT

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR

(30) Priority: 25.11.2014 US 201462083985 P
14.04.2015 US 201562147040 P

(43) Date of publication of application: 
04.10.2017 Bulletin 2017/40

(73) Proprietor: Ensilo Ltd.
4673306 Herzliya (IL)

(72) Inventors:  
• KATMOR, Roy

4673306 Herzlia (IL)

• BITTON, Tomer
4673306 Herzlia (IL)

• YAVO, Udi
4673306 Herzlia (IL)

• KELSON, Ido
4673306 Herzlia (IL)

(74) Representative: Nederlandsch Octrooibureau
P.O. Box 29720
2502 LS The Hague (NL)

(56) References cited:  
WO-A2-02/061510 US-A1- 2012 030 731
US-B1- 7 287 281  



EP 3 225 010 B1

2

5

10

15

20

25

30

35

40

45

50

55

Description

RELATED APPLICATION

[0001] This application claims the benefit of priority un-
der 35 USC § 119(e) of U.S. Provisional Patent Applica-
tion No. 62/083,985 filed November 25, 2014 and U.S.
Provisional Patent Application No. 62/147,040 filed April
14, 2015.

BACKGROUND

[0002] The present invention, in some embodiments
thereof, relates to systems and methods for malicious
connection detection and, more specifically, but not ex-
clusively, to systems and methods for accuracy assur-
ance of malicious communication detection.
[0003] Certain types of malicious code attack comput-
ers and use the host computer to connect to other servers
through a network connection. In one example, the net-
work connection is initiated by the malicious code itself,
for example, to send stolen data to a remote server. In
another example, the malware injects code to a legitimate
application, the injected code then initiates a connection
to a remote server to send stolen data.
[0004] One example of a type of malicious attack is an
advanced targeted attack (ATA), which is a sophisticated
attack in which an unauthorized party gains access to a
network and stays undetected for a long period of time.
The intention of most ATAs is to steal data rather than
cause damage to the network. ATAs target organizations
in sectors with high-value information, such as credit card
processors, government agencies, and the financial
services industry .
[0005] Examples of Anti-ATA solutions are based on
detection of the attack or detection of the infiltrated ma-
licious code. In another example, other tools are de-
signed to detect abnormal or malicious activity in action.
[0006] Document US 2012/030731 A1 (BHARGAVA
RISHI [US] ET AL) discloses the features of the preamble
of the independent claims.

SUMMARY

[0007] The scope of the invention is defined by the ap-
pended claims.
[0008] According to an aspect of some embodiments
of the present invention there is provided a method for
authenticating an attempt at establishment of a network
connection by allowed code, comprising: providing a da-
taset having a plurality of previously observed stack trace
templates each representing a stack trace pattern pre-
vailing in stack traces recorded by monitoring a plurality
of stacks of a plurality of clients executing an allowed
code during a connection establishment process for es-
tablishing network connections related to the allowed
code; receiving a new stack trace recorded during a new
connection establishment process for a new network

connection by a new client; measuring a similarity be-
tween the new stack trace and the plurality of stack trace
templates to identify a match to a stack trace template;
evaluating the matched stack trace template for a pre-
defined rule requirement; and updating a rule-set data-
base with the matched stack trace template to authenti-
cate new network connection establishments associated
with stack templates matching the matched stack trace
template; wherein evaluating the matched stack trace
template comprises: incrementing a value of a counter
indicative of a number of previous stack trace template
matches from different clients, and evaluating the value
against the predefined rule requirement of a number of
matches.
[0009] Optionally, the plurality of stack trace templates
is designated as representing suspicious malicious be-
havior of the allowed code.
[0010] Optionally, the plurality of stack trace templates
and the new stack trace include context data collected
in association with the stack trace of the allowed code,
and the similarity is measured according to the context
data. Optionally, the context data includes an event ID
and/or host name. Alternatively or additionally, the con-
text data includes at least one member selected from the
group consisting of: similar operating system running at
the respective client, similar allowed application, similar
stack trace data by different allowed applications, and
similar protocols to establish the network connection.
[0011] Optionally, the method further comprises add-
ing the new stack trace to the dataset as a new stack
trace template based on an absence of the match.
[0012] Optionally, the different clients are part of a
same designated group.
[0013] Optionally, evaluating the matched stack trace
template for the predefined rule requirement is performed
when the matched stack trace template and the new
stack trace are associated with different clients.
[0014] Optionally, the method further comprises ana-
lyzing the new stack trace, to designate the network con-
nection as being suspicious of being related to malicious
code; and further comprises re-designating the suspicion
of being related to malicious code as being related to the
allowed code. Optionally, the suspicion of being related
to malicious code is triggered by a new allowed code
installed on the new client displaying malicious-like be-
havior. Alternatively or additionally, the allowed code rep-
resents a false positive identification by incorrectly trig-
gering the identification of suspicious of being related to
malicious code. Alternatively or additionally, the stack
trace associated with the authenticated new network con-
nection is matched to at least one stack trace template
associated with an attempt at establishing the network
connection for malicious communication.
[0015] Optionally, the new stack trace and the plurality
of stack trace templates further comprise flow-data in-
cluding at least one member selected from the group
consisting of: processes, modules, and threads.
[0016] Optionally, the new stack trace displays mali-
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cious-like behavior that has a similarity to stack traces
related to malicious code.
[0017] Optionally, the plurality of stack trace templates
are based on authorized installation of similar allowed
code on a plurality of the clients within a predefined period
of time.
[0018] Optionally, the predefined requirement is se-
lected to prevent or reduce false positive connection
blocking of allowed network connections by the allowed
code.
[0019] Optionally, the predefined requirement repre-
sents a tolerance level for false positive connection block-
ing of allowed network connections.
[0020] According to an aspect of some embodiments
of the present invention there is provided a system for
authenticating an attempt at establishment of a network
connection by allowed code, comprising: a dataset hav-
ing a plurality of previously observed stack trace tem-
plates each representing a stack trace pattern prevailing
in stack traces recorded by monitoring a plurality of stacks
of a plurality of clients executing an allowed code during
a connection establishment process for establishing net-
work connections related to the allowed code; and at least
one event management server including a code imple-
mentable by a processor of the at least one event man-
agement server to: receive a new stack trace recorded
at a certain new client of a plurality of clients during a
new connection establishment process for a new network
connection by the certain new client; measure a similarity
between the new stack trace and the plurality of stack
trace templates to identify a match to a stack template;
evaluate the matched stack trace template for a prede-
fined requirement; and update a rule-set database with
the matched stack trace template to authenticate new
network connection establishments associated with
stack templates matching the matched stack trace tem-
plate; wherein evaluating the matched stack trace tem-
plate comprises: incrementing a value of a counter indic-
ative of a number of previous stack trace template match-
es from different clients, and evaluating the value against
the predefined rule requirement of a number of matches.
[0021] Optionally, the system further comprises at
least one gateway server in communication with the
event management server and with at least one of the
plurality of client terminals, the at least one gateway serv-
er including a code implementable by a processor of the
at least one gateways server to: analyze the new stack
trace to designate the new network connection as being
suspicious of being related to malicious code; transmit
the new stack trace to the event management server for
analysis; receive the updated rule-set database; and al-
low connection establishment of the new network con-
nection.
[0022] Optionally, the at least one event management
server is in communication with a plurality of gateway
servers, wherein each respective gateway server is in
communication with at least one client of the plurality of
clients, each respective gateway is includes a code im-

plementable by a processor of each respective gateway
to: receive, from the new client, the new stack trace; an-
alyze the new stack trace to determine a presence or
absence of a suspected trial to establish a malicious com-
munication wherein the network connection is used for
malicious activity; detect an attempt at establishing the
network connection for the malicious communication
when the new stack trace is correlated with malicious
data; and generate a message representing the suspect-
ed trial to establish the malicious communication using
the network connection; and the code of the event man-
agement server is implementable to receive the message
from each respective gateway server, and perform the
measuring, evaluating and updating to re-designate the
new network connection as representing an allowed net-
work connection, to prevent or reduce blocking of false
positive network connections by allowed code that ap-
pear malicious to the respective gateway. Optionally, the
certain new client further comprises an allowed applica-
tion associated with the allowed code that including a
code implementable by a processor of the new client to
trigger the suspicious of being related to malicious code
identification. Alternatively or additionally, the at least one
event management server and the plurality of gateway
servers are combined into the at least one event man-
agement server.
[0023] Optionally, the allowed code is installed as in-
jected code within an application, the injected code being
associated with stack data similar to stack data associ-
ated with malicious injected code.
[0024] Optionally, the allowed code is configured with
high level permission to establish a network connection
in a manner similar to high level permission obtained by
malicious code.
[0025] Optionally, the system further comprises a cli-
ent module for installation at each respective client, the
client module including a code implementable by a proc-
essor of the respective client to: identify a newly installed
application at the respective client; and analyze the newly
installed application to identify a trial to establish a con-
nection for malicious communication by the newly in-
stalled application. Optionally, the newly installed appli-
cation is installed as an allowed application by a user that
breaches an installation policy.
[0026] According to an aspect of some embodiments
of the present invention there is provided a computer
program product for authenticating an attempt at estab-
lishment of a network connection by allowed code, the
computer program product comprising: program instruc-
tions to provide a dataset having a plurality of previously
observed stack trace templates each representing a
stack trace pattern prevailing in stack traces recorded by
monitoring a plurality of stacks of a plurality of clients
executing an allowed code during a connection estab-
lishment process for establishing network connections
related to the allowed code; program instructions to re-
ceive a new stack trace recorded during a new connec-
tion establishment process for a new network connection
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by a new client; program instructions to measure a sim-
ilarity between the new stack trace and the plurality of
stack trace templates to identify a match to a stack trace
template; program instructions to evaluate the matched
stack trace template for a predefined rule requirement;
and program instructions to update a rule-set database
with the matched stack trace template to authenticate
new network connection establishments associated with
stack templates matching the matched stack trace tem-
plate.
[0027] Unless otherwise defined, all technical and/or
scientific terms used herein have the same meaning as
commonly understood by one of ordinary skill in the art
to which the invention pertains. Although methods and
materials similar or equivalent to those described herein
can be used in the practice or testing of embodiments of
the invention, exemplary methods and/or materials are
described below. In case of conflict, the patent specifi-
cation, including definitions, will control. In addition, the
materials, methods, and examples are illustrative only
and are not intended to be necessarily limiting.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF 
THE DRAWINGS

[0028] Some embodiments of the invention are herein
described, by way of example only, with reference to the
accompanying drawings. With specific reference now to
the drawings in detail, it is stressed that the particulars
shown are by way of example and for purposes of illus-
trative discussion of embodiments of the invention. In this
regard, the description taken with the drawings makes
apparent to those skilled in the art how embodiments of
the invention may be practiced.
[0029] In the drawings:

FIG. 1A is a flowchart of a method for evaluating data
of a new network connection, in accordance with
some embodiments of the present invention;
FIG. 1B is a flowchart of a method for quality assur-
ance of detection of a network connection for mali-
cious communication, in accordance with some em-
bodiments of the present invention;
FIG. 2 is a block diagram of components of a system
for evaluating data of a network connection, option-
ally based on quality assurance of detection of a net-
work connection for malicious communication, in ac-
cordance with some embodiments of the present in-
vention;
FIGs. 3A-B are block diagrams of system architec-
tures based on the system of FIG. 2, in accordance
with some embodiments of the present invention;
and
FIGs. 4A-4B are examples of call stacks, in accord-
ance with some embodiments of the present inven-
tion.

DETAILED DESCRIPTION

[0030] The present invention, in some embodiments
thereof, relates to systems and methods for malicious
connection detection and, more specifically, but not ex-
clusively, to systems and methods for accuracy assur-
ance of malicious communication detection.
[0031] An aspect of some embodiments of the present
invention relates to an event management server that
evaluates a new network connection as being related to
allowed code, based on a predefined requirement that
defines a measured similarity of a match between flow-
data associated with the new network connection and a
previously observed flow-data (or stack trace) template
representing matches with other network connections.
Optionally, the predefined requirement represents that
similar matches between flow-data of new network con-
nections by other clients have been previously matched
to the same template. The matched template is authen-
ticated by the event management server to allow estab-
lishment of new network connections, when a sufficient
number of clients displaying the same flow-data have
been matched to the template. The clients may belong
to the same pre-designated group, for example, organi-
zation, company, department, and team. The flow-data
may occur within the same or similar context data. The
authentication based on the predefined requirement may
occur, for example, when multiple clients of the same
group all install the same allowed code.
[0032] Optionally, the event management server au-
thenticates flow-data generated by allowed code, which
is suspected of establishment of network connections for
malicious activity. When the same (or similar) malicious
looking flow-data are observed at multiple different cli-
ents, the suspicious flow-data are re-designated as au-
thenticated flow-data, for example, by an update to a rule-
set database defining allowed flow-data.
[0033] The event management server optionally com-
municates with one or more gateways, each gateway
being in communication with one or more client terminals.
Records of stack traces and/or flow-data associated with
new unknown code related to a new network establish-
ment process at a new client are analyzed, by measuring
a similarity correlation with a previously observed flow-
data template, to determine when the new stack trace is
associated with allowed code. The flow-data template
represents one or more previously observed similar flow-
data from other different clients. The number of previous
matches may be stored in a counter. When the number
of matches exceeds the predefined requirement, the
matched flow-data template is authenticated. New flow-
data (related to new network connection establishment
attempts) matched to the authenticated template are al-
lowed to proceed with the connection establishment.
[0034] In some embodiments, the association of the
new connection establishment processes being associ-
ated with the allowed code is performed in two stages.
A first stage (which may be performed by the gateway
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server in communication with the clients) identifies a sus-
picious attempt at establishing a network connection for
a malicious communication by the unknown code at the
client. The second stage (which may be performed by
the event managements server connected to the gate-
way servers) performs quality assurance using previous-
ly matching triggered event and its respective flow-data
templates to determine whether the suspicious attempt
is actually related to allowed code, and therefore safe.
When an event along with its respective flow-data tem-
plate are authenticated, a new rule is added to the data-
base of the gateways, to allow future connection estab-
lishments identified by the flow-data template and related
to the event.
[0035] Optionally, the authentication of the suspicious
connection flow-data is performed as additional process-
ing, after the suspicious connection attempt is first iden-
tified. The sub-set of connection establishments that are
identified as suspicious may be further processed for
quality assurance, to ensure that the connection estab-
lishment is actually related to malicious code and not to
allowed code (e.g., application and/or module). In this
manner, the quality assurance processing is centrally
performed for the sub-set of suspicious attempts, while
designations of normal connection establishment pat-
terns (e.g., performed at a local gateway server) may be
locally performed.
[0036] In the first state, connection establishments
originating from respective client terminals are monitored
at one or more gateway servers, based on each of the
multiple connected clients transmitting data representa-
tive of flow-data related to the connection establishment
process to the gateway server for analysis. In the second
stage, when the gateway server determines that the con-
nection establishment is suspicious for being associated
with malicious activity, an event management server in
communication with the gateway server(s) analyzes the
data associated with the identified suspicious attempt,
by matching to previously triggered matching rule and its
respective flow-data template in view of the predefined
requirement, to determine when the attempt is actually
allowed behavior (i.e., a false positive identification). Op-
tionally, incorrect identifications of malicious activity are
corrected to represent normal behavior.
[0037] The suspicious attempt is identified based on
data analysis that at first correlates with malicious code
infection. Flow-data related to the code initiating the sus-
picious network connection is analyzed to determine
when the suspected attempt is generated by allowed nor-
mal code, which instead of generating normal appearing
data or data flow, generates data that appears to have
been generated by malicious code. The suspicious at-
tempt may then be verified by the event management
server, which may correct the incorrect classification of
the attempt, as actually being related to allowed code
(and not to malicious code as originally designated). The
network connection may be activated based on the re-
sults of the event management server, which at first may

have been incorrectly blocked by the first gateway anal-
ysis. The network connection may be activated when
subsequent similar events are identified and matched,
as described herein. It is noted that there may be two
modes of operation. The first mode, as described above,
blocks the network when the first event is observed (think-
ing the event is related to malicious activity), and acti-
vates the network when additional similar events are ob-
served. The second mode may initially operate as a sim-
ulation mode to train the system to recognize events by
observation only, without interfering with network activa-
tion and/or blocking.
[0038] In this manner, false positive connection block-
ing is prevented or reduced, to allow establishment of
connections by the allowed code. Errors in identification
of suspicious connection establishment trials associated
with malicious communication are prevented or reduced,
by detecting when the suspected trial is actually not re-
lated to malicious code but is related to allowed and/or
normal code (that displays malicious like behavior).
[0039] Before explaining at least one embodiment of
the invention in detail, it is to be understood that the in-
vention is not necessarily limited in its application to the
details of construction and the arrangement of the com-
ponents and/or methods set forth in the following descrip-
tion and/or illustrated in the drawings and/or the Exam-
ples. The invention is capable of other embodiments or
of being practiced or carried out in various ways.
[0040] The present invention may be a system, a meth-
od, and/or a computer program product. The computer
program product may include a computer readable stor-
age medium (or media) having computer readable pro-
gram instructions thereon for causing a processor to car-
ry out aspects of the present invention.
[0041] The computer readable storage medium can be
a tangible device that can retain and store instructions
for use by an instruction execution device. The computer
readable storage medium may be, for example, but is
not limited to, an electronic storage device, a magnetic
storage device, an optical storage device, an electromag-
netic storage device, a semiconductor storage device, or
any suitable combination of the foregoing. A non-exhaus-
tive list of more specific examples of the computer read-
able storage medium includes the following: a portable
computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable pro-
grammable read-only memory (EPROM or Flash mem-
ory), a static random access memory (SRAM), a portable
compact disc read-only memory (CD-ROM), a digital ver-
satile disk (DVD), a memory stick, a floppy disk, and any
suitable combination of the foregoing. A computer read-
able storage medium, as used herein, is not to be con-
strued as being transitory signals per se, such as radio
waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a
waveguide or other transmission media (e.g., light pulses
passing through a fiber-optic cable), or electrical signals
transmitted through a wire.
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[0042] Computer readable program instructions de-
scribed herein can be downloaded to respective comput-
ing/processing devices from a computer readable stor-
age medium or to an external computer or external stor-
age device via a network, for example, the Internet, a
local area network, a wide area network and/or a wireless
network. The network may comprise copper transmis-
sion cables, optical transmission fibers, wireless trans-
mission, routers, firewalls, switches, gateway computers
and/or edge servers. A network adapter card or network
interface in each computing/processing device receives
computer readable program instructions from the net-
work and forwards the computer readable program in-
structions for storage in a computer readable storage me-
dium within the respective computing/processing device.
[0043] Computer readable program instructions for
carrying out operations of the present invention may be
assembler instructions, instruction-set-architecture (ISA)
instructions, machine instructions, machine dependent
instructions, microcode, firmware instructions, state-set-
ting data, or either source code or object code written in
any combination of one or more programming languages,
including an object oriented programming language such
as Smalltalk, C++ or the like, and conventional procedur-
al programming languages, such as the "C" programming
language or similar programming languages. The com-
puter readable program instructions may execute entirely
on the user’s computer, partly on the user’s computer,
as a stand-alone software package, partly on the user’s
computer and partly on a remote computer or entirely on
the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s com-
puter through any type of network, including a local area
network (LAN) or a wide area network (WAN), or the con-
nection may be made to an external computer (for ex-
ample, through the Internet using an Internet Service Pro-
vider). In some embodiments, electronic circuitry includ-
ing, for example, programmable logic circuitry, field-pro-
grammable gate arrays (FPGA), or programmable logic
arrays (PLA) may execute the computer readable pro-
gram instructions by utilizing state information of the com-
puter readable program instructions to personalize the
electronic circuitry, in order to perform aspects of the
present invention.
[0044] Aspects of the present invention are described
herein with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems), and
computer program products according to embodiments
of the invention. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations
and/or block diagrams, can be implemented by computer
readable program instructions.
[0045] These computer readable program instructions
may be provided to a processor of a general purpose
computer, special purpose computer, or other program-
mable data processing apparatus to produce a machine,
such that the instructions, which execute via the proces-

sor of the computer or other programmable data process-
ing apparatus, create means for implementing the func-
tions/acts specified in the flowchart and/or block diagram
block or blocks. These computer readable program in-
structions may also be stored in a computer readable
storage medium that can direct a computer, a program-
mable data processing apparatus, and/or other devices
to function in a particular manner, such that the computer
readable storage medium having instructions stored
therein comprises an article of manufacture including in-
structions which implement aspects of the function/act
specified in the flowchart and/or block diagram block or
blocks.
[0046] The computer readable program instructions
may also be loaded onto a computer, other programma-
ble data processing apparatus, or other device to cause
a series of operational steps to be performed on the com-
puter, other programmable apparatus or other device to
produce a computer implemented process, such that the
instructions which execute on the computer, other pro-
grammable apparatus, or other device implement the
functions/acts specified in the flowchart and/or block di-
agram block or blocks.
[0047] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods, and
computer program products according to various embod-
iments of the present invention. In this regard, each block
in the flowchart or block diagrams may represent a mod-
ule, segment, or portion of instructions, which comprises
one or more executable instructions for implementing the
specified logical function(s). In some alternative imple-
mentations, the functions noted in the block may occur
out of the order noted in the figures. For example, two
blocks shown in succession may, in fact, be executed
substantially concurrently, or the blocks may sometimes
be executed in the reverse order, depending upon the
functionality involved. It will also be noted that each block
of the block diagrams and/or flowchart illustration, and
combinations of blocks in the block diagrams and/or flow-
chart illustration, can be implemented by special purpose
hardware-based systems that perform the specified func-
tions or acts or carry out combinations of special purpose
hardware and computer instructions.
[0048] As described herein, the term flow-data means
data collected at the client terminal, which includes call
stack data, and optionally one or more call stack related
data items, such as process data, module analysis data,
and thread data. The terms flow-data and call stack data
may sometimes be interchanged.
[0049] As defined herein, the term connection estab-
lishment means the computerized processes that occur
before the allowed code is able to transmit and/or receive
data over a network connection. The connection estab-
lishment process may be managed and/or executed by
an application programming interface receiving initiation
commands from the normal code to establish the con-
nection, to receive data from the normal code to transmit
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over the established connection, and/or to transmit data
received over the established connection to the normal
code.
[0050] Reference is now made to FIG. 1A, which is a
flowchart of a method for evaluation of flow-data option-
ally in view of context data, of a network connection, in
accordance with some embodiments of the present in-
vention. Reference is also made to FIG. 2, which is a
system for authenticating a new network establishment
process, in accordance with some embodiments of the
present invention. The system described with reference
to FIG. 2 may execute the method described with refer-
ence to FIG. 1B.
[0051] The systems and/or methods collect malicious
looking behavior, which when observed at multiple cli-
ents, implies incorrect detection of malicious activity. The
malicious behavior is re-designated as allowed behavior.
The systems and/or methods identify new unknown code
as being allowed, based on a flow-data template created
based on common patterns seen as other clients. The
common patterns are assumed to be generated by the
same (or similar) allowed code. When the new data is
compared and matched against flow-data template, the
unknown code related to the new data is designated as
allowed code, which is the same or similar allowed code
used to train the template.
[0052] External designations of each installed code
(e.g., as being allowed and/or malicious) is not required.
The systems and/or methods automatically designated
code as allowed when common patterns are seen, and
new unknown code as allowed when the new data is
correlated with the learned flow-data template. The in-
stalled code is automatically designated as being allowed
by the systems and/or methods described herein, without
necessarily requiring pre-designated of each code by an
external entity, for example, the system administrator
does not need to validate the code. Alternatively, manual
intervention may be allowed, for example, to manually
correct errors in identification and/or matching of events,
and/or errors in designating code as allowed and/or des-
ignating code as malicious, or other corrections. The
manual intervention is granted, for example, to the sys-
tem, method, and/or a computer program product admin-
istrator.
[0053] The system for designation of allowed code
and/or quality assurance of detection of a network con-
nection for a malicious communication may be installed,
for example, within a system 200.
[0054] System 200 includes at least one client 202, for
example, a laptop, a desktop, a mobile device (e.g.,
Smartphone, tablet), and/or a server. Client 202 is an
endpoint client capable of initiating a new network con-
nection for data transmission from client 202 and/or to
client 202. Endpoint client 202 may be a server.
[0055] Client 202 includes network connection capa-
bilities, for example, a network interface, transmitter,
and/or receiver. Client 202 may communicate with a le-
gitimate remote server 204 through one or more net-

work(s) 206, for example, a wireless network, a wired
network, a cellular network, internet, a private network,
and combinations of multiple networks thereof.
[0056] Optionally, an endpoint module 208A is in-
stalled on a memory of (or in communication with) one
or more clients 202 (e.g., pre-installed, integrated with
an operating system running on the client, and/or down-
loaded from a remote server or local memory and locally
installed). Optionally, endpoint module 208A contains
code including program instructions for implementation
by a processor of client 202, and for monitoring connec-
tion establishment related activity on client 202, as de-
scribed herein. Alternatively or additionally, module 208A
performs functions as directed by a gateway 210 and/or
event management server 216, for example, to block the
attempted network establishment connection, to halt the
connection establishment process, and/or to activate the
connection.
[0057] Event management server 216 receives data
related to applications during the connection establish-
ment process from multiple clients 202, (e.g., network
messages, encapsulated in packets and/or frames) an-
alyzes the data for previously observed aggregated com-
mon patterns, evaluates the aggregated observations for
a predefined requirement, and generates a set of rules
based on the flow-data template defining data related to
the allowed applications, optionally using an aggregation
module 218. When a connection establishment process
is related to unknown code, a gateway 210 applies set
of rules 224, which includes the new rules, to designate
the unknown code as the allowed code, and allow the
establishment of the new network connection.
[0058] It is noted that the method of FIG. 1A describes
the method focused on processes within the event man-
agement server 216, while FIG. 1B describes the overall
method across the components of the system.
[0059] At 102, data related to flow-data (e.g., records
in stack trace(s)) of a code during a connection estab-
lishment process for establishing a network connection
is received at the management server. Data may be
transmitted over a network connection as network mes-
sages, such as encapsulated in packets and/or frames.
Optionally, the data is locally collated, optionally by end-
point module 208A at each respective client 202, which
includes code implementable by the processor of the cli-
ent. Optionally, the data is transmitted from each client
to the management server via respective gateways (each
gateway communicates with a set of clients and with the
management server, as described herein).
[0060] Optionally, event identification (ID) and/or host
data related to the connection establishment attempt is
locally collected by endpoint module 208A. Examples of
host data include one or more of: user name, company
name, company department, company team, other or-
ganizational internal group name, virtual machine name,
network addresses related to the connection establish-
ment attempts, such as address of the client machine,
and address of the allowed code. Examples of event ID
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may include: triggered malicious-rule identification, the
operating system running at the respective client device,
the allowed application, the installed allowed module,
and the communication protocol used in the attempt to
establish the network connection (e.g., transmission con-
trol protocol (TCP)).
[0061] Optionally, the collected data is transmitted to
event management server 216. Alternatively or addition-
ally, the collected data is first transmitted to gateway 210,
as described with reference to FIG. 1B.
[0062] Each client 202 has installed thereon allowed
code 208C associated with the connection establishment
process.
[0063] Allowed code 208C, for example, an allowed
application and/or an allowed module is installed within
client 202, for example, manually by a network adminis-
trator and/or automatically based on permissions. Al-
lowed code 208C initiates connection establishment tri-
als to establish and activate a network connection.
[0064] Allowed code 208C may be programmed with
bad practice connection establishment data that are sim-
ilar to connection establishment data of malicious code
infected applications.
[0065] Allowed code 208C may be an independent ap-
plication, for example, a customized and/or in-house ap-
plication. Custom-made and/or in-house applications
may be designed to address organizational specific re-
quirements and/or fix gaps in software deployment. At
the enterprise segment, in-house applications may be
created and/or customized to address a critical business
function at a particular business. Software designed for
specific internal requirements may use un-standard
methods such as code injection to intervene in connec-
tion establishment in a manner similar to methods used
by malicious code. In another example, code 208C may
be an allowed custom security audit and/or enforcement
applications, which enforces compliance with company
policies across company clients (e.g., desktops, laptops
and servers). The security application may be authorized
to be invasive, authorized to involve connection hijacking,
and/or authorized to perform other enforcement methods
which are similarly performed by malicious code.
[0066] Code 208C may be a module that is installed in
association with an existing application on client 202, for
example, as a plug-in, a patch, and code injection. For
example, module 208C may be a security tool designed
for trusted browsing. Module 208C may be installed with-
in an existing web browser by injecting code into the web
browser to manipulate network connection communica-
tions. The code injection is performed similar to the way
in which code injection based malicious code works. The
injected code generates flow-data of the connection es-
tablishment initiating application that is similar to flow-
data of an application with maliciously injected code.
[0067] Code 208C may be related to the application
programming interface, for example, the socket manag-
ing the connection establishment according to a trans-
mission control protocol (TCP) of the internet protocol

suite.
[0068] Optionally, the flow-data is obtained from a call
stack and/or other data sources related to the application
attempting to establish the network connection, for ex-
ample, copied from the relevant locations in memory as-
sociated with the processor executing the instructions in
the stack. The stack trace includes data and/or snap-
shot(s) of sequences of processes in the call stack related
to the connection establishment. For example, the stack
trace includes the modules within the call stack at the
time the trace is obtained. The modules may be derived
based on representations within the call stack, for exam-
ple, pointers within the call stack pointing to the modules.
[0069] One or multiple stack traces may be obtained
at one or multiple points in time during the request, initi-
ation of the connection establishment process, and/or
during the connection establishment process. The mul-
tiple stack traces captured at multiple points during the
connection establishment process are selected to cap-
ture changes in the stack occurring during the request
and/or connection establishment process.
[0070] Optionally, at 104, the flow-data received from
each client is classified according to context, optionally
by aggregation module 218 of server 216, which includes
code implementable by the processor of server 216. The
context is based on the event ID, optionally including the
host data. The context may help determine when the flow-
data is malicious and when the flow-data is allowed. For
example, flow-data appearing when a network browser
is loaded may be malicious, while the same (or similar)
flow-data appearing when a customized organization
specific application is loaded may be safe. In another
example, repeated flow-data observed at the same host
may be malicious, while the same (or similar) flow-data
observed at multiple different hosts may be safe.
[0071] Optionally, the context includes a predefined
period of time, for example, an hour of the day, a day of
the week, or a certain date. Optionally, classification is
performed when the flow-data is received within the same
predefined period of time. The period of time may be
selected to represent roll-out and installation of the code
on multiple clients. It is noted that flow-data associated
with a period of time outside of the time context may
represent patterns of infection, as opposed to allowed
installation.
[0072] The context data may help differentiate when
flow-data represents malicious communication from
when flow-data represents allowed behavior. Context da-
ta may be collected in association with the identified con-
nection establishment flow-data. Examples of context
data include one or more of: operating system running
at the respective client, known allowed applications run-
ning at the respective client, high correlation (e.g., above
a threshold) of flow-data associated with different allowed
applications, and communication protocol used in the at-
tempt to establish the network connection. For example,
different applications executed on different clients under
the same (or similar) operating system, may generate
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similar flow-data under similar context data. The flow-
data is designated as related to allowed behavior by the
allowed applications.
[0073] At 106, new flow-data of new code associated
with a new connection establishment attempt at a certain
client 202 is transmitted to event management server
216. The new flow-data is optionally analyzed by aggre-
gation module 218, which includes code implementable
by the processor of server 216. A similarity (e.g., corre-
lation) is measured between the new flow-data and mul-
tiple stored previously observed flow-data templates
(which may be stored as a dataset on a memory in com-
munication with server 216), to identify a match with a
flow-data template. The new flow-data is matched, such
as when the correlation of similarity is above a correlation
threshold. It is noted that the flow-data and template do
not necessarily need to match entirely, but be similar
enough as defined by the correlation threshold.
[0074] Optionally, the similarity is measured according
to a malicious-rule that triggered the identification of the
possible malicious event and collected of flow-data, for
example, a dataset of flow-data related to the application
that has been identified as possibly being related to ma-
licious activity.
[0075] Alternatively or additionally, the similarity is
measured according to the context data. The new flow-
data is compared to a sub-set of flow-data template hav-
ing the same or similar context data, to identify a match
within the sub-set. In this manner, other templates which
may match, but are irrelevant, are excluded a priori.
Matched templates occurring in other contexts may rep-
resent malicious behavior, and cannot be excluded when
occurring in a different context.
[0076] Alternatively or additionally, the similarity is
measured according to similarity in stack-trace specific
details between the stack-trace collected from the client
and the stack-trace of the previously observed event, for
example, type of stack, and modules in the stack.
[0077] Optionally, matching is performed step-wise in
a hierarchical manner, to improve processing perform-
ance, by first matching the triggered malicious rule, then
matching the context, and then matching the stack-trace
data. Alternatively, matching is performed simultaneous-
ly, such as by a classifier or a set of rules, that maps the
triggered malicious rule, context, and stack-trace data to
a certain event.
[0078] Optionally, at 107, when no match is found, the
new flow-data is stored as a new flow-data template by
code implementable by the processor of server 216. The
new flow-data template is then matched to new received
flow-data. Alternatively or additionally, the flow-data tem-
plate is based on preset definitions. For example, an ad-
ministrator may manually define certain flow-data tem-
plate representing allowed behavior.
[0079] Alternatively 108, when a matched flow-data
template is found, the matched flow-data template is
evaluated for a predefined requirement, optionally by ag-
gregation module 218. The evaluation may be set for

matching one or more rule requirements. Optionally,
each malicious-rule is associated with its own predefined
requirement. The predefined requirement may be, for ex-
ample, a threshold, a range, and/or a function.
[0080] Optionally, the predefined requirement repre-
sents a number of matches that are to be observed for
validating the associated template. A counter indicative
of the number of previously observed matches is option-
ally incremented during each match of different host data.
Alternatively, other counting methods may be used, for
example, a function may be calculated based on the
number of previous matches. The value of the counter
is compared to the predefined requirement, to determine
when the value meets or exceeds the predefined require-
ment, for example, falls within the range, defined by the
function and/or meets or exceeds the threshold.
[0081] Optionally, the new flow-data that has been
matched may be stored in a dataset in association with
the matched flow-template. Storing of the set of multiple
flow-data may allow for periodic (or continuous) updates
of the template, such as when different variations are
observed. Alternatively or additionally, the set of multiple
flow-data may be re-aggregated into the updated tem-
plate. Alternatively or additionally, the members of the
set of flow-data may represent allowed variations in the
matched template, for example, to account for local client
configurations, for example, different versions of the
code, and/or the operating system. The counter value
may be obtained by performing a count of the members
of the dataset.
[0082] Optionally, the requirement is static, for exam-
ple, an absolute number, such as the number of matches
from different clients of the same group that are to be
observed before validating the matched template. Alter-
natively or additionally, the requirement is dynamic,
which may be changed according to underlying variables.
For example, a percentage of clients in the group that
are to be matched to the same template. The percentage
may remain the same, while the number of matches is
adapted to the total number of clients in the group, which
may change over time as new clients are added. In an-
other example, the requirement is a function of one or
more security related metrics which may be calculated
for the context, for example, related to the security pro-
tection provided by the communication protocol, security
level of employees working for the department, and
known security faults of the connecting application or op-
erating system.
[0083] The requirement may be manually predefined
(e.g., by a system manager), automatically defined (e.g.,
by an algorithm calculated from one or more variables),
and/or obtained from an external source (e.g., download-
ed from a central server).
[0084] It is noted that the counter value and/or require-
ment may be defined according to the context. Optionally,
the different clients have the same context, such as the
same designated group. In this manner, the same (or
similar) flow-data observed within different clients of the
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same group (e.g., same company, same department,
same team) represents allowed behavior, such as due
to an installation of software on clients of the same group.
The same flow-data observed within clients of the same
group is more likely to be allowed behavior than the same
flow-data observed within different clients of different or-
ganizations (which is less likely to be due to common
software installed by the same entity).
[0085] Optionally, different requirements are selected
for different contexts. Optionally, different requirements
are selected for different contexts when the same tem-
plate is matched. The different requirements may repre-
sent, for example, different levels of desired security for
the different contexts, such as a low security level for
general clerical staff of the company, and a high security
level for the financial staff of the company.
[0086] Optionally, the requirement may be selected ac-
cording to a probability value representing a confidence
level of the requirement representing allowed behavior.
The requirement may be selected (manually or automat-
ically) to prevent or reduce false positive connection
blocking of allowed network connections. A high require-
ment may flag previously malicious attempts as safe in
cases where certainty is high. The high requirement may
be selected, for example, where malicious activity cannot
be tolerated, even at the cost of blocking certain safe
programs (it is noted that the safe programs may be man-
ually approved for future connection establishment), for
example, in an organization having sensitive material,
such as a military installation. A low requirement may
flag previously malicious attempts as safe in cases where
certainty is low. The low requirement may be selected,
for example, in an organization where customized pro-
grams are crucial and represent significant activity on the
computers of the organization.
[0087] Optionally when the requirement has not yet
been met, at 109, the counter value is incremented by
code implementable by the processor of server 216,
when the match is observed for a new client (i.e., no
previous matches). Repeated matches associated with
the same client do not further increment the counter, such
as to avoid counting repeated communication establish-
ment attempts by the same application of the same client.
In this manner, the number of different clients having the
same (or similar) flow-data is counted. When enough cli-
ents having the same flow-data are observed (as defined
by the requirement), the flow-data is authenticated, as at
110.
[0088] It is noted that the counter is incremented based
on flow-data received from multiple clients, where each
respective client executes similar installed code. The
same, similar, or high correlation (e.g., above a thresh-
old) of flow-data from the respective clients represent
that the executed code is validated and/or allowed. The
code (and/or related flow-data) is automatically designat-
ed as representing allowed behavior, even when the re-
ceived flow-data from each client would otherwise be
designated as representing malicious communication at-

tempts. Such a scenario may occur, for example, when
customized code written in an unconventional manner
(e.g., does not follow good common practice) is installed
on company computers in an allowed manner. The code
appears malicious, but is in fact allowed code.
[0089] Alternatively when the requirement has been
met, at 110, a rule-set database is updated with the
matched flow-data template by code implementable by
the processor of server 216. New network connection
attempts associated with the matched flow-data template
may be authenticated, and allowed to establish connec-
tions.
[0090] Optionally, the new rules generated by event
management server 216 may be transmitted over the
network connection to client 202, or to other network de-
vices, for example gateway 210. The set of rules 224
associated with each gateway 210 may be updated. The
connection establishment process by future flow-data
from the same (or similar) allowed code is allowed to be
established for data transmission over the network.
[0091] Alternatively, when the flow of the unknown
code is not correlated to any flow-data templates, a mes-
sage indicative of suspected malicious communication
attempt may be generated and transmitted. Further ac-
tion may be taken, for example, blocking of the connec-
tion establishment attempt, and/or designation of the un-
known code as malicious.
[0092] Optionally, at 112, the method is iterated to an-
alyze new connection establishment attempts.
[0093] Reference is now made to FIG. 1B, which is a
flowchart of a computer implemented method for quality
assurance of detection of a network connection for ma-
licious communication and/or activity, in accordance with
some embodiments of the present invention. Reference
is also made to FIG. 2, which is a system for method for
quality assurance of detection of a network connection
for malicious communication and/or activity, in accord-
ance with some embodiments of the present invention.
The system described with reference to FIG. 2 may ex-
ecute the method described with reference to FIG. 1B.
[0094] The systems and/or methods provide quality
assurance for an identified suspicious attempt at estab-
lishing the network connection, to determine when the
connection establishment initiated by the code on the
client (e.g., application, update module, plug-in, and
patch) is actually associated with malicious activity, from
when the connection establishment initiated by the code
is associated with allowed and/or normal activity. The
code may be normal code that generates suspicious flow-
data that is similar to flow-data generated by malicious
code. In this manner, allowed network connections es-
tablished based on normal code are activated, instead
of erroneously being blocked due to the identified suspi-
cious malicious-like flow-data.
[0095] The systems and/or methods generate new
rules to allow flow-data of locally installed normal code
operating in a manner similar to malicious code, but that
are actually not malicious code. For example, code
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and/or applications programmed based on bad practice
connection establishment, customized and/or in-house
modules and/or applications programmed to address or-
ganizational specific requirements, software patches,
and modules designed to have a high level of adminis-
tration privileges. In such cases, the systems and/or
methods described herein perform the differentiation be-
tween flow-data associated with malicious code and flow-
data associated with allowed and/or normal code (that
behaves like the malicious code) which would be other-
wise difficult to differentiate.
[0096] The systems and/or methods described herein
improve network performance, by adding an additional
quality assurance measure that prevents and/or reduces
improper blocking or shut-down of network connections.
[0097] The systems and/or methods described herein
differentiate between actual malicious connection at-
tempts and incorrectly labeled normal connection estab-
lishment, without necessarily requiring knowledge of the
specific malicious code and/or specific normal code.
[0098] Gateway 210 receives connection establish-
ment related data from client 202, analyzes the data, and
identifies a suspicious attempt at establishment of the
network connection for malicious communication and/or
activity. Optionally, gateway 210 is a proxy server acting
as an intermediary between a certain application on client
202 initiating the establishment of the network connection
and an interface controlling the establishment of the net-
work connection. Additional details of gateway 210 may
be found, for example, with reference to Provisional Pat-
ent Application No. 62/083,985.
[0099] Event management server 216 is in communi-
cation with one or more gateways 210. Server 216 re-
ceives data related to the identified suspicious attempt
from gateway(s) 210, and determines when the suspi-
cious attempt is associated with normal code, and op-
tionally when the suspicious attempts is actually associ-
ated with malicious code. Event management server 216
generates a signal to the respective gateway 210 and/or
to module 208A, indicating that the suspicious attempt
is a false positive. The signal may be a new or updated
set of rules to be installed within set of rules 224 used by
gateway 210 to validate and allow connection establish-
ments.
[0100] Optionally, a management module 220 of event
management server 216, associated with a user interface
module 222 of event management server 216, allows a
user to perform one or more administrative and/or mon-
itoring functions, for example, configurations, updates,
activity and/or event review. Users may access user in-
terface 222, for example, through a web browser over a
network connection. Data may be viewed and/or ana-
lyzed centrally for multiple clients and/or gateways and/or
event management servers, or per client and/or gateway
and/or event management server.
[0101] Reference is now made to FIGs. 3A and 3B,
which are block diagrams of some examples of architec-
tures based on system 200 of FIG. 2, in accordance with

some embodiments of the present invention.
[0102] FIG. 3A depicts an architecture of a system 300
in which an event management server 320 is in commu-
nication with multiple gateway servers 310. Each gate-
way server 310 is in communication with multiple clients
302. System 300 may be designed, for example, for a
large organization, in which each gateway 310 serves a
designated group of clients 302 (e.g., by department, by
client type, and/or by geographical location), with event
management server 320 connected to the gateways 310
of the organization. It is noted that there may be multiple
event management servers 320 connected to one anoth-
er to exchange learned information.
[0103] System 300 may be designed for hierarchical
malicious code monitoring, which may improve efficiency
of monitoring connection establishments, which may oc-
cur frequently. Each client 302 is monitored for connec-
tion establishment. The connection establishments are
analyzed by gateway 310 to identify the sub-set of con-
nection establishments that appear as a suspicious con-
nection establishment attempts. The suspicious attempts
undergo quality assurance by event management server
320, to detect a false positive identification.
[0104] FIG. 3B depicts an architecture of a system 350
in which the gateway and event management server are
integrated into a single component, a combined server
354. Clients 352 communicate with combined server 354.
System 350 may be designed, for example, for a small
organization, or an isolated department, in which each
server 354 serves a group of clients 352, providing both
the function of identification of the suspicious attempt and
quality assurance of the suspicious attempt. It is noted
that there may be multiple combined servers 354 (e.g.,
across the organization), which may or may not be con-
nected to one another.
[0105] System 350 may be designed for localized ma-
licious code monitoring, which may provide fast monitor-
ing of connection establishment, for example, to an or-
ganization which is geographically isolated, an organiza-
tion with limited bandwidth availability, and an organiza-
tion in which monitoring of connection establishment
needs to be performed quickly (e.g., to reduce time of
approval of the connection establishment, and/or to serve
a high frequency of connection establishments).
[0106] Referring now back to FIG. 1B and FIG. 2, gate-
way 210 and/or server 216 may be a software module
for installation on a computer, and/or hardware equip-
ment for communication with other computers. Gateway
210 and/or server 216 may be installed, for example, as
connected to network 206, at the interface between cli-
ent(s) 202 and network 206 (e.g., network interface de-
vice), and/or installed within network 206 itself, for exam-
ple, within an internal and/or boundary network device
(e.g., layer 2 device, layer 3 device, router, gateway, and
bridge).
[0107] Allowed code 208C has been authorized for in-
stallation, may still trigger an identification of a suspicious
attempt at connection establishment for a malicious com-
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munication, as described herein. Allowed code 208C is
associated with flow-data that is similar and/or has high
correlation to flow-data of infected applications.
[0108] At 152, flow-data, including call stack data, re-
lated to the connection establishment process is collect-
ed at the client, for example, by code of endpoint module
208A implementable by the processor of the client. The
flow-data are captured prior to and/or during the connec-
tion establishment process.
[0109] The data may include records in the flow-data
representing process, threads, modules and dynamic
code being executed at the client terminal. Flow-data is
obtained during the command to initiate establishment
of the network connection, such as flow-data related to
threads, processes, and/or modules.
[0110] Optionally context data is collected. The context
data may be saved for later transmission to the quality
server.
[0111] Optionally, at 154, connection establishments
are monitored to identify attempts at establishing network
connections. The monitoring and/or analysis may be per-
formed at each client 202 by respective module 208A,
and/or by gateway 210 for respectively connected clients
202.
[0112] Alternatively or additionally, installation of new
code (e.g., an application, a plug-in, a patch, and an add-
on) is identified, for example, by end-point module 208A.
The new code may be purposely installed by the user,
and may even act safely, but may perform actions against
company policy. For example, installation policy may pro-
hibit software such as piggyback applications, browser
add-ons, and live messenger applications. Such code
may be identified as being against company policy, for
example, representing a security threat (e.g., used in hi-
jacking), overuse of limited resources (e.g., excessive
use of company bandwidth), and/or determined by com-
pany management to be a waste of time distraction from
work. As used herein, the term malicious communication
also means activity of code installed against policy, re-
gardless of whether the code itself is malicious or safe.
Flow-data related to the newly installed application may
be analyzed (as described herein) to identify the trial to
establish the connection as being associated with mali-
cious communication that may represent allowed behav-
ior but a breach of policy.
[0113] Additional details of systems and/or methods
for detection connection establishment are described, for
example, with reference to U.S. Provisional Patent Ap-
plication No. 62/083,985, by the same applicant and
same inventors of the present application.
[0114] At 158, the flow-data and optionally the context
data is transmitted to gateway 210 from client 202, for
example, by endpoint module 208A which may access
the stack data and/or other flow-data within client 202.
[0115] At 160, the data is analyzed to detect a suspi-
cious attempt at establishing a connection for a malicious
activity and/or communication by code installed on client
202. The stack trace and/or other flow-data may be an-

alyzed to determine a presence or absence of a suspect-
ed trial to establish a malicious communication using the
network connection for malicious activity. Optionally, the
analysis is performed by gateway 210, optionally using
set of rules 224, and/or another policy enforcer module.
[0116] Optionally, a signal representing the presence
or absence of the malicious communication is generated.
[0117] The analysis may be performed prior to data
communication between the application and the remote
server or malicious server, such as forwarding of data
over the network by the initiating application. Optionally,
the analysis is performed prior to establishment of the
network connection. Alternatively or additionally, the
analysis is performed prior to activation of the network
session. In this manner, the validity of the connection
establishment process may be determined before the
malicious agent is able to act through the network con-
nection, for example, prior to transmission of unauthor-
ized data (i.e., stealing of data).
[0118] The analysis may be performed based on one
or more methods, for example, the correlation may be
performed to identify a statistically significant correlation
(e.g., of stack traces, modules in the stack, and unique
events) association with malicious activity, and/or a sta-
tistically significant association with validated safe activ-
ity. The analysis may be performed based on verification
of safety of modules in the stack, threads, and/or process
executable file format, for example, identifying when the
records represent illegal flow-data.
[0119] Additional details of analysis methods may be
found, for example, with reference to U.S. Provisional
Patent Application No. 62/083,985.
[0120] Alternatively, the gateway analysis does not de-
cisively determine whether the attempt at connection es-
tablishment is related to malicious code or allowed code.
For example, the probability of being related to malicious
code is about 50% and/or the probability of being related
to allowed code is about 50%. Other decisive require-
ments may be used, for example, other probability
thresholds, other ranges, and/or functions. Such a case
may arise, for example, when the gateway identified a
suspicious application installer on the client terminal at-
tempting to initiate a communication session. Optionally,
a message is transmitted by the gateway to the respec-
tive client terminal with a request for manual intervention
by a user (e.g., operator, system administrator), for ex-
ample, a pop-up window may appear on the display of
the client terminal. The user may be presented with the
ability to manually define the code as allowed code and/or
as malicious code, for example, by clicking a button within
the pop-up window. The manual designation may be add-
ed to the set of rules associated with the gateway, to
apply to the same client in future communication estab-
lishment attempts. Propagation to other gateways and/or
application to other clients may be defined by an admin-
istrator and/or predefined system preferences. For ex-
ample, application to other clients may be enabled in a
private organization network (in which only registered
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employees are allowed), but disabled in an open public
network to prevent malicious users from deceiving the
system and marking malicious code as allowed.
[0121] As used herein, the phrase previously observed
includes the case of manual designation. The manual
designation is treated and/or processed (i.e., by the sys-
tems and methods described herein) as described with
reference to the phrase previously observed. It is noted
that the manual designation is treated as previously ob-
served in cases when the system and/or methods have
not performed the previous observation, when instead
the manual intervention is defined as the previous obser-
vation.
[0122] Optionally, at 161, when the analysis by gate-
way 210 (block 160) is determined to represent allowed
behavior, the connection establishment is allowed. When
no suspicious attempt is detected, the connection estab-
lishment may resume (and/or the network connection
may be activated), for example, by a message transmit-
ted from gateway 210 to client 202. Additional analysis
of the stack trace(s) by quality server 216 may not be
necessary.
[0123] Alternatively, at 162, when the analysis by gate-
way 210 (block 160) is determined to represent an at-
tempt at a malicious connection, the flow-data including
call stack data is transmitted to event management serv-
er 216 for additional analysis, for example, by gateway
210.
[0124] Gateway 210 (and/or client 202) may send ad-
ditional context data retrieved from client 202 to server
216 in association with the call stack data, for assisting
in analysis of the call stack data, as described herein.
The context data may be collected after the analysis of
block 160 indicates the malicious communication at-
tempt, or may have been collected together with the flow-
data.
[0125] Optionally, gateway 210 generates and trans-
mits a message to server 216 requesting quality assur-
ance for the suspicious result.
[0126] At 164, the flow-data and optional context data
are aggregated and/or analyzed to correct the analysis
of the gateway and identify the malicious activity as nor-
mal (i.e., correct a false positive result). The analysis may
be performed at event management server 216 based
on aggregation module 218, as described herein, for ex-
ample, with reference to FIG. 1A. The analysis may pre-
vent or reduce a false positive identification. The mali-
cious result may be re-classified as normal allowed ac-
tivity.
[0127] Reference is now made to FIGs. 4A-4B, which
are examples of call stacks related to the connection es-
tablishment process in accordance with some embodi-
ments of the present invention. For clarity, the figures
depict a partial trace.
[0128] FIG. 4A depicts a call stack 402 of a web brows-
er having a security tool installed within the browser, to
provide trusted browsing. The security tool was imple-
mented by injection of code designed to manipulate HT-

TP sessions. The security tool (which is allowed code)
operates similarly to malicious code, and would other-
wise generate a false positive, for example, when ana-
lyzed by the gateway.
[0129] Call stack 402 represents an attempt to estab-
lish a connection, for example, to connect to safe website.
Call stack 402 is analyzed, by comparison against call
stack 404 which represents a validated connection es-
tablishment related stack expected for the web browser
without the installed security tool. The analysis detects
that a certain file 408 (i.e., shlwapi.dll) is missing, and a
code pointer to a known module 406A and another code
pointer to an unknown module 406B is present. Based
on an initial analysis of the flow-data (e.g., by gateway
210), malicious code is suspected. Further analysis (e.g.,
by quality server 216) based on call stacks seen from
most or all other clients designated to the same organi-
zation, determines that call stack 402 represents allowed
behavior of normal code.
[0130] FIG. 4B depicts a call stack 412 of a browser
program in which a user installed a browser toolbar that
redirects and manipulates connections mainly to effect
search engine results. The toolbar does not necessarily
represent outright malicious code, being offered as a safe
application by a respected vendor. The toolbar is desig-
nated as prohibited for installation by the organization.
[0131] The browser with the toolbar is attempting to
establish a network connection to a known safe website.
Stack 412 contains known code 416 associated with the
prohibited program. In comparison, call stack 414 is the
call stack of the web browser without the installed toolbar.
Call stack 414 contains a pointer to a module 418 (i.e.,
shlwapi.dll) not present in call stack 416. The known call
stack may be programmed into the learning module, to
identify web browsers with the installed toolbar that is
against company installation policy.
[0132] Referring now back to FIG. 1B, at 166, a mes-
sage indicative of the result of the analysis is generated
by event management server 216. The message is trans-
mitted to gateway 210 and/or client 202. The message
may include an update to the set of rules, indicating that
the matched flow-data event represents allowed connec-
tion establishment attempts.
[0133] When the message is indicative that the mali-
cious communication has been incorrectly detected, the
gateway 210 and/or client 202 may continue in the con-
nection establishment process, and/or activate the con-
nection. When the message is indicative that the mali-
cious communication has been correctly detected, the
gateway 210 and/or client 202 may block (or continue
maintain the blockage of) the connection establishment
and/or prevent data transmission over the connection.
[0134] Optionally, at 168, each set of rules 224 of each
gateway 210 connected to event management server
216 is updated with the received set of rules. Updating
the set of rules 224 of each gateway 210 dynamically
adapts the gateways 210 connected with event manage-
ment server 216 with the new identified flow-data asso-
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ciated with new code installed within clients 202.
[0135] The flowchart and block diagrams in the Figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods and com-
puter program products according to various embodi-
ments of the present invention. In this regard, each block
in the flowchart or block diagrams may represent a mod-
ule, segment, or portion of code, which comprises one
or more executable instructions for implementing the
specified logical function(s). It should also be noted that,
in some alternative implementations, the functions noted
in the block may occur out of the order noted in the figures.
For example, two blocks shown in succession may, in
fact, be executed substantially concurrently, or the blocks
may sometimes be executed in the reverse order, de-
pending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flow-
chart illustration, and combinations of blocks in the block
diagrams and/or flowchart illustration, can be implement-
ed by special purpose hardware-based systems that per-
form the specified functions or acts, or combinations of
special purpose hardware and computer instructions.
[0136] The descriptions of the various embodiments
of the present invention have been presented for purpos-
es of illustration, but are not intended to be exhaustive
or limited to the embodiments disclosed. Many modifica-
tions and variations will be apparent to those of ordinary
skill in the art without departing from the scope and spirit
of the described embodiments. The terminology used
herein was chosen to best explain the principles of the
embodiments, the practical application or technical im-
provement over technologies found in the marketplace,
or to enable others of ordinary skill in the art to understand
the embodiments disclosed herein.
[0137] It is expected that during the life of a patent ma-
turing from this application many relevant systems and
methods will be developed and the scope of the terms
client, server, and code is intended to include all such
new technologies a priori.
[0138] As used herein the term "about" refers to 6 10
%.
[0139] The terms "comprises", "comprising", "in-
cludes", "including", "having" and their conjugates mean
"including but not limited to". This term encompasses the
terms "consisting of" and "consisting essentially of".
[0140] The phrase "consisting essentially of" means
that the composition or method may include additional
ingredients and/or steps, but only if the additional ingre-
dients and/or steps do not materially alter the basic and
novel characteristics of the claimed composition or meth-
od.
[0141] As used herein, the singular form "a", "an" and
"the" include plural references unless the context clearly
dictates otherwise. For example, the term "a compound"
or "at least one compound" may include a plurality of
compounds, including mixtures thereof.
[0142] The word "exemplary" is used herein to mean
"serving as an example, instance or illustration". Any em-

bodiment described as "exemplary" is not necessarily to
be construed as preferred or advantageous over other
embodiments and/or to exclude the incorporation of fea-
tures from other embodiments.
[0143] The word "optionally" is used herein to mean
"is provided in some embodiments and not provided in
other embodiments". Any particular embodiment of the
invention may include a plurality of "optional" features
unless such features conflict.
[0144] Throughout this application, various embodi-
ments of this invention may be presented in a range for-
mat. It should be understood that the description in range
format is merely for convenience and brevity and should
not be construed as an inflexible limitation on the scope
of the invention. Accordingly, the description of a range
should be considered to have specifically disclosed all
the possible subranges as well as individual numerical
values within that range. For example, description of a
range such as from 1 to 6 should be considered to have
specifically disclosed subranges such as from 1 to 3, from
1 to 4, from 1 to 5, from 2 to 4, from 2 to 6, from 3 to 6
etc., as well as individual numbers within that range, for
example, 1, 2, 3, 4, 5, and 6. This applies regardless of
the breadth of the range.
[0145] Whenever a numerical range is indicated here-
in, it is meant to include any cited numeral (fractional or
integral) within the indicated range. The phrases "rang-
ing/ranges between" a first indicate number and a second
indicate number and "ranging/ranges from" a first indi-
cate number "to" a second indicate number are used
herein interchangeably and are meant to include the first
and second indicated numbers and all the fractional and
integral numerals therebetween.
[0146] It is appreciated that certain features of the in-
vention, which are, for clarity, described in the context of
separate embodiments, may also be provided in combi-
nation in a single embodiment. Conversely, various fea-
tures of the invention, which are, for brevity, described
in the context of a single embodiment, may also be pro-
vided separately or in any suitable subcombination or as
suitable in any other described embodiment of the inven-
tion. Certain features described in the context of various
embodiments are not to be considered essential features
of those embodiments, unless the embodiment is inop-
erative without those elements.
[0147] Although the invention has been described in
conjunction with specific embodiments thereof, it is evi-
dent that many alternatives, modifications and variations
will be apparent to those skilled in the art. Accordingly,
it is intended to embrace all such alternatives, modifica-
tions and variations that fall within the scope of the ap-
pended claims.
[0148] In addition, citation or identification of any ref-
erence in this application shall not be construed as an
admission that such reference is available as prior art to
the present invention. To the extent that section headings
are used, they should not be construed as necessarily
limiting.
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Claims

1. A method for authenticating an attempt at establish-
ment of a network connection by allowed code, com-
prising:

providing a dataset having a plurality of previ-
ously observed stack trace templates each rep-
resenting a stack trace pattern prevailing in
stack traces recorded by monitoring a plurality
of stacks of a plurality of clients executing an
allowed code during a connection establishment
process for establishing network connections
related to the allowed code;
receiving a new stack trace recorded during a
new connection establishment process for a
new network connection by a new client;
measuring a similarity between the new stack
trace and the plurality of stack trace templates
to identify a match to a stack trace template;
evaluating the matched stack trace template for
a predefined rule requirement; and
updating a rule-set database with the matched
stack trace template to authenticate new net-
work connection establishments associated
with stack templates matching the matched
stack trace template;

characterized in that evaluating the matched stack
trace template comprises: incrementing a value of a
counter indicative of a number of previous stack
trace template matches from different clients, and
evaluating the value against the predefined rule re-
quirement of a number of matches.

2. The method of claim 1, wherein the plurality of stack
trace templates are designated as representing sus-
picious malicious behavior of the allowed code.

3. The method of claim 1, wherein the plurality of stack
trace templates and the new stack trace include con-
text data collected in association with the stack trace
of the allowed code, and the similarity is measured
according to the context data.

4. The method of claim 3, wherein the context data in-
cludes an event ID and/or host name; wherein the
context data includes at least one member selected
from the group consisting of: similar operating sys-
tem running at the respective client, similar allowed
application, similar stack trace data by different al-
lowed applications, and similar protocols to establish
the network connection.

5. The method of claim 1, wherein the different clients
are part of a same designated group.

6. The method of claim 1, wherein evaluating the

matched stack trace template for the predefined rule
requirement is performed when the matched stack
trace template and the new stack trace are associ-
ated with different clients.

7. The method of claim 1, further comprising:

analyzing the new stack trace, to designate the
network connection as being suspicious of being
related to malicious code; and
further comprises re-designating the suspicion
of being related to malicious code as being re-
lated to the allowed code.

8. The method of claim 7, wherein the suspicion of be-
ing related to malicious code is triggered by a new
allowed code installed on the new client displaying
malicious-like behavior.

9. The method of claim 7, wherein the allowed code
represents a false positive identification by incorrect-
ly triggering the identification of suspicious of being
related to malicious code.

10. The method of claim 7, wherein the stack trace as-
sociated with the authenticated new network con-
nection is matched to at least one stack trace tem-
plate associated with an attempt at establishing the
network connection for malicious communication.

11. The method of claim 1, wherein the new stack trace
and the plurality of stack trace templates further com-
prise flow-data including at least one member se-
lected from the group consisting of: processes, mod-
ules, and threads.

12. The method of claim 1, wherein the plurality of stack
trace templates are based on authorized installation
of similar allowed code on a plurality of the clients
within a predefined period of time.

13. The method of claim 1, wherein the predefined re-
quirement is at least one of:
selected to prevent or reduce false positive connec-
tion blocking of allowed network connections by the
allowed code, and represents a tolerance level for
false positive connection blocking of allowed net-
work connections.

14. A system for authenticating an attempt at establish-
ment of a network connection by allowed code, com-
prising:
a dataset having a plurality of previously observed
stack trace templates each representing a stack
trace pattern prevailing in stack traces recorded by
monitoring a plurality of stacks of a plurality of clients
executing an allowed code during a connection es-
tablishment process for establishing network con-
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nections related to the allowed code; and
at least one event management server including a
code implementable by a processor of the at least
one event management server to:

receive a new stack trace recorded at a certain
new client of a plurality of clients during a new
connection establishment process for a new net-
work connection by the certain new client;
measure a similarity between the new stack
trace and the plurality of stack trace templates
to identify a match to a stack template;
evaluate the matched stack trace template for a
predefined rule requirement; and
update a rule-set database with the matched
stack trace template to authenticate new net-
work connection establishments associated
with stack templates matching the matched
stack trace template.

characterized in that evaluating the matched stack
trace template comprises: incrementing a value of a
counter indicative of a number of previous stack
trace template matches from different clients, and
evaluating the value against the predefined rule re-
quirement of a number of matches

15. The system of claim 14, further comprising at least
one gateway server in communication with the event
management server and with at least one of the plu-
rality of client terminals, the at least one gateway
server including a code implementable by a proces-
sor of the at least one gateways server to:

analyze the new stack trace to designate the
new network connection as being suspicious of
being related to malicious code;
transmit the new stack trace to the event man-
agement server for analysis;
receive the updated rule-set database; and
allow connection establishment of the new net-
work connection.

Patentansprüche

1. Verfahren zum Authentifizieren eines Versuchs zum
Aufbauen einer Netzwerkverbindung durch zulässi-
gen Code, umfassend:

Bereitstellen eines Datensatzes mit einer Viel-
zahl von zuvor beobachteten Stapelüberwa-
chungsvorlagen, die jeweils ein Stapelüberwa-
chungsmuster repräsentieren, das in Stapelü-
berwachungen vorherrscht, die durch Überwa-
chung einer Vielzahl von Stapeln von einer Viel-
zahl von Clients aufgezeichnet wurden, die ei-
nen zulässigen Code während eines Verbin-

dungsaufbauprozesses zum Aufbauen von
Netzwerkverbindungen im Zusammenhang mit
dem zulässigen Code ausführen;
Empfangen einer neuen Stapelüberwachung,
die während eines neuen Verbindungsaufbau-
prozesses für eine neue Netzwerkverbindung
durch einen neuen Client aufgezeichnet wird;
Messen einer Ähnlichkeit zwischen der neuen
Stapelüberwachung und der Vielzahl von Sta-
pelüberwachungsvorlagen, um eine Überein-
stimmung mit einer Stapelüberwachungsvorla-
ge zu identifizieren;
Evaluieren der übereinstimmenden Stapelüber-
wachungsvorlage hinsichtlich einer vordefinier-
ten Regelanforderung; und
Aktualisieren der Regelsatzdatenbank mit der
übereinstimmenden Stapelüberwachungsvor-
lage, um die neu aufgebauten Netzwerkverbin-
dungen im Zusammenhang mit Stapelvorlagen,
die mit der übereinstimmenden Stapelüberwa-
chungsvorlage übereinstimmen, zu authentifi-
zieren;
dadurch gekennzeichnet, dass
das Evaluieren der übereinstimmenden Stapel-
überwachungsvorlage umfasst:

Inkrementieren eines Wertes eines Zäh-
lers, der eine Anzahl von vorherigen, über-
einstimmenden Stapelüberwachungsvorla-
gen von anderen Clients anzeigt, und
Evaluieren des Wertes gegenüber der vor-
definierten Regelanforderung einer Anzahl
von Übereinstimmungen.

2. Verfahren nach Anspruch 1, wobei die Vielzahl von
Stapelüberwachungsvorlagen als repräsentativ für
verdächtiges, bösartiges Verhalten des zulässigen
Codes gekennzeichnet ist.

3. Verfahren nach Anspruch 1, wobei die Vielzahl von
Stapelüberwachungsvorlagen und die neue Stapel-
überwachung Kontextdaten beinhalten, die im Zu-
sammenhang mit der Stapelüberwachung des zu-
lässigen Codes gesammelt wurden, und wobei die
Ähnlichkeit entsprechend den Kontextdaten gemes-
sen wird.

4. Verfahren nach Anspruch 3, wobei die Kontextdaten
eine Ereignis-ID und/oder einen Host-Namen ent-
halten; wobei die Kontextdaten mindestens ein Ele-
ment beinhalten, das aus der Gruppe gewählt wird,
die aus Folgendem besteht: ähnliches Betriebssys-
tem, das auf dem jeweiligen Client ausgeführt wird,
ähnliche zulässige Anwendung, ähnliche Stapelü-
berwachungsdaten von verschiedenen zulässigen
Anwendungen, und ähnliche Protokolle zum Aufbau
der Netzwerkverbindung.

29 30 



EP 3 225 010 B1

17

5

10

15

20

25

30

35

40

45

50

55

5. Verfahren nach Anspruch 1, wobei die anderen Cli-
ents Teil derselben designierten Gruppe sind.

6. Verfahren nach Anspruch 1, wobei das Evaluieren
der übereinstimmenden Stapelüberwachungsvorla-
ge für die vordefinierte Regelanforderung durchge-
führt wird, wenn die übereinstimmende Stapelüber-
wachungsvorlage und die neue Stapelüberwachung
unterschiedlichen Clients zugeordnet sind.

7. Verfahren nach Anspruch 1, des Weiteren umfas-
send:

Analysieren der neuen Stapelüberwachung, um
die Netzwerkverbindung als verdächtig im Zu-
sammenhang mit bösartigen Code zu kenn-
zeichnen; und
des Weiteren umfassend das Neukennzeich-
nen des Verdachts auf bösartigen Code als im-
Zusammenhang-stehend mit dem zulässigen
Code.

8. Verfahren nach Anspruch 7, wobei der Verdacht auf
Zusammenhang mit bösartigen Code durch einen
neuen zulässigen Code ausgelöst wird, der auf dem
neuen Client installiert ist und ein dem bösartigem
Code ähnliches Verhalten zeigt.

9. Verfahren nach Anspruch 7, wobei der zulässige Co-
de eine falsch positive Identifizierung durch unkor-
rektes Auslösen der Identifizierung des Verdachts
auf bösartigen Code repräsentiert.

10. Verfahren nach Anspruch 7, wobei die der authen-
tifizierten neuen Netzwerkverbindung zugeordnete
Stapelüberwachung mit mindestens einer Stapelü-
berwachungsvorlage abgeglichen wird, die einem
Versuch zum Aufbau der Netzwerkverbindung für ei-
ne bösartige Kommunikation zugeordnet ist.

11. Verfahren nach Anspruch 1, wobei die neue Stapel-
überwachung und die Vielzahl von Stapelüberwa-
chungsvorlagen des Weiteren Flussdaten umfas-
sen, die mindestens ein Element beinhalten, das aus
der Gruppe gewählt wird, die aus Folgendem be-
steht: Prozessen, Modulen und Threads.

12. Verfahren nach Anspruch 1, wobei die Vielzahl von
Stapelüberwachungsvorlagen auf einer autorisier-
ten Installation von ähnlichem zulässigen Code und
einer Vielzahl von Clients innerhalb einer vordefi-
nierten Zeitspanne basiert sind.

13. Verfahren nach Anspruch 1, wobei die vordefinierte
Anforderung mindestens eines aus Folgendem ist:
ausgewählt, um eine falsch positive Verbindungs-
blockierung von zulässigen Netzwerkverbindungen
durch den zulässigen Code zu verhindern oder zu

reduzieren, und die eine Toleranzstufe für eine
falsch positive Verbindungsblockierung von zulässi-
gen Netzwerkverbindungen repräsentiert.

14. System zum Authentifizieren eines Versuchs zum
Aufbauen einer Netzwerkverbindung durch zulässi-
gen Code, umfassend:

einen Datensatz mit einer Vielzahl von zuvor be-
obachteten Stapelüberwachungsvorlagen, die
jeweils ein Stapelüberwachungsmuster reprä-
sentieren, das in Stapelüberwachungen vor-
herrscht, die durch Überwachung einer Vielzahl
von Stapeln von einer Vielzahl von Clients auf-
gezeichnet wurden, die einen zulässigen Code
während eines Verbindungsaufbauprozesses
zum Aufbauen von Netzwerkverbindungen im
Zusammenhang mit dem zulässigen Code aus-
führen; und
mindestens einen Ereignisverwaltungsserver,
der Code enthält, der von einem Prozessor des
mindestens einen Ereignisverwaltungsservers
zu Folgendem implementiert werden kann:

Empfangen einer neuen Stapelüberwa-
chung, die an einem bestimmten neuen Cli-
ent einer Vielzahl von Clients während ei-
nes neuen Verbindungsaufbauprozesses
für eine neue Netzwerkverbindung durch
den bestimmten neuen Client aufgezeich-
net wird;
Messen einer Ähnlichkeit zwischen der
neuen Stapelüberwachung und der Viel-
zahl von Stapelüberwachungsvorlagen, um
eine Übereinstimmung mit einer Stapelvor-
lage zu identifizieren;
Evaluieren der übereinstimmenden Stapel-
überwachungsvorlage hinsichtlich einer
vordefinierten Regelanforderung; und
Aktualisieren der Regelsatzdatenbank mit
der übereinstimmenden Stapelüberwa-
chungsvorlage, um die neu aufgebauten
Netzwerkverbindungen im Zusammen-
hang mit Stapelvorlagen, die mit der über-
einstimmenden Stapelüberwachungsvorla-
ge übereinstimmen, zu authentifizieren,

dadurch gekennzeichnet, dass das Evaluie-
ren der übereinstimmenden Stapelüberwa-
chungsvorlagen umfasst:

Inkrementieren eines Wertes eines Zäh-
lers, der eine Anzahl von vorherigen über-
einstimmenden Stapelüberwachungsvorla-
gen von anderen Clients anzeigt, und
Evaluieren des Wertes gegenüber der vor-
definierten Regelanforderung einer Anzahl
von Übereinstimmungen.

31 32 



EP 3 225 010 B1

18

5

10

15

20

25

30

35

40

45

50

55

15. System nach Anspruch 14, des Weiteren umfassend
mindestens einen Gateway-Server in Verbindung
mit dem Ereignisverwaltungsserver und mit mindes-
tens einem aus der Vielzahl von Client-Endgeräten,
wobei der mindestens eine Gateway-Server Code
enthält, der von einem Prozessor der mindestens
einen Gateway-Server zu Folgendem implementiert
werden kann:

Analysieren der neuen Stapelüberwachung, um
die Netzwerkverbindung als verdächtig im Zu-
sammenhang mit bösartigem Code zu kenn-
zeichnen;
Senden der neuen Stapelüberwachung an den
Ereignisverwaltungsserver zur Analyse;
Empfangen der aktualisierten Regelsatzdaten-
bank; und
Zulassen des Verbindungsaufbaus der neuen
Netzwerkverbindung.

Revendications

1. Procédé d’authentification d’une tentative d’établis-
sement d’une connexion réseau par un code auto-
risé, comprenant les étapes ci-dessous consistant à:

fournir un ensemble de données présentant une
pluralité de motifs de traces de piles précédem-
ment observés, représentant chacun un motif
de traces de piles prédominant dans des traces
de piles enregistrées en surveillant une pluralité
de piles d’une pluralité de terminaux clients exé-
cutant un code autorisé au cours d’un processus
d’établissement de connexion pour établir des
connexions réseau connexes au code autorisé ;
recevoir une nouvelle trace de pile enregistrée
au cours d’un nouveau processus d’établisse-
ment de connexion pour une nouvelle con-
nexion réseau par un nouveau client ;
mesurer une similarité entre la nouvelle trace de
pile et la pluralité de motifs de traces de piles en
vue d’identifier une correspondance avec un
motif de trace de pile ;
évaluer le motif de trace de pile correspondant
en ce qui concerne une exigence de règle
prédéfinie ; et
mettre à jour une base de données d’ensembles
de règles avec le motif de trace de pile corres-
pondant en vue d’authentifier de nouveaux éta-
blissements de connexions réseau associés à
des motifs de piles correspondant au motif de
trace de pile correspondant ;
caractérisé en ce que :
l’étape d’évaluation du motif de trace de pile cor-
respondant comprend les étapes ci-après con-
sistant à : incrémenter une valeur d’un compteur
indiquant un nombre de correspondances de

motifs de traces de piles précédentes provenant
de différents terminaux clients, et évaluer la va-
leur relativement à l’exigence de règle prédéfi-
nie d’un nombre de correspondances.

2. Procédé selon la revendication 1, dans lequel la plu-
ralité de motifs de traces de piles est désignée com-
me représentant un comportement malveillant sus-
pect du code autorisé.

3. Procédé selon la revendication 1, dans lequel la plu-
ralité de motifs de traces de piles et la nouvelle trace
de pile incluent des données de contexte collectées
conjointement avec la trace de pile du code autorisé,
et dans lequel la similarité est mesurée selon les
données de contexte.

4. Procédé selon la revendication 3, dans lequel les
données de contexte incluent un identifiant d’événe-
ment et/ou un nom d’hôte ; dans lequel les données
de contexte incluent au moins un élément sélection-
né à partir du groupe constitué par : un système d’ex-
ploitation similaire fonctionnant au niveau du client
respectif, une application similaire autorisée, des
données de traces de piles similaires par différentes
applications autorisées, et des protocoles similaires
pour établir la connexion réseau.

5. Procédé selon la revendication 1, dans lequel les
différents terminaux clients font partie d’un même
groupe désigné.

6. Procédé selon la revendication 1, dans lequel l’étape
d’évaluation du motif de trace de pile correspondant
en ce qui concerne l’exigence de règle prédéfinie est
mise en oeuvre lorsque le motif de trace de pile cor-
respondant et la nouvelle trace de pile sont associés
à différents terminaux clients.

7. Procédé selon la revendication 1, comprenant en
outre l’étape ci-dessous consistant à :

analyser la nouvelle trace de pile, afin de dési-
gner la connexion réseau comme étant suspec-
tée d’être connexe à un code malveillant ; et
comprenant en outre l’étape consistant à dési-
gner à nouveau la suspicion d’être connexe à
un code malveillant comme étant connexe au
code autorisé.

8. Procédé selon la revendication 7, dans lequel la sus-
picion d’être connexe à un code malveillant est dé-
clenchée par un nouveau code autorisé installé sur
le nouveau client affichant un comportement mal-
veillant.

9. Procédé selon la revendication 7, dans lequel le co-
de autorisé représente une identification de faux po-
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sitif en déclenchant de manière incorrecte l’identifi-
cation d’un code suspecté d’être connexe à un code
malveillant.

10. Procédé selon la revendication 7, dans lequel la tra-
ce de pile associée à la nouvelle connexion réseau
authentifiée est mise en correspondance avec au
moins un motif de trace de pile associé à une tenta-
tive d’établissement de la connexion réseau pour
une communication malveillante.

11. Procédé selon la revendication 1, dans lequel la nou-
velle trace de pile et la pluralité de motifs de traces
de piles comprennent en outre des données de flux
incluant au moins un élément sélectionné à partir du
groupe constitué par : des processus, des modules,
et des fils d’exécution.

12. Procédé selon la revendication 1, dans lequel la plu-
ralité de motifs de traces de piles est basée sur une
installation autorisée d’un code autorisé similaire sur
une pluralité de terminaux clients au cours d’une pé-
riode de temps prédéfinie.

13. Procédé selon la revendication 1, dans lequel l’exi-
gence prédéfinie :
est sélectionnée de manière à empêcher ou réduire
un blocage de connexions de type « faux positifs »
de connexions réseau autorisées par le code auto-
risé, et/ou représente un niveau de tolérance pour
un blocage de connexions de type « faux positifs »
de connexions réseau autorisées.

14. Système destiné à authentifier une tentative d’éta-
blissement d’une connexion réseau par un code
autorisé, comprenant :
un ensemble de données présentant une pluralité
de motifs de traces de piles précédemment obser-
vés, représentant chacun un motif de traces de piles
prédominant dans des traces de piles enregistrées
en surveillant une pluralité de piles d’une pluralité de
terminaux clients exécutant un code autorisé au
cours d’un processus d’établissement de connexion
pour établir des connexions réseau connexes au co-
de autorisé ;
au moins un serveur de gestion d’événements in-
cluant un code pouvant être implémenté par un pro-
cesseur dudit au moins un serveur de gestion d’évé-
nements en vue de :

recevoir une nouvelle trace de pile enregistrée
au niveau d’un nouveau client donné d’une plu-
ralité de terminaux clients au cours d’un nou-
veau processus d’établissement de connexion
pour une nouvelle connexion réseau par ledit
nouveau client donné ;
mesurer une similarité entre la nouvelle trace de
pile et la pluralité de motifs de traces de piles en

vue d’identifier une correspondance avec un
motif de trace de pile ;
évaluer le motif de trace de pile correspondant
en ce qui concerne une exigence de règle
prédéfinie ; et
mettre à jour une base de données d’ensembles
de règles avec le motif de trace de pile corres-
pondant en vue d’authentifier de nouveaux éta-
blissements de connexions réseau associés à
des motifs de piles correspondant au motif de
trace de pile correspondant ;

caractérisé en ce que l’étape d’évaluation du motif
de trace de pile correspondant comprend les étapes
ci-dessous consistant à :

incrémenter une valeur d’un compteur indiquant
un nombre de correspondances de motifs de
traces de piles précédentes provenant de diffé-
rents terminaux clients ; et
évaluer la valeur relativement à l’exigence de
règle prédéfinie d’un nombre de correspondan-
ces.

15. Système selon la revendication 14, comprenant en
outre au moins un serveur de passerelle en commu-
nication avec le serveur de gestion d’événements et
avec au moins un terminal de la pluralité de termi-
naux clients, ledit au moins un serveur de passerelle
incluant un code pouvant être implémenté par un
processeur dudit au moins un serveur de passerelle,
en vue de :

analyser la nouvelle trace de pile pour désigner
la nouvelle connexion réseau comme étant sus-
pectée d’être connexe à un code malveillant ;
transmettre la nouvelle trace de pile au serveur
de gestion d’événements à des fins d’analyse ;
recevoir la base de données d’ensembles de
règles mise à jour ; et
permettre l’établissement de connexion de la
nouvelle connexion réseau.
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