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AN AUTHORISATION SYSTEM AND A METHOD OF AUTHORISATION

FIELD OF THE INVENTION

The present invention relates to an authorisation system and a method of

authorisation.

The invention has been developed primarily for an access control system for a

building and will be described hereinafter with reference to that application. The

invention is not limited to that particular field of use and is also suitable to other

controlled assets such as a facility, a piece of electrical equipment, a piece of

electromechanical equipment, or the like.

DISCUSSION OF THE PRIOR ART

Access control systems are employed to control access by users to facilities,

equipment and other assets. Typically, users are issued with respective tokens - for

example, an RFID card - that contain data indicative of at least an identifier for the user.

An example of such a system is disclosed in Patent Co-Operation Treaty Patent

Application No. PCT/AU2005/001285 filed on 25 August 2005. The disclosure within

that application is incorporated herein by way of cross-reference.

It is known to use in access control systems protocols for the identification and

the authentication of data read from the tokens to validate a request by a user for access

to the controlled facility. The request typically takes the form of the card being

interrogated by a reader that is co-located with the access point where access is being

sought. If the request is validated, the reader provides an electrical signal to one or more

physical devices - such as relay modules - to pulse the access point between a closed

and an open configuration. Where the access point includes a door having a lock, the

relay module drives the lock to allow the user to enter or exit from the access point, as

the case may be.

It has been found that a sufficiently trained person trying to gain unauthorised

entry into the facility at the access point is able to use external devices to directly mimic

signals sent to the relay modules that drive the lock or locks and gain access to the

facility without holding a valid permission to do so. Accordingly, the prior art systems

are susceptible to abuse by unscrupulous or dishonest persons.



facility without holding a valid permission to do so. Accordingly, the prior art systems

are susceptible to abuse by unscrupulous or dishonest persons.

Any discussion of the prior art throughout the specification should in no way be

considered as an admission that such prior art is widely known or forms part of common

general knowledge in the field.

DESCRIPTION OF THE INVENTION

It is an object of the present invention to overcome or ameliorate at least one of

the disadvantages of the prior art, or to provide a useful alternative.

According to a first aspect of the invention there is provided an authorisation

system including:

an interface for receiving a request signal indicative of a party seeking

authorisation for a predetermined action;

a first processor that is responsive to the request signal for determining if the

authorisation is to be granted and, if so, generating an authorisation signal that includes

information that is securely coded and which is indicative of the determination; and

an operating device being physically spaced apart from the first processor for

receiving the authorisation signal, the operating device having a second processor that is

responsive to the authorisation signal for decoding the information and subsequently

initiating the action.

Preferably, the first processor generates the authorisation signal in response to

each request signal. Preferably also, the coding of the information is by way of

encryption.

In an embodiment the authorisation signal is part of a communication session

between the first processor and the operating device. Preferably, the communications

session is subject to a predetermined coding of the information. More preferably,

different communications sessions use different predetermined coding of the

information.

In an embodiment, if the authorisation is not to be granted the first processor

does not generate the authorisation signal. However, in another embodiment, if the

authorisation is not to be granted the first processor generates the authorisation signal to

include information that is securely coded and which is indicative of the determination,



and the second processor, upon decoding the information, does one or more of: not

initiating the action; and generating an alarm signal.

According to a second aspect of the invention there is provided a method of

authorisation, the method including:

receiving a request signal indicative of a party seeking authorisation for a

predetermined action;

being responsive with a first processor to the request signal for determining if the

authorisation is to be granted and, if so, generating an authorisation signal that includes

information that is coded and which is indicative of the determination; and

physically spacing apart from the first processor an operating device for

receiving the authorisation signal, the operating device having a second processor that is

responsive to the authorisation signal for decoding the information and subsequently

initiating the action.

According to a third aspect of the invention there is provided an authorisation

system including:

an interface for receiving a request signal indicative of a party seeking

authorisation for a predetermined action;

a processor that is responsive to the request signal for determining if the

authorisation is to be granted and, if so, generating a secure signal; and

an operating device being physically spaced apart from the processor and

responsive to the secure signal for initiating the action.

Preferably, the signal contains at least one of: identification information for the

party; and predetermined authorisation information.

In an embodiment, the processor and the interface are co-located. Preferably, the

processor and the interface are mounted to a common housing.

In an embodiment, the request signal includes an identification signal containing

the identification information and an authorisation signal containing the authorisation

information. In another embodiment, the request signal comprises the authorisation

information.

In an embodiment the system includes a central host that communicates with the

interface, wherein the identification signal is provided by a token associated with the

party and the authorisation signal is provided by the central host.



In other embodiments, the request signal includes only the identification

information and is provided by the token. In alternative embodiments, the system

includes an actuator that is responsive to the party for providing the request signal,

wherein the request signal includes the authorisation information.

In an embodiment the authorisation system is an access control system for an

access point, the interface is an access reader for the access point, the processor is

included within the reader, and the operating device is a locking device for the access

point. More preferably, the access point is a door. In other embodiments, however, the

access point is a window, a vehicle ignition, or the like.

In an embodiment the access control system is for a plurality of spaced apart

access points having respective combinations of reader, processor and operating device.

Preferably, the system includes a central host for all the readers.

In an embodiment the processor and the operating device are configured for

communication with each other in accordance with a predefined protocol. Preferably,

the communication includes secure confirmed messages exchanged between the

operating device and the processor. That is, communication occurs from the processor

to the operating device, and vice versa. Preferably, the communication includes the

secure signal. Preferably, for each message the receiving party provides

acknowledgment of receipt.

More preferably, each secure signal constitutes a plurality of separate messages,

and defines a session of messages. A plurality of messages is referred to as a session.

Preferably, some sessions will provide security encoding information for a subsequent

session or sessions. The key can be changed every message, periodically, or as often as

one wants. That is, in these embodiments use is made of dynamic securing coding

information. However, in other embodiments use is made of static or dynamic securing

coding information. Static means that the encoding remains the same over multiple

sessions.

According to a fourth aspect of the invention there is provided a method of

authorisation, the method including:

receiving a request signal indicative of a party seeking authorisation for a

predetermined action;

providing a processor that is responsive to the request signal for determining if

the authorisation is to be granted and, if so, generating a secure signal; and



physically spacing apart from the processor an operating device that is

responsive to the secure signal for initiating the action.

According to a fifth aspect of the invention there is provided an authorisation

system including:

an interface for receiving a request signal indicative of a party seeking

authorisation for a predetermined action, the interface and the party being disposed

within a first zone;

a processor that is in or adjacent to the first zone and which is responsive to the

request signal for determining if the authorisation is to be granted and, if so, generating a

secure signal; and

an operating device that is disposed in a second zone that is physically distinct

from the first zone, the operating device including a processor that is responsive to the

secure signal for initiating the action.

Preferably, the predetermined action is to unlock an access point between the

zones such that the party is able to progress from the first zone to the second zone.

In an embodiment, the second zone is disposed within the first zone. In other

embodiments, the first zone and the second zone have a first level and a second level of

security respectively, wherein the second level of security is greater than the first. That

is, the second zone is secure relative to the first zone. For example, in one embodiment,

the second zone defines the perimeter of a secure facility, and the first zone surrounds

the secure facility. That is, the user, in progressing from the first zone to the second

zone enters the secure facility.

According to a sixth aspect of the invention there is provided a method of

authorisation, the method including:

receiving with an interface a request signal that is indicative of a party seeking

authorisation for a predetermined action, the interface and the party being disposed

within a first zone;

disposing a processor in or adjacent to the first zone and which is responsive to

the request signal for determining if the authorisation is to be granted and, if so,

generating a secure signal; and

an operating device that is disposed in a second zone that is physically distinct

from the first zone, the operating device including a processor that is responsive to the

secure signal for initiating the action.



According to a seventh aspect of the invention there is provided a reader for an

authorisation system having a set of components capable of securely coded

communication with the reader, the reader including a first processor that establishes

securely coded communication with a subset of the components and thereafter

communicates only with the components in the subset and is excluded from

communicating with the remainder of the components in the set.

Preferably, the processor is excluded from communicating with components not

in the set.

In an embodiment, the components are selected from: a host for the authorisation

system; an operating device; a REX device; other hardware; and other

hardware/software combinations.

In an embodiment the first processor generates keys that are provided to the

subset of components and not provided to the remainder of the components. Preferably,

the subset is defined by those components able to communicate with the reader at a

predetermined time. More preferably, the predetermined time is at initialisation of the

reader.

In an embodiment the host is able to selectively communicate with the reader to

vary the components included in the subset.

According to an eighth aspect of the invention there is provided a method for

configuring a reader for an authorisation system having a set of components capable of

securely coded communication with the reader, the reader including a first processor that

establishes securely coded communication with a subset of the components and

thereafter communicates only with the components in the subset and is excluded from

communicating with the remainder of the components in the set.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the invention will now be described by way of

example only with reference to the accompanying drawings in which:

Figure 1 is a schematic representation of an access control system for a

controlled facility having an access reader for an access point, the access control system

including an authorisation system according to the invention;

Figure 2 is a schematic representation of a further authorisation system according

to the invention where the operating device is communicated to by other than the reader;



Figure 3 is a schematic representation of an authorisation system according to the

invention for a motor controller; and

Figure 4 is a schematic representation of the authorisation system of Figure 3

incorporated into the access control system of Figure 2.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring to Figure 1 there is illustrated schematically an access control system 1

for a secure facility (not shown). The secure facility is, in this embodiment, a building

having a plurality of controlled access points, one of which is illustrated in Figure 1 and

designated as access control point 2. The facility is one of many spaced apart facilities

that are controlled by the same access control system. In other embodiments, only a

single facility is controlled by the access system.

Those persons (referred to collectively as "users" or individually as "a user")

who are granted respective access rights to the facility are enrolled within system 1 by a

central host 3. The central host is part of a larger computer network and typically

includes at least one central server, one or more databases, at least one enrolment

terminal, a network for allowing communication between these the components, and

various other hardware and software to carry out the required operations and to interact

with the remainder of the network. When describing the embodiments of the invention

the component parts of the host will only be separately illustrated where the separate

functions require elaboration, and will be otherwise generically referred to as including

all the components. While host 3 is referred to as being a "central host" this is only in

the sense of its control function, and does not necessarily refer to its location or other

characteristics. That is, the central nature of host 3 is that it allows for the centralised

control and administration of system 1.

For each user enrolled in system 1 there is held by host 3 a user record which is

indicative of: the authorisation provided to the user; the identity of that user; and other

characteristics of the user that are required for the specific operation of system 1. The

user record provides the necessary information for creating for that user identification

information and authorisation information that are respectively indicative of the identity

of and the authorisation provided to the user. The identification information and the

authorisation information are stored on an access token 4 that is issued to the user. That

is, each user is issued with a respective token that is physically carried by the user and



which is presented to initiate a request for access at the access points controlled by

system 1. In other embodiments only one of the identification information and

authorisation information is stored on the tokens. It will be appreciated by those skilled

in the art that the information carried on the token is different for different systems.

In this embodiment the identification information and the authorisation

information are encrypted on the token. In other embodiments alternative mechanisms

are used to prevent unauthorised access to the information held on the tokens.

The tokens provide a request signal to an interface, as will be described in more

detail below, to initiate an access control decision. In this embodiment tokens 4 are

contactless smart cards making use of RFID communication. In other embodiments use

is made of alternative tokens such as RFID cards not having onboard processing,

magnetic strip cards, Bluetooth™ devices, or the like. In further embodiments, use is

made of a combination of the above types of tokens. In still further embodiments, in

addition to or instead of tokens, use is made of one or a combination of: a keypad (for

example, to allow the user to enter a PIN or other code); a manually depressed button

(such as a manual request to exit button); a motion sensor (to automatically detect the

presence of a user adjacent to an "exit" access point); and other sensors. That is, the

request signal is able to come from one, or a combination of sources.

System 1 includes a reader 5 that is associated with access point 2 and which

communicates with both host 3 and token 4. In this embodiment reader 5 communicates

periodically, intermittently or otherwise with host 3 via network cable 6 to locally store

selected data for allowing the reader to make access control decisions for the access

point. The communication between reader 5 and host 3 is in accordance with the

network protocol being used. In this embodiment the network protocol does not use

encryption for all communications between the reader and the host as the physical

location of cable 6 minimises the risk of unauthorised intercept or mimicking of the

communications effected by that cable. Moreover, the communications between reader

5 and host 3 do not result in a command being sent to an operating device (such as a

lock, which is described below). Accordingly, even if an unauthorised person were able

to intercept the communications between the reader and the host, that would not directly

or easily allow the production of a signal that would gain that person access.



In other embodiments, such as extremely high security facilities, use is made of

additional measures such as encryption for those communications between reader 5 and

the host 3.

Reader 5 communicates with token 4 when that token is placed within an

interrogation field provided by the reader. As will be described in more detail below,

the token is placed in the field such that the reader obtains from the token a request

signal that is used subsequently to assist in the making of the access control decision.

This access control decision, once made by reader 5, results in the generation of an

authorisation signal that contains information indicative of the decision and which is

used by other components with system 1 to either grant or not grant access to the user

who is seeking access at the access point. More particularly access point 2, in this

instance, is a doorway and a corresponding door (not shown). The access control

decision is whether or not the user who is disposed on one side of the door is entitled to

be granted access, via the doorway, to the secure area disposed on the other side of the

door at the time the request for access is made.

In this embodiment, reader 5 need not communicate with host 3 between

obtaining the request signal and making the access control decision. That is, reader 5 is

sufficiently self-contained to allow the making of the access control decision, which

results in host 3 only being involved following receipt of the authorisation signal. In

other embodiments, however, reader 5 selectively communicates with the host prior to

making the access control decision. In further embodiments, reader 5 always

communicates with host 3 prior to making the access control decision. In further

embodiments host 3 is able, in given circumstances, to override an access control

decision made at a given reader.

Some embodiments include a controller (not shown) disposed between reader 5

and host 3 for affecting all communications between the reader and host. This controller

performs that function for a subset of readers in system 1 and, as such, system 1 includes

a number of these controllers. In these embodiments it is typical for the reader to

communicate with the relevant controller prior to an access control decision being made.

Reader 5 includes: an RFID interrogator 7 for communicating wirelessly with

token 4 to obtain the request signal; a processor 8 that is responsive to the request signal

for making the access control decision; and a bank of I/O ports 9 for enabling

communication between interrogator 7 and processor 8.



It will be appreciated that processor 8 includes at least one CPU, RAM and other

memory for storing software and other data, and other hardware for allowing the

required functionality to be performed.

The communication between reader 5 and host 3 occurs between processor 7 and

host 3, albeit via one of ports 9.

Interrogator 7 is linked to one of ports 9 by electrical cable 10. In the

embodiments of the invention disclosed in this specification it is usual for cable 10 to be

relatively short in length. In some embodiments, interrogator 7 and processor 8 are

mounted to a common circuit board and cable 10 is replaced by one or more conductive

tracks on the board.

Interrogator 7 is contained within a sealed generally prismatic rigid plastics

housing (not shown) that has a rear face that is mounted to a wall adjacent to the door.

Interrogator 7 produces an interrogation field that extends outwardly from a front face of

the housing, and it is this field into which token 4 is disposed by the respective user to

initiate a request for access at access point 2. The wireless communication between

token 4 and interrogator 7 includes the request signal - sent from token 4 to interrogator

7 in response to token 4 being interrogated - which is not encrypted. However, the

identification and authorisation information included within the request signal are

encrypted. In other embodiments, the entirety of the communications between token 4

and interrogator 7 are encrypted, although this does require more processing power at

token 4 and reader 5. In other embodiments, only portions of or selected ones of the

communications are encrypted. In the latter case, it is preferred that the request signal is

one of the selected communications.

The role of interrogator 7 is to receive the request signal from token 4. It will be

appreciated that the request signal is extracted from the interrogation field by the

interrogator and, in this embodiment, packaged in the appropriate format and

communicated to one of ports 9 via cable 10. There is no need for any additional

encryption or data security to be applied to the request signal by interrogator 7 as the

relevant information within the request signal has already been encrypted. This also

reduces the need for processing at the interrogator.

In this embodiment, processor 8 and ports 9 are also disposed within the housing.

This obscures the housed components from view, as well as making them physically

difficult to access without significantly and irreversibly damaging the housing. In some



embodiments the housing includes tamper alarms that interact with processor 8 for

informing host.3 if tampering is detected.

In another embodiment, processor 8 and ports 9 are disposed in a second sealed

housing that is separate and physically spaced apart from the first mentioned housing. In

such an embodiment the second housing is advantageously disposed within a cavity in

the wall that is immediately - or in other embodiments, closely - adjacent to the first

housing. Interrogator 7 communicates with one of ports 9 via cable 10 that extends from

the rear of the first housing, internally within the wall, and into the second housing.

That is, cable 10 is also obscured from view, and difficult to physically access.

Preferably, cable 10 is electrically shielded to reduce the risk of wireless intercept of the

signals communicated by cable 10.

Processor 8, upon receipt of the request signal from interrogator 7, extracts the

necessary identification and/or authorisation information from the request signal by

extracting and decrypting the relevant packets of information from the communication.

This information, together with other control information stored in associated local

memory, is used by processor 8 to make the access control decision. That is, processor 8

has available to it, at that point in time, sufficient information to allow the decision to be

made without having to refer to another source.

If the access control decision is made by processor 8 to grant access to the user, it

generates an authorisation signal that contains information indicative of the decision.

This authorisation signal is packaged as a secure signal that is provided, via one of ports

9 and an electrical cable 11, to an operating device 12 that is spaced apart from reader 5.

The secure signal includes, in this embodiment, packages of encrypted information to

reduce the risk of unauthorised access to the nature and content of the signal hi further

embodiments, all of the secure signal is encrypted, hi other embodiments the secure

signal is coded securely rather than being encrypted.

The embodiment of Figure 1 uses triple data encryption (3-DES). That is,

encryption based upon three keys, one to encrypt, another read and a third to write. In

other embodiments alternative encryption conventions are used. In still further

embodiments use is made of encoding such as a proprietary code. However, it is found

for access systems that use is more often made of standard encoding, or well known, but

secure, encryption methodologies.



In the present embodiment use is made of network cables 6 and 11 to connect the

disparate components of system 1. However, in other embodiments the communications

between some or all of those components occurs wirelessly.

Device 12 includes a plurality of I/O ports that are collectively designated by

reference numeral 13, where one of ports 13 receives the secure signal. A processor 14

is connected with that one of ports 13 for receiving and processing the secure signal. A

locking device 15 is connected to processor 14 via another of ports 13.

Processor 14, similar to processor 8, includes at least one CPU, RAM and other

memory for storing software and other data, and other hardware for allowing the

required functionality to be performed.

The processing of the secure signal by processor 14 requires a decrypting of the

signal to extract from that signal data indicative of whether or not the request for access

is to be granted. Following this, processor 14 generates a confirmation signal - which

also includes one or more securely coded packets of information - that is communicated

back to reader 5 (and processor 7) to confirm that the secure signal was received. In

some embodiments the confirmation signal is not secure, while in further embodiments

the confirmation signal is not provided, or only provided when specifically requested by

the reader.

In this embodiment the secure signal does not include any identification

information or authorisation information for the user who requested access. Rather, it

includes only data indicative of whether the decision was to grant access. That is, the

secure signal is only generated and communicated to device 12 if the user's request is to

be granted. In other embodiments, however, the secure signal includes data indicative of

whether or not access is to be granted, and a secure signal is generated for each request

for access.

If the processing of the secure signal by processor 14 determines that access is to

be granted, the processor provides a lock signal to device 15. In response, device 15

pulses between a locked and an unlocked configuration to allow the user access through

the door. Moreover, in this embodiment, processor 14 is responsive to the opening and

closing of the door for providing a coded (or encrypted) access signal to reader 5. It will

be appreciated by those skilled in the art that at least one door sensor (not shown) is

required to support this functionality.



In some embodiments all the communications between reader 5 and operating

device 12 are encrypted. That is, any signals generated by processor 14 for

communication to processor 8 are encrypted, and must be decrypted upon receipt. In

other embodiments, however, only selected ones of the signals communicated between

reader 5 and operating device 12 are encrypted.

The signals communicated between the various disparate components of system

1 are configured in accordance with a .communications protocol. This typically includes

lead bits, end bits, error checking bits, and one or more message packets. It will be

appreciated that when reference is made to encryption or encoding of such a signal, that

is reference to the encryption or coding of the message packet or packets.

The collective communications between reader 5 and operating device 12 in

respect of a given request for access by a user are referred to as a communication

session. In this embodiment the encryption used to generate the secure signal is changed

for each session. In other embodiments, the encryption is changed after a different

number of sessions. In alternative embodiments, the encryption is changed after a

random number of sessions, or after an elapsed time period from the last change. The

selection of the frequency of change of the encryption will be dependent upon a number

of factors including the encryption used, the risk of tampering occurring, the level of

security to be implemented at the access point, the particular physical characteristics of

the access point and the reader 5.

Locking device 15 includes a fully enclosed solenoid driven bolt (not shown) that

toggles between a first configuration and a second configuration. In use, the locking

device is installed near the doorway such that, when in the first configuration, the bolt

directly engages with the latch of the door to lock the door and close the doorway. In

other embodiments, the locking device is spaced from the doorway and mechanically

linked to the latch of the door.

The default condition for the door is a closed and locked configuration with

respect to the doorway. That is, the default is that access is denied to users and other

persons. If, following a request for access, that access is granted, the locking device

pulses the lock between the locked and the unlocked configuration to provide the user

making the request with a predetermined time to gain the requested access, hi other

words, in the second configuration —which is typically maintained for only a matter of



seconds at any one time - the bolt is retracted from engagement with the latch of the

door to allow the door to be opened.

While both reader 5 and operating device 12 are disposed near or adjacent to the

same access point - which, as mentioned above, is the door - the two are physically

spaced apart and communicate with each other via cable 11. This cable is typically

physically secure, in that it extends within the wall and/or an adjacent wall, floor or roof

cavity. In other embodiments, cable 11 is contained within a conduit or other casing for

further enhancing its physical security. Notwithstanding this physical security, it is not

impossible to remotely jam and/or intercept the signals in cable 11, or to induce further

signals in that cable. Accordingly, processor 8 generates the secure signal with encoding

or encryption, and processor 14 decodes or decrypts the signal to provide a greater level

of security.

System 1, as illustrated in Figure 1, incorporates an embodiment of an

authorisation system according to the invention. Particularly, this authorisation system

includes an interface, in the form of interrogator 7, for receiving the request signal

indicative of a party - that is, the user - seeking authorisation for a predetermined

action, where that action is to unlock the door that presently blocks the doorway. More

specifically, the action is to progress the locking device to the second configuration

referred to above. If that action occurs, the user will be able to progress through the

doorway.

Processor 8 is responsive to the request signal for determining if the access is to

be granted to that user at that particular time. If access is to be granted, processor 8

generates the secure signal. An operating device, which is collectively defined by ports

13, processor 14 and locking device 15, is physically spaced apart from processor 7 and

responsive to the secure signal for initiating the action. That is, the action is to progress

the locking device to the second configuration. This, in turn, will allow the user to

subsequently gain access through the doorway. The action of progressing the locking

device to the second configuration is initiated ultimately by device 15 - after processor

14 provides the required signals via one of ports 13 - to allow the user to then physically

progress through the doorway.

System 1 also includes a request to exit sensor 16 (known as a REX) that is

disposed on the opposite side of the door to reader 5 and which is linked to one of ports

9 by an electrical cable 17. In this embodiment sensor 16 is a manually depressed button



mechanism (not shown) that is mounted to the opposite side of the wall to interrogator 7.

In other embodiments sensor 16 is substituted by a PIR sensor, an automatic RFID

sensor, a further reader, an infrared detector, or other motion sensor. Other sensors and

switches are known to those skilled in the art.

When a user wishes to progress through the doorway from the sensor side to the

reader side, the button of sensor 16 is depressed which results in the generation of a

request signal at one of ports 9. In this embodiment the request signal is a low voltage

DC signal, although in other embodiments the request signal takes an alternative form.

Accordingly, in this instance, port 9 is acting as the interface.

As sensor 16 is located within a secure zone (disposed on the secure side of the

doorway) it is presumed that if a user is able to depress the button that they are

authorised to exit the secure area via the doorway.

In this embodiment cable 17 is part of a supervised analogue input for port 9.

That is, cable 17 includes a plurality of wires that are in combination with a plurality of

resistors. This allows the detection of short circuits or open circuits between the wires as

well as legitimate triggering of the button. This further provides physical security of

cable 17 as it thwarts attempts by unscrupulous parties seeking to gain unauthorised

access by short-circuiting or open-circuiting the wires, or applying an external voltage

source to the wires to mimic the voltage provided by the button mechanism. In other

embodiments use is made of a normal digital input —that is, one that provides only an

open circuit or a closed circuit —and not a supervised input as described above.

In the Figure 1 embodiment the access control decision is made at reader 5, and

the reader selectively generates the secure signal that is provided to operating device 12.

In other embodiments the access control decision is made at other then the reader. For

example, in a specific embodiment host 3 contributes to the making of the access control

decision. This includes, following the receipt of a request signal, the establishment of a

communication session between reader 5 and host 3. If the results of that session are

that access is to be granted, host 3 communicates with reader 5 accordingly. Processor 8

is responsive to that communication to: finalise the determination that access is to be

granted; generate the secure signal; and have that signal communicated securely to

device 12. While host 3 contributes to the making of the access control decision, the

decision itself is not complete until reader 5 generates the secure signal to device 12. In

that sense, reader 5 - and, in particular, processor 8 - is: responsive to the request signal;



ultimately determines if the authorisation is to be granted; and, if so, generates the secure

signal.

Processor 8 includes embedded software that runs upon initialisation of reader 5

to determine what components are connected to ports 9. For each of those components

that processor 8 determines requires secure communication sessions - be that fully or

partially coded or encrypted messages - an additional step occurs. In this embodiment,

processor 8 determines that device 12 and host 3 require secure communication sessions.

Accordingly, processor 8 generates two coding or encryption keys that are sent to device

12 and host 3 respectively for use by those components for allowing the communication

to occur. In this embodiment the keys are generated randomly by processor 8, while in

other embodiments the keys are randomly selected from a store of possible keys. In still

further embodiments, the selection is based upon other methodologies. It will be

appreciated that the information about the keys and their manner of generation by

processor 8 is stored in a configuration file for processor 8 which is encrypted.

The above functionality results in each reader, following installation and

initialisation, being configured for use with a specific I/O component or a specific

combination of I/O components. Accordingly, if an attempt is made to connect the

reader with a further I/O component the reader will not establish communication with

that further component. This prevents unauthorised changes to readers and the

components to which they are connected with the result of a more secure access control

system. Accordingly, while reader 5 has the potential to communicate with a wide

variety of components, that communication is limited to those components that are

available at the time of initialisation. For example, if there is a desire at a later time to

have reader 5 communicate with an additional component it is necessary to have the

system administrator intervene to allow such a configuration. This provides for a greater

level of quality control in the changes to system 1 and, hence, greater possible levels of

security and integrity.

The additional processing power, and hence functionality, at reader 5 also

provides other advantages. For example, once all the readers in a multi-reader site have

been installed and initialised, a program is executed by host 3 to provide a GUI to a

system administrator - or, for example, the engineer or engineers installing the readers -

that detects all the installed readers and which gains confirmation of the I/O components

connected to those readers. Subsequently, host 3 is able to communicate to respective



readers any additional configuration data required. This data is able to be updated

centrally, as required. This not only reduces the time for the initial installation, but

facilitates quality control and central administrative control and overview during any

hardware changes that are subsequently made to the system.

An alternative embodiment of the invention is illustrated in Figure 2, where

corresponding features are denoted by corresponding reference numerals. In particular,

host 3 includes a plurality of I/O ports 19, two of which are linked to respective ones of

ports 9 and ports 13 by cables 6 and 11. Host 3 also includes a processor 20 that

communicates selectively with both processor 8 and processor 14 via the intermediate

ports and cables. It will be appreciated that device 12 is disposed at or adjacent to the

access point, while host 3 is spaced apart from that access point. In some embodiments,

host 3 is contained in a separate building or facility to device 12.

Processor 20, similarly to processor 8, includes at least one CPU, RAM and other

memory for storing software and other data, and other hardware for allowing the

required functionality to be performed.

Following the presentation of token 4 within the interrogation field provided by

reader 5, the token generates a request signal that is used by processor 8 to initiate a

communication session with host 3. In effect, the communication between reader 5 and

host 3 is between processor 8 and processor 20. Processor 20 is responsive to the

communication with processor 8 for making an access control decision. That is, host 3 -

or more specifically processor 20 - determines if the authorisation is to be granted. If a

positive determination is reached, processor 20 establishes a communication session

between host 3 and device 12, and generates a secure signal that is communicated to

device 12 during that session. That is, in this embodiment, "the interface" is embodied

by reader 5, "the processor" by host 3, and "the operating device" by device 12.

Similarly, if sensor 16 provides a request signal, processor 8 generates a

corresponding request signal that is provided to host 3 to initiate an access control

decision at processor 20.

In some embodiments processor 8 undertakes some processing of the request

signal to modify, manipulate or add to the information contained within that signal. In

other embodiments, processor 8 extracts selected information from the request signal,

and has that suitably encoded or re-coded and communicated to host 3. That is,



processor 8 is able to provide some pre-processing or filtering of the request signal, and

need not have that signal communicated unchanged to host 3.

System 1 also includes a further REX sensor 22 for access point 2. Sensor 22 is

disposed on the secure side of the access point controlled by reader 5 and is selectively

activated by a user to request exit from the secure side of that access point to the other

side. Sensor 22, when actuated by the user, provides a request signal directly to host 3.

That is, the request signal is conveyed directly to one of ports 19 by cable 23. This is

distinct from sensor 16 which provides the respective request signal to one of ports 9. In

a further embodiment sensor 16 is omitted.

In other embodiments host 3 includes software controls that are accessible by

authorised individuals such as a system administrator for system 1. These controls are

used via a GUI (not shown), and allow the administrator to override access control

decisions, or to apply special conditions for a given access point or points. For example,

when fumigation or other maintenance is scheduled for a given secure area, all the

access points are temporarily locked-off for all but a select few users. In these

embodiments, the GUI functions as "the interface" and, as such, the host acts as both

"the interface" and "the processor".

Reference is now made to Figure 3 where there is illustrated schematically

another embodiment of an authorisation system in accordance the invention.

Particularly, system 31 includes an interface in the form of a control box 32. The control

box receives from an ON/OFF switch 33 that is mounted to the control box a request

signal indicative of a party seeking authorisation for a predetermined action. In this

embodiment the predetermined action is turning a motor (not shown) ON or OFF. A

processor 34 is responsive to the request signal for determining if the authorisation is to

be granted and, if so, generating a secure signal. An operating device 35 is physically

spaced apart from processor 34 and responsive to the secure signal for initiating the

action.

Control box 32 and device 35 include respective I/O ports 37 and 38, and device

35 includes a processor 39 for receiving the secure signal and subsequently decoding it.

Processors 34 and 39, similarly to the processors referred to above, each include

at least one CPU, RAM and other memory for storing software and other data, and other

hardware for allowing the required functionality to be performed.



It will be appreciated that control box 32 and device 35 are located in respective

spaced apart locations referred to as Location A and Location B and which are defined

schematically in the Figure by areas bounded by broken lines. For example, in one

embodiment Location B is a factory floor on which the motor is mounted and Location

A is a control room that is adjacent to and overlooking the factory floor. In another

embodiment Location A is a control station and Location B is a remote pumping station.

Processor 39 operates similarly to processor 14 in that it receives and processes

the secure signal to finally determine if the predetermined action is to occur. If the

received signal does not comply with the predetermined coding or encryption - that is, if

the received signal is believed to be a mimic or other reproduction of an earlier signal -

then the action will not occur. Similarly, if the information extracted from the decoded

or decrypted signal does not comply with the communication protocol being used, it will

also not be acted upon by processor 39. Alternatively, if the secure signal is decoded by

processor 39 to reveal a valid instruction, that instruction is followed. In this

embodiment, the instruction is to turn the motor OFF if it is ON, and vice versa.

Processor 39 provides a command signal to motor controller 40 via port 38. In turn, the

controller switches the required transistors (and/or other hardware and/or software) to

toggle the motor from one of the ON and the OFF conditions to the other.

Reference is now made to Figure 4 where there is illustrated schematically a

further alternative authorisation system according to the invention, where corresponding

features are denoted by corresponding reference numerals. In effect, this embodiment

integrates operating device 35 of Figure 3 into the access control system 1 of Figure 2.

In particular, switch 33 is disposed within a secure area - that is, an area that is

controlled by system 1. Accordingly, only users with the necessary authorisation are

allowed within that area at times defined by their respective access rights. Those users,

when in the secure area, are able to access switch 33 to turn the motor ON or OFF, as the

case may be.

In another embodiment operating device 35 is incorporated into the access

control system of Figure 1.

In a further embodiment all the communications with components in the

controlled area are sent directly to host 3, which is also on the secure side of the access

point. This minimises the risk of interception of those communications. For example, in

such embodiments, sensor 16 provides a signal to host 3 instead of reader 5. In other



embodiments - such as lower security applications or where the physical security of

reader 5 is well maintained - both sensor 16 and switch 33 communicate directly with

reader 5 and not host 3.

In the Figure 4 embodiment, it is ultimately processor 20 that makes the final

determination on whether or not authorisation is to be granted. That is, processor 20 -

or, in a broader sense, host 3 - makes the authorisation decision following a request

signal. In the case of switch 33, host 3 embodies both "the interface" for receiving the

request signal and "the processor" that is responsive to the request signal. In the case of

sensor 16, reader 5 embodies "the interface" for receiving the request signal and host 3

embodies "the processor" that is responsive to the request signal.

For the sake of completeness it is mentioned also that when a user presents a

token to reader 5 it is again processor 20 that ultimately takes the authorisation decision.

The embodiments of the invention demonstrate the benefits of an authorisation

system utilising a secure signal for reducing the risk of defeating the system. The

embodiments include two processing centres between which is established a secure

communication session, at least part of which includes the secure signal. At one of the

processing centres the determination is made as to whether or not a request for an action

to occur is an authorised request and, if so, the secure signal is compiled and

communicated to the other processing centre as part of the secure session. The other

processing centre receives the secure signal, decodes that signal, verifies the signal, and

then acts accordingly. If the verification is not achieved the signal is not acted upon, but

reported back to the first processing centre. If the secure signal is verified, the other

processing centre ensures the requested action is initiated.

It will be appreciated by those skilled in the art, on the basis of the teaching

herein, that the authorisation system of the invention are advantageously incorporated

into an access control system to provide synergistic effects. For example, switches are

able to be disposed within secure areas to ensure only authorised users are able to

actuate those switches at authorised times.

The requirements for a user to be granted authorisation to progress through a

given access point are typically based upon the time of day, week, year, employment

status, accompanying person, and similar characteristics. The embodiments of the

invention make use of this authorisation functionality not only when applied to access

systems, but also more generically to authorisation systems. For example, in an



embodiment such as the Figure 4 embodiment, where the switch controls the condition

of a motor, one characteristic of a user to have authorisation includes that user having a

relevant level of recent training in the operation of such equipment. That is, the

enrolment information includes a field indicative of such training having been

undertaken by the user within a given time period prior to the request. In other

embodiments, a switch is only able to be actuated if two or more authorised users are

simultaneously present in the secure area. In further embodiments, a switch is only able

to be actuated if only one authorised user is present in the secure area. For the last two

mentioned embodiments the secure area also includes a REX sensor to which the user

must present their respective tokens when requesting to exit the area.

The authorisation systems of Figures 1, 2 and 4 have been described with

reference to access control systems using connected readers. However, in other

embodiments, the authorisation systems are also applicable to access control systems

having one or more remote readers.

As the cost of processing has fallen some control systems - such as access

control systems - have attempted to take advantage of this by using a larger number of

processors distributed throughout the system. In some instances this also has the

advantage of reducing or better managing the network traffic and allowing the

application of the access control system to much larger facilities. More particularly, the

distributed processors are more able to make access control decisions without having to

first refer to the central host and, as such, the network traffic is reduced, or at least

managed to prevent delays. In addition, however, it has been appreciated by the

inventor that while advantages are able to be obtained from this distribution of

processing, it also makes the prior art access control systems more open to defeat as one

or more of the processors are disposed in far less secure areas than was previously the

case.

The preferred embodiments of this invention also take advantage of the reduction

in cost of processing by having processors at the readers. These embodiments do not,

however, suffer from the same disadvantages of the prior art as use is also made of

processors at the operating devices for allowing secure signals to be communicated

between the reader/host and the operating device.

In the different embodiments there is typically at least one processor disposed

within a relatively un-secure zone. For example, in Figure 1 reader 5 and processor 8



are disposed on the entrance side - that is, the un-secure side - of the access point.

Operating device 12 and processor 14 are disposed on the secure side of that access

point. Accordingly, a communication session between processors 8 and 14 involves

signals being sent through a relatively un-secure zone. To reduce the risk of defeat, the

communication session between processors 8 and 14 is a secure session.

Similar comments apply to Figure 3, where Location A is a secure zone, and

Location B is an un-secure zone. Accordingly, a communication session between

processors 34 and 39 requires the signals comprising that session to be passed through

an un-secure zone.

The inclusion of a processor within the operating device is to allow the use of

secure communications between the operating device and the reader/host. However, it

has been found that having that processor at the operating device also allows other

functionalities to be provided. For example: reporting to the reader/host any alarm

conditions at the operating device; providing confirmation signals once actions have

been initiated by the operating device; and allowing the operating device to interface

with REX sensors or other inputs. The latter feature more usually requires the operating

device to communicate any request to the reader/host to allow the access control

decision to be made. However, in other embodiments, the processor at the operating

device makes the access control decision.

The major advantages of the preferred embodiments include:

• Providing a greater level of protection against unauthorised users gaining

access to controlled assets.

• Allowing advantage to be gained from distributed processing within an

authorisation system and, hence, for the application of the invention to large-

scale implementations of authorisation systems.

• Not requiring processors to be disposed within secure zones.

• Allowing authorisation to be more readily available to LAN and WAN

applications.

• Allowing authorisation to be more readily available to wireless applications.

While the communications between components in the access control systems

described above has generally been with reference to physical cables, it will be

appreciated that in other embodiments use is made of wireless communications instead

of or in addition to physical cables. For example, in some embodiments one or more



readers include a wireless only link to host 3, while in other embodiments one or more

readers include both a physical link and a wireless link to host 3, where the wireless link

is only activated in the event the physical link is either busy or inoperative. In other

embodiments, one ore more readers communicate wirelessly either entirely or in part

with components other than host 3. This allows for less restriction on the location of the

various hardware components, while still enabling data and/or firmware to be transferred

to the readers, as required.

In the Figure 1 embodiment cable 6 is standard twisted-pair cable in an Ethernet

network defined primarily by host 3. This cable makes use of Power of Ethernet

technology, and transmits electrical power, together with data, to reader 5 from host 3.

This also allows for less design restriction in the placement of reader 5, as there is no

longer a need for a separate power supply for reader 5.

Although the invention has been described with reference to specific examples it

will be appreciated by those skilled in the art that it may be embodied in many other

forms.



CLAIMS

1. An authorisation system including:

an interface for receiving a request signal indicative of a party seeking

authorisation for a predetermined action;

a first processor that is responsive to the request signal for determining if the

authorisation is to be granted and, if so, generating an authorisation signal that includes

information that is securely coded and which is indicative of the determination; and

an operating device being physically spaced apart from the first processor for

receiving the authorisation signal, the operating device having a second processor that is

responsive to the authorisation signal for decoding the information and subsequently

initiating the action.

2. A system according to claim 1 wherein the first processor generates the

authorisation signal in response to each request signal.

3. A system according to claim 2 wherein the coding of the information is by way of

encryption.

4. A system according to claim 1 wherein the authorisation signal is part of a

communication session between the first processor and the operating device.

5. A system according to claim 4 wherein the communications session is subject to a

predetermined coding of the information.

6. A system according to claim 5 wherein different communications sessions use

different predetermined coding of the information.

7. A system according to claim 1 wherein if the authorisation is not to be granted the

first processor does not generate the authorisation signal.

8. A system according to claim 1 wherein if the authorisation is not to be granted the

first processor generates the authorisation signal to include information that is securely

coded and which is indicative of the determination, and the second processor, upon

decoding the information, does one or more of: not initiating the action; and generating

an alarm signal.

9. A method of authorisation, the method including:

receiving a request signal indicative of a party seeking authorisation for a

predetermined action;



being responsive with a first processor to the request signal for determining if the

authorisation is to be granted and, if so, generating an authorisation signal that includes

information that is coded and which is indicative of the determination; and

physically spacing apart from the first processor an operating device for

receiving the authorisation signal, the operating device having a second processor that is

responsive to the authorisation signal for decoding the information and subsequently

initiating the action.

10. An authorisation system including:

an interface for receiving a request signal indicative of a party seeking

authorisation for a predetermined action;

a processor that is responsive to the request signal for determining if the

authorisation is to be granted and, if so, generating a secure signal; and

an operating device being physically spaced apart from the processor and

responsive to the secure signal for initiating the action.

11. A method of authorisation, the method including:

receiving a request signal indicative of a party seeking authorisation for a

predetermined action;

providing a processor that is responsive to the request signal for determining if

the authorisation is to be granted and, if so, generating a secure signal; and

physically spacing apart from the processor an operating device that is

responsive to the secure signal for initiating the action.

12. An authorisation system including:

an interface for receiving a request signal indicative of a party seeking

authorisation for a predetermined action, the interface and the party being disposed

within a first zone;

a processor that is in or adjacent to the first zone and which is responsive to the

request signal for determining if the authorisation is to be granted and, if so, generating a

secure signal; and

an operating device that is disposed in a second zone that is physically distinct

from the first zone, the operating device including a processor that is responsive to the

secure signal for initiating the action.

13. A method of authorisation, the method including:



receiving with an interface a request signal that is indicative of a party seeking

authorisation for a predetermined action, the interface and the party being disposed

within a first zone;

disposing a processor in or adjacent to the first zone and which is responsive to

the request signal for determining if the authorisation is to be granted and, if so,

generating a secure signal; and

an operating device that is disposed in a second zone that is physically distinct

from the first zone, the operating device including a processor that is responsive to the

secure signal for initiating the action.

14. A reader for an authorisation system having a set of components capable of

securely coded communication with the reader, the reader including a first processor that

establishes securely coded communication with a subset of the components and

thereafter communicates only with the components in the subset and is excluded from

communicating with the remainder of the components in the set.

15. A reader according to claim 14 wherein the processor is excluded from

communicating with components not in the set.

16. A reader according to claim 14 wherein the components are selected from: a host

for the authorisation system; an operating device; a REX device; other hardware; and

other hardware/software combinations.

17. A reader according to claim 16 wherein the first processor generates keys that are

provided to the subset of components and not provided to the remainder of the

components.

18. A reader according to claim 17 wherein the subset is defined by those components

able to communicate with the reader at a predetermined time.

19. A reader according to claim 18 wherein the predetermined time is at initialisation

of the reader.

20. A reader according to claim 16 wherein the host is able to selectively communicate

with the reader to vary the components included in the subset.

2 1. A method for configuring a reader for an authorisation system having a set of

components capable of securely coded communication with the reader, the reader

including a first processor that establishes securely coded communication with a subset

of the components and thereafter communicates only with the components in the subset

and is excluded from communicating with the remainder of the components in the set.
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components and thereafter communicates only with the components in the subset and is excluded from
communicating with the remainder of the components in the set. It is considered that the process indicated
above comprises a second set of "special technical features".

Since the abovementioned groups of claims do not share either of the sets of special technical features identified, a
"technical relationship between the inventions, as defined in PCT rule 13.2 does not exist. Accordingly the
international application does not relate to one invention or to a single inventive concept.

As the search for the second invention will not require more than a negligible additional search effort over that for the
first invention, an additional search fee is not warranted.
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