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FLOW CLASSIFICATION APPARATUS, METHODS, AND SYSTEMS

5 CLAIM OF PRIORITY
{0001} This patent application claims the benefit of prionty to U.S. Application
Serial No. 15/638,102, filed June 29, 2017, which application claims priosity to
U.S. Provisional Patent Application Serial No. 62/446,656 filed on January 16,

2017, which applications are incorporated herein by reference in their entirety.

10
TECHNICAL FIELD
[0002] Embodiments described herein relate generally to processing of data
packets sent or received through a network. Some embodiments relate to flow
classification.
15

BACKGROUND
180863} Emerging network trends in both data cenler and telecommunication
networks place increasing performance demands on flow classification, which
forms a part of many software packet-processing workloads. Thus, ongoing

20 efforts are directed to improving the speed of flow classification.

BRIEF DESCRIPTION OF THE DRAWINGS
{0664} In the drawings, which are not necessarily drawn to scale, like
numerals may describe similar components in different views. Like numerals
25 having different letter suffixes may represent different instances of similar
components. The drawings ifustrate generally, by way of example, but not by
way of limitation, vartous embodiments discussed in the present document.
{80038 FIG. 1 ilustrates a tuple space search {(TS5) for flow classification with
wild card support.
30 {0606} FIG 2 illustrates a two-hash function, four-wav cuckoo hash table in
accordance with some embodiments.
[8007]  FIG. 3 iHustrates use of a cuckoo distributor (CD) scheme as a first
tevel lookup for a TSS in accordance with some embodiments.

[0008]  FIG. 4 illustrates an entry format in accordance with some

i
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embodiments.
1866%] FIG. 3 iHusirates an example method in accordance with some
ernbodiments.

{0016 FIG. 6 1s a block diagram of an apparatus in accordance with some
ernbodiments.

LA

DETAILED DESCRIPTION
[8011]  Routers are packet processing nodes used in data centers to route data
packets to their destinations, and packet classification is the process of
1¢  categorizing data packets into flows. Routers in the context of embodiments can
also include devices such as switches and firewalls.  All packets that belong (o
the same flow are processed in a similar manner by the router according to a
rule. Packet classification solves the technical problem of determining the
highest-priority rule ouf of a set of rules that can be applied to a particular data
15 packet, where each maiching rule specifies a desired action to be taken over a set
of packets identified by a combination of packet fields. Packet classification
techniques can be applied o implement Quality of Service ({308} policies,
network monitoring, and traffic analysis, among other uses.
[8012] Some data centers use top-of-rack (ToR) switches and special function
20 hardware to provide packet classification, among other applications. Howaever,
customers may experience reduced functionality caused by hardware limitations,
mcluding limited merory, limited Temary Content-Addressable Memory
{TCAM), a reduced number of supported data fiows, etc. Furthermore,

hardware switches may be overly rigid with respect to packet parsing, and

[\
n

hardware switches can exhibit a general lack of platform flexibility and
configurability.

[0013]  With the rise of virtualization, many data centers have increasingly
made use of Software Defined Networking (SDN) and Network Function
Virtualization (NFV), which in tum leads to increased usage of sofhware-based
30 configurable routers and switches. Software flow classification 1s often used in
systems implementing SDN. Software flow classification can include tree-based

approaches, or can be hash table-based, among other possibilities.

2



WO 2018/132196 PCT/US2017/064235

Tuple space search for flow classification with wild card support

[8014] One example of a hash table~-based approach is a tuple space search

(TS8). FIG. 1 illustrates a tuple space search (TS8) for flow classification with
5 wild card support.

[8018] A packet header 100 1s received at an mput of a networking device

{e.g.. arouter, not shown in FIG. 1}, In TSS, rules (e.g., Open Flow rules,

internet protocol (1P} version 4 (IPv4) rules, etc.) are divided into a series of sub-

iables 102, 104, 106, 108 based on their wildcard format. For example, all rules

10 with the same wildcard positions are placed in the same sub-table 102, 104, 106
and 108, Using sub-table 102 as an example, all rules in sub-table 102 have
wildcard positions {(denoted by “xoxxxx™ i FIG. 1) in the lower nibble of the
tustrated bvte. While only one byte s illustrated, 1t will be appreciated that
rules can have any number of bytes.

15 {0016} A flow mask 110, 112, 114, 116 1s provided or stored for each sub-
iable 102, 104, 106, 108 such that, when masking a packet header 100 according
io the flow mask 110, 112, 114, 116, only bits other than the wildcard bits will
be used to search for a rule in the pertinent sub-table 102, 104, 106, 108,
Algorithms that implement TSS then sequentially search through all the sub-

20 tables (for each flow mask 110, 112, 114, 116} until a match is found.

[0017] For example, a search for a rule can proceed according to path 118
shown in FI(G. 1. Given the packet header 100, the packet header 100 is first
masked using flow mask 110, and the rules of sub-table 102 are then searched

for a match with the masked packet header. If arule is not found in sub-table

b2
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102, flow mask 112 can be applied to the packet header 100 and the rule
pertaining to the packet header 100 will be searched for within sub-table 104
This process may continue for each of the sub-tables 106, 108 until a match is
found or there 1s a miss {e.g., no match is found).

{0618} FEach sub-table 102, 104, 106, 108 can be impiemenied as a hash table.
30 When a packet is recetved, a sub-table key can be formed based on a first sub-~
table mask {e.g., How mask 110} to perform a hash lookup for the respective

sub-table 102, 104, 106, 108,
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{061%9] T5S is useful, but can be inefficient. The sequential search of multiple
sub~tables 102, 104, 106, 108 can infroduce significant system processing
overhead. Additionally, creating sub-table keys provides further overhead to
TS8-based processes, particularly when the packet header 100 is long. As one
5 exaraple, wn some implementations, headers can include 512 bvtes. Further, the
sub-tables used can be memoryv-inetficient, which becomes important when
attempting to achieve large scale storage or to fit lookup tables into fast,

expensive static random-access memory (SRAM).

10 Cuckoo Hash Table

{00206 FIG. 2 illustrates a two-hash function {e.g , hash functions 214, 216},
four-way cuckoo hash table 200 in accordance with some embodiments. Cuckoo
hashing 1s a form of open addressing in which each non-empty cell of a hash
table includes a kev or key-value pair. However, open addressing sutfers from
15 collisions, which can happen when more than one key is mapped to the same
location. The basic idea of cuckoo hashing is 1o resolve collisions by using two
hash functions instead of only one. This provides two possible tocations in the
hash table for each key. Cuckoo hashing can achieve high memory efficiency
with a guarantee of O(1) retrieval times {e.g.. lookup requires a constant time in
20 the worst case). This is in contrast to other hash table algorithms, which may not
have a bound worst-case scenario for the amount of time needed to do a lookup.
{8621} Asshown in FI(z 2, and in contrast with the hashing described above
with reference to FIG. 1, cuckoo hashing maps each key (Key x) to multiple

candidate locations (202, 204} by hashing (using, e.g., hash functions 214, 216}

25  and storing this item in one of iis locations 202, 204, These locations 202, 204
can be referred {o as a primary location and a secondary location. While two
tocations are shown, four locations or more can also be provided.

[0022] A group of locations can be referred to as a bucket. For example, the
cuckoo hash table 200 can include at least two buckets {visualized as the rows of

30 cuckoo hash fable 200). The number of locations in a bucket can be configured

for memory storage efficiency. In some examples, the nurnber of focations can

be configured so that the data structure is aligned with cache lines (e g., the data
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structure is cache-aligned). In some embodiments, each bucket is aligned to
cache lines of 64 byies, although embodiments are not limited thereto.
{0023} FEach non-erpty cell of a hash table (e g.. cell 206) contains a key 208
or a data pair including a key 208 and value 210, With additional reference to
5 FIG. 1, the key 208 can include the full flow key without any flow mask {e.g.,

flow mask 110, 112, 114, 116) being applied. The value 210 can include an
mdicator of the target sub-table (e g.. sub-table 102, 104, 106, 108).
{0624] Hash funciions 214, 216 can be used 1o determine the location for each
key. Inserting anew item (e.g., a key 208 or a pair comprising the kev 208 and

10 value 210) may include relocating (e g.. displacing) existing items alreadv within
the table to alternate candidate locations within the table. To help ensure that
readers of the cuckoo hash table 200 are obtaining consistent data with respect to
wrtters to the cuckoo hash table 200, each of the buckets can be associated with
a version counter 218 so that readers can detect any change made while they are

15 using one of buckets. A writer to the cuckoo hash table 200 can increment the
version counter 218 when the writer modifies any of the buckets, either by
mserting a new ttem into an empty location or by displacing an existing iten, as
described later herein. A reader can then take a snapshot of the version
counter{s) and compare version counters 218 before and after reading from any

20 of the buckets. In this way, readers can detect read-write conflicts based on
version changes. In order to reduce memory usage, each version counter 21¥
can be shared by multiple buckets using, for example, striping. Other
embodiments can ensure consistent daia by making use of advanced vector

extension {AVX) atomic mstructions or TSX (transactional memory), which

b2
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reduce the overhead of maintaining version counters,

Cuckoo Distribuior

[0028] Embodiments provide a hierarchical approach to avoid the TSS

sequential sub-tablie lookup described above with reference to FIG. 1. Some
30 embodiments provide a low-overhead, space-efficient cuckoo hash table-like

data structure {e.g., a hash table simmlar to the cuckoo hash table 200 (FIG. 2))

that more quickly directs incoming flow searches to a corresponding sub-table.
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By using a data structure in accordance with the methods of various
ermbodiments, switches or other apparatuses can be configured to more quickly
determine which specific sub-table to search without searching other sub-tables
and without creating a sub-table kev as described earlier herein with respect to

5 TSS-based methods. Therefore, switches and other apparatuses can more
gquickly determine packet processing rules for incoming data packets, such as
flow routing rules, etc. As aresult, the operating efficiency of various apparatus
and systems is improved.
18026] FIG. 3 iHusirates use of a CD scheme as a first level lookup for TSS i

10 accordance with some embodiments. An example method can use such a
scheme {e.g., the CD scheme, although other terms can be used to describe
similar algorithms) as a first level redirection table. A scheme in accordance
with various embodiments can employ a stnular (or simpler) data structure as
that of the cuckoo hash table 200 described with reference to FIG. 2.

15 {0027} Referring now to FIG. 3, a packet (having packet header 100) is
received {e.g., at switch interface 604 (FIG. 6)) and provided to CD 300,
Processing circuitry {(e.g., processing circuitry 620 (FIG. 6)) in accordance with
various embodiments will perforn a quick hash lookup in the CD 300 using an
unmasked full key (in order to avoid forming a masked kev) to retrieve a value

20 pownting to the sub-table (e.g., sub-table 312} that includes a rule for processing
the corresponding flow. In some embodiments, the unmasked full key wiil
mclude the origimal flow key. In some embodiments, the output value of CD
300 will be masked by one of masks 302, 304, 306 before search in sub-table

308, 310, 312, Accordingly, various method embodiments can avoid searching

b2
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through multiple sub-~tables (e.g., other sub-tables 308, 310}). Because the CD
300 is a firsi-level filter to point to a sub-table comprised of packet processing
rules, in the event that the CD 300 provides an erroneous result, standard
sequential table searches (e.g., TSS) can be implemented by apparatuses and
methods in accordance with various embodiments.

30 {0028] FIG 4illustrates an entry format of a2 CB in accordance with some
erobodiments. Each entry 400 of the CD can include a small fingerprint 402

{e.g., less than the size of a full packet header 100). For example, when a packet
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is received by the apparatus 600, processing circuitry 602 of the apparatus 600
can compare a signature of the packet to fingerprints 402 to determine the
correct CD entry to which the packet belongs. Fach entrv 400 can further
mclude an aging field 404 to facilitate the eviction of mactive {e.g., “stale™}

5 flows, as well as an index 406. The index 406 can include an indicator to
tdentify the sub-table {e.g., sub-table 308, 310, 312} in which rules for a
corresponding packet will be found. In some embodiments, each entry consists
of four bytes, with two byies for fingerprint 402, and one byte each for the aging
field 404 and the index 406. However, embodiments are not imited to any

10 particular size of entries 400 or to any particular number or identity of fields
included in the entries 400. In at least these embodiments, one cache line can
include 16 eniries as one bucket. AVX comparing instructions can be used 1o
compare the 16 entries in parallel.

[0029] Example methods in accordance with some embodiments can include a

15 learning phase, in which the CD 300 is mitially filled with entries, and during
which TS5 is used o leamn sub-table indices, ete. for mcoming packet headers.
For example, upon receiving an inconting packet header, processing circuttry
602 of the apparatus 600 may use TSS to discover which sub-table contains the
correct rule. Once a sub-table, rule, or other value has been learned for a first

28 packet header, those leamned values are stored in, for example, the CD 300,
Processing of subsequently-received data packets having the same or similar
headers as previously-received packet headers can then proceed more rapidly
using the CD 300 and methods in accordance with some embodiments.

Other Example Methods

b2
L

{0036]  In addition to the lookup operations described above, CID operations
can further include insertion and eviction (e.g., deletion) operations. Ina
network, new packet flows can emerge and old packet flows can become
mactive. Computational resources can be wasted in storing and maintaining
rules for processing old flows. Insertion of new flows, and deletion of old flows,
30 should be performed with reduced computational cost.

[8031] In cwrrent cuckoo hash table implementations, when a new key is o be

mserted, a hash is first calculated and a potential bucket or set of buckeats is
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identified, based on the calculated hash value. If one of the potential buckets has
available space {(e.g., empty entries), the key 15 placed in that bucket.
[08032] If all potential buckets are full, one entry 1s moved to an alternative
bucket to accommodate the new entry. This is called a kev displacement
5 process. The process continues in the same way until an empty entry 15 found,

forming a “cuckoo path” completing the 1nsertion process. Some systerns
provide for an optimization of this insertion process for network switching.
However, when bucket occupancy is high, in some cases, a cuckoo path could be
quite long, and thus, the kev displacement process could be timne consuming. In

10 some embodiments, to guarantee fast insertion, the length of the cuckoo path is
himited to either zero or one to improve msartion spead with minimum impact on
the table occupancy. In some embodiments, the cuckoo pathissetas a
configurable system parameter.
{0033} 1o afirst subset of embodiments, key displacement is not allowed when

15 there is collision (e.g., for performance purposes, because key displacement is
relatively slow}. Collisions can occur when more than one flow hashes into the
same bucket {e.g.. a row of the cuckoo hash table 200 (FIG. 2)) and the flows
mclude the same fingerprint {e.g., fingerprint 402). In a second set of
embodiments, key displacement is allowed once. In the first set of

20 embodiments, this can be viewed as a regression of a cuckoo hash table, where
two hash fimctions {e.g., two locations for one key) are used but there is no key
replacement.
18034] When a bucket 1s full and no key can be displaced, an eviction is

iriggered fo evict an old, inactive flow (or keys or other values related to the old,

b2
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mactive flow) to accommodate the new flow. For eviction, similar to CPU
caching, a pseudo least recently used (LRU) policy is implemented. An age
field {e.g., age field 404 (FIG. 4)) 1s mamiained and when a new flow is inserted
or an existing flow 15 accessed, the age for the corresponding new flow is set to

the voungest, while all other entries in the same bucket will age by 1. When

73]
-,

needed, the entry with the oldest age will be evicted According to some
ernbodiments, eviction happens on demand when 1t 153 needed, rather than

periodically, because periodic eviction could incur many read and store
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operations to different cache lines, resulting in high overhead.
18835] In some embodiments, any key is allowed to be displaced only once. A
flag bit 1s set after a key is moved from a pnmary bucket to a secondary bucket.
In other embodiments, one of two buckets is chosen for insertion and a key is not
5 displaced after insertion, simular to an Exact Match Cache (EMC) design used by
Open vSwitch (OvS®), from Apache® Software Foundation of Forest Hill,
Maryland, United States. These embodiments can provide faster insertion
speeds by avoiding a fong chain of key displacement operations. Additionally,
these embodiments do not engage in repetitious key displacerent and therefore

10 there 15 no need to store a key or its alternative signature in the table to calculate
the kev’s alternative bucket, again and again. In anv case, cache design can
provide a wide 16-way association in some embodiments, which helps prevent
hash collisions, and therefore occupancy and performance are not impacted by
himiting the key displacement length. In the event collision does occur, and a

15 wrong sub-table index is retrieved, some embodiments can fall back to the usage
of standard TSS as may be used in FIG. 1.

{8036 FIG. 5 ilustrates an example method 500 i accordance with some
embodiments. The example method 500 can make use of any of the tables,
methods, and hashing algorithms described above.

20 (08377 The example method 500 can begin with a device {(e.g.. the apparatus
600 (F1G. 6)) receiving a data packet at operation 502, As described above, the
data packet can include a packet header. The example method 500 can continue
with operation 504, where the apparatus 600 uses an unmasked key included i

the packet header to retrieve, from a hash table, an index pointing {o a sub-table,

b2
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As described above with respect to FIG. 1, the sub-table can include a set of
rules for handling the respective data packet. The example method 500 can
continue in operation 506 with the apparatus 600 forwarding the data packet for
handling based on the rule.

in embodiments, as described above with respect to FIGs. 2 and 3, the
30 hash table can include a cuckoo hash table. The hash table can mclude entries
similar to or identical to those iHlustrated in FI1G. 4 above, e g., the hash table can

mnclude a field to indicate an age of the respective hash table entrv, and the hash

9
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table entry can include a fingerprint comprised of a subset of the packet header.
The example method 500 can include eviction, deletion, and key insertion
processes as described earlier herein. For example, the method 500 can include
evicting entries from the hash table according to an LRU policy based on an age
5 eniry of arespective hash table entry of the hash table. The example method 500
can further include detecting that a rule was not retrieved from the sub-table and

implementing a TSS over a plurality of sub-tables responsive to the detecting.

Fxample Apparatuses

10 j0638] FIG 6illustrates components of an apparatus 600 {e.g., a conirol
davice, network interface controlier (NIC) or host fabric interconnact (HF1)) for
performing methods in accordance with some embodiments. Hiusiration of the
embodiments present only those components necessary for appreciating the
depicted embodiments, such that other components are {oreseeable, and can be

15 added, withowt departing from the teachings herein,

{06639} The apparatus 600 may mclude a switch interface 604 to communicaie
with one or more hardware switches {(not shown in FIG. 6} to receive a plurality
of data packets. ¥t will be appreciated, however, that the interface shall be
provided for any sort of flow classification. For example, flow classification can

20 be provided for any networking apphances that need flow classification {e.g.,
firewalls, routers, switches, etc.} The apparatus 600 can include memory 606 to
store hash table entries {(e.g., a plurality of hash table enines) of a hash table.
The entries can be configured similarly to the structure shown in FIG. 4. For

example, the entries can include a field to indicate an age of the respective hash

b2
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table entry. The hash table can include a cuckoo hash table as described earlier
herein. The hash table entries can include a fingerprint, the fingerprint being
comprised of two byes of a packet header (including, e g.. packet identification
miormation) of a respective data packet.

{0846} Packet processing can proceed when the switch interface 604 receives
30 packets and pushes them mio receive {(RX) queues 605 using, {or example,
Direct Memorv Access {DMA). To spread the load of packet processing evenly

over core/s {e.g., processing core/s 622}, the processing circuitry 620 can use

10
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(8]

0

)

Receive Side Scaling (RS5).

{0641} The apparatus can include processing circutiry 620. The processing
circuitry 620 can perform a hash lookup in the hash table based on an wimaske
kev included in a packet header corresponding to a data packet of the plurality of
data packets to retrieve an index pointing o a sub-table as described earlier
herein with respect to FIG. 3. The sub-table can imclude a set of rules for
handling the respective data packet. The processing circuitry 620 can forward
{e.g.. to processing core/s 622 or other elements) the respective data packet for
handling based on a rude of the set of rules. The processing circuiiry 620 can
evict entries from the hash table according to an LRU policy based on an age
entry of a respective hash table entry of the hash table. The processing circuitry
620 can implement a TSS responsive to detecting that an index was retrieved for
an mncorrect sub-table. This detecting can be based on error messages from
processing core/s 622, or other indicators.

{0642] The term “module” is understood 10 encompass a tangible entity, be
that an entily that is physically constructed, specifically configured (e.g.,
hardwired), or temporarily (e.g.. transitonily) configured {e.g., programmed) to
operate in a specified manner or to perform at least part of any operation
described herein. Considering examples in which modules are temporarnily
configured, a module need not be instantiated at any one moment i time. For
exampie, where the modules comprise a general-purpose hardware processor
configured using software; the general-purpose hardware processor may be
configured as respective different modules at different times. Software may
accordingly configure a hardware processor, for example, to constituie a
particular module af one instance of time and to constitute a different module at
a different instance of time. The term “application,” or variants thereof, is used
expansively herein (o include routines, program modules, programs,
components, and the like, and may be implemented on various system
configurations, including single-processor or multiprocessor systems,
microprocessor-based electronics, single-core or multi-core sysiems,
combinations thereof, and the like. Thus, the term application may be used to

refer 1o an embodiment of software or to hardware arranged to perform at least
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part of any operation described herein.
18043] While a machine-readable medium may include a single medium, the
ierm "machine-readable mediumn" may include a single mediurn or multiple
media {e.g., a centralized or distributed database, and/or associated caches and

5 servers).
[8044]  The term “machine-readable medium™ may include any medium that 13
capable of storing, encoding, or carrving instructions for execution by a machine
and that cause the machine to perform any one or more of the fechniques of the
present disclosure, or that is capable of storing, encoding or carrying data

10 structures used bv or associated with such instructions. In other words, the
processing circuitry 620 (FIG. 6) can include instructions 624 and can therefore
be termed a machine-readable medium in the context of various embodiments.
Other non-limiting machine-readable medium examples may include solid-state
mernories, and optical and magnetic media. Specific exaraples of machine-

15 readable media may include: a non-transitory machine-readable medium or non-
volalile memory, such as semiconductor memory devices {e.g., Electrically
Programmable Read-Only Memaory (EPROM), Elecirically Erasable
Programmable Read-Only Memory (EEPROM)) and flash memory devices;
magnetic disks, such as internal hard disks and removable disks; magneto-

20 optical disks; and CD-ROM and DVD-ROM disks.

[0045] The instructions 624 mayv further be transmitied or received over a
communications network using a transmission medium wilizing any one of a
number of transfer protocols (e g, frame relay, IP, TCP, user datagram protlocol

(UDP), hypertext transfer protocol (HTTP), etc.). Example conmmunication

b2
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networks may include a local area network (LAN), a wide area network (W AN},
a packet data network {e.g., the Internat), mobile telephone networks {{e.g.,
channel access methods including Code Division Multiple Access (CDMA),
Time-~division multiple access {TDMA), Frequency-division multiple access
{(FDMA), and Orthogonal Frequency Bivision Multiple Access {OFDMA) and
30 cellular networks such as Global Svstem for Mobile Communications (GSM),
Universal Mobile Telecommunications System (UMTS), CDMA 2000 1x*

standards and Long Term Evoluwtion (L'TE)}, Plain Old Telephone (POTS)
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networks, and wireless data networks (2.g., Institute of Electrical and Electronics
Engineers (JEEE) 802 famuly of standards including IEEE 802.11 standards
{W1iF1), IEEFE 802.16 standards (WiMax®) and others), peer-to-peer (P2P)
networks, or other protocols now known or later developed.

[8046]  The ferm “transmission medium” shall be taken to include any
miangible medium that is capable of storing, encoding or carrving instractions
for execution by hardware processing circuttry, and includes digital or analog
communications signals or other intangible medium to facilitale communication

of such software.

EXAMPLES AND NOTES
{8047] The present subject matier may be described by way of several

examples.
[0048] Example 1 includes subject matter {such as a device, computer,
processor, compute cirauiry, eic.} comprising a switch interface 1o receive a data
packet, the data packet including a packet header; and processing circuiiry
configured to: use an unmasked key included in the packet header to retrieve,
from a hash {able, an index pointing o a sub-table, the sub-table including a set
of rules for handling the data packet; and forward the respective data packet for
handling based on a rule of the set of rules.
[0049]  In Example 2, the subject matter of Example 1 can optionally include a
memory to store a plurality of hash table enines of the hash table.
[0050] To Example 3, the subject matter of Example 2 can optionally include
wherein the memory includes static random-access memory (SRAM).
{0651} In Example 4, the subject matier of any of Examples 1-3 can optionally
mclude wherein the hash table comprises a cuckoo hash table.
{8052  In Example 5, the subject matter of Example 4 can optionally include
wherein the cuckoo hash table comprises a four-way cuckoo hash table.
[80583]  In Example 6, the subject matter of anyv of Examples 2-5 can optionally
mclude wherein a hash table entrv included in the plurality of hash table entries
includes a field to indicate an age of the hash table entry.
{0654] In Example 7, the subject matier of any of Examples 1-6 can optionally

imclude wherein the hash table entry includes a fingerprint, the fingerprint

13
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comprising a subset of the packet header.

18655] In Example 8, the subject matter of Example 7 can optionally include

wherein the fingerprint includes the index.

[0086]  In Example 9, the subject matter of Example 7 can optionally include
5 wherein the fingerprint includes an aging field to indicate an age of the hash

table entry.

[0057] In Example 10, the subject matier of anv of Examples 1-9 can

optionally include wherein the processing circuitry is configured to evict entries

from the hash table according to a least recently used (LRU) policy based on an

10 age entry of a hash table entry of the hash table.

[0058]  In Example 11, the subject matter of any of Examples 1-10 can
optionally include wherein the processing circuitry is further configured to
implement a tuple space search (TSS) responsive to detecting that the rule of the
set of rules was not retrieved from the sub-table.

15 {005%] In Example 12, the subject matier of any of Examples 1-11 can
optionally include wherein the hash table comprises at least two buckets of
entries, and wherein each bucket comprises a cache-aligned data structure.
[0066]  In Example 13, the subject matter of Example 12 can optionally
mnclude wherein each bucket is aligned with cache lines of 64 byles.

20 (0861} In Example 14, the subject matter of any of Examples 1-13 can
optionally include wherein the set of rules include at least one of Open Flow
rules and [Pv4 rules.

18062] In Example 15, a method can be performed by a device (e g., computer,

processor, router, hardware switch, fabric interface component, network

b2
L

mnterface card. network node, etc.) for forwarding packets for processing. The
method can include: receiving a data packet at a router, the data packet including
a packet header; using a key included in the packet header {o retrieve, from a
hash table, an index pointing to a sub-~table, the sub~table including a set of rules
for handling the data packet; and forwarding, by the router to a processor core,
30 the respective data packet {or handling based on a rule of the set of rules.

[08063]  In Example 16, the subject matter of Example 15 can optionally

mclude wherein the hash table includes a four-way cuckoo hash table.
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{0664} In Example 17, the subject matter of any of Examples 15-16 can
optionally include wherein the key is unmasked and a hash table entry in the
four-way cuckoo hash table mcludes a field to indicate an age of the hash table
entry.

{00651  Tn Example I8, the subject matter of any of Examples 15-17 can
optionally include mserting the key into the hash table.

[0066] In Example 19, the subject matter of Example 18 can optionally
mclude wherein inserting comprises replacing another key already located in a
desired entry of the key.

{0067}  In Example 20, the subject matter of any of Exaroples 15-19 can
optionally include updating a version counter subsequent 1o inserting the key.
[0068] In Example 21, the subject matter of any of Examples 15-20 can
optionally include using transactional memory instructions to insert the key.
[0069] Tn Example 22, the subject matter of Example 17 can optionally
include wherein the hash {able entry includes a fingerprint, the fingerprint
comprising a subset of the packet header.

[8076] In Example 23, the subject matter of Example 22 can optionally
mnclude wherein the fingerprint includes two byies. and wherein the fingerprint
mndicates identification information of the data packet.

{60717 Tn Example 24, the subject matter of any of Examples 15-23 can
optionally include evicting entries from the hash table according to a least
recently used (LRU) policy based on an age entry of a hash table entry of the
hash table.

{06072}  In Exarmple 25, the subject matter of any of Exaroples 15-24 can
optionally include detecting that the rule of the set of rules was not retrieved
from the sub-iable; and implementing a tuple space search {T58) over a plurality
of sub-tables responsive o the deilecting,

{00731  Tn Example 26, a non-transitory machine-readable medium stores
mstructions for execution by a machine {e.g., computer, processor, network
node, router, fabric interface, ete.} to cause the machine to perform operations
mcluding: receive a data packet, the data packet including a packet header; use

an unmasked key included in the packet header to retrieve, from a hash table, an



WO 2018/132196 PCT/US2017/064235

index pointing to a sub-table, the sub-table including a set of rules for handling
the data packet: and forward the data packet for handling based on a rule of the
set of rules.
{08741  In Example 27, the subject matter of Example 26 can optionally
5 nclude wherein the hash table includes a cuckoo hash table.

{00751 Tn Example 28, the subject matter of Example 27 can optionally
nclude wherein a hash table entrv of the cuckoo hash table includes a field to
indicate an age of the hash table entry.
{06676} In Example 29, the subject matier of Example 27 can optionally

10 mclude operations to evict entries fromn the hash table according to a least
recently used (LRU) policy based on an age entry of a hash table eniry of the
cuckoo hash table.
{0077} 1o Example 30, the subject matter of Example 27 can optionally
include wherein the hash table entry includes a fingerprint, the fingerprint being

15 comprised of a subset of the packet header.
18078] In Example 31, an apparatus (e.g., computer, processor, network node,
hardware switch, fabric interface, or other device, eic.) can include means o a
communicate with one or more hardware switches to receive a data packet, the
data packet including a packet header; means to use an unmasked key included

20 1 the packet header (o retrieve, {rom a four-way cuckoo hash table, an index
pointing to a sub-table. the sub-table including a set of rules for handling the
espective data packet; and means forward the respective data packet for
handling based on a rule of the set of rufes.

{06079}  In Example 32, the subject matter of Example 31 can optionally

b2
L

mnclude means to store a plurality of hash table entries of the hash table, wherein
the hash table comprises a cuckoo hash table, and wherein the hash table
comprises at teast two buckets of entries with each buck aligned with cache lines
of 64 bvies.

{0686} In Example 33, the subject matter of any of claims 31-32 can optionally
30 nclude means to evict entries from the hash table according to a least recently
used (LRU) policy based on an age entry of a hash table entry of the hash table.

[0081] In Example 34, the subject matter of any of claims 31-33 can optionally

16
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include means to implement a tuple space search (TSS) responsive to detecting
that the rule of the set of roles was not retrieved from the sub-table.
{8082 The above detailed description includes references to the
accompanying drawings, which form a part of the detaiied description. The
5 drawings show, by way of illustration, specific embodiments that may be

practiced. These embodiments are also referred {0 herein as “examples.” Such
examples may include elements in addition to those shown or described.
However, also contemplated are examples that include the elements shown or
described. Moreover, also contemplate are examples using any combination or

[0 permutation of those elements shown or described {or one or more aspects
thereof), either with respect to a particular example {(or one or more aspecis
thereof), or with respect to other examples {or one or more aspects thereof)
shown or described herein.
{0083} Publications, patents, and patent documents referred to n thus

15 document are incorporated by reference herein in their entirety, as though
mdividually incorporated by reference. In the event of inconsistent usage
between this document and those documents so incorporated by reference, the
usage in the incorporated reference(s) are supplementary to that of this
document; for irreconcilable inconsistencies, the usage in this document

20 conirols,
{0084} In this document, the terms “a” or “an” are used, as is common in
patent documents, to include one or more than one, independent of any other
mstances or usages of “at least one™ or “one or more.” In this document, the

term “or” 15 used to refer to a nonexclusive or, such that “A or B includes A

25  butnot B, "B but not A, and “A and B,” unless otherwise indicated. In the
appended claims, the terms “including”™ and “in which™ are used as the plam-
Enghish equuvalents of the respective terms “comprising” and “wherein.” Also,
in the following claims, the terms “including” and “comprising” are open-~ended,
that is, a svstem, device, article, or process that includes elements in addition to

30 those listed after such a term in a claim are still deemed to fall within the scope

of that claim. Moreover, in the following claims, the terms “first,” “second.”

and “third,” etc. are used merely as labels, and are not intended to suggest a
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numerical order for their objects.
18085] The above descriplion 1s intended to be illusirative, and not restrictive.
For example, the above-~described examples {(or one or more aspects thereof)
may be used in combination with others. Other embodiments may be used, such
5 as by one of ordinary skill in the art upon reviewing the above description. The

Abstract 13 to alfow the reader to quickly ascertain the nature of the technical
disclosure and is submitted with the understanding that it will not be used 1o
mterpret or limit the scope or meaning of the claims. Also, in the above Detailed
Description, various {eatures may be grouped together to streambine the

10 disclosure. However, the claims may not set forth features disclosed herein
because embodiments may include a subset of saird features. Further,
embodiments may include fewer features than those disclosed in a particular
exarnople. Thus, the following claims are hereby incorporated into the Detailed
Description, with a claim standing on 1fs own as a separate embodiment. The

15 scope of the embodiments disclosed herein is to be determined with reference io
the appended claims, along with the {ull scope of equnvalents o which such

claims are entitled.
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CLAIMS

What 1s claimed 1s:

5 L An apparatus comprising:
a switch interface (0 receive a dala packet, the data packet including a
packet header; and
processing circuitry configured to:
use an unmasked key imcluded in the packet header to retrieve,
10 {rom a hash table, an index pointing to a sub-table, the sub-table including a set
of rules for handling the data packet; and
forward the respective data packet for handling based on a rule of

the set of rules.

15 2 The apparatus of claim 1, further comprising a memory to store a
plurality of hash table entries of the hash table.
3. The apparatus of claim 2, wherein the memory includes static random-

access memory (SRAM}.

20
4. The apparatus of claim 1, wherein the hash table comprises a cuckoo
hash table.
5. The apparatus of claim 4, wherein the cuckoo hash table comprises a

25  fowr-way cuckoo hash table.
6. The apparatus of claim S, wherein a hash table entry included in the
plurality of hash table entries includes a field to indicate an age of the hash table
entry.

30
7. The apparatus of claim 6, wherein the hash table entry includes a

fingerprint, the fingerprint comprising a subset of the packet header.
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8. The apparatus of claim 7, wherein the fingerprint includes the index.
9. The apparatus of claim 7, wherein the fingerprint includes an aging field

to indicate an age of the hash table entry.

5
10, The apparatus of claim 1, wherein the processing circuitry s configured
to evict entries from the hash table according 1o a least recently used (LRU)
policy based on an age entry of a hash iable entrv of the hash table,
10 11, The apparatus of claim |, wherein the processing circuttry is further

configurad to implement a tuple space search (TSS8) responsive to detecting that

the rule of the set of rules was not retrieved from the sub-table.

12, The apparatus of claito 1, wherein the hash table comprises at least two
15 buckets of entries, and wherein each bucket comprises a cache-aligned daia

structure.

13, The apparatus of claim 12, wherein each bucket is aligned with cache

lines of 64 bytes.

14.  The apparatus of claim 13, wherein the set of rules include at least one of

Open Flow rules and IPv4 rules.

15, A method comprising;

25 receiving a data packet at a router, the data packet including a packet
header;
using a kev included in the packet header to retrieve, from a hash table,
an index pointing to a sub-table, the sub-table including a set of rules for
handling the data packet; and
30 forwarding, by the rouier {o a processor core, the respective data packet

for handling based on a rule of the set of rules.

20
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16. The method of claim 15, wherein the hash table inciudes a four-way

cuckoo hash table.

17. The method of claim 16, wherein the key is unmasked and a hash table
5 eniry in the four-way cuckoo hash table includes a field to indicate an age of the

hash table entry.

18. The method of claim 17, further comprising;
inserting the key into the hash table.
10
19. The method of claim 18, wherein inserting comprises replacing another

key already located in a desired entry of the key.

26, The method of claira 19, further comprising updating a version counter

15 subsequent to inseriing the key.

21, The method of claim 20, further comprising using transactional memory

mstructions to insert the key.

286 22 The method of claim 17, wherein the hash table entry includes a

fingerprint, the tingerprint comprising a subset of the packet header.

23. The method of claim 22, wherein the fingerprint includes two bytes, and

wherein the fingerprint indicates identification information of the data packet.

25
24, The method of claim 23, further comprising:
evicting enines from the hash table according 1o a least recently used
(LRU) policy based on an age entry of a hash table entry of the hash table.
30

21
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25. The method of claim 24, further comprising;

detecting that the rule of the set of rules was not retrieved from the sub-~
table; and

implementing a tuple space search (TS8} over a plurality of sub-tables

5 responsive Lo the detecting.

26. A non-transtfory machine-readable medium including instructions that,
when implemented on processing circuitry, cause the processing circuiry to:
recetve a data packet, the data packet including a packet header;
10 use an wmasked key included in the packet header to retrieve, from a
hash table, an index pomting to a sub-table, the sub-table including a set of rules
for handling the data packet; and

forward the data packet for handling based on a rule of the set of rules.

15 27 The non-transitory machine-readable medium of claim 26, wherein the

hash table includes a cuckoo hash iable,

23. The non-transitory machine-readable medium of claim 27, wherein a
hash table entry of the cuckoo hash table includes a field to indicate an age of the

20 hash table eniry.

29. The non-transitory machine-readable medium of claim 27, further
comprising nstractions to cause the processing circuitry to;
evict entries from the hash table according to a least recently used (LRU)

25  policy based on an age entry of a hash table entry of the cuckoo hash table.

36.  The non-transitory machine-~-readable medium of claim 27, wherein the
hash table eniry includes a fingerprint, the fingerprint being comprised of a
subset of the packet header.

30

22
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31 An apparatus comprising:
means to a communicate with one or more hardware switches {0 receive
a data packet, the data packet including a packet header;
means to use an unmasked key included in the packet header to refrieve,
5 from afour-way cuckoo hash table, an index pointing to a sub-table, the sub-
table including a set of rules for handling the respective data packet; and
means forward the respective data packet for handling based on a rule of

the set of rules.

10 32 The apparatus of claim 31, further comprising:
means to store a plurality of hash table eniries of the hash table, wherein
the hash table comprises a cuckoo hash table, and wherein the hash table

comprises at least two buckets of entries with each buck aligned with cache lines

of 64 bvies.
15
33. The apparatus of claim 32, further comprising:
means to evict entries from the hash table according to a least recently
used (LRU) policy based on an age entry of a hash table entry of the hash table.
280 34 The apparatus of claim 33, further comprising:

means o implement a tuple space search (TSS) responsive to detecting

that the rule of the set of rules was not retrieved from the sub-table.

23
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