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Digital Watermarking Image Signals On-Chip and

Photographic Travel Logs through Digital Watermarking

Related Application Data

[0001] This application claims the benefit of U.S. Provisional Patent Application
Nos. 60/542,095, filed February 4, 2004, and 60/600,618, filed August 9, 2004. This
patent application is also related to U.S. Patent Application No. 10/053,488 (published
as US 2002-0120849 A1), filed November 2, 2001. The 10/053,488 application claims
priority to U.S. Provisional Patent Application No. 60/327,687, filed October 5, 2001.
The 10/053,488 patent application is also related to U.S. Patent Application No.
09/503,881 (now U.S. Patent No. 6,614,914), filed February 14, 2000.

Technical Field

[0002] The present invention relates to digital watermarking and steganography. In
first implementations, the present invention relates to digital watermarking — on chip —
signals produced from a CMOS or other image sensor. The present invention also
relates to communication and image management. In second implementations, the
present invention relates to watermarking images with location information (e.g., GPS

data) to facilitate image management and creation of visual travel logs.

Background and Summary
[0003] Digital watermarking is a process for modifying physical or electronic media
to embed a machine-readable code into the media. The media may be modified such
that the embedded code is imperceptible or nearly imperceptible to the user, yet may be
detected through an automated detection process. Most commonly, digital
watermarking is applied to media signals such as image signals, audio signals, and

video signals. However, it may also be applied to other types of media objects,
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including documents (e.g., through line, word or character shifting), software, multi-

dimensional graphics models, and surface textures of objects.

[0004] Digital watermarking systems typically have two primary components: an
encoder (or “embedder”) that embeds the watermark in a host media signal, and a
decoder that detects and reads the embedded watermark from a signal suspected of
containing a watermark (a suspect signal). The encoder embeds a watermark by subtly
altering the host media signal. The physical manifestation of altered host media most
commonly takes the form of altered signal values, such as slightly changed pixel
values, image luminance, color or color values, picture colors, altered DCT
coefficients, etc. The detector component analyzes a suspect signal to detect whether a
watermark is present. In applications where the watermark encodes information, the

reader extracts this information from the detected watermark.

[0005] Several particular watermarking techniques have been developed. The reader
1s presumed to be familiar with the literature in this field. Example techniques for
embedding and detecting imperceptible watermarks in media signals are detailed in the

assignee’s U.S. Patent Nos. 5,862,260, 6,122,403 and 6,614,914.

[0006] Some of the present methods and apparatus are provided to affect embedding
a digital watermark (or other steganographic indicia) in signals created by a CMOS or
other image sensor. Watermark embedding is preferably integrated “on-chip.” The
term on-chip is used to reflect that at least a portion of watermark embedding is
facilitated through circuits, electronics or logic provided on silicon or other
semiconductor structure associated or in communication with an imaging array. In
some implementations the embedding circuitry is co-located with an image sensor
array. In other implementations the CMOS sensor array communicates with

embedding circuits on a remote chip location.

[0007] CMOS imagers are well known in the art, e.g., see U.S. Patent Nos.
6,645,788, 6,654,057, 6,639,261, 5,708,263 and 5,471,515. The literature is also full of
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illustrative work including, e.g., Nixon et al., "256X256 CMOS Active Pixel Sensor
Camera-on-a-Chip," IEEE Journal of Solid-State Circuits, Vol. 31(12) pp. 2046-2050,
1996; and Mendis et al, "CMOS Active Pixel Image Sensors," IEEE Transactions on
Electron Devices, Vol. 41(3) pp. 452-453, 1994.

[0008] As discussed in at least some of the above-mentioned patents, a CMOS imager
circuit may include a focal plane array of pixel cells, each one of the cells including a
photo-detector, e.g., a photogate, photoconductor or a photodiode, overlying a substrate
for accumulating photo-generated charge in the underlying portion of the substrate. A
readout circuit is connected to pixel cells and may include an output field effect
transistor formed in the substrate and a charge transfer section formed on the substrate
adjacent the photogate, photoconductor or photodiode having a sensing node, typically
a floating diffusion node, connected to the gate of an output transistor. The imager may
include an electronic device (such as a transistor) for transferring charge from the
underlying portion of the substrate to the floating diffusion node and a device for
resetting the node to a predetermined charge level prior to charge transference. In an
exemplary CMOS imager, the active elements of a pixel cell preferably perform
functions, e.g., of: (1) photon (e.g., light) to charge conversion; (2) accumulation of
image charge; (3) transfer of charge to the floating diffusion node accompanied by
charge amplification; (4) resetting a floating diffusion node to a known state; (5)
selection of a pixel or image area for readout; and (6) output and amplification of a

signal representing pixel charge.

[0009] A communications channel (or “grid” including rows and columns) overlays
most, if not all, of a pixel array to apply timing, control and read out signals and an
array of column output signal interconnects. Column lines connect to electronics that
are arranged by column outside of the pixel array. This type of architecture allows
signals from the entire array, a portion of the array (e.g., rows or pixel windows), or a
single pixel in the array to be read out by simple X-Y addressing or row/column

clocking.
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[0010] (Of course, our inventive watermarking techniques apply to other on-chip
imagers including CCD sensors and other CMOS configurations. Thus, the above
imager description illustrates only a few of the many possible on-chip environments in
which our inventive techniques flourish. As will be appreciated by those of ordinary
skill in the art, there are many other on-chip environments are suitably interchangeable

with our watermarking methods and apparatus.).

[0011] A first aspect of the invention is a method of introducing a digital watermark
component to imagery generated by an image sensor (e.g., a CMOS or other image
sensor). The image sensor includes a plurality of pixels. The method includes
providing slight variations to physical characteristics of a set of the plurality of pixels.
The variations are provided so as to introduce the digital watermark component during
image capture. The method further includes generating imagery with the image sensor.

The imagery includes the digital watermark component.

[0012] Another aspect of the invention is a method of embedding a digital watermark
in image data captured by an imager. The watermark embedding occurs on-chip with
the imager, and the imager includes a plurality of pixels. Each of the plurality of pixels
is filtered to represent a single color. The method includes, prior to approximating a
multi-color value for each pixel, adjusting single color values for select pixels. The
adjusting introduces a digital watermark into the image data. The method further

includes approximating a multi-color value for each pixel.

[0013] GPS or location data can be provided to a watermark embedder located, e.g.,
on-chip with or external to, an image sensor. The watermark embedder can embed the
GPS coordinates or other location data, perhaps with a timestamp, in data captured by
the image sensor. Location data can be combined or associated with an operator or
photographer identifier (e.g., a plural-bit identifier) to even further identify imagery
captured by the image sensor.
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[0014] Accordingly, yet another aspect of the invention is a method including: i)
receiving an image including a digital watermark embedded therein, wherein the digital
watermark comprises location information; ii) decoding the digital watermark to obtain
the location information; iii) identifying a map depicting a location corresponding to
the location information; and iv) providing the map for access over a computer

network.

[0015] Still another aspect of the invention is a method of visually or graphically
identifying locations on a map. The map is to be displayed via a computer display.

The method includes receiving data representing a first image, and analyzing the data to
obtain information steganographically encoded therein. The information includes or
links to first location information associated with the first image. The method further
includes providing a map including an area associated with the first location
information, wherein the map is to be displayed via a computer display, and identifying
a first location on the map that is associated with the first location information. In
some implementations identification of a first location includes providing a visual or
graphical object on the map at or near a map location that is associated with the first
location information. In some cases the object includes a representation (e.g., a

“thumbnail”) of the first image.

[0016] Another aspect of the invention is a method of representing a geographically
location. The method includes receiving an image captured from a first cell phone.
The image includes location information steganographic embedded therein. The
method further includes decoding the steganographic embedding to obtain the location
information; by using the location information or information identified by the location
information, identifying a map representing a location associated with the location
information; and displaying the map. In some implementations the method includes
displaying a visual or graphical object on the map to identify the location. The object

may include a representation of the image.
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[0017] Further features, advantages and aspects of the present invention become even
more apparent with reference to the following detailed description and accompanying

drawings.

Brief Description of the Drawings

[0018] FIG. 1 is a block diagram illustrating a CMOS pixel array.

[0019] FIG. 2A is a block diagram for one implementation of an on-chip watermark
embedder; and FIG. 2B is a block diagram for another implementation of an on-chip

watermark embedder.
[0020] FIG. 3 illustrates on-chip parallel watermark embedding modules.

[0021] FIG. 4 illustrates image capture of a similar geo-location, but from different

camera angles.
[0022] FIG. 5 illustrates an image including location information encoded therein.

[0023] FIG. 6 is a block diagram illustrating interaction of a controller with a map

application.

[0024] FIG. 7 illustrates a map generated by a map application, including visual or

graphical objects displayed therewith.

[0025] FIG. 8A illustrates image capture with a first mobile device; FIG. 8B
illustrates communication of a captured image to a second mobile device; and FIG. 8C
illustrates the second device showing a corresponding map with which the image

corresponds to.
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Detailed Description

Introduction

[0026] The detailed description is organized into two main sections: i) embedding
auxiliary information on-chip in, e.g., CMOS sensors; and ii) watermarking location
information in images and related applications. The division into sections (and
subsections) is not intended to limit the scope of the present invention. We imagine
that methods and apparatus discussed under one section can be readily applied and

combined with method and apparatus discussed under another section.

Embedding Auxiliary Information On-Chip
CMOS Imager Array
[0027] FIG. 1 is a general block diagram of a CMOS imager array 10. The array 10

includes rows and columns of photo-detectors. Each photo-detector preferably
corresponds with an image pixel. Each photo-detector may include active circuitry,
e.g.,a signal amplifier (allowing for a so-called “active-pixel sensor”). While the array
10 is illustrated as including twenty-five photo-detectors, it will be appreciated that an
actual imager array may include millions of photo-detectors. The array 10 includes a
communications network or signal grid to allow image or pixel information to be read
out from pixel locations. The network may even allow for a pixel window, block of
data, or rows to be output from the array. A window selection (or direct random access
ability) allows a CMOS sensor to intelligently choose to readout select groups of pixels
rather than the entire sensor array. Of course the array 10 may cooperate with a variety
of other circuitry including, e.g., timing control, row and column drivers, decoders,

analog to digital converters, color converters, memory, etc.

[0028] Photodetectors typically record intensity of light from full black to white, with
appropriate intervening gray. To provide color, a layer of color filters is provided over
an array of photo-detectors. For color imagers, each photo-detector cooperates with a
color filter (e.g., red (R), green (G) or blue (B)) or a portion of a color filter array
(CFA). As photons pass through the filter to reach the photo-detector, only
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wavelengths corresponding to a particular color lens reach the photo-detectors. The

filters can be arranged in a predetermined pattern, e.g., the Bayer pattern:

GRGRG
BGBGB
GRGRG
B GBGB

[0029] Raw color data is read out from the array (e.g., row by row or via window
selection). The raw color data is processed, e.g., amplified, adjusted, converted, etc. A
color converter converts color data into RGB values per pixel. Color values for
individual pixels are determined through various forms of estimation (e.g.,
interpolation, quadratic estimation, cubic spline, linear, nearest neighbor comparison,
etc.). For example, a 24-bit value per pixel is determined (8-bits for red, 8-bits for
green and 8-bits for blue). This color conversion is typically performed on-chip.
(Some CMOS designs call for color conversion co-located with the pixels themselves,
while other designs communicate image data to a color converter or other on-chip
image processing circuitry.) RGB image data is provided from the chip or imager as an
output. Of course, instead of RGB values, a CMY conversion could be undertaken as

well.
[0030] (For a monochrome imager — or more precisely a “panchromic imager” -- each
pixel value corresponds to a gray-scale value. The gray-scale value per pixel is output

from the chip, perhaps after signal processing.)

[0031] Of course, a CMOS sensor may also include a compression module (e.g.,

JPEG or MPEG) for compressing image data.

Watermarking Image Data

[0032] Assignee Digimarc Corporation has previously contemplated the

manifestation of watermark functionality through dedicated hardware as discussed, e.g.,
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in U.S. Patent Nos. 5,862,260, 6,674,876 and 6,549,638, and contemplated
watermarking circuitry being co-located on chip with CMOS imagers, e.g., as discussed
in U.S. Patent No. 6,650,761.

[0033] Some improvements and alternative arrangements are detailed herein.

[0034] With reference to FIG. 2A, we provide a digital watermark embedder co-
located on-chip to watermark image data. In one implementation the watermark
embedder includes a Signal Generator 22 and Signal Combiner 24. The Signal
Generator 22 receives an orientation component and meésage as inputs. An orientation
component helps to make a watermark more robust to geometric distortion (e.g.,

scaling, rotation, translation, etc.), or may help identify certain message bits.

[0035] One type of watermark orientation signal is an image signal that comprises a
set of impulse functions in a transform domain, like a Fourier magnitude domain, e.g.,
each with pseudorandom phase. To detect rotation and scale of a watermarked image
(e.g., after printing and scanning of the watermarked image), a watermark decoder
converts the watermarked image to the Fourier magnitude domain and then performs,
e.g., a log polar resampling of the Fourier magnitude image. A generalized matched
filter correlates a known orientation signal with the re-sampled watermarked signal to
find the rotation and scale parameters providing the highest correlation. A watermark
decoder performs additional correlation operations between the phase information of
the known orientation signal and the watermarked signal to determine translation
parameters, which identify the origin of the watermark message signal. Having
determined the rotation, scale and translation of the watermark signal, the reader then
adjusts the image data to compensate for this distortion, and extracts the watermark
message signal, if any. Alternative orientation components include a predetermined
start string or message property which aids message detection. Still other orientation
components are known to those of ordinary skill in the art and can be suitably

interchanged with related aspect of the invention.
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[0036] The Signal Generator 22 provides a watermark signal to the Combiner 24.
The Combiner 24 combines watermark signal with image data. The image data may
correspond with: i) RGB (or CMY) data after color conversion,; ii) raw, pre-color
conversion, data (e.g., pre-Bayer pattern reconstruction); or iii) compressed color
converted image data. The Combiner 24 outputs an embedded or watermarked image
signal. The Signal Generator 22 may provide raw data bits to Combiner 24 or even a
more sophisticated signal, such as an image data block or line. The message can be
error corrected and spread or expanded, and in some implementations the message and

orientation components are provided as a combined signal.

[0037] If embedding pre-color conversion data, a watermark embedder may use
knowledge of an expected color conversion process (e.g., interpolation) to help
efficiently embed a watermark signal. For example, a 24-bit color value for a first pixel
may have color contribution from adjacent or neighboring pixels. A watermark
embedder may tweak (or adjust) data from multiple pixels that will ultimately affect the
first pixel’s 24-bit color value. Similarly, a watermark decoder may then use
knowledge of a color conversion process to ensure proper detection. Or is a color
conversion is expected to use an interpolation, the embedder may use this knowledge to
weight or adjust certain pixels relative to other pixels so as to convey a watermark in

the post-interpolated color data.

[0038] Embedding pre-color conversion data also efficiently facilitates embedding
image data, row-by-row or block-by-block. Embedding can also take place in parallel,
as shown in FIG. 3, wherein multiple embedding units are provided. Multiple
embedding units, while they may take up more chip space, significantly reduce
embedding time. Prior to color processing, image data is embedded by separate
embedders. First embedding units may, optionally, communicate image data statistics
to later or following embedders (shown with the dotted arrows in FIG. 3). The later or
following embedders use the statistics to (e.g., color properties, noise analysis, sensor
characteristics, variance, etc.) as inputs to adjust their embedding process. Such

adjustments may, e.g., increase or decrease watermark signal strength, alter or switch
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between different embedding protocols or even isolate certain image regions for
selective embedding. We discuss above how certain imagers may allow for image
windows (e.g., a block of pixels) to be read from an image array. One improvement is
watermark only pixels within a block that is selected from an image array. Once the
window is selected, pixels within the window are communicated to one or more
watermark embedders. The watermark may include an array location to help identify

where in the array the pixel window was extracted from.

[0039] Another useful tool in watermark embedding and reading is perceptual
analysis. Perceptual analysis refers generally to techniques for evaluating signal
properties based on the extent to which those properties are (or are likely to be)
perceptible to humans (e.g., listeners or viewers of the media content). The illustrated
watermark embedder (e.g., blocks 22 and 24 in FIGS. 2A and 2B) can optionally
include or cooperate with a Human Visual System (HVS) model 26 to determine where
to place a watermark and how to control the intensity of the watermark so that chances
of accurately recovering the watermark are enhanced, resistance to tampering is
increased, and perceptibility of the watermark is reduced. Such perceptual analysis can
play an integral role in gain control because it helps indicate how the gain can be
adjusted relative to the impact on the perceptibility of the watermark. Perceptual
analysis can also play an integral role in locating the watermark in a host signal. For
example, one might design the embedder to hide a watermark in portions of a host

signal that are more likely to mask the watermark from human perception.

[0040] Various forms of statistical analyses may be performed on a signal to identify
places to locate the watermark, and to identify places where to extract the watermark.
For example, a statistical analysis can identify portions of a host image that have noise-
like properties that are likely to make recovery of the watermark signal difficult.
Similarly, statistical analyses may be used to characterize the host signal to determine

where to locate the watermark.
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[0041] Each of the techniques may be used alone, in various combinations, and in

combination with other signal processing techniques.

[0042] The watermark may be embedded in one or more of the color components of
an image. For example, when embedding pre-color reconstructed image data, a
watermark may be selectively embedded only in the red channel. Or, a weighting
scheme may distribute a watermark only between the red and blue and/or green
channels. In some implementations, the embedder may transform the input image into

a target color space, and then proceed with the embedding process in that color space.

Message
[0043] Since watermark embedding is occurring on-chip, there are several different

ways to efficiently facilitate message creation.

[0044] In a first implementation a message is static. That is, the message is the same
for all images. The static message is uniquely associated with particular silicon
manufacturing mask, manufacturer, intended customer, or even a particular chip batch
run. The message is stored, €.g., in on-chip registers or ROM and embedded in each

image produced by the image sensor.

[0045] In another implementation, a message has a static component and a dynamic
component. The dynamic component can be provided by a number of different

methods. For example, if a CMOS chip includes EPROM-like fuses, particular fuses
are blown to create a unique identifier. More likely is for a CMOS chip to include or
communicate with RAM. The dynamic identifier is provided from RAM (or another

interface) for embedding.

[0046] In still another implementation, an entire watermark payload is dynamic. That
is, the message is unique for each image, for a set of images or personalized for a
particular user or application. For example, the watermark message may include

unique plural bits that identify a particular cell phone or sensor in which the imager is
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incorporated. The unique plural bits are communicated to the embedder for embedding
in image data. In other implementations the unique plural bits correspond to a user’s
biometric. The biometric is embedded in the imagery. For example, a cell phone
includes or communicates with a fingerprint reader. The fingerprint reader captures a
user’s fingerprint. The fingerprint is hashed or otherwise represented, e.g., as discussed
in assignee’s U.S. Patent Application No. 10/893,141, filed August 7, 2003. The hash
or representation is used as a watermark component which ties the imagery to a user or
photographer. Instead of a biometric a user may be required to enter her PIN or
password prior to device operation. The user is identified from such and a user ID is

embedded in each image.

Fixed Orientation Component

[0047] We can reduce embedding time and gate complexity by introducing a
steganographic orientation component during image data capture, instead of tweaking
captured image data to embed such an orientation component at a later embedder stage.
To accomplish this we introduce slight physical variations to a set of photodetectors
located in an image array during chip manufacture. The variations provide a subtle
image characteristics (e.g., color changes) or value offsets — analogous to subtle fixed
pattern noise. The variations need not be the same from pixel to pixel, and may vary to
achieve a fixed orientation component. The variations are introduced to the pixel array
in a predetermined pattern corresponding to an orientation component. Thus,
collectively, the offset values introduce an orientation component in the image data. Of
course, the orientation component can be repeated, e.g., in 64X64 or 128X128 pixel
blocks, across the sensor array. The variations can be provided in a number of ways,
including changing the potential, doping or characteristics of select photodiodes or
photogates to introduce image data offsets during the manufacture process. These
image offsets are slight — preferably imperceptible to a human observer of resulting
image data, while still collectively conveying a steganographic component in captured
imagery. The variations introduce a fixed watermark component in all imagery
captured by the image sensor. With reference to FIG. 2B, image data including a fixed

watermark component is provided to a watermark embedder. The embedder receives a
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variable component (e.g., a message) and embeds the variable component in the image
data. If, for example, the fixed component includes a watermark orientation
component, the variable component is preferably registered with the fixed component
and then embedded in imagery. Registration of the variable component with the fixed
component is simplified since the embedder knows how (and where) the fixed

component is aligned in the sensor array.

[0048] Instead of changing the physical characteristics of a photo-detector, an
orientation component can be similarly introduced by altering a set of color filters or
microlens. A pattern is designed to correspond with an orientation component. The
altered filters or microlens are then arranged in the pattern to convey the orientation .
component. (For example, the altered lens or filter may provide a subtle color value
offset. Collectively, a set of the offset values is sufficient to convey the orientation
component in the captured image data itself. Thus, a CMOS sensor is manufactured so

as to embed a machine-readable feature during the process of image capture itself.)

[0049] Still further, in so-called active-pixel sensors, where each photo-sensor (pixel)
cooperates with an amplifier, an orientation component is introduced by providing
different signal amplifications values. That is, a set of amplifiers is arranged to
introduce a subtle signal variation to image data. Thus, a fixed watermark component
(e.g., an orientation component or fixed payload or message component) is conveyed

through signal amplification at the pixel level of an image sensor.

[0050] In addition to reducing gate or circuitry complexity, introducing a fixed
watermark orientation component during image capture allows for manufacturing
quality control. For example, an image sensor is illuminated with white light. The
resulting image data from the image sensor is read out and a watermark detector
searches the image data to detect the orientation component. The orientation
component is evaluated to ensure sensor integrity. (For example, if the orientation
component is undetectable, or is detected in a degraded manner, a sensor defect is

likely present.).
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[0051] Instead of (or in addition to) an orientation component, a fixed payload or
message component can be introduced during image capture. The fixed payload may
represent a chip batch or lot number, manufacturing process, chip type, intended

recipient, creation date or location, etc.

Adjusting Embedding Based on Chip Characteristics

[0052] A watermark embedder (or HVS module) can be configured to take advantage
of chip characteristics. For example, embedding is adjusted based on silicon
characteristics or color processing. If the embedder (or HVS) determines the existence
of fixed pattern noise, the embedding can use the noise to guide or mask embedding
locations. The embedder (or HVS) can track statistics and image quality and make

adjustments to compensate or increase imperceptibility.

[0053] Moreover, if the embedder/HVS (or a plurality of embedders) are embedding
or evaluating row-by-row or window-by-window, an embedder can gather image
statistics regarding image data and use this data for embedding rows to come, or pass
the statistics to other embedding modules. Multiple embedders also allow for enhanced
rate control. As an example, if a system employs an embedder for each row of pixels
(which pixels are embedded as they are clocked out), a rate-control algorithm can be
imposed to ensure that for any given frame (or row) a fixed rate is achieved and that it
is optimized for not only visibility, but resulting size of compressed bitstream. This
allows an individual embedder to manage an amount of entropy per frame/window/row

so as not to adversely affect compressed size.

Additional Applications

Image Authentication

[0054] A sensor imager may optionally include additional circuitry to characterize
image data. For example, the characterizing circuitry may generate a digital signature

or hash (or fingerprint) of an image or a subset of the image. The signature or hash is
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embedded as a component of a digital watermark. (We preferably use an algorithm that
is insensitive to watermark embedding. That is, a signature or hashing algorithm will
generate the same hash or signature despite the presence of a digital watermark
embedded therein.). The signature or hash helps to establish whether the image has
been tampered with. In some implementations we identify low frequency JPEG values
and embed those values into image data, along with a date, time and location. The
JPEG values, date, time and location serve to identify the image. Hashing can also
provide detailed (e.g., row by row) image authentication. For example, we can
generate a hash of a first row or block of pixels (e.g., based on color values or pre-color
converted pixel values). The hash is embedded in a subsequent row or block of pixels.
The process preferably continues to allow for each row or block of pixels to be hashed,
with the hash being embedded as a watermark component in subsequent rows or
blocks. If a pixel or row is altered, it will no longer correspond to the hash of that pixel
or row. This method can be applied to post-compressed data as well. A hash is
generated to represent a block of compressed image data. The hash is stored in a

subsequent block of compressed data.

[0055] In another implementation, an embedder is integrated into the imager of a web
camera. The image or video stream of the web camera carries an embedded digital
watermark, either dynamic or static as above. A dynamic message component is
provided from a host computer rather than a stand-alone web camera. This
implementation supports secret messaging for consumers, or time stamping or
otherwise tagging video for video management on a computer server, or even to help
authenticate a video source. From a watermark detecting side, a web camera may
include optimizations to help read a watermark. For example the web camera includes
watermark pre-processing circuitry co-located with its image sensor. The circuitry may
identify the presence of watermarking without decoding the watermarking and signal to
a watermark detector to look closely at the particular imagery. The circuitry may also
include hardware accelerations to speed watermark detection, or a protocol for handling

keys and encryption to create private systems.
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[0056] If the watermark includes an orientation component, image data can be
realigned, on-chip, to compensate for distortion relative to an expected orientation of
the orientation component. This feature can be used for video stabilization (like a so-
called “steady-cam” feature in some video cameras). That is, received image data is
adjusted to better align to the watermark’s expected orientation (e.g., in terms of
rotation, scale and translation). An image sensor includes a digital watermark decoder.
The decoder decodes watermarks to recover orientation information (relative to an
expected or base orientation). The orientation information is provided to a controller
(e.g., logic gates) which controls the image sensor to realign the data. Control may
include shifting image data in the array (a buffer can be used to help move the data
around), altering detector gain, interpolating image data, etc. Thus, image data can be

rotated or scaled — on chip — to compensate for a jittery photographer.

[0057] In encryption implementations, where at least a portion of a digital watermark
component is encrypted, keys for encryption and keys for access to the digital
watermark can be managed either internal or external to an on-chip watermark
embedder. Externally, an encryption key can be supplied through hardware or
firmware interface, which is communicated to an on-chip watermark embedder.
Internally, an encryption key and even static payload portions preferably reside in on-
board ROM, programmed during production or manufacturing of the CMOS

sensor/embedder.

[0058] In addition to the combinations recited in the claims, a few additional

combinations include:

[0059] Al. A method of embedding a steganographic component in imagery
captured by an image sensor, wherein the image sensor comprises a plurality of rows of
image detectors, with a first steganographic encoder associated with at least a first row
of image detectors and a second steganographic encoder associated with at least a
second row of image detectors, wherein the first steganographic encoder and the second

steganographic encoder are co-located with the image sensor, said method comprising:
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embedding steganographic data in imagery captured by the first row of image
detectors with the first steganographic encoder; and

embedding steganographic data in imagery captured by the second row of

image

detectors with the second steganographic encoder.

[0060] A2. The combination of A1, further comprising gathering information
associated with at least one of: i) image data captured by the first row of image
detectors; i1) operation or characteristics of the first row of image detectors; and iii) the

first steganographic encoder.

[0061] BI1. An image sensor comprising:

a controller;

an image sensor array;

at least one watermark detector co-located with the image senor array, wherein
the watermark detector operates to decode digital watermarks from imagery captured
by the image sensor array, wherein the digital watermarks comprise an orientation
component, and wherein the watermark detector provides orientation information,
relative to an expected watermark orientation, to the controller, and wherein

said controller operates at least to adjust imagery captured by the image sensor

array according to the orientation information.

[0062] B2. A video camera including the image sensor of B1.

[0063] B3. The combination of B1 or B2, wherein the controller stabilizes video

captured by the image sensor.

[0064] C1. A method of marking image content captured by an image sensor
comprising:
generating a first reduced-bit representation of a first group of pixels;

generating a second reduced-bit representation of a second group of pixels;
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embedding the first reduced-bit representation in the second group of pixels;
and

embedding the second reduced-bit representation in a third group of pixels.
[0065] C2. The combination of C1, further comprising generating a reduced-bit
representation for each group of piXels in the image content and embedding the

reduced-bit representations in different groups.

Embedding Location Data

[0066] Assignee’s U.S. Published Patent Applications 2002-0122564 A1, 2002-
0124024 A1,2002-0124171 Al and 2004-0008866 A1, U.S. Patent No. 6,664,976 and
published PCT Application No. WO 02/071685 include details regarding embedding
location information (e.g., GPS data) in image and video data. We disclose additional

improvements herein.

[0067] GPS or location data can be provided to a watermark embedder located on
chip with a CMOS sensor. (Of course, the applications discussed below are device-
type independent. Instead of a CMOS sensor, we could use a CCD or other image
sensor. For consistency — and not by way of limitation — we will usually refer to an
image sensor as a “CMOS” sensor.) The watermark embedder embeds the GPS
coordinates or other location data, perhaps with a timestamp, in data captured by the
CMOS array. Location data can be combined or associated with an operator or
photographer identifier (e.g., a plural-bit identifier) to even further identify imagery
captured by the CMOS array. A camera can also create a list or log of images taken,
correlated by a depicted geo-location and/or a digital watermark identifier. The log can
be secured, e.g., with encryption and conventional digital signatures. The secure log is
communicated to a trusted party, who can then verify, via crosschecking an embedded
location/timestamp or watermark identifier with the secure log, whether a particular

image corresponds to the log.
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[0068] GPS embedded imagery can be used as a front end (or index) into a data
repository or service like the service provided by direction guru MapQuest. For
example, a CMOS camera cell phone captures an image at a particular geo-location. A
GPS or other location data generator generates location information. The location
information is provided to an on-chip watermark embedder that embeds the location
information in the corresponding image captured by the CMOS camera. The embedded
image is provided to MapQuest (or to an image management service or software
application). A MapQuest server includes a watermark detector to decode a watermark
in the image to recover the location data. MapQuest tracks and manages images and
related information (e.g., maps) based on the location data, e.g., depicted image

location and image capture time/day.

[0069] MapQuest (or another service or application) can then provide a number of
useful services. In one implementation, embedded location data is used to identify a
corresponding location on a map. Consider an image dépicting Bear Lake in Idaho.
The image includes a digital watermark embedded therein with geo-coordinates
associated with Bear Lake. Once decoded, the watermark location information is used
to identify a map (!epicting the same or similar geographical area. The map is provided
to the user through a computer (e.g., internet or intranet) or cellular network. If the user
provides her current location via a graphical user interface (e.g., cell phone or PC-based
web browser) MapQuest can generate directions from the user’s location to the

watermark location, i.e., Bear Lake.

[0070] Another implementation associates related imagery based on their geo-
locations. For example, a user queries an image management service, archive or
application to determine whether it includes any images that are geographically
similarly-located to a user provided (or selected) image. The service (or application or
archive) decodes a digital watermark from the user provided or selected image to obtain
location data. (Alternatively, the user’s computer decodes the watermark and forwards
only the decoded location data.) The location data is used to index an image archive to

retrieve related images.
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[0071] A further improvement allows a user to select images based on geo-location or
image conditions. For example, if the user likes a particular picture of Bear Lake,
maybe she would enjoy another picture of the same location, but from a different angle,
or different time of day, or even captured during a different season. These desired
characteristics can be provided, along with a geo-location through a service interface.
Of course, the service can establish a geo-location via an embedded image provided by
the user via the service interface. Or, if the user is interested in shore erosion over the
last 50 years, she may then request a picture of the same shoreline and image capture
angle, but from 50 years ago. Digital watermarking provides a backbone for such a
system. In preferred implementations an embedded digital watermark includes the
information, e.g., location, camera angle, date/time, season, depicted. subject matter
(e.g., lake, waterfall, grandkids, etc.); but, of course, the watermark may include a
subset of such information and/or may include an identifier that is used to link to the
information. The image may also include multiple watermarks. For example, a first
watermark is embedded (on-chip) during image capture and includes location and
capture time information, while a second watermark is embedded after image capture
(off-chip) and may include more refined geo-coordinates and/or subject matter or key

words.

[0072] Another example is discussed with reference to FIG. 4. Two images are
captured of the Washington Monument, each from a different viewing angle. The
images depict the same geo-location (or similar geo-location within an excepted
tolerance). A digital watermark is embedded in each image. The digital watermark
includes the geo-location and viewing angle (e.g., South or North, etc.) for each
depicted image. The embedded information is used to identify the geo-location (i.e.,
the Washington Monument) and which viewing angle is shown (e.g., depicting a South

by South-West viewing angle).

Finding Related Imagery
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[0073] Now consider these and other photographs available in a file-sharing network
(e.g., Napster like) environment. A central server communicates with a plurality of
user computers. Each of the user computers includes images stored thereon. The
images include digital watermarks embedded therein with at least related location
information. The watermark information is decoded (preferably by the user computers,
but alternatively by the central server) to obtain the location information. The location
information is used as an index or identifier and is stored by the central server. The
central server maintains a listing of location information and corresponding internet
addresses of where the images are located. Users interface with the central server and
query the listing with desired geo-coordinates. (Alternately, the user may query with
text terms (e.g., Bear Lake or Washington Monument) for which the server identifies
corresponding geo-coordinates.). The central server provides a listing of related images

for user access.
[0074] Consider the possibilities.

[0075] A user already has a picture of the Washington Monument from Viewing
Angle 1 (see Fig. 4), but would like a complementary photograph from Viewing Angle
2. The user queries the filing sharing network (or a centralized database) with the
watermark location information and the second viewing angle specifics. Candidate
photographs are returned to the user for selection. Now consider an amateur
photographer who takes a picture of the finish line at the Kentucky Derby (2004) as the
wining horse gallops by. When the photographer arrives home, she finds that her
photo-finish picture is blurry or blocked. But not to worry, if using our inventive
techniques, the photographer goes on-line and searches for the same GPS location, at
the same time/date to find a better or related picture. The photographer may also
specify an alternative image capture angle to find images from a different viewing
perspective. Embedded location and time information provide the basis for such
functionality. (Since the photographer’s camera embedded geo-location information in
her blurry or blocked image, the photographer or photographer’s watermark decoder

extracts the watermark — revealing the location and time — and use the extracted
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watermark (or information contained therein) as an index or search term to ensure the

same geo-location and time are searched.)

[0076] Another implementation is illustrated by a vacationer who snaps a low
resolution image of a bluff overlooking the Pacific Ocean. Since the low resolution
includes geolocation information steganographically embedded therein (e.g., longitude,
latitude, date, time, and/or viewing angle, etc.) the vacationer can find a higher-
resolution image, perhaps online, that corresponds to the lower-resolution image. (The
details are straight forward at this point in this patent document: a watermark decoder
finds and decodes a digital watermark that is steganographically embedded in the low-
resolution image. The digital watermark includes or links to location information. The
location information is provided to a database or image search engine, which finds
other images that correspond with the geocoordinates of the low-resolution image. The
vacationer peruses the images and selects one or more higher resolution images. These
images can be added, e.g., to the vacationer’s photo album, €.g., paper, DVD or

electronic album.).

Travel Log and Picture Management

[0077] Digital watermarking is used to help create a travel log, visual representation
of a trip and/or to aid in graphical picture management. For example, a traveler takes
pictures while vacationing in the Western United States of America. The traveler takes
her pictures with a GPS-equipped camera (or a camera receiving or communicating
with location information). Instead of a GPS-equipped camera, the camera can use a
triangulation approach common in some cell phones. For example, the camera (e.g., a
cell phone including a camera) receives location information from a cell tower, which
is typically derived based on reception of cell phone signals at a plurality of cell towers.
Regardless of the source of the location information, the location information is
steganographically embedded in images taken by the camera (FIG. 5). Our preferred
form of steganographic embedding is digital watermarking. The location information

can even be redundantly embedded in the images.
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[0078] The traveler transfers or communicates (e.g., wirelessly) the
steganographically embedded photographs to a computer resource, directory or file
(FIG. 6). By way of illustration, we’ll call this computer resource, directory or file,
“Trip.” A controller 100 (e.g., a software application, software plug-in, processor
under the control of software, or software or hardware module) includes or cooperates
with a steganographic decoder 120 (e.g., a digital watermarking decoder). The decoder
120 analyzes the images in the Trip directory to decode the embedded location
information (e.g., longitude and latitude, and/or other geocoordinates and/or metadata

associated with the images or objects depicted in the images).

[0079] The controller 100 cooperates with a map software application 140 (e.g.,
MapPoint or Pocket Streets provided by Microsoft, online GeoSnapper.com, or
Keyhole products by Keyhole, Inc., etc.). In some implementations the controller 100
is integrated in or associated with (e.g., as a plug-in) the map software application 140
itself. In other implementations the controller 100 is a separate, but cooperating,
module. If a separate module, access to map software application 140 typically occurs
through a software application program interface (API). Such cooperation may even
occur over a network like the internet or home network. In the case of a map software
application 140, like MapPoint for example, a user is preferable able to locate and
illustrate points on maps (e.g., with so-called “pushpins” or other graphic or visual
objects), with either the user’s own data or other information. The map application 140

preferably allows information to be imported thereto.

[0080] The controller 100 provides the map application 140 with location information
decoded from the images. The controller 100 can optionally provide a graphic or visual
object to the map application 140 that is associated with the location information. For
example, the controller 100 generates or obtains a thumbnail image that is associated
with an image in the Trip directory and provides the thumbnail image to the map
application 140. The map application 140 identifies or generates a map that is
associated with the location information. The map is provided for display, along with

an object representation associated with the provided information. If the controller 100
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passed in objects (e.g., thumbnail images) to the map application 140, the objects can
be displayed according to their relative position on the map. For example, with
reference to FIG. 7, a map of the Western United States of America is displayed by
map application 140. The map includes thumbnail images arranged geospatially
relative to where the images were taken. (For example, photo 2 depicts a scene near La

Grande, Oregon USA. Thus, photo 2 is positioned near La Grande on the FIG. 7 map.).

[0081] Visual or graphical objects can be associated with related information via,
e.g., watermark indexing, hyperlinks or object linking and embedding (OLE). The
related information may include images or groups of images. Referring back to photo 2
(FIG. 7), clicking on the thumbnail photo may link a user to a higher resolution image
of the photo 2, or to a group of images that are related (preferably by geolocation) to
photo 2. Instead of linking to a related photograph, photo 2 may link to (or show)
metadata, a website or audio/video clips. For example, the photograph may be
associated with audio or video files that were taken at or near the geolocation. The
photo 2 may also link to (or show) metadata (e.g., date/time, coordinates, camera,
photographer, weather or lighting conditions, etc.), text (e.g., a Word file including a
trip journal), a website photo gallery or to a collage or photo-mosaic of photos from the

trip.

[0082]) FIG. 7 also shows a highlighted route 40 between objects (and associated
geolocations) provided by controller 100 (Fig. 6). The route is preferably automatically
generated once the geolocations are passed to the map application 140 by the controller
100. (For example, given the geolocations associated with photo 2 and photo 3, the
map application 14 automatically generates and highlights a probably route between the
two locations. The application optionally prompts (e.g., through a graphical user
interface or pop-up window) the user to ensure that the generated route corresponds to

the actual route travclcd.)..

[0083] Map application 140 preferably allows a user to zoom in and zoom out of a

map area. An improvement is to provide or display a higher resolution image (relative
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to a thumbnail image) as the user zooms in. For example, if a user zooms in around the
area associated with photo 2, a higher resolution image is displayed with the zoomed-in
region. The higher resolution image is automatically retrieved via the object’s

associated link.

[0084] Our inventive téchniques are also applicable to mobile users. For example,
with reference to FIGS. 8 A-8C, a first user captures an image with a camera. The
camera may cooperate with (e.g., via BlueTooth or tethered cable) or be incorporated in
a cell phone (as shown in FIG. 8A). Location information, e.g., longitude and latitude,
are steganographically embedded in a captured image. The embedded image is then
email or otherwise communicated to a second user as shown in FIG. 8B. The second
user opens the message and a steganographic decoder analyzes the image to obtain the
embedded location information. The location information is provided to a map
application (e.g., Pocket Streets or GeoSnapper.com). The first user’s location (or a
location associated with the transmitted image) is displayed on a map (FIG. 8C). Like
the implementation discussed above with respect to FIG. 7, the image or a thumbnail

representation of the image can be displayed at or by the user’s first location.

[0085] The second user need not be a mobile user. For example, a first mobile user
(e.g., a grandson) takes pictures while hiking in the Rocky Mountains. The pictures are
steganographically embedded with their respective location information. The first user
communicates the embedded pictures to a second user (e.g., a grandmother). The
second user’s home or laptop computer decodes the embedded location information and
provides the location information to a map application, which displays the location of
the images relative to a map. Thus, the second user remotely tracks the travels of the

first user via steganographically embedded images.

[0086] We use voice commands in some related implementations. Voice commands
are used to identify a location, which is embedded in a captured image. For example, a
photographer takes a picture of a natural hot springs near McCall, Idaho USA. The
photographer talks into a microphone (e.g., the photographer says: “Hot springs near
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McCall, Idaho.”). The captured speech is analyzed via speech recognition or audio
analysis software. Recognized speech is used to identify a location associated with the
hot springs. The location is preferably embedded in the image. Captured or recognized
speech can also be used as metadata associated with the picture (e.g., a voice journal).
The image can include a link to a storage location at which the audio (e.g., voice

journal) stored.

[0087] Another implementation uses voice input as a watermark component. For
example, a photographer audibly describes which of his children are depicted in a
photograph (e.g., via a microphone in the camera; or, later, at home when the
photographer reviews the pictures). Speech analyses or recognition software associates
the speech with an identifier. For example, the word “Jane” is mapped or reduced to an
identifier. The identifier is steganographically embedded in the corresponding image.
The embedded image is stored in a directory or in an electronic album. Later, the
embedded information (e.g., identifier representing “Jane”) can be used to identify that
Jane is depicted in the image. Embedded identifiers can be used to represent places,
objects, people, trips, etc. in a similar manner. Image search engines (e.g., to search an
electronic photo album or the internet) decode steganographically embedded identifiers

in search of relevant search criteria.
[0088] Some possible combinations of the above techniques are described below:

[0089] Al. A method of identifying locations on a map, wherein the map is to be
displayed via a computer display, said method comprising:

receiving data representing a first image;

analyzing the data to obtain information steganographically encoded therein,
wherein the information comprises or links to first location information associated with
the first image;

providing a map including an area associated with the first location information,

wherein the map is to be displayed via a computer display; and
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visually or graphically identifying a first location on the map that is associated

with the first location information.

[0090] A2. The combination of A1, wherein the information is steganographically

encoded in the form of a digital watermark.

[0091] A3. The combination of Al, wherein the computer display comprises a cell

phone display screen.

[0092] A4. The combination of A1, wherein said identifying a first location

comprises providing a visual or graphical object on or with the map at the first location.

[0093] A5. The combination of A4, wherein the obj ect comprises a representation of

the first image.

[0094] A6. The combination of A4, wherein the object comprises a thumbnail

representation of the first image.
[0095] A7. The combination of A4, wherein the object is associated with a link.

[0096] AS8. The combination of A7, wherein the link links to a copy of the first

image.

[0097] A9. The combination of A7, wherein the link links to a plurality of images

that are associated with the first location information.

[0098] A10. The combination of A7, wherein the link links to metadata associated

with the first image.

[0099] A1ll. The combination of A10, wherein the metadata comprises at least one of

audio, video, text, and document files.
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[0100]) A12. The combination of Al, further comprising:

receiving data representing a second image;

analyzing the data to obtain information steganographically encoded therein,
wherein the information comprises or links to second location information associated
with the second image; and

visually or graphically identifying a second location on the map that is

associated with the second location information

[0101] A13. The combination of A12, further comprising generating a route between

the first location and the second location.

[0102] A14. The combination of A13, wherein the route is highlighted on the map.

[0103] A15. A computer readable medium have computer executable instructions
stored thereon, the instructions comprising instructions to cause a processor to carry out

the method of any one of A1-Al4.

[0104] B1. A method of representing a location comprising:

receiving an image captured from a first wireless device, wherein the image
comprises location information steganographic embedded therein;

decoding the steganographic embedding to obtain the location information;

by using the location information or information identified by the location
information, identifying a map representing a location associated with the location
information; and

displaying the map.

[0105]) B2. The combination of B1, further comprising displaying a visual or
graphical object on or with the map to identify the location.
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[0106] B3. The combination of B1, wherein the object comprises a representation of

the image.

[0107] B4. The combination of B1, wherein the method is carried out at least in part

on a second wireless device.

[0108] BS5. The combination of any one of B1-B5, wherein the first wireless device

comprises at least one of a cell phone and a wireless, portable computing device.

[0109] B6. The combination of B4, wherein the second wireless device comprises at

least one of a cell phone and wireless, portable computing device.

[0110] B7. A computer readable medium have computer executable instructions
stored thereon, the instructions comprising instructions to cause a processor to carry out

the method of any one of B1-B6.

[0111] C1. A computer comprising:
a display;
a processor;
a communications bus; and
memory in communication with said processor via said communications bus,
wherein said memory comprises instructions stored therein for execution by said
processor, said instructions comprising instructions to:
decode a digital watermark embedded in an image, the digital watermark
including location information;
provide the location information to a map software module, wherein said
map software module, upon receipt of the location information, provides a map
depicting at least one area associated with the location information, and

provides a visual or graphical object on the map to identify the area.
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[0112] C2. The computer of C1, wherein the instructions further include instructions
to: provide a reduced-bit representation of the image for use by the map software

module, wherein the object comprises the reduced-bit representation of the image.

[0113] DI1. A method of managing images, wherein each of the images comprise
plural-bit data steganographically embedded therein in the form of a digital watermark,
and wherein the plural-bit data corresponds to a geo-location, said method comprising:

receiving a first query regarding a first geo-location;

identifying images corresponding to the first geo-location;

providing at least a listing of the images corresponding to the first geo-location;
and

in response to the listing receiving a second query narrowing the listing.

[0114] D2. The combination of D1, wherein the second query comprises a date

range.
[0115] D3. The combination of D1, wherein the second query comprises a season.

[0116] D4. The combination of D1, wherein the second query comprises a
directional

angle.

[0117] El. A method of managing images, wherein at least some of the images
comprise plural-bit data steganographically embedded therein in the form of a digital
watermark, and wherein the plural-bit data corresponds to a geo-location, said method
comprising:

receiving a first query corresponding to a first geo-location and a first image
capture angle;

identifying images corresponding to the first geo-location and first image

capture angle;
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providing at least a listing of the images corresponding to the first geo-location

and first image capture angle.

[0118] F1. A method of sharing images in a file sharing network, wherein each of the
images comprise plural-bit data steganographically embedded therein in the form of a
digital watermark, and wherein the plural-bit data corresponds to a geo-location, said
method comprising:

maintaining a catalog on a computer server comprising a listing of images
indexed according to geo-location, the catalog comprising an internet address
associated with the images; and

providing a sub-set of the catalog in response to a geo-location based inquiry.

[0119] GI1. A method comprising:

receiving an image including a digital watermark embedded therein, wherein
the digital watermark comprises location information;

decoding the digital watermark to obtain the location information;

identifying a map depicting a location corresponding to the location
information; and

providing the map for access over a computer network.

[0120] G2. The combination of G1, further comprising identifying a location on the

map that is particularly associated with the location.

[0121] HI1. A method of providing searchable images comprising:
receiving audio associated with an image;
reducing the audio to an identifier; and
embedding the identifier in the image as a steganographic component or storing

the identifier in a header associated with the image.
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[0122] H2. A combination of H1, wherein further comprising adding the identifier to

a table or data record, wherein the table or data record maps the audio to the identifier.

[0123] H3. A combination of H2, wherein the table or data record is mapped to the

audio through text representing the audio.

[0124] H4. A combination of H2, wherein the table or data record is mapped to the

audio through a pattern match of the audio.

Conclusion

[0125] The foregoing are just exemplary implementations of the present invention. It
will be recognized that there are a great number of variations on these basic themes.
The foregoing illustrates but a few applications of the detailed technology. There are

many others.

[0126] The particular combinations of elements and features in the above-detailed
embodiments are exemplary only; the interchanging and substitution of these teachings
with other teachings in this application and the above-mentioned patents/applications

are also contemplated.

[0127] There are many embodiments discussed herein which may benefit from the
inclusion of two different watermarks. For example, a first watermark may include
information evidencing (or pointing to) georeferencing information, while a second
watermark includes a database identifier or location. The second watermark may
alternatively include (or point toward) information pertaining to events, people or
animals identified in the photograph, occasions, groups, institutions, copyright
ownership, etc. Or an image may include both a robust watermark and a copy-tamper

fragile watermark.



WO 2005/076985 PCT/US2005/003777

-34-

[0128] We intend this application to be interpreted broadly. For example, the term
“map” is intended to apply to a wide variety of maps including, but not limited to, street
maps, terrain maps, demographics maps, photographic maps (e.g., think satellite images
or Keyhole, Inc.), topographical maps, physical maps, geological maps, historical
maps, nautical charts, 3D-representations, political maps, road maps, Geographical

Information System (GIS) layers, etc., etc.

[0129] The methods, processes, and systems described above may be implemented in
hardware, software or a combination of hardware and software. For example, the
location information encoding processes may be implemented in a programmable
computer or a special purpose digital circuit. Similarly, location information decoding
may be implemented in software, firmware, hardware, or combinations of software,
firmware and hardware. The methods and processes described above may be
implemented in programs executed from a system’s memory (a computer readable

medium, such as an electronic, optical or magnetic storage device).

[0130] As mentioned above, while our discussion has focused on CMOS sensors, it
will be appreciated that our techniques will apply to other on-chip environments (e.g.,
CCD) as well. Also, while we have used RGB and CMY color spaces as examples, the
present invention is not limited there to. Of course, our technique will apply to a
myriad of other possible color models that a sensor could produce to minimize color

gamut compression for a fixed pixel size (e.g., a fixed number of bits.)

[0131] In view of the wide variety of embodiments to which the principles and
features discussed above can be applied, it should be apparent that the detailed
embodiments are illustrative only and should not be taken as limiting the scope of the

invention.
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We claim:

1. A method of introducing a steganographic component to imagery generated
by an image sensor, the image sensor includes a plurality of pixels, wherein the
plurality of pixels includes physical characteristics, said method comprising:

providing variations in the physical characteristics of a set of the plurality of
pixels, wherein the variations are provided so as to introduce the steganographic
component during image capture; and

generating imagery with the image sensor, wherein the imagery includes the

steganographic component.

2. The method of claim 1, wherein the set of pixels each comprise a photo-
detector, and wherein the variations are provided by varying at least one of electrical

potential, doping characteristics and dimensions of the photo-detectors.

3. The method of claim 1, wherein each pixel within the set of pixels includes a
color filter, and wherein the variations are provided through the color filters associated

with the set of pixels.

4. The method of claim 1, wherein each pixel within the set of pixels includes a
microlens, and wherein the variations are provided through variations in the micro lens
associated with the set of pixels.

5. The method of claim 1, wherein the variations introduce a color value

change or data offset for respective pixels.



WO 2005/076985 PCT/US2005/003777

-36 -

6. The method of claim 1, wherein the variations are provided during

manufacture of the image sensor.

7. The method of claim 1, wherein the steganographic component comprises an

orientation component.

8. A CMOS imager comprising:
a plurality of pixels arranged in columns and rows, wherein each of the pixels
includes:
a photodetector;
a color filter portion; and
a microlens; and
a communications bus to selectively read out image data from the plurality of
pixels,
wherein the plurality of pixels includes at a first set of pixels, with the first set
of pixels having physical properties so as to introduce a digital watermark component

to image data during image capture by the CMOS imager.

9. The CMOS imager of claim 8, wherein the physical properties include at
least one of electrical potential, doping characteristics and dimensions of the photo-

detectors relative to pixels not within the first set of pixels.
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10. The CMOS imager of claim 8, wherein the physical properties are provided

through color filter portions associated with the first set of pixels.

11. The CMOS imager of claim 8, wherein the physical properties are provided

through microlens associated with the first set of pixels.

12. The CMOS imager of claim 8, wherein the watermark component is

introduced by an image pixel value change for the first set of pixels.

13. The CMOS imager of claim 8, wherein each of the plurality of pixels
communicates with different amplifiers, and wherein the physical properties comprise

varied gain of the different amplifiers.

14. The CMOS imager of claim 8, wherein the digital watermark component is
introduced to image data captured by the CMOS imager without further processing of

the image data.

15. The CMOS imager of claim 10, wherein the watermark component

comprises an orientation component.

16. A method of embedding a digital watermark in image data captured by an
imager, wherein watermark embedding occurs on-chip with the imager, wherein the
imager comprises a plurality of pixels, and wherein each of the plurality of pixels is

filtered to represent a single color, said method comprising:
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prior to approximating a multi-color value for each pixel, adjusting single color
values for select pixels, the adjusting introducing a digital watermark into the image
data; and

approximating a multi-color value for pixels.

17. The method of claim 16, wherein the single color comprises at least one of

red, green and blue.

18. The method of claim 17, wherein the adjusting adjusts only red color

values.

19. The method of claim 17, wherein the adjusting weights a watermark signal

across red, blue and green channels.

20. A method of introducing a watermark message to a watermark embedder
located on-chip with an image array, said method comprising:

color converting image data provided from the image array, wherein the color
converting provides a multi-color approximation per pixel;

receiving color converted image data at the watermark embedder;

receiving the watermark message on-chip from at least one. of a random access
memory (RAM) and a chip interface;

communicating the watermark message to the watermark embedder; and

embedding the watermark message in the color converted image data.
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21. A method of identifying locations on a map, wherein the map is to be
displayed via a computer display, said method comprising:

receiving data representing a first image;

analyzing the data to obtain information steganographically encoded therein,
wherein the information comprises or links to first location information associated with
the first image;

providing a map including an area associated with the first location information,
wherein the map is to be displayed via a computer display; and

visually or graphically identifying a first location on the map that is associated

with the first location information.

22. The method of claim 21, wherein the information is steganographically

encoded in the form of a digital watermark.

23. The method of claim 21, wherein the computer display comprises a cell

phone display screen.

24. The method of claim 21, wherein said identifying a first location comprises

providing a visual or graphical object on or with the map at the first location.

25. The method of claim 24, wherein the object comprises a representation of

the first image.
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26. The method of claim 25, wherein the object comprises a thumbnail

representation of the first image.

27. A method of managing images, wherein each of the images comprise
plural-bit data steganographically embedded therein in the form of a digital watermark,
and wherein the plural-bit data corresponds to a geo-location, said method comprising:

receiving a first query regarding a first geo-location;

identifying images corrésponding to the first geo-location;

providing at least a listing of the images corresponding to the first geo-location,; |
and

in response to the listing receiving a second query narrowing the listing.

28. The method of claim 27, wherein the second query comprises at least one

of a date range, a season, and a directional angle.
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