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CLIENT SIDE SOFTWARE UPDATING 

BACKGROUND 

The present invention relates to updating Software. 
In general, Software refers to data, including instructions 

and/or content, that a data processing apparatus, such as a 
computer system, can process electronically. A Software pub 
lisher typically provides software products, including 
updates to existing software products. An update is associated 
with one or more earlier versions of a software product and 
provides new components or modifies existing components 
of the software product. For example, a first version of a 
software product can be followed by one or more updated 
versions that are developed to implement new functions and/ 
or to fix problems in earlier versions. Alternatively, e.g., as 
part of a business strategy, a software product can be devel 
oped in a relatively simple and affordable (or even free) basic 
version and updates can provide optional components, e.g., 
for additional charges. The optional components add extra 
features and/or complex functions to the basic version. 

To facilitate the update process, a software product in a 
computer system can be associated with an updater applica 
tion that can be part of the software product (either in the core 
or as a plugin) or a separate application. The updater is an 
application that requests and downloads update information, 
e.g., for the associated Software product. The update infor 
mation can be requested from one or more update servers. An 
update server is a server, e.g., on the Internet, that provides 
information for updates if requested by an update client, Such 
as the computer system including the updater. If updates are 
available from the update server, the updater can present a 
user interface (“UI) to the user who can select from the 
available updates. To install the selected updates, the updater 
can download and execute installer applications. 
Complex Software products and their updates, in particular 

optional components, often depend on other software com 
ponents or specific hardware features. For managing depen 
dencies, some updaters collect system information (including 
software and/or hardware information) about the update cli 
ent, and send the system information to an update server. The 
update server evaluates the system information, selects, and 
offers updates that are suitable for the update client. In addi 
tion, the update server can use the system information to 
identify and offer new software products that are suitable for 
the update client, even if the new products are unrelated or 
only loosely related to the software product that is being 
updated. 

SUMMARY 

An update client receives instructions for an update process 
and executes the instructions to request and select Software 
products, e.g., software updates. In general, in one aspect, the 
invention provides methods and apparatus, including com 
puter program products, to implement techniques for updat 
ing software in a client environment. The techniques include 
receiving update information in the client environment. The 
update information identifies one or more available software 
products. Update instructions are executed in the client envi 
ronment to identify one or more of the available software 
products as Suitable for the client environment. An input 
selecting one or more of the identified suitable software prod 
ucts is received in the client environment. The selected soft 
ware products are retrieved to the client environment, and the 
retrieved software products are installed in the client environ 
ment. 
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2 
Particular implementations can include one or more of the 

following features. Executing update instructions in the client 
environment to identify suitable software products can 
include executing instructions to evaluate the client environ 
ment. Evaluating the client environment can include identi 
fying software or hardware installed in the client environ 
ment. When to request update information can be determined 
in the client environment. The update instructions can include 
scheduling instructions. Determining in the client environ 
ment when to request update information can include execut 
ing one or more of the scheduling instructions. Executing 
update instructions to identify Suitable Software products can 
include executing instructions to interpret the update infor 
mation identifying the available software products. Interpret 
ing the update information can include determining whether 
new update instructions are required for processing the avail 
able software products. If new update instructions are 
required, identifying Suitable Software products can include 
retrieving and executing the new update instructions in the 
client environment. Receiving an input selecting one or more 
of the Suitable software products can include receiving user 
input selecting one or more of the Suitable software products. 
The available software products can include one or more 

available software updates. Executing update instructions in 
the client environment to identify suitable software products 
can include executing update instructions to identify one or 
more of the available software updates as suitable for soft 
ware in the client environment. Receiving update information 
in the client environment can include receiving information 
indicating a version number and/or dates of last modification 
of each available Software update. Executing update instruc 
tions to identify suitable updates can include executing 
instructions to identify updates of a software product installed 
in the client environment. Executing the instructions to iden 
tify updates of the installed software product can include 
executing instructions to identify updates that add optional 
components to the installed software product. The installed 
Software product can have a first version number, and execut 
ing the instructions to identify updates of the installed soft 
ware product can include executing instructions to identify 
updates that are operable to update the installed software 
product from the first to a second version number. The update 
instructions can be executed in the client environment by an 
updater application associated with one or more Software 
products installed in the client environment. Executing 
update instructions to identify Suitable updates can include 
executing update instructions to identify Suitable updates that 
are unrelated to the software products associated with the 
updater application. Retrieving the selected Software updates 
can include executing update instructions to identify install 
ers for the selected software updates and retrieving the iden 
tified installers. Installing the retrieved software updates can 
include using the retrieved installers to install the retrieved 
Software updates. Executing update instructions to identify 
installers can include executing instructions to identify a 
sequence of two or more installers for updating a software 
product, and using the retrieved installers can include execut 
ing the two or more installer applications for updating the 
software product in an order defined by the identified 
sequence. Executing update instructions to identify installers 
can include executing instructions to identify dependencies 
between installer applications for updating the Software prod 
uct. 

Executing update instructions to identify Suitable Software 
products can include executing instructions to specify a user 
interface for updating Software in the client environment. A 
representation of at least a portion of the update information 
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can be presented to a user in the specified user interface. 
Retrieving the selected software products can include retriev 
ing the selected Software products as digitally signed data. 
One or more update instructions can be received in the client 
environment. Receiving update instructions can include 
receiving update instructions as digitally signed data. Receiv 
ing update instructions or update information in the update 
client can include receiving data from one or more stateless 
file servers. The update instructions can be cached The update 
instructions can be specified in a platform independent form. 
The update instructions can be specified in an interpreted 
computer language. The interpreted computer language can 
be JavaScript or VBScript. 

In general, in another aspect, the invention provides meth 
ods and apparatus, including computer program products, for 
updating Software in a client environment. A Software update 
is received for a software product in a client environment. The 
Software update includes a sequence of installer applications 
for updating the software product from an earlier version to a 
new version according to the Software update. The installer 
applications are executed in an order defined by the sequence 
to update the software product from the earlier version 
through one or more intermediate versions to the new version 
in the client environment. 
The invention can be implemented to realize one or more of 

the following advantages. By receiving and executing 
instructions for an update process, an update client can update 
a Software product without sending system information to an 
update server and/or requiring the update server to process 
information during the update process. To provide secure 
updates, the update server can digitally sign the instructions, 
and the update client can check the signature. The instructions 
for the update process can be platform independent and 
executed the same way in different platforms. Because send 
ing system information to the update server can be avoided, 
the update client’s privacy can be better protected. The update 
client can make all decisions during the update process. 
Because server side processing can be avoided, the update 
server can be a simple stateless file server. The update client 
can manage dependencies between Software components and 
updates without serverside processing. For example, optional 
components can be requested and installed without server 
side processing. In addition, an updater can install unrelated 
components, i.e., Software products or updates to Software 
products that are unrelated to the Software product associated 
with the updater. The unrelated components can be installed 
without server side processing. The update client can request 
and use a sequence of installers to update an older version of 
a software product. The sequence of installers can include a 
first installer that updates the older version to a newer version 
and a second installer that updates the newer version to a 
newest version of the software product; therefore no installer 
is required for updating the older version directly to the new 
est version. Because the update server is not required to 
perform instructions during the update process, the update 
server can serve simultaneously a large number of update 
clients. The update process can be customized without server 
side processing or installing a new updater in the update 
client. For example, the update server can include instructions 
that are operable by an update client to specify an update 
specific user interface or set a new schedule for future 
updates. By setting an appropriate schedule, the update pro 
cess can be synchronized with release dates of new products, 
or workload can be redistributed to avoid overloading the 
update server during times of high demand or maintenance. 
The update process can be customized for a Software and/or 
hardware environment of the update client to provide high 
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4 
quality user experience. Because the instructions at the 
update client can be customized, the update process can have 
a significant flexibility, e.g., in determining whether an 
update is required for a user. For example, an update can be 
provided for designated users that match one or more criteria 
(e.g., Windows 98 users having a particular version of Inter 
net Explorer). Instructions in a client can customize the client 
to request updates from one or more particular servers and to 
balance load among the servers. For example, the client can 
receive instructions that specify how to select an appropriate 
update server from multiple servers. Alternatively, instruc 
tions from a busy server can redirect the client to another 
server for available updates. 
The details of one or more implementations of the inven 

tion are set forth in the accompanying drawings and the 
description below. Other features and advantages of the 
invention will become apparent from the description, the 
drawings, and the claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic diagram showing a system for updat 
ing software. 

FIG. 2 is a schematic diagram showing an implementation 
of an updater. 

FIGS. 3-6 are schematic flow charts showing methods for 
updating software. 

FIG. 7 is a schematic diagram illustrating an exemplary 
implementation of using a sequence of installers to update 
software. 

Like reference numbers and designations in the various 
drawings indicate like elements. 

DETAILED DESCRIPTION 

FIG. 1 shows a system 100 for updating software. The 
system 100 includes an update server 110 and an update client 
120. In alternative implementations, the update server 110 
can serve multiple update clients. The update client 120 sends 
one or more requests 10 to the update server 110 during an 
update process. The requests 10 are requests for data related 
to updating software in the update client 120. The update 
server 110 sends the requested data to the update client 120, 
which uses the received data for updating software. In one 
implementation, the update client 120 makes all decisions of 
the update process, and the update server 110 provides only 
the data requested by the update client 120. Methods for 
updating software in the system 100 are discussed in detail 
with reference to FIGS. 3-7. 
Upon request, the update server 110 provides data, includ 

ing update information, to update clients. In one implemen 
tation, the update server 110 does not receive or evaluate 
information about client systems, does not make any decision 
of the update process, and does not control or monitor the 
update process. Therefore, the update server 110 can be 
implemented in a stateless server. A stateless server has no 
information about previous actions that involved the server. 
Upon request, the Stateless server provides requested data 
without any further processing or consideration. Because no 
server side processing is required in this implementation, the 
update server 110 can simultaneously serve a large number of 
update clients. In alternative implementations, the update 
server can perform some processing during the update pro 
CCSS, 

In one implementation, the update server 110 is a file server 
that is available through a computer network, such as a local 
area network (“LAN”), or a wide area network, such as the 



US 7,620,948 B1 
5 

Internet. For example, the update server can be an Internet file 
server using File Transfer Protocol (“FTP) or a web server 
using HyperText Transfer Protocol (“HTTP). Optionally, 
the update server can be available only through secured pro 
tocols such as Secure Sockets Layer (“SSL) or Secure HTTP 
(“S-HTTP). For example, the update client can choose 
between secured and unsecured protocols. Alternatively, the 
update server can be a local storage device, such as a magnetic 
or optical disk drive, storing and, upon request, providing data 
for updating Software. In alternative implementations, the 
update server 110 can be implemented as more than one file 
servers. For example, the update server can include multiple 
Internet servers, such as web servers or FTP servers. Alterna 
tively, a first file server can be a disk drive reading a compact 
disk (“CD) and a second file server can be a web server. 
The update server 110 can provide update information 112, 

instructions 114 for updates, and update installers 116. The 
update information 112, the instructions 114, and the install 
ers 116 can be on the same server or on different file servers, 
e.g., on different web servers. Optionally, the update server 
110 can digitally sign one or more of the update information 
112, the instructions 114, and the installers 116, and the 
update client 120 can check the signature to increase security 
of the update process. 
The update information 112 includes information about 

Software products, e.g., updates for one or more software 
products, that are available from the update server 110. For 
example, the update information 112 can identify all updates 
that are available at the update server 110. Optionally, the 
update information 112 can include a description of the avail 
able updates and/or information about other software prod 
lucts, e.g., new products released in the future. 

In addition, the update information 112 can provide infor 
mation that can be used by the update client 120 during an 
update process. For example, the update information 112 can 
identify, for each available updates, one or more of the install 
ers 116 or the instructions 114. The identified instructions can 
include, for example, instructions for selecting and request 
ing an update from the update server 110, or for customizing 
an update schedule or a user interface in the update client 120. 

In one implementation, the update information 112 
includes instructions. For example, the update information 
112 can explicitly include, not just identify, one or more of the 
instructions 114. The update information 112 can also include 
instructions that specify or evaluate content included in the 
update information 112. In one implementation, the update 
information 112 is cast entirely in a form of instructions, for 
example, as a script including instructions that can be 
executed by update clients. 
The instructions 114 are instructions for an update process. 

For example, the instructions 114 can include instructions 
operable to request data from the update server 110, request 
and evaluate system information in the update client 120, and 
select Software products, such as updates, that are Suitable for 
the client 120. In addition, the instructions 114 can include 
instructions operable to request, organize, and execute install 
ers, or customize an update schedule or a user interface for the 
update process in the update client 120. 

The instructions 114 are executed by an update client, such 
as the update client 120. For example, the instructions 114 can 
include instructions in a high level programming language, 
such as Java R) developed by Sun Microsystems of Mountain 
View, Calif., JavaScript(R) developed by Netscape Communi 
cations Corporation of Mountain View, Calif., or VBScript(R) 
developed by Microsoft Corporation of Bellevue, Wash. By 
providing instructions in a high level programming language, 
the update server 110 can serve update clients independent of 
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6 
the client platform, i.e., the software and hardware environ 
ment used by the update clients. 
The installers 116 are applications and/or data for one or 

more applications that can be executed in an update client to 
install new software products and/or updates for one or more 
software products. For example, the installers 116 can include 
installer applications that can be executed in the update client, 
and/or data for one or more installer engines that are already 
present in the update client. The installers 116 can include 
installers that can install multiple versions of a software prod 
uct and/or installers that can only be applied to a specific 
version of a Software product. In addition, installers may 
depend on specific Software components or hardware features 
in a client platform, or an update process can include execut 
ing multiple installers in a specific order. Selecting installers 
that are suitable for an update client and managing dependen 
cies is discussed with reference to FIGS. 6-7. 
The update client 120 requests data from the update server 

110. The requested data can include update information, 
instructions, and installers. The update client 120 can be 
implemented in a single computer, Such as a personal com 
puter, or a computer system including multiple computers 
connected by a LAN or the Internet. For example, a first 
computer of the system can request update information from 
the update server, and install updates in one or more other 
computers of the system. 
The update client 120 includes an updater 122 to update 

software in a client environment. The updater 122 can be a 
component of a Software product or a separate application. 
The updater 122 can be associated with one or more software 
products 128, Such as system software, one or more applica 
tions, or documents in the update client 120. In alternative 
implementations, the updater 122 can be associated with a 
software publisher without explicit reference to particular 
products of the publisher. The updater 122 can request and 
download information, instructions, and installers from the 
update server 110 for updating the software products 128. In 
one implementation, the updater 122 can also access infor 
mation about the software and hardware environment of the 
update client 120. For example, the updater 122 can identify 
characteristics of processors, memory units, peripheral 
devices, the operating system, or software components, 
including the software products 128, that are installed in the 
update client 120. 
The updater 122 includes update scripts 124. An update 

Script is a list of instructions that the updater 122 can execute 
during an update process, e.g., during updating one or more of 
the software products 128. The update scripts 124 can include 
instructions in a high level programming language. Such as 
Java or JavaScript, and to execute instructions in the high 
level programming language, the updater 122 can include an 
interpreter, such as Java Virtual Machines(R (JVM) devel 
oped by Sun Microsystems for interpreting instructions in 
Java. Alternatively, the updater 122 can include a compiler 
that translates instructions in the high level programming 
language into instructions in a low level programming lan 
guage that can be executed by the update client 120. Methods 
for using the update Scripts 124 for updating the Software 
products 128 are discussed in more detail with reference to 
FIGS. 3-6. 
The updater 122 can request and receive data that includes 

instructions for an update process. For example, the received 
data can include one or more scripts to be included in the 
update Scripts 124. The updater 122 can request and receive 
one or more of the instructions 114 from the update server 
110. Alternatively or in addition, the updater 122 can request 
and receive instructions from a local storage device. For 
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example, the local storage device can store alternative Scripts 
and the updater 122 can select one or more of the alternative 
Scripts to include in the update Scripts 124. In one implemen 
tation, the updater 122 can cache, i.e., locally store, fre 
quently used scripts. In this implementation, the updater 122 
can request the server to send only the Scripts that have been 
changed at the server after a certain date, e.g., the date of 
caching the Scripts. By caching scripts, the client can accel 
erate updates that are available from slow and/or remote 
SOUCS. 

FIG. 2 shows an updater 200 in one implementation of the 
invention. The updater 200 can be implemented in an update 
client, such as the update client 120 (FIG. 1), for requesting 
and installing updates. The updater 200 includes a scheduler 
210, a user interface 220, an update manager 230, and update 
scripts 240. The update scripts 240 include a scheduling script 
242 for the scheduler 210, a user interface script 244 for the 
user interface 220, and a managing Script 246 for the update 
manager 230. In alternative implementations, one or more of 
the scripts 242-246 can be missing or combined, or the update 
Scripts 240 can include additional Scripts. For example, each 
of the scripts 242-246 can be implemented by multiple 
scripts. Furthermore, one or more of the scheduler, the user 
interface, and the update manager can be implemented exclu 
sively by the corresponding Scripts. 
The scheduler 210 can be used to schedule one or more 

requests for update information from one or more update 
servers. For example, the scheduler 210 can schedule update 
requests periodically (e.g., every week), at a specific time 
(e.g., on a particular day of the year), relative to a specific 
event (e.g., after using a basic version of a Software product 
for a predetermined amount of time), or according to a com 
bination of these. The scheduler 210 executes instructions in 
the scheduling Script 242 to decide when to request update 
information from an update server. For example, the sched 
uling Script 242 can include instructions that are operable to 
specify Scheduling parameters (such as a period, a date, oran 
event), and to Verify, e.g., based on system information, if the 
updater 200 should request update information or not accord 
ing to the scheduling parameters. 
The user interface 220 can be used to communicate with a 

user during an update process. The user interface 220 can 
display information to a user, e.g., about the status of the 
update process, the update client, or the update server, and 
receive user input, e.g., information or a selection, that is used 
for the update process. For example, the user interface 220 
can display a list of updates (and/or other software products) 
that are available from an update server and are suitable for 
the software and hardware environment of the update client, 
and the user can select which updates in the displayed list 
should be installed. 
The user interface 220 executes instructions in the user 

interface Script 244 to communicate with a user. The user 
interface Script 244 can specify a layout for the user interface 
220 and/or instructions that drive the user interface 220. For 
example, the user interface Script 244 can include instructions 
and/or data specifying features of dialog boxes, windows, 
and/or other user interface elements that display information 
to and receive input from the user. The user interface script 
244 can also implement logic to make decisions during com 
munication with a user. For example, based on available 
updates or the received user input, instructions in the user 
interface script 244 can be used to select information to be 
displayed to the user or decide if additional user input is 
required. 
The update manager 230 controls and monitors an update 

process. The update manager 230 can manage the update 
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8 
process according to the timing provided by the scheduler 210 
and user input received by the user interface 220. For 
example, if the scheduler 210 indicates that it is time to 
request update information from an update server, the update 
manager 230 can contact (e.g., establish a communications 
link with) the update server and request any update informa 
tion that is available; similarly, if the user interface 220 
receives user input selecting an update, the update manager 
230 can download and execute the installers for the selected 
update. 
The update manager 230 executes instructions in the man 

aging script 246 to manage an update process. In one imple 
mentation, the managing script 246 can include instructions 
for any function executed by the update manager 230. For 
example, instructions in the managing Script can be used to 
specify how to identify and download data from an update 
server, how to interpret the downloaded data, or how to select, 
organize, and execute installers. Optionally, the managing 
Script 246 can be implemented to include separate Scripts for 
one or more steps of the update process. For example, the 
update information can be interpreted by a code Script and 
other functions of the update manager can be implemented by 
a master script. 

In addition, the update manager 230 can request and 
receive instructions, e.g., from an update server, and include 
the received instructions in the update scripts 240. For 
example, the received instructions can be used to modify, add 
to, delete from, or replace instructions in the update Scripts 
240. In one implementation, the update manager 230 can 
evaluate update information to identify instructions for the 
update process, download the identified instructions from an 
update server, and include the downloaded instructions in the 
update Scripts 240. In one implementation, the update man 
ager 230 can replace all scripts of the update scripts 240. 
By modifying, adding to, replacing, or deleting instruc 

tions in the update scripts 240, the updater 200 can be cus 
tomized, e.g., in response to update information received 
from an update server. The update server can provide custom 
ized instructions that can be identified, downloaded, and 
included in the update scripts 240 by the update manager 230. 
For example, the customized instructions can specify an 
update-specific update process or user interface. In addition, 
the customized instructions can schedule update requests to 
avoid periods of maintenance or high demand at the update 
server, or to synchronize update requests with a release of a 
new product. Furthermore, the customized instructions can 
customize a client to request update information from par 
ticular servers or to balance load of update servers. For 
example, the customized instructions can specify how to 
select an appropriate update server from multiple servers, or 
redirect the client to another server for available updates or 
other software products. 

FIG. 3 shows a method 300 that can be performed by an 
update client, e.g., the update client 120 (FIG. 1), for updating 
software. The update client receives instructions for an update 
process (step 310). For example, the update client can include 
an updater, such as the updater 200 (FIG. 2), that can request 
and receive instructions from an update server, such as the 
update server 110 (FIG. 1). Alternatively, the instructions for 
the update process can be received from sources other than an 
update server. For example, the update client can receive the 
instructions from an application installing the updater or 
components of it. The received instructions can be executed 
by the update client. In one implementation, the received 
instructions are included in one or more update Scripts (such 
as the update scripts 240) used by the updater. 



US 7,620,948 B1 
9 

The update client requests information from an update 
server (step 320) and receives update information about soft 
ware products, e.g., updates, that are available from the 
update server (step 330). The update information can be 
received from the update server or from any other source, 5 
including user input or other computers in a computer net 
work. As discussed above with reference to the update infor 
mation 112 shown in FIG.1, the update information identifies 
one or more updates and/or other software products that are 
available from the update server. For example, updates can be 10 
identified by version numbers and/or dates of last modifica 
tion. The update information can characterize the available 
Software products, e.g., by specifying hardware and Software 
environments for the available software products. In addition, 
the update information can identify installers for the available 15 
Software products. In alternative implementations, the update 
information can be received from the update server without 
explicit request by the update client. Requesting and receiv 
ing update information are further discussed with reference to 
FIG. 4. 2O 

Optionally, receiving instructions and update information 
can be combined or repeated during an update process. For 
example, the received update information can identify 
instructions for the update process. In this implementation, 
after receiving the update information, the identified instruc- 25 
tions can be requested and received by the update client. 
Alternatively, the update client can receive instructions 
included in the update information or the update information 
can be specified by the received instructions. 
The update client executes one or more of the received 30 

instructions to select one or more products from the available 
software products (step 340). The selection is based on the 
received update information and one or more selection crite 
ria. The selection criteria can include system information— 
e.g., information collected (e.g., by the updater) about the 35 
software and/or hardware environment of the update client. 
The selection criteria can also include other criteria, Such as 
user preferences. In one implementation, the update client 
first identifies Software products, e.g., updates, that are Suit 
able for the client environment. A software product is suitable 40 
for the client environment if the software product can be 
installed and/or operated in the client environment, and/or is 
preferred according to other criteria. For example, a user of 
the update client can preset criteria for identifying Suitable 
updates (or other software products) for the client environ- 45 
ment. From the Suitable updates, the update client can select 
updates for installation based on input, such as user input. 
Alternatively, the update client can select updates for instal 
lation without user input, for example, based on input 
received from another computer application. Selecting soft- 50 
ware products, such as updates, is further discussed with 
reference to FIG. 5. 
The update client retrieves, e.g., downloads, and executes 

installers to install the selected software products (step 350). 
The installers can be downloaded from the update server, e.g., 55 
one or more file servers, by the updater of the update client. In 
one implementation, the update client can identify the install 
ers to install the selected Software products, e.g., from the 
received update information. Optionally, the updater can 
execute one or more of the received instructions to identify, 60 
download, and execute installers. Installing Software prod 
ucts, such as updates, is further discussed with reference to 
FIGS. 6 and 7. 

FIG. 4 shows a method 400 for receiving and evaluating 
update information. The method can be performed by an 65 
update client, such as the update client 120 (FIG. 1). For 
example, the update client can include an updater, Such as the 

10 
updater 200 (FIG. 2), that includes a scheduler (such as the 
scheduler 210) and corresponding update Scripts (such as the 
scheduling script 242). 
The updater executes one or more instructions of the sched 

uling script to determine a time for requesting update infor 
mation (step 410). For example, the updater can execute the 
scheduling script to schedule one or more next update 
requests. The updater verifies whether it is time to request 
update information (decision 420). For example, the sched 
uling script can be executed periodically to decide if an 
update should be requested or not. Alternatively or in addi 
tion, the updater can be associated with an installed Software 
product, and decide about requesting a update information 
each time the software product is used by a user. If the update 
information should not be requested (“No” branch of decision 
420), the updater returns to deciding about the request at a 
later time. 

If the update should be requested (“Yes” branch of decision 
420), the updater requests update information from an update 
server (step 430). Optionally, update information can be 
requested at any time, e.g., as directed by user input. The 
updater can execute one or more instructions in the update 
Scripts to request the update information. For example, an 
update Script can specify address and identifiers for request 
ing the update information from the update server. 
The updater receives the requested update information 

from the update server(step 440), and determines whether the 
update information has changed since the last request (deci 
sion 450). For example, the updater can store a latest version 
of update information from an update server, and compare the 
received update information with the latest version. Alterna 
tively, the received update information can indicate a time of 
its last modification, and the indicated time can be compared 
to a time when update information was last received from the 
update server. If the update information has not changed 
(“No” branch of decision 450), the updater can return to 
determine a next time to request update information (i.e., step 
410). If the update information has changed (“Yes branch of 
decision 450), the updater evaluates the received update infor 
mation (step 460). 

In alternative implementations, the updater can specify a 
date, e.g., the date when update information was most 
recently retrieved, and requests an update server to send 
update information that has changed since the specified date. 
In Such implementations, instead of determining whether the 
update information has changed (i.e., decision 450), the 
updater can verify whether the requested update information 
has been received. 

FIG. 5 shows a method 500 for evaluating update informa 
tion and selecting updates based on the evaluation. The 
update information identifies updates that can be received 
from an update server. (Alternatively or in addition to 
updates, the method 500 can be used to select other software 
products.) The method 500 can be performed by an update 
client that includes an updater using update Scripts (e.g., the 
updater 200 in FIG. 2). 

Based on the update information, the updater identifies 
update scripts for selecting updates (step 510). In one imple 
mentation, the updater evaluates the update information and 
identifies all scripts that are indicated by the update informa 
tion for an update process. Alternatively, the updater can 
identify only those Scripts that can be used for selecting 
updates from the update server. For example, the updater can 
identify only user interface scripts and update managing 
Scripts operable to collect and evaluate system information of 
the update client. Identifying update Scripts can include 
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executing one or more instructions in the update Scripts that 
are already included in the updater. 
The updater determines whether all identified update 

scripts are available at the update client (decision 520). If 
there are update Scripts that are not available at the update 
client (“No” branch of decision 520), the updater downloads 
the missing update scripts (step 530). For example, the miss 
ing update Scripts can be downloaded to the update client 
from the update server. The downloading can include execut 
ing one or more instructions in the update information and/or 
in the update Scripts of the updater. 
When all identified update scripts are available at the 

update client (“Yes” branch of decision 520 and from step 
530), the updater executes one or more instructions of update 
scripts to select updates that are suitable for the update client 
(step 540). In one implementation, an update is suitable if the 
update client can Support installing the update and/or operat 
ing the corresponding updated Software product. Alterna 
tively or in addition, suitable updates can be selected based on 
other criteria, Such as user preference. Selecting Suitable 
updates can include evaluating the update information to 
identify updates that are available from the update server and 
collecting and evaluating system information (including soft 
ware and hardware) of the update client. For example, the 
updater can select Suitable updates from the available updates 
based on the evaluated system information. Optionally, the 
updater can select only updates that are not yet installed in the 
update client. Installed updates can be identified, for example, 
from the system information. 
The updater executes one or more instructions of the user 

interface Script to receive user input selecting updates for 
installation (step 550). In one implementation, the user inter 
face displays a list including the updates that are suitable for 
the update client, and from the list, the user can select one or 
more updates for installation. Optionally, the user interface 
Script can evaluate the update information to collect addi 
tional information about the updates in the list and display the 
additional information to the user. Collecting additional 
information can include downloading the additional informa 
tion from the update server. 

FIG. 6 shows a method 600 for installing updates selected 
for installation in an update client. The updates can be 
selected, e.g., by the update client using the method 500 (FIG. 
5). (Alternatively or in addition to updates, the method 600 
can be used to install other software products.) The method 
600 can be performed by the update client, such as the update 
client 120 (FIG. 1), that includes update scripts. The update 
Scripts can include one or more instructions received, e.g., 
from an update server. 
The update client executes one or more instructions in the 

update scripts to identify installers for the updates selected for 
installation (step 610). In one implementation, the installers 
are identified from update information received from an 
update server. Alternatively or in addition, the installers can 
be identified based on user input received, for example, in a 
user interface that is specified using one or more instructions 
in the update scripts. In alternative implementations, the 
installers can be identified by the update server based on a 
request from the update client. 
The identified installers are downloaded (step 620). For 

example, the update client can include an updater that is 
operable to download installers from update servers. Infor 
mation for the downloading can be obtained by evaluating 
update information received from the corresponding update 
server. Optionally, the installers can be downloaded from 
more than one server. For example, information from a first 
server can identify a second server where installers are avail 
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able. In one implementation, the updater executes one or 
more instructions in the update Scripts for downloading the 
identified installers. For example, the instructions can be 
executed to select an update server from multiple update 
SWCS. 

The update client determines whether the downloaded 
installers require ordering (decision 630). In some implemen 
tations, the downloaded installers can include a sequence of 
installers that properly install an update only if they are 
executed in a particular order. An example of such implemen 
tation is discussed with reference to FIG. 7. If ordering is 
required (“Yes” branch of decision 630), the update client 
determines the order for executing the downloaded installers 
(step 640). The order can be determined, e.g., by evaluating 
update information received from the update server. In one 
implementation, determining the order includes executing 
one or more instructions in the update Scripts. 

After determining the order (step 640), or if ordering is not 
required (“No” branch of decision 630), the installers are 
executed (step 650). If ordering is required, the installers are 
executed according to the determined order. If no order is 
explicitly determined, the installers can be executed in an 
arbitrary order, e.g., the order in which the installers have 
been downloaded, or even in parallel. 

In alternative implementations, determining an order for 
execution and executing the installers can be combined. For 
example, the update client can execute a first installer before 
determining which installer is executed next. Optionally, the 
next installer can be selected based on a result of executing the 
first installer, and the update client can execute one or more 
instructions in the update Scripts to make the selection. 

FIG. 7 illustrates an exemplary system 700 for using a 
sequence of installers to update a software application. The 
system 700 includes a collection 710 of installers and an 
update client 720. The collection 710 of installers can be 
included, e.g., in an update server that provides updates to the 
update client 720. The collection 710 of installers includes 
installers 711-715. Each of the installers 711-715 can be used 
to update a particular version of a software application to a 
next version: installer 711 updates version 1.0 to 1.1; installer 
712 updates version 1.1 to 1.2; installer 713 updates version 
1.2 to 1.3; installer 714 updates version 1.3 to 1.4; installer 
715 updates version 1.4 to 1.5. 
The update client 720 includes a version 1.2 (721) of the 

Software application, which can be updated using the install 
ers in the collection 710. The update client 720 can include 
update scripts that can be executed to select and download 
installers from the collection 710. In the example shown in 
FIG. 7, the update client 720 has selected and downloaded 
installers 713, 714, and 715 from the collection 710. The 
downloaded installers (713', 714, and 715', respectively) are 
executed by the update client 720 to update the version 1.2 of 
the application to version 1.5. 

In one implementation, the update client includes update 
scripts that are received from the update server. The update 
Scripts include instructions that specify an order of execution 
for installers in the collection 710. By executing the instruc 
tions specifying the order of execution, the update client 720 
can first execute the installer 713' for updating the version 1.2 
of the application to version 1.3. Next, by executing the 
installer 714, the version 1.3 is updated to version 1.4. 
Finally, the update client 720 can update the software appli 
cation to version 1.5 by executing the installer 715". 

Because the update client can use a series of installers to 
update the application from version 1.2 to version 1.5, the 
update server is not required to provide an installer for updat 
ing all previous versions to the newest version. Neither is the 



US 7,620,948 B1 
13 

update server required to monitor the update process, because 
the update client can receive and execute all necessary 
instructions to monitor the update process. 
The invention can be implemented in digital electronic 

circuitry, or in computer hardware, firmware, Software, or in 
combinations of them. The invention can be implemented as 
a computer program product, i.e., a computer program tangi 
bly embodied in an information carrier, e.g., in a machine 
readable storage device or in a propagated signal, for execu 
tion by, or to control the operation of data processing 
apparatus, e.g., a programmable processor, a computer, or 
multiple computers. A computer program can be written in 
any form of programming language, including compiled or 
interpreted languages, and it can be deployed in any form, 
including as a stand-alone program or as a module, compo 
nent, Subroutine, or other unit Suitable for use in a computing 
environment. A computer program can be deployed to be 
executed on one computer or on multiple computers at one 
site or distributed across multiple sites and interconnected by 
a communication network. 
Method steps of the invention can be performed by one or 

more programmable processors executing a computer pro 
gram to perform functions of the invention by operating on 
input data and generating output. Method steps can also be 
performed by, and apparatus of the invention can be imple 
mented as, special purpose logic circuitry, e.g., an FPGA 
(field programmable gate array) or an ASIC (application 
specific integrated circuit). 

Processors suitable for the execution of a computer pro 
gram include, by way of example, both general and special 
purpose microprocessors, and any one or more processors of 
any kind of digital computer. Generally, a processor will 
receive instructions and data from a read-only memory or a 
random access memory or both. The essential elements of a 
computer are a processor for executing instructions and one 
or more memory devices for storing instructions and data. 
Generally, a computer will also include, or be operatively 
coupled to receive data from or transfer data to, or both, one 
or more mass storage devices for storing data, e.g., magnetic, 
magneto-optical disks, or optical disks. Information carriers 
Suitable for embodying computer program instructions and 
data include all forms of non-volatile memory, including by 
way of example semiconductor memory devices, e.g., 
EPROM, EEPROM, and flash memory devices; magnetic 
disks, e.g., internal hard disks or removable disks; magneto 
optical disks; and CD-ROM and DVD-ROM disks. The pro 
cessor and the memory can be Supplemented by, or incorpo 
rated in special purpose logic circuitry. 

To provide for interaction with a user, the invention can be 
implemented on a computer having a display device, e.g., a 
CRT (cathode ray tube) or LCD (liquid crystal display) moni 
tor, for displaying information to the user and a keyboard and 
a pointing device, e.g., a mouse or a trackball, by which the 
user can provide input to the computer. Other kinds of devices 
can be used to provide for interaction with a user as well; for 
example, feedback provided to the user can be any form of 
sensory feedback, e.g., visual feedback, auditory feedback, or 
tactile feedback; and input from the user can be received in 
any form, including acoustic, speech, or tactile input. 
By way of example, a printing device implementing an 

interpreter for a page description language. Such as the Post 
Script(R) language, includes a microprocessor for executing 
program instructions (including font instructions) stored on a 
printer random access memory (RAM) and a printer read 
only memory (ROM) and controlling a printer marking 
engine. The RAM is optionally Supplemented by a mass 
storage device Such as a hard disk. The essential elements of 
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a computer are a processor for executing instructions and a 
memory. A computer can generally also receive programs and 
data from a storage medium Such as an internal disk or a 
removable disk. These elements will also be found in a con 
ventional desktop or workstation computer as well as other 
computers suitable for executing computer programs imple 
menting the methods described here, which can be used in 
conjunction with any digital print engine or marking engine, 
display monitor, or other raster output device capable of pro 
ducing color or gray Scale pixels on paper, film, display 
screen, or other output medium. 
The invention has been described in terms of particular 

embodiments. Other embodiments are within the scope of the 
following claims. For example, the steps of the invention can 
be performed in a different order and still achieve desirable 
results. 

What is claimed is: 
1. A computer-implemented method for updating Software 

in a client environment, the client environment including an 
updater application, the method comprising: 

receiving update information from a stateless update server 
as part of an update process performed by the updater 
application in the client environment, the update infor 
mation identifying one or more available Software prod 
ucts, the update information including update instruc 
tions, wherein: 
the update server does not receive or evaluate informa 

tion about the client environment, does not make deci 
sions regarding the update process on the client envi 
ronment, and does not control or monitor the update 
process on the client environment, and 

the update instructions consist entirely of platform-in 
dependent instructions for the updater application, the 
update instructions comprising scheduling instruc 
tions that the updater application executes to schedule 
one or more requests for update information from one 
or more update servers, user interface instructions that 
the updater application executes to communicate with 
a user of the updater application, and manager instruc 
tions that the updater application executes to manage 
the update process; 

storing the received update instructions to Supersede any 
previously received update instructions; and 

executing the received update instructions in the updater 
application to manage a software update process to 
Schedule a first request for update information, to inter 
act with the user to identify a first software product, and 
to retrieve and install the first software product in the 
client environment. 

2. The method of claim 1, wherein: 
executing update instructions in the client environment to 

identify the first software products includes executing 
instructions to evaluate the client environment. 

3. The method of claim 2, wherein: 
evaluating the client environment includes identifying 

software or hardware installed in the client environment. 
4. The method of claim 2, further comprising: 
determining in the client environment when to request 

update information. 
5. The method of claim 4, wherein: 
the update instructions include scheduling instructions; 

and 
determining in the client environment when to request 

update information includes executing one or more of 
the scheduling instructions. 
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6. The method of claim 2, wherein: 
executing update instructions to identify the first Software 

products includes executing instructions to interpret the 
update information identifying the available software 
products. 

7. The method of claim 6, wherein: 
interpreting the update information includes determining 

whether new update instructions are required for pro 
cessing the available software products; and 

if new update instructions are required, identifying Suitable 
Software products includes retrieving and executing the 
new update instructions in the client environment. 

8. The method of claim 2, further comprising: 
receiving an input selecting the first software products 

including receiving user input selecting the first soft 
ware product. 

9. The method of claim 2, wherein: 
the available software products include one or more avail 

able Software updates; and 
executing update instructions in the client environment to 

identify the first software product includes executing 
update instructions to identify one or more of the avail 
able software updates as suitable for software in the 
client environment. 

10. The method of claim 9, wherein: 
receiving update information in the client environment 

includes receiving information indicating a version 
number and/or dates of last modification of each avail 
able software update. 

11. The method of claim 9, wherein: 
executing update instructions to identify Suitable updates 

includes executing instructions to identify updates of a 
software product installed in the client environment. 

12. The method of claim 11, wherein: 
executing the instructions to identify updates of the 

installed Software product includes executing instruc 
tions to identify updates that add optional components to 
the installed software product. 

13. The method of claim 11, wherein: 
the installed software product has a first version number; 

and 
executing the instructions to identify updates of the 

installed Software product includes executing instruc 
tions to identify updates that are operable to update the 
installed software product from the first to a second 
version number. 

14. The method of claim 9, wherein: 
the update instructions are executed in the client environ 

ment by the updater application, the updater application 
being associated with one or more software products 
installed in the client environment; and 

executing update instructions to identify Suitable updates 
includes executing update instructions to identify Suit 
able updates that are unrelated to the software products 
associated with the updater application. 

15. The method of claim 9, wherein: 
executing the received update instructions includes identi 

fying installers for the selected software updates and 
retrieving the identified installers; and further compris 
ing: 

using the retrieved installers to install the received update 
instructions. 

16. The method of claim 15, wherein: 
executing the received update instructions to identify 

installers includes executing instructions to identify a 
sequence of two or more installers for updating a soft 
ware product; and 
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using the retrieved installers includes executing the two or 

more installer applications for updating the Software 
product in an order defined by the identified sequence. 

17. The method of claim 16, wherein: 
executing the received update instructions to identify 

installers includes executing instructions to identify 
dependencies between installer applications for updat 
ing the Software product. 

18. The method of claim 2, wherein: 
executing update instructions to identify Suitable Software 

products includes executing instructions to specify a 
user interface for updating software in the client envi 
rOnment. 

19. The method of claim 18, further comprising: 
presenting a representation of at least a portion of the 

update information to a user in the specified user inter 
face. 

20. The method of claim 2, wherein: 
retrieving the selected first software product includes 

retrieving the selected first software products as digitally 
signed data. 

21. The method of claim 1, wherein: 
receiving update information includes receiving update 

instructions as digitally signed data. 
22. The method of claim 2, further comprising: 
caching the update instructions. 
23. The method of claim 2, wherein: 
the update instructions are specified in an interpreted com 

puter language. 
24. The method of claim 23, wherein: 
the interpreted computer language is JavaScript or 

VBScript. 
25. A computer-implemented method for updating soft 

ware in a client environment, the client environment includ 
ing an updater application configured to update Software, the 
method comprising: 

using the updater application to access information in and 
about the client environment, the information including 
information about the client environment hardware and 
software; 

using the updater application to access and download one 
or more platform-independent Software updates from a 
stateless server, where the updates being accessed and 
downloaded are based on the information about the cli 
ent environment hardware and software, and where the 
stateless server does not receive or evaluate information 
about the client environment, does not make decisions 
regarding the update process on the client environment, 
and does not control or monitor the update process on the 
client environment; 

using the updater application to receive one or more plat 
form-independent Software updates for one or more 
Software products in the client environment; 

using the updater application to download one or more 
installer applications in the client environment; and 

using the updater application to execute the one or more 
installer applications in an order defined by a sequence 
to update the one or more software products using the 
one or more platform-independent software updates, the 
one or more software products being updated from an 
earlier version through one or more intermediate ver 
sions to a new version in the client environment. 

26. A Software product, tangibly embodied in a machine 
readable storage medium, for updating Software in a client 
environment including an updater application, the Software 
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product comprising instructions operable to cause one or 
more data processing apparatus to perform operations com 
prising: 

receiving update information from a stateless update server 
as part of an update process performed by the updater 
application in the client environment, the update infor 
mation identifying one or more available Software prod 
ucts, the update information including update instruc 
tions, wherein: 

the update server does not receive or evaluate information 
about the client environment, does not make decisions 
regarding the update process on the client environment, 
and does not control or monitor the update process on the 
client environment, and 

the update instructions consist entirely of platform-inde 
pendent instructions for the updater application, the 
update instructions comprising scheduling instructions 
that the updater application executes to schedule one or 
more requests for update information from one or more 
update servers, user interface instructions that the 
updater application executes to communicate with a user 
of the updater application, and manager instructions that 
the updater application executes to manage the update 
process; 

storing the received update instructions to Supersede any 
previously received update instructions; and 

executing the received update instructions in the updater 
application to manage a software update process to 
Schedule a first request for update information, to inter 
act with the user to identify a first software product, and 
to retrieve and install the first software product in the 
client environment. 

27. The software product of claim 26, wherein: 
executing update instructions in the client environment to 

identify the first software products includes executing 
instructions to evaluate the client environment. 

28. The software product of claim 27, wherein: 
evaluating the client environment includes identifying 

software or hardware installed in the client environment. 
29. The software product of claim 27, further comprising 

instructions operable to cause one or more data processing 
apparatus to perform operations comprising: 

determining in the client environment when to request 
update information. 

30. The software product of claim 29, wherein: 
the update instructions include scheduling instructions; 

and 
determining in the client environment when to request 

update information includes executing one or more of 
the scheduling instructions. 

31. The software product of claim 27, wherein: 
executing update instructions to identify the first Software 

product includes executing instructions to interpret the 
update information identifying the available software 
products. 

32. The software product of claim 31, wherein: 
interpreting the update information includes determining 

whether new update instructions are required for pro 
cessing the available software products; and 

if new update instructions are required, identifying Suitable 
Software products includes retrieving and executing the 
new update instructions in the client environment. 

33. The software product of claim 27, further comprising: 
receiving an input selecting the first Software product 

including receiving user input selecting the first soft 
ware product. 
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34. The software product of claim 27, wherein: 
the available software products include one or more avail 

able software updates; and 
executing update instructions in the client environment to 

identify the first software product includes executing 
update instructions to identify one or more of the avail 
able software updates as suitable for software in the 
client environment. 

35. The software product of claim 34, wherein: 
receiving update information in the client environment 

includes receiving information indicating a version 
number and/or dates of last modification of each avail 
able software update. 

36. The software product of claim 34, wherein: 
executing update instructions to identify suitable updates 

includes executing instructions to identify updates of a 
software product installed in the client environment. 

37. The software product of claim 36, wherein: 
executing the instructions to identify updates of the 

installed Software product includes executing instruc 
tions to identify updates that add optional components to 
the installed software product. 

38. The software product of claim 36, wherein: 
the installed software product has a first version number; 

and 
executing the instructions to identify updates of the 

installed Software product includes executing instruc 
tions to identify updates that are operable to update the 
installed software product from the first to a second 
version number. 

39. The software product of claim 36, wherein: 
the update instructions are executed in the client environ 

ment by the updater application, the updater application 
being associated with one or more software products 
installed in the client environment; and 

executing update instructions to identify suitable updates 
includes executing update instructions to identify Suit 
able updates that are unrelated to the software products 
associated with the updater application. 

40. The software product of claim 34, wherein: 
executing the received update instructions includes identi 

fying installers for the selected software updates and 
retrieving the identified installers; and further compris 
ing: 

using the retrieved installers to install the received update 
instructions. 

41. The software product of claim 40, wherein: 
executing the received update instructions to identify 

installers includes executing instructions to identify a 
sequence of two or more installers for updating a soft 
ware product; and 

using the retrieved installers includes executing the two or 
more installer applications for updating the Software 
product in an order defined by the identified sequence. 

42. The software product of claim 41, wherein: 
executing the received update instructions to identify 

installers includes executing instructions to identify 
dependencies between installer applications for updat 
ing the Software product. 

43. The software product of claim 27, wherein: 
executing update instructions to identify Suitable Software 

products includes executing instructions to specify a 
user interface for updating software in the client envi 
rOnment. 

44. The software product of claim 43, further comprising 
instructions operable to cause one or more data processing 
apparatus to perform operations comprising: 
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presenting a representation of at least a portion of the 
update information to a user in the specified user inter 
face. 

45. The software product of claim 27, wherein: 
retrieving the selected first software products includes 

retrieving the selected first software products as digitally 
signed data. 

46. The software product of claim 26, wherein: 
receiving update information includes receiving update 

instructions as digitally signed data. 
47. The software product of claim 27, further comprising 

instructions operable to cause one or more data processing 
apparatus to perform operations comprising: 

caching the update instructions. 
48. The software product of claim 27, wherein: 
the update instructions are specified in an interpreted com 

puter language. 
49. The software product of claim 48, wherein: 
the interpreted computer language is JavaScript or 

VBScript. 
50. A software product, tangibly embodied in a machine 

readable storage medium, for updating Software in a client 
environment including an updater application configured to 
update Software, the Software product comprising instruc 
tions operable to cause one or more data processing apparatus 
to perform operations comprising: 

using the updater application to access information in and 
about the client environment, the information including 
information about the client environment hardware and 
software; 

using the updater application to access and download one 
or more platform-independent software updates from a 
stateless server, where the updates being accessed and 
downloaded are based on the information about the cli 
ent environment hardware and software, and where the 
stateless server does not receive or evaluate information 
about the client environment, does not make decisions 
regarding the update process on the client environment, 
and does not control or monitor the update process on the 
client environment; 

using the updater application to receive one or more plat 
form-independent Software updates for one or more 
Software products in the client environment; 

using the updater application to download one or more 
installer applications in the client environment; and 

using the updater application to execute the one or more 
installer applications in an order defined by a sequence 
to update the one or more software products using the 
one or more platform-independent software updates, the 
one or more software products being updated from an 
earlier version through one or more intermediate ver 
sions to a new version in the client environment. 

51. A system comprising: 
a processor; 
memory storing a computer program product for updating 

Software in a client environment including an updater 
application, the computer program product including 
instructions to cause the processor to: 

receive update information from a stateless update server 
as part of an update process performed by the updater 
application in the client environment, the update infor 
mation identifying one or more available Software prod 
ucts, the update information including update instruc 
tions, wherein: 
the update server does not receive or evaluate informa 

tion about the client environment, does not make deci 
sions regarding the update process on the client envi 
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ronment, and does not control or monitor the update 
process on the client environment, and 

the update instructions consist entirely of platform-inde 
pendent instructions for the updater application, the 
update instructions comprising scheduling instructions 
that the updater application executes to schedule one or 
more requests for update information from one or more 
update servers, user interface instructions that the 
updater application executes to communicate with a user 
of the updater application, and manager instructions that 
the updater application executes to manage the update 
process; 

store the received update instructions to Supersede any 
previously received update instructions; and 

execute the received update instructions in the updater 
application to manage a software update process to 
Schedule a first request for update information, to inter 
act with the user to identify a first software product, and 
to retrieve and install the first software product in the 
client environment. 

52. The system of claim 51, wherein: 
instructions to cause the processor to execute update 

instructions in the client environment to identify the first 
Software product include instructions to cause the pro 
cessor to execute update instructions to evaluate the 
client environment. 

53. The system of claim 52, wherein: 
instructions to cause the processor to evaluate the client 

environment include instructions to cause the processor 
to identify software or hardware installed in the client 
environment. 

54. The system of claim 52, wherein the computer program 
product further includes instructions to cause the processor 
tO: 

determine in the client environment when to request update 
information. 

55. The system of claim 54, wherein: 
the update instructions include scheduling instructions; 

and 
instructions to cause the processor to determine in the 

client environment when to request update information 
include instructions to cause the processor to execute 
one or more of the scheduling instructions. 

56. The system of claim 52, wherein: 
instructions to cause the processor to execute update 

instructions to identify the first software product include 
instructions to cause the processor to execute update 
instructions to interpret the update information identify 
ing the available Software products. 

57. The system of claim 56, wherein: 
instructions to cause the processor to interpret the update 

information include instructions to cause the processor 
to determine whether new update instructions are 
required for processing the available software products; 
and 

if new update instructions are required, instructions to 
cause the processor to identify suitable software prod 
ucts include instructions to cause the processor to 
retrieve and execute the new update instructions in the 
client environment. 

58. The system of claim 52, further comprising: 
instructions to cause the processor to receive an input 

Selecting the first Software product including instruc 
tions to cause the processor to receive user input select 
ing the first Software product. 
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59. The system of claim 52, wherein: 
the available software products include one or more avail 

able Software updates; and 
instructions that cause the processor to execute update 

instructions in the client environment to identify the first 
Software product include instructions to cause the pro 
cessor to execute update instructions to identify one or 
more of the available software updates as suitable for 
software in the client environment. 

60. The system of claim 59, wherein: 
instructions to cause the processor to receive update infor 

mation in the client environment include instructions to 
cause the processor to receive update information indi 
cating a version number and/or dates of last modification 
of each available software update. 

61. The system of claim 59, wherein: 
instructions to cause the processor to execute update 

instructions to identify Suitable updates include instruc 
tions to cause the processor to execute update instruc 
tions to identify updates of a software product installed 
in the client environment. 

62. The system of claim 61, wherein: 
instructions to cause the processor to execute the update 

instructions to identify updates of the installed software 
product include instructions to cause the processor to 
execute update instructions to identify updates that add 
optional components to the installed Software product. 

63. The system of claim 61, wherein: 
the installed software product has a first version number; 

and 
instructions to cause the processor to execute the update 

instructions to identify updates of the installed software 
product include instructions to cause the processor to 
execute instructions to identify updates that are operable 
to update the installed software product from the first to 
a second version number. 

64. The system of claim 59, wherein: 
the update instructions are executed in the client environ 

ment by the updater application, the updater application 
being associated with one or more software products 
installed in the client environment; and 

instructions to cause the processor to execute update 
instructions to identify Suitable updates include instruc 
tions to cause the processor to execute update instruc 
tions to identify suitable updates that are unrelated to the 
Software products associated with the updater applica 
tion. 

65. The system of claim 59, wherein: 
instructions to cause the processor to execute the received 

update instructions includes identifying installers for the 
selected software updates and retrieving the identified 
installers; and further comprising instructions to: 

use the retrieved installers to install the received update 
instructions. 

66. The system of claim 65, wherein: 
instructions to cause the processor to execute the received 

update instructions to identify installers include instruc 
tions to cause the processor to execute update instruc 
tions to identify a sequence of two or more installers for 
updating a software product; and 

instructions to cause the processor to use the retrieved 
installers include instructions to cause the processor to 
execute the two or more installer applications for updat 
ing the software product in an order defined by the 
identified sequence. 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

22 
67. The system of claim 66, wherein: 
instructions to cause the processor to execute the received 

update instructions to identify installers include instruc 
tions to cause the processor to execute update instruc 
tions to identify dependencies between installer appli 
cations for updating the Software product. 

68. The system of claim 52, wherein: 
instructions to cause the processor to execute update 

instructions to identify suitable software products 
include instructions to cause the processor to execute 
update instructions to specify a user interface for updat 
ing software in the client environment. 

69. The system of claim 68, wherein the computer program 
product further includes: 

instructions to cause the processor to present a representa 
tion of at least a portion of the update information to a 
user in the specified user interface. 

70. The system of claim 52, wherein: 
instructions to cause the processor to retrieve the selected 

first software products include instructions to cause the 
processor to retrieve the selected first software products 
as digitally signed data. 

71. The system of claim 51, wherein: 
instructions to cause the processor to receive update infor 

mation include instructions to cause the processor to 
receive update instructions as digitally signed data. 

72. The system of claim 52, wherein the computer program 
further includes: 

instructions to cause the processor to cache the update 
instructions. 

73. A system comprising: 
a processor; 
memory comprising a computer program product for 

updating Software in a client environment including an 
updater application configured to update Software, the 
computer program product including instructions to 
cause the processor to: 

use the updater application to access information in and 
about the client environment, the information including 
information about the client environment hardware and 
software; 

use the updater application to access and download one or 
more platform-independent software updates from a 
stateless server, where the updates being accessed and 
downloaded are based on the information about the cli 
ent environment hardware and software, and where the 
stateless server does not receive or evaluate information 
about the client environment, does not make decisions 
regarding the update process on the client environment, 
and does not control or monitor the update process on the 
client environment; 

use the updater application to receive one or more plat 
form-independent Software updates for one or more 
Software products in the client environment; 

use the updater application to download one or more 
installer applications in the client environment; and 

use the updater application to execute the one or more 
installer applications in an order defined by a sequence 
to update the one or more software products using the 
one or more platform-independent software updates, the 
one or more software products being updated from an 
earlier version through one or more intermediate ver 
sions to a new version in the client environment. 
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