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METHOD FOR MANAGING METADATA

Technical Field
The present invention relates to a method for managing metadata

in a transmission server and a client that receives the metadata, and
more particularly, to a method for managing metadata including
authentication of a message source, and message integrity and

confidentiality until a client receives the metadata.

Background Art
In a multimedia system, such as a broadcasting system where

data is transmitted from a server to a client or a video-on-demand
service system where data is transmitted through interactions between
the server and the client, a service provider provides multimedia content
and its related metadata to a client.

The metadata transmitted to the client may be used for various
purposes. For example, the metadata can be used by the client to
select multimedia content to be reproduced, recorded, or transmitted.

In recent years, the amount and complexity of data that can be
contained in metadata used by a client of a broadcasting system have
increased. Thus, there has been an increasing demand for security of
such metadata. In particular, in a case where metadata is generated
and then transmitted to a client from a transmission server, it is very
important to authenticate a source of the metadata and verify whether or
not the integrity and confidentiality of the metadata have been affected
during the transmission process. However, a metadata management
method that enables effective metadata authentication has not yet been

proposed.

Disclosure of the Invention
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The present invention provides a method for managing metadata
to be transmitted in a metadata transmission server so that
authentication of the metadata to be transmitted can be effectively
performed.

The present invention also provides a method for managing in a
client metadata received from a transmission server so that
authentication of the received metadata can be effectively performéd.

According to an aspect of the present invention, there is provided
a method for managing metadata in a metadata transmission server.
The method involves (a) generating a plurality of fragment data by
partitioning metadata to be transmitted on the basis of a predetermined
segment unit, (b) selecting predetermined fragment data among the
plurality of fragment data, (c) generating metadata-related information
using the selected fragment data, and (d) transmitting the selected
fragment data and the metadata-related information with data format
information indicating the type of the selected fragment data.

According to another aspect of the present invention, there is
provided a method for managing metadata in a client that receives the
metadata. The method involves (a) reading predetermined fragment
data and its corresponding metadata-related information and data format
information indicating the type of the predetermined fragment data from
the received metadata, (b) generating metadata-related information
using the predetermined fragment data and its corresponding data
format information, and (c) determining whether or not the received
metadata has been authenticated by comparing the metadata-related
information generated in step (b) with the metadata-related information
read in step (a).

According to still another aspect of the present invention, there is
provided a method for managing metadata in a client that receives the
metadata. The method involves (a) receiving fragment data of the

received metadata, metadata-related information, data format
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information indicating the type of the fragment data, metadata
authentication information, and an encrypted first encryption key, (b)
generating metadata-related information using the fragment data of the
received metadata and its corresponding data format information, (c)
decrypting the encrypted first encryption key using a second encryption
key stored in the client, (d) generating metadata authentication signature
information using the generated metadata-related information and the
decrypted first encryption key, and (e) determining whether or not the
received metadata has been authenticated by comparing the generated
metadata authentication signature information with the received
metadata authentication signature information.

The present invention relates to a method for managing metadata
in a transmission server and a client device, which is capable of
identifying whether or not metadata has been damaged during being
transmitted from the transmission server to the client device and
effectively verifying which service provider or metadata content provider

has transmitted the corresponding metadata to the client device.

Brief Description of the Drawings
"~ FIG. 1 is a block diagram illustrating metadata authentication
levels;

FIG. 2 is a diagram illustrating a method of transmitting data using
different transmission units;

FIG. 3 is a diagram illustrating the format of a metadata container
used for metadata container-level authentication in a unidirectional
channel;

FIG. 4 is a diagram illustrating a SOAP message used for
metadata container-level authentication in a bi-directional channel;

FIG. 5 is a block diagram illustrating a metadata classification
method using index information of metadata;

FIG. 6 is a flowchart of a method for managing metadata in a
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metadata transmission server according to a preferred embodiment of
the present invention; |

FIG. 7 is a flowchart of a method for managing metadata in a
metadata client according to a preferred embodiment of the present
invention;

FIG. 8 is a flowchart of a method for managing metadata in a
metadata transmission server according to another preferred
embodiment of the present invention;

FIG. 9 is a flowchart of a method for managing metadata in a
metadata client according to another preferred embodiment of the
present invention;

FIG. 10 is a diagram illustrating the format of a data container in a
unidirectional channel; and

FIG. 11 is a diagram illustratihng a SOAP message in a

bi-directional channel.

Best mode for carrying out the Invention

When metadata is received, it is necessary to authenticate the
received metadata. Metadata authentication may be performed at a
transmission level or a source level.

In particular, transmission-level metadata authentication includes
authentication of a message source, and message integrity and
confidentiality. Here, the message source is not a source from which a
message, i.e., metadata content, is generated but a source from which
the message is transmitted.

For example, in a case where a metadata content provider 120
and a service provider 140, such as SK Telecom Corp., are separately
provided as shown in FIG. 1, it can be verified through transmission-level
authentication of a message source whether metadata A received by a
client 160 has been transmitted from the service provider 140.

In addition, transmission-level authentication of message integrity
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verifies whether or not the metadata A has been changed in the process
of transmitting the metadata A from the service provider 140 to the client
160. |

Transmission-level authentication of message confidentiality
verifies whether or not the metadata A has not yet been disclosed to a
third party during the ftransmission process. These three
transmission-level authentication processes are performed using an
SSL/TLS algorithm in a TCP/IP protocol, a DTCP algorithm in an IEEE
1394 protocol, and an HDCP algorithm in a DVI protocol.

Like the transmission-level authentication, source-level metadata
authentication also includes authentication of a message source, and
message integrity and confidentiality.

In particular, source-level authentication of a message source
verifies a source from which a message, i.e., metadata content, is
generated. For example, as shown in FIG. 1, source-level
authentication of a message source of the metadata A shows that the
metadata A received by the client 160 has been transmitted from the
metadata content provider 120.

Source-level authenﬁcation of message integrity verifies whether
or not the metadata A has been changed in the process of transmitting
the metadata A from the metadata content provider 120 to the client 160.

Source-level authentication of message confidentiality verifies
whether or not the metadata A has not yet been disclosed to a third party
during the transmission of the metadata A between the metadata content
provider 120 and the client 160.

When such source-level metadata authentication is performed,
transmission-level metadata authentication may not need to be
performed.

FIGS. 2(a) through 2(c) show a method of transmitting data in
different transmission units in a physical layer.

More specifically, FIG. 2(a) illustrates transmission packets that
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are subject to transmission-level metadata  authentication.
Transmission-level metadata authentication is performed on each
transmission packet shown in FIG. 2(a). Each transmission packet has
a binary XML format.

FIG. 2(c) illustrates metadata subject to source-level metadata
authentication. The metadata shown in FIG. 2(c) has a text XML
format.

FIG. 2(b) illustrates metadata containers subject to metadata
container-level authentication. Each predetermined semantic unit of
metadata is contained in a metadata container. Examples of such
metadata container are shown in FIGS. 3 and 4.

FIG. 3 is a diagram illustrating the format of a metadata container
subject to metadata container-level authentication in a unidirectional
channel. As shown in FIG. 3, a metadata container includes a header,
fragment data, and metadata authentication information, and the header
contains control information used for metadata container-level
authentication.

The control information includes first control information F_1,
second control information F_2, third control information F_3, fourth
control information F_4, and fifth control information F_5. The control
information ranging from the first control information F_1 through the fifth
control information is comprised of a signal or a flag.

The first control information F_1 is an authentication flag
indicating whether or not metadata container-level authentication has
been performed on the fragment data. Here, the metadata
container-level authentication may be performed using a media
authentication code (MAC) or digital signature algorithm (DSA).

The second control information F_2 is information on a specific
algorithm used for generating metadata container-level authentication
information. The second control information F_2 may be represented

by a set of binary codes. The relationship between the specific



WO 2004/036449 PCT/KR2003/000713

10

15

20

25

30

algorithm and the binary codes is defined in advance and is rendered to
a server providing services and a client receiving metadata containers.

The third control information F_3 is data format information
showing in detail the way to apply the specific algorithm to the fragment
data. The fragment may have a binary XML format or a text XML
format, and thus the method of applying the specific algorithm to the
fragment data varies depending on the format of the fragment data.

Metadata authentication information in the present invention is
comprised of values obtained by substituting metadata into a hash
function, i.e., hash values. Therefore, authentication information of
fragment data having a text XML format has nothing to do with
authentication information of fragment data having a binary XML format,
and this is the reason why the third control information F_3 is necessary.

In other words, there is a need to identify the format of metadata used
to obtain hash values in order to determine whether or not an
authentication signature is valid based upon metadata included in a
metadata container received by a client and the hash values.

The fourth control information F_4 is encryption key information
concerning metadata authentication. The encryption key information is
inserted into the metadata container together with metadata and then
directly transmitted from a server to a client. Alternatively, the
encryption key information may be transmitted from the server to the
client via an additional security channel.

The fifth control information F_5 is an authentication level flag
indicating a level of metadata authentication that has been performed.
For example, when the fifth control information F_5 is set to ‘0’, it
indicates that transmission-level metadata authentication has been
performed. When the fifth control information F_5 is set to ‘1", it
indicates that source-level metadata authentication has been performed.

With the help of the authentication level flag indicating whether or not

transmission-level or source-level metadata authentication has been
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performed, it is possible to determine, using an application program of a
client, how much reliable the metadata transmitted from a server is.
Based on the reliability of the received metadata, it can be further
determined whether to use the received metadata or not based on the
reliability of the received metadata.

The metadata container includes a fragment data storage region
where at least one fragment data is contained. A predetermined
semantic unit of metadata, for example, fragment data, such as
information on a program, is inserted into the metadata container in the
present embodiment. However, the metadata container of the present
invention may also be used to selectively carry arbitrary units of
metadata. In addition, a group of related metadata is transmitted from a
service provider to a client, while being carried by a series of metadata
containers. Furthermore, one metadata container includes one or more
metadata fragments. For example, one of the metadata fragment data
may be a sub-tree of an XML tree structure representing the entire
metadata.

The metadata container-level authentication information includes
metadata digest information and metadata authentication signature
information.

The metadata digest information represents a value obtained by
substituting one of the fragment data stored in the fragment data storage
region into a unidirectional function, such as a hash function specified in
the second control information F_2. Each metadata digest information
is related to its corresponding fragment data using a predetermined
pointer. For example, first metadata digest information is related to the
first fragment data using the predetermined pointer. In the present
embodiment, a hash function has been used to generate the metadata
digest information. Sometimes, however, other functions having the
same characteristics as a unidirectional function, such as a hash function,

can also be used to obtain the metadata digest information.
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The metadata authentication signature information is a value
obtained by substituting the metadata digest information and an
encryption key K into a unidirectional function, for example, the hash

function specified in the second control information F_2. Each

metadata authentication signature information, like each metadata digest
information, is related to its corresponding fragment data using a
predetermined pointer. For example, first metadata authentication
signature information is related to the first fragment data using the
predetermined pointer. In the present embodiment, a hash function has
been used to generate the metadata authentication signature inforrmation.

Sometimes, however, other functions having the same characteristics
as a unidirectional function, such as a hash function, can also be used to
obtain the metadata digest information.

FIG. 4 is a diagram illustrating the format of an SOAP envelope
used for metadata container-level authentication in a bi-directional
channel. As shown in FIG. 4, authentication-related information is
included in an SOAP header, and metadata fragment data is included in
the body of the SOAP envelope.

Among pieces of the authentication-related information contained
in the SOAP header, ‘Algorithm D’ information,
‘SignatureValueBaseType’ information, and ‘Keylnfo’ information
correspond to the second control information F_2, the third control
information F_3, and the fourth control information F_4, respectively, of
FIG. 3. ‘Digest’ information and ‘SignatureValue' information
correspond to the metadata digest information and the metadata
authentication signature information, respectively, described above with
reference to FIG. 3. ‘AuthenticationLevel’ information specifies a level
of metadata authentication and corresponds to an authentication level
flag, i.e., the fifth control information F_5 of FIG. 3.

As shown in FIGS. 3 and 4, it is possible to effectively perform

encryption management and metadata management by inserting
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fragment data obtained by partitioning the metadata on the basis of a
predetermined semantic unit into a metadata container.

For example, by allotting indexing information to each fragment
data and using an index list stored in an index list storing unit, it is
possible to store only predetermined metadata selected from among all
metadata input into a cache 520 in a data storage 540 of FIG. 5. In
addition, since metadata is partitioned into predetermined semantic units,
such as program information, segment information, and so on, as shown
in FIG. 4, it is possible to selectively encrypt the metadata fragment data
on a predetermined semantic unit-by-predetermined semantic unit basis.

FIG. 6 is a flowchart of a metadata container-level authentication
method using the metadata container shown in FIGS. 3 and 4. More
specifically, FIG. 6 is a flowchart of the operation of the metadata content
provider 120 or the service provider 140 of FIG. 1.

Referring to FIG. 6, in step 610, a plurality of fragment data are
generated by dividing metadata on the basis of a predetermined
semantic unit. Each fragment data generated in the present
embodiment is a predetermined semantic unit of metadata that has a
predetermined meaning, like program information.

In step 620, predetermined fragment data is selected from among
the plurality of fragment data generated in step 610.

In step 630, metadata digest information  is generated by
substituting the selected fragment data into a hash function, for example,
a secured hash algorithm, such as SHA-1. In the present embodiment,
a hash function is used to generate message digest information.
Sometimes, however, other functions having the same characteristics as
a unidirectional function, such as a hash function, can also be used.

In step 640, a metadata container, including the selected fragment
data, the generated metadata digest information, and data format
information indicating whether the format of the selected fragment data is
binary XML or text XML, is generated and then transmitted to a client.

10
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Here, it is necessary to specify the format of the selected fragment
data using the data format information because two different types of
fragment data can bring about two different types of metadata digest
information in step 620 even though the two fragment data are basically
the same.

Examples of the metadata container generated in step 640 are
shown in FIGS. 3 and 4. In step 640, a predetermined authentication
flag is set so as to indicate that metadata container-level authentication
has been performed on fragment data of metadata carried by the
metadata container.

Algorithm information that has been used to generate the
metadata digest information may be inserted into the metadata container.

For example, in a case where the metadata digest information is
generated in step 630 using a hash function, algorithm information
indicating that the hash function has been used as an authentication
information generation algorithm is inserted into the metadata container.
However, in a case where the algorithm information is already well
known to both a server and a client, there is no need to insert such
algorithm information into the metadata container.

Furthermore, it is also possible to insert a flag specifying a
metadaté authentication level into the metadata container together with
the data formation information of the selected fragment data. The flag
specifies whether metadata authentication using the metadata container
has been performed at a transmission level or at a source level.

In a case where a plurality of fragment data are inserted into the
metadata container, metadata digest information corresponding to each
of the plurality of fragment data is contained in the metadata container,
and so is pointer information indicating a relationship between each of
the plurality of fragment data and its corresponding metadata digest
information.

In addition, in a case where a plurality of fragment data are

11
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inserted into the metadata container, indexing information for each of the
plurality of fragment data is also contained in the metadata container.

FIG. 7 is a flowchart of a metadata container-level authentication
method using the metadata container shown in FIGS. 3 and 4. More
specifically, FIG. 7 is the flowchart of the operation of the client 160 of
FIG. 1. Referring to FIG. 7, in step 710, a metadata container is
received from the metadata content provider 120 or the service provider
140.

In step 720, first control information F_1, i.e., an authentication
flag, of a header of the received metadata container is read.

In step 730, if the result of reading the authentication flag shows
that metadata container-level authentication has been performed on
fragment data contained in the metadata container, the method moves
on to step 740. Otherwise, the method moves on to step 742.

In step 740, an algorithm used for generating metadata digest
information included in the metadata container is read by identifying
second control information F_2, i.e., an algorithm used for generating
authentication information. In the present embodiment, the algorithm
used for generating authentication information is a hash function. In a
case where the algorithm used for generating authentication information
is determined in advance and known to both the metadata content
provider 120 (or the service provider 140) and the client 160, the process
of reading the algorithm used for generating authentication information
can be omitted.

In step 740, the format of fragment data, used in computing
metadata digest information included in the metadata container, is
identified by recognizing third control information F_3, i.e., metadata
format information.

In step 742, such metadata container-level authentication is
completed.

~In step 750, predetermined fragment data of metadata and its

12
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corresponding metadata digest information are read.

| In step 760, metadata digest information is generated based on
the fragment data and the data format information read in step 740 by
using the algorithm used for generating metadata digest information, for
example, a hash function.

In step 770, it is determined whether or not the metadata
container-level authentication has been performed on metadata
transmitted from the metadata content provider 120 or the service
provider 140 by comparing the metadata digest information generated in
step 760 with the metadata digest information of the predetermined
fragment data read in step 750.

A metadata authentication level flag may be further included in the
metadata container transmitted from the metadata content provider 120
or the service provider 140. In this case, it is possible to figure out
whether the metadata container-level authentication is a
transmission-level metadata authentication or a source-level metadata
authentication by reading the metadata authentication level flag using an
application program of the client 160. In addition, it is also possible to
determine whether to use the metadata transmitted from the metadata
content provider 120 or the service provider 140 or not based upon the
reliability of the metadata.

FIG. 8 is a flowchart of a metadata container-level authentication
method using the metadata container shown in FIGS. 3 and 4. More
specifically, FIG. 8 is the flowchart of the operation of the metadata
content provider 120 or the service provider 140 shown in FIG. 1.

Referring to FIG. 8, in step 810, a plurality of fragment data are
generated by partitioning metadata on the basis of a predetermined
semantic unit. Each fragment data generated in the present
embodiment is a predetermined semantic unit, such as program
information.

In step 820, predetermined fragment data among the plurality of

13
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fragment data is selected.

In step 830, metadata digest information is generated by
substituting the selected fragment data into a hash function. In the
present embodiment, a hash function is used to generate the metadata
digest information. = However, other functions having the same
characteristics as a unidirectional function, such as a hash function, can
also be used.

In step 840, a metadata authentication signature is generated by
substituting the metadata digest information generated in step 830 and
an encryption key K into the hash function. The encryption key K is
specific to the service provider 140. In the present embodiment, a hash
function is used to generate the metadata digest information. However,
other functions having the same characteristics as a unidirectional
function, such as a hash function, can also be used. The encryption
key K used to generate the metadata authentication signature is
encrypted using another encryption key L. Hereinafter, an encrypted
encryption key value obtained using the encryption key L will be
represented by E(K). The encrypted encryption key value E(K) is
transmitted to the client 160, being carried by a metadata container.
Alternatively, the encrypted encryption key value E(K) is transmitted to
the client 160 via a security channel. The encryption key L is
transmitted to the client 160 via another security channel.

In step 850, a metadata container including the metadata digest
information, the metadata authentication signature, and data format
information of the selected fragment data is generated and then
transmitted to the client 160.

Examples of the metadata container generated in step 850 are
shown in FIGS.-3 and 4. In step 850, metadata container-level
authentication flag is allotted to the generated metadata container so as
to indicate that metadata container-level authentication has been

performed on fragment data of metadata carried by the metadata

14
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container.

Information on an algorithm used for generating the metadata
digest information may be inserted into the metadata container.

In addition, the data format information of the selected fragment
data indicates whether the format of the selected fragment data used for
generating the metadata digest information and the authentication
information is binary XML or text XML.

In a case where a plurality of fragment data are inserted into the
metadata container, metadata digest information and metadata
authentication signature information for each of the plurality of fragment
data are also included in the metadata container. In addition, pointer
information indicating a relationship between each of the plurality of
fragment data and its corresponding metadata digest information and
metadata authentication signature information is further included in the
metadata container.

FIG. 9 is a flowchart of a metadata container-level authentication
method using the metadata container shown in FIGS. 3 and 4. More
specifically, FIG. 9 is a flowchart of the operation of the client 160 of FIG.
1.

Referring to FIG. 9, in step 910, a metadata container is received
from the metadata content provider 120 or the service provider 140.

In step 920, first control information included in a header of the
metadata container, i.e., an authentication flag, is read.

In step 930, if the result of reading the authentication flag shows
that metadata container-level authentication has been performed on
fragment data contained in the metadata container, the method moves
on to step 940. Otherwise, the method moves on to step 942.

In step 940, an algorithm used for generating metadata digest
information included in the metadata container is read by recognizing
second control information F_2, i.e., an algorithm used for generating

authentication information. In the present embodiment, the algorithm
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used for generating authentication information is a hash function. In a
case where the algorithm used for generating authentication information
is determined in advance and known to both the metadata content
provider 120 (or the service provider 140) and the client 160, the process
of reading the algorithm used for generating authentication information
can be omitted.

In step 940, the format of fragment data, used in computing
metadata digest information included in the metadata container, is
identified by recognizing third control information F_3, i.e., metadata
format information.

In step 942, metadata container-level authentication is completed.

In step 950, predetermined fragment data of metadata contained
in the metadata container, and its corresponding metadata digest
information, metadata authentication signature information, anddata
format information are read.

In step 960, metadata digest information is generated based upon
the predetermined fragment data and its corresponding data format
information read in step 950 by using the algorithm read in step 940, for
example, a hash function.

In step 970, an encryption key K that has been encrypted is
decrypted using another encryption key L stored in the client 160. The
encryption key L has been transmitted from the metadata content
provider 120 or the service provider 140 to the client 160.

In step 980, a metadata authentication signature S is generated
using the metadata digest information generated in step 960 and the
decrypted key K.

In step 990, it is determined whether or not a metadata
authentication signature received by the client 160 is verified by
comparing the metadata authentication signature S generated in step
080 with the metadata authentication signature information read in step
950.

16
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The metadata container may further include an authentication
level flag indicating the level of metadata authentication performed on
the metadata container, in which case the metadata authentication level
is read using an application of the client 160 and depending on the
metadata authentication level, it is determined whether to use metadata
contained in the metadata container or not.

In addition, various methods for testing message integrity are
available. One of those various methods is cryptography using a public
key. According to this method, a service provider possesses a pair of
keys (K_s, K_p) and signs a message using the key K_s. Here, K_s
indicates a secret key, and K_p indicates a public key. A client can
obtain the public key K_p through reliable sources. Therefore, in a case
where the client receives a metadata container with the service
provider's signature, the client figures out who the service provider that
has transmitted the metadata container is and obtains the public key K_p
corresponding to the identified service provider. The client verifies
whether or not the received signature is valid using the public key K_p.

Hereinafter, requisites for metadata authentication and a
metadata authentication method for preserving the security of metadata
will be described in greater detail in the following paragraphs.

In order to maintain the security of metadata, it is necessary to
authorize metadata access and use, preserve metadata integrity and
confidentiality, and effectively protect the binary format or text format of
subgroups of the metadata.

Authorization of access to the entire metadata or part of it must be
performed according to predetermined authorization rules. This
metadata access authorization process is performed on each application
or each metadata.

Various operations including ‘view’, ‘modify’, and ‘copy’ are carried
out based on accessing of the entire metadata or part of it. ‘View' is
one of the simplest examples of metadata use and is simply performed
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by accessing the metadata. On the other hand, in the case of modifying
or copying all or part of the metadata, a metadata file management
system is required. In addition, in the case of copying the metadata
using a remote application, for example, in the case of transmitting the
metadata from a client to a service provider, a request for the metadata
and transmission of the requested metadata and its source
authentication information are required.

In addition, it is necessary to preserve metadata confidentiality in
order to preserve the security of metadata. In some cases, metadata
may include highly confidential or private data. For this or other reasons,
metadata needs to be encrypted before being transmitted or stored so
that it can be prevented from being undesirably exposed to the public.
In other words, even during transmitting metadata, the confidentiality of
the metadata can be preserved by performing transmission-level
encryption on the metadata, i.e., encrypting a transmission unit or
container of the metadata. In addition to the transmission-level
encryption of the metadata, source-level encryption of the metadata can
solve all possible problems concerning the confidentiality of metadata at
a transmission level or a storage level.

Hereinafter, the security of metadata in a unidirectional channel
environment concerning a conditional access system and a bi-directional
channel (TLS) environment will be described in greater detail.

Here, the unidirectional channel environment concerning a
conditional access system includes terrestrial broadcasting, such as
ATSC or DVB, satellite broadcasting, such as Direct TV, cable TV, and
IP-multicasting. In the unidirectional channel environment concerning a
conditional access system, a unidirectional channel is used except for a
case where data exchanges, such as transactions, are carried out using
a return channel. Functions provided in the unidirectional channel
environment concerning a conditional access system are as follows.

A receiver and a transmitter with hardware devices automatically
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authorize each other. In addition, the receiver and the transmitter are
enabled to share a common secret via a predetermined channel. Here,
the common secret represents a code shared by the receiver and the .
transmitter. Packet payload is encrypted and transmitted. Later, the
encrypted packet payload is decrypted using the common secret or using
a key decrypted with the use of the common secret.

In the bi-directional channel environment, a handshake protocol is
used and a server and a client authorize each other by exchanging and
authenticating certificates issued by a third certificate’ authorization
organization. A common secret is shared by the client and the server,
and a session key is generated later. Packet payload is encrypted
using the session key and then transmitted. The encrypted packet
payload is decrypted using the session key. Source authentication may
be performed using an aigorithm, such as DSA or MAC.

In addition, in the bi-directional channel environment,
authorization of the client and the server is performed through the
authentication and exchange of certificates issued a third certificate
authorization organization. The confidentiality of data transmitted
between the client and the server to the other is preserved through
encryption of packet payload and message authentication.

In order to keep metadata secured during the transmission of the
metadata, the common secret needs to be shared by the receiver and
the transmitter in a safe manner so that the receiver and the transmitter
can authorize each other and data transmitted there between and data
can be encrypted and then transmitted.

Hereinafter, a method for protecting metadata at a transmission
level or at a source level will be described in greater detail.

As for the protection of metadata during the transmission of the
metadata, authorization of a receiver and a transmitter is carried out at a
transmission level, and authorization of the metadata and preservation of

the confidentiality of the metadata are carried at a broadcasting system
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level.

For example, in a unidirectional channel, each SOAP message
consisting of a head and a body can be used as a unit of protection, as
shown in FIG. 10. On the other hand, in a bi-directional channel, data
signature information is transmitted using a SOAP message, in which
case the data information is included in the body of the SOAP message,
as shown in FIG. 11. Data contained in the body of the SOAP message
can be encrypted.

Hereinafter, a method for preserving metadata integrity and
confidentiality and controlling metadata access and use in a
broadcasting system, which is classified as metadata protection at a
source level, will be described. ’

The preservation of metadata integrity and confidentiality in a
broadcasting system is enabled by allotting an authentication signature
to metadata and encrypting the metadata. Given that the entire
metadata is not always subjected to such an encryption process because
of no need to preserve the integrity of the entire metadata, it is necessary
to represent specific portions of the metadata that have been encrypted
or authenticated with a predetermined pointer, and this process can be
performed at a source level where the predetermined pointer can be
maintained by using a right management protection (RMP) system. By
using a source level signature, a metadata source can be practically
authenticated. Of course, the metadata must include such information
as a source authentication signature.

In order to control metadata access and usage, a standard
description of metadata access and usage rights and implementation
thereof are required. A standard description may have an XML schema
format or may assume the form of an element of a set of data having a
predetermined meaning. Such a standard description may be
generated using a conventional markup language, such as XrML,
XACML, or SAML. A license description and a usage rule can be
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isolated from metadata. In a case where there are many metadata
fragments, usage information of which is worth describing, access/usage
control can be performed in such a simple way as follows. Once access
to an application is authorized, the application is believed to operate
following predetermined usage rules set as default values.

In this case, an application program interface (API) of an RMP
system is used to access or use metadata. The APl is needed when
access/usage control information is managed by a TVA RMP system.
For example, the API issues and authorizes a request for accessing
metadata. In addition, the API modifies, copies, and exports metadata.

As described above, there are several types of authentication that
can be performed at a predetermined structure level, and they are
transmission-level authentication, metadata container-level
authentication or SOAP message-level authentication, and source-level
authentication.

In the case of source-level authentication, authentication
information on specific portions of metadata that have been
authenticated is provided using a pointer. In the case of a SOAP
message-level authentication, authentication information is included in a
header of a SOAP message together with a pointer for part of metadata
contained in the body of the SOAP message or a pointer for the entire
metadata.

In a case where only metadata integrity is requested to be
preserved during transmission of metadata, only transmission-level
authentication is required. On the other hand, in a case where there is
a need to secure transmission independence, metadata container-level
authentication or SOAP message-level authentication can satisfy the
need. The size of metadata contained in a metadata container or a
body of an SOAP message is much larger than the size of a
transmission packet. Therefore, transmission-level authentication helps

reduce a system's load, in which case a security channel is not
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necessary.

Authentication of a metadata source requires metadata
container-level authentication and SOAP message-level authentication.
The syntax of a metadata container enabling source authentication is
shown in FIG. 11.

In order to perform source authentication on metadata at each
node between a source and a final destination, source authentication
information needs to be provided to each node between the source and
the final destination.

More specifically, metadata is authenticated at a predetermined
node between a source and a final destination using authentication
information transmitted from a previous node, new authentication
information is generated, and the metadata and the new authentication
information are passed on to a next node. Alternatively, metadata is
authenticated at a predetermined node using authentication information
transmitted from a previous node, and the metadata and the
authentication information are directly passed on to a next node so that
the metadata can be authenticated again at the next node using the
authentication information.

Accordingly, in the case of transmitting metadata from a source to
a final destination while source-level-authenticating the metadata at each
node between the source and the final destination, a flag or a signal,
indicating whether new authentication information is generated or not
after the metadata is authenticated at a predetermined node using
authentication information transmitted from a previous node, can be
inserted into the authentication information. The flag or signal indicating
the presence of source authentication information helps a receiver
determine whether to accept the corresponding metadata or not.

While the present invention has been particularly shown and
described with reference to exemplary embodiments thereof, it will be

understood by those of ordinary skill in the art that various changes in
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form and details may be made therein without departing from the spirit
and scope of the present invention as defined by the following claims.
The above-described embodiments of the present invention can
be realized as computer-readable codes written on a computer-readable
recording medium. The computer-readable recording medium includes
all kinds of storages where computer-readable data can be stored, such
as a ROM, a RAM, a CD-ROM, a magnetic tape, a hard disk, a floppy
disk, a flash memory, an optical data storage, and a carrier wave, such
as data transmission through the Internet. The computer-readable
recording medium can be distributed over computer systems connected
via a network so that the computer-readable codes written on the
computer-readable recording medium can be executed in an

independent manner.

Industrial Applicability

As described above, the method for managing metadata
according to the present invention makes it possible to authenticate
metadata at a metadata container level. Therefore, it is possible to
carry out transmission-level authentication in any channel environment.
In addition, the present invention makes it possible to selectively carry
out either transmission-level authentication or source-level authentication
or both by inserting data format information indicating the format of
metadata into a metadata container. Considering that the size of a
metadata container-level packet is larger than the size of a
transmission-level packet, the present invention reduces the number of

packets to be transmitted, thus simplifying a system.
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What is claimed is:

1. A method for managing metadata in a metadata
transmission server, comprising:

(a) generating a plurality of fragment data by partitioning metadata
to be transmitted on the basis of a predetermined segment unit;

(b) selecting predetermined fragment data among the plurality of
fragment data;

(c) generating metadata-related information using the selected
fragment data; and

(d) transmitting the selected fragment data and the
metadata-related information with data format information indicating the

type of the selected fragment data.

2. The method of claim 1, wherein the selected fragment data,
the metadata-related information, and the data formation information of

the selected fragment data are transmitted in a metadata container.

3. The method of claim 1, wherein the data format information
indicates whether the selected fragment data has a binary XML format or
a text XML format.

4. The method of claim 1, wherein the plurality of fragment

data are predetermined semantic units of the metadata.

5. The method of claim 2, wherein an authentication level flag
specifying a metadata authentication level is further contained in the

metadata container.

6. The method of claim 1, wherein the metadata-related
information is metadata digest information obtained by substituting the

selected fragment data into a unidirectional function.
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7. The method of claim 6, wherein the unidirectional function

is a hash function.

8. The method of claim 1 further comprising generating
metadata authentication  signature  information using the
metadata-related information and a first encryption key and inserting the
metadata authentication signature information in the metadata container

containing the selected fragment data.

9. The method of claim 8, wherein the metadata
authentication signature information is obtained by substituting the
metadata-related information and the first encryption key into a

unidirectional function.

10. The method of claim 9 further comprising encrypting the
first encryption key using a second encryption key and inserting the
encrypted first encryption key into the metadata container containing the

selected fragment data.

11.  The method of claim 2, wherein the plurality of fragment
data and their respectively metadata-related information are inserted into
the metadata container, and each of the plurality of fragment data and its
corresponding metadata-related information are connected to each other

by pointer information.

12. The method of claim 8, wherein the plurality of fragment
data and their respective metadata-related information and metadata
authentication signature information are inserted into the metadata
container, and each of the plurality of. fragment data and its

corresponding metadata-related information and metadata authentication
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signature information are connected to one another by pointer

information.

13. A method for managing metadata in a client that receives
the metadata, comprising:

(a) reading predetermined fragment data and' its correspoinding
metadata-related information and data format information indicating the
type of the predetermined fragment data from the received metadata;

(b) generating metadata-related information using the
predetermined fragment data and its corresponding data format
information; and |

(c) determining whether or not the received metadata has been
authenticated by comparing the metadata-related information generated

in steb (b) with the metadata-related information read in step (a).

14. The method of claim 13, wherein the predetermined
fragment data and its corresponding metadata-related information and

data format information are received in a metadata container.

15. The method of claim 13, wherein the data format
information indicates whether or not the predetermined fragment data
has a binary XML format or a text XML format.

16. The method of claim 13, wherein the fragment data is a

predetermined semantic unit of the received metadata.

17. The method of claim 14, wherein an authentication level

flag is further included in the metadata container.

18. The method of claim 13, wherein the metadata-related

information is metadata digest information obtained by substituting the
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predetermined fragment data into a unidirectional function.

19.  The method of claim 18, wherein the unidirectional function

is a hash function.

20. The method of claim 14, wherein a plurality of fragment
data and their respective metadata-related information are included in
the metadata container, and each of the plurality of fragment data and its
corresponding metadata-related information is connected to each other

by pointer information.

21. A method for managing metadata in a client that receives
the metadata, comprising:

(a) receiving fragment data of the received metadata,
metadata-related information, data format information indicating the type
of the fragment data, metadata authentication information, and an
encrypted first encryption key;

(b) generating metada'ta-related information using the fragment
data of the received metadata and its corresponding data format
information;

(c) decrypting the encrypted first encryption key using a second
encryption key stored in the client;

(d) generating metadata authentication signature information
using the generated metadata-related information and the decrypted first
encryption key; and

(e) determining whether or not the received metadata has been
authenticated by comparing the generated metadata authentication
signature information with the received metadata authentication

signature information.

22. The method of claim 21, wherein the metadata-related
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information is metadata digest information obtained by substituting the

fragment data into a unidirectional function.

23. The method of claim 22, wherein the unidirectional function

is a hash function.

24. The method of claim 21, wherein the generated metadata
authentication signature information is obtained by substituting the
generated metadata-related information and the decrypted first

encryption key into a unidirectional function.

25. The method of claim 24, wherein the unidirectional function

is a hash function.

26. The method of claim 21, wherein the fragment data, its
corresponding metadata-related information, data format information,
and metadata authentication signature information, and the encrypted
first encryption key are received, being contained in a metadata

container.

27. The method of claim 21, wherein the data format
information indicates whether the fragment data used to generate the
metadata-related information has a binary XML format or a text XML

format.

28. The method of claim 21, Wherein the fragment data is a

predetermined semantic unit of the received metadata.

29. The method of claim 26, wherein an authentication level

flag is further included in the metadata container.
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30. The method of claim 26, wherein a plurality of fragment
data and their respective metadata-related information and metadata
authentication signature information are inserted into the metadata
container, and each of the plurality of fragment data and its

5 corresponding metadata-related information and metadata authentication

signature information are connected to one another by pointer

information.
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FIG. 4

<SOAP:Envelope ...>
<SOAP:Header>
<Signature fragreflD = 1>
<Algorithm ID=1>
<Digest> ... <\Digest>
<SignatureValue> ... </SignatureValue>
<Keylnfo> ... </KeyInfo>
<SignatureValueBaseType>Text< /SignatureValueBaseType>
<AuthenticatioinLevel>Transport< /AuthenticationLevel>
</Signature>
< /SOAP:Header>
<SOAP:Body>
<TVAmetadataFragment id=1>
<Programinformation>...</Programinformation>
</TVAmetadataFragment>
<TVAmetadataFragment id=2>
<Segmentinformation>...</Segmentinformation>
</TVAmetadataFragment>
</SOAP:Body>
</SOAP:Envelope>
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<?xml version="1.0" encoding="utf-8"?>
<SDAP:Envelope xmins:S0AP="http://schemas.xmlsoap.org/soap/envelope/”
xmins:xsd="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema—instance”>
<SOAP:Header>

<wssec:credentiols xminsiee. "o / /schemas.xmisoap.org/ws/2001/10/security™
<ds:KeyInfo xmins:ds="http://www.w3.0rg/2000/09 /xmidsigf" Id="SigningCertificate”>
<ds:X5090ata>
<ds:X509Certificate>MIH1zCCBr+gAwlBA...</ds:X509Certificate>
</ds:X509Data>
</ds:Keyinfo>
< /wssec:credentials>

<wssec:integrity xmins:wssec="http://schemas.xmisoap.org/ws/2001/10/security">
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig">
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/xml-exc-c14nf"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigfrsa~shal1"/>
<ds:Reference URI=""/>
<ds:Transforms>
<ds:Transform Algorithm="http://schemas.xmisoap.org/2001/10/security
#RoutingSignatureTransform™/>
<ds:Transform Algorithm="http://www.w3.0rg/TR/2001/REC~xmi-¢14n-20010315"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigfshal”/>
<ds:DigestValue>j6iwx3rvEPOOvKiMup4NbeVuBnk=</DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>aiYECAXNgK2PivQoRweWojXupSzdo...< /ds:SignatureVolue>
_<ds:Keylnfo>
<wssec:licenselocation>
F#SigningCertificate
< /wssec:licenseLocation>
</ds:Keylnfo>
< /ds:Signature>

< /wssec:integrity>
</SOAP:Header>

<SOAP:Body>
<TVAmetodataFragment>
<Programinformation>.....< /Programinformation>
<enc:EncryptedData>
<enc:EncryptionMethod Algorithm="xxx_algorithm™/>
<ds:Keylnfo>.....< /ds:Keylnfo>
<enc:CipherData>
<enc:CipherValue>9osyBTw2 +HcSHftHg...< /enc:CipherValue>
</enc:CipherDato>
</enc:EncryptedData>

<enc:EncryptedKey>
<enc:EncryptionMethod Algorithm="yyy_algorithm"/>
<ds:Keylnfo>
<ds:KeyName>Public/Private Key for TVA metadato</ds:KeyNome>
</ds:Keylnfo>
<enc:CipherData>
<enc:CipherValue>CCBPowCwYOVROPBA...</enc:CipherValue>
</enc:CipherData>
</enc:EncryptedKey>
</TVAmetadataFragment>
</SOAP:Body>
</SOAP:Envelope>
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