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Description

[0001] This application is related to application serial
no.11/172,182, entitled "Control Panel Label For A Post-
age Printing Device" and filed June 30, 2005.

[0002] The present invention relates to a system and
method for providing a simultaneous voice and data sys-
tem for secure catalog orders and more particularly in
certain embodiments to a system and method for provid-
ing a distributed voice user interface for a remote device
having a limited visual user interface simultaneously with
a data stream for facilitating secure automated catalog
orders for simultaneous electronic fulfillment applied to
that device.

[0003] Mailing machines including postage metering
systems are known in the art including the DM SERIES
of mailing machines available from Pitney Bowes Inc. of
Stamford, CT. U.S.A. Additionally, Internet based post-
age delivery systems and data center services are also
available from Pitney Bowes Inc. A postage metering sys-
tem applies evidence of postage, commonly referred to
as postal indicia, to an envelope or other mailpiece (di-
rectly or on a label to be applied thereto) and accounts
forthe value of the postage dispensed. A mailing machine
including a closed system postage meter typically in-
cludes a dedicated printer securely coupled to a Postal
Security Device PSD postage vault. The PSD postage
vault is typically a physically secure device.

[0004] A method and system for dispensing virtual
stamps is described in U.S. Patent Number 7,152,049
entitted Method and System for dispensing Virtual
Stamps by Ryan that was issued on December 19, 2006.
A Virtual Stamp Dispensing Metering VSDM system is
described wherein indicia of varying values are calculat-
ed at a remote data center and downloaded to a mailing
machine. The VSDM system stores the indicia and dis-
penses the indicia as needed. The user orders pre-com-
puted postage tokens or Units of Information of Value
UIVs that are downloaded to the VSDM. The VSDM sys-
tem includes a secure storage unit for storing state data
such as a state indicator thatis used to prevent fraudulent
reuse of the virtual stamps. A status field for each indici-
um record, i.e., Issued or Unused, is maintained to indi-
cate whether an indicium has been issued (printed) or
not. Traditional mailing machines and postage meters
include a robust user interface with a comprehensive
LCD or LED information display and keypad that may be
relatively complex and costly. Since a VSDM may be a
low-cost device, it may not be desirable to utilize a virtual
stamp postage printing device with an embedded com-
plex user interface.

[0005] Accordingly, there is a need for systems and
methods for providing a remote device such as a postage
printing device with an economical user interface. Addi-
tionally, there may be a need for a user interface that
accommodates a regional collocated processor wherein
the collocated processor with a robust user interface to
control the device for modes such as setup and a remote
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mode for using a voice interface for ordering additional
postage records.

[0006] Furthermore, there is a need for a system and
method for providing a simultaneous voice and data sys-
tem for secure catalog orders and more particularly in
certain embodiments to a system and method for provid-
ing a distributed voice user interface for a remote device
having a limited visual user interface simultaneously with
a data stream for facilitating secure automated catalog
orders for simultaneous electronic fulfillment applied to
that device. Additionally, there may be a need for an in-
termediary secure interface system for providing a con-
nection for simultaneous voice and data system for se-
cure catalog orders. Furthermore, there may be a need
for a system for simultaneous voice and data system for
secure catalog orders using the business device as an
authentication token.

[0007] The present application describes illustrative
embodiments of an invention relating to a system for pro-
viding a simultaneous voice and data user interface for
secure catalog orders and in more detailed embodiments
to provide a system and method for providing a distrib-
uted voice user interface for a remote device having a
limited visual user interface simultaneously with a data
stream for facilitating secure automated catalog orders
for simultaneous electronic fulfillment applied to that de-
vice.

[0008] In additional illustrative embodiments, an inter-
mediary secure interface system is described for provid-
ing a connection for simultaneous voice and data system
for secure catalog orders for use with a remote device.
In further embodiments, the system uses the intermedi-
ary device or the remote device as an authentication to-
ken.

[0009] Infurtheradditional embodiments, systems and
methods for providing a remote device distributed user
interface is provided having a user interface that accom-
modates a regional collocated processor wherein the col-
located processor includes arobust user interface to con-
trol the device for complex modes of operation such as
setup and a remote mode for using a voice interface for
less complex interaction modes including ordering addi-
tional postage records.

[0010] The accompanying drawings illustrate present-
ly preferred embodiments of the invention, and together
with the general description given above and the detailed
description given below, serve to explain the principles
of the invention. As shown throughout the drawings, like
reference numerals designate like or corresponding
parts.

[0011] FIG. 1 is a perspective view of a virtual stamp
printer according to an illustrative embodiment of a post-
age evidencing system according to an illustrative em-
bodiment of the present application.

[0012] FIG.2isaschematic of a virtual stamp dispens-
ing metering system including a virtual stamp printer sys-
tem, a regional collocated processor and a central data
server according to an illustrative embodiment of a post-
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age evidencing and replenishment system according to
the present application.

[0013] FIG. 3isaschematic of a virtual stamp dispens-
ing metering system including a virtual stamp printer sys-
tem, an intermediary device, a voice terminal and a cen-
tral data server according to another illustrative embod-
iment of a postage evidencing and replenishment system
according to the present application.

[0014] FIG. 4isaschematic of a virtual stamp dispens-
ing metering system including a virtual stamp printer sys-
tem, an integrated voice and data terminal and a central
data server according to another illustrative embodiment
of a postage evidencing and replenishment system ac-
cording to the present application.

[0015] FIG. 5is a schematic diagram of the system of
FIG. 3.
[0016] FIG. 6 is a flow chart describing a process for

using a distributed voice user interface for a remote de-
vice having a limited visual user interface simultaneously
with a data stream for facilitating secure automated cat-
alog orders for simultaneous electronic fulfillment applied
to that device according to an illustrative embodiment of
the present application.

[0017] FIG. 7 is a flow chart describing a process for
using a distributed voice user interface for a remote de-
vice having a limited visual user interface simultaneously
with a data stream for facilitating secure automated cat-
alog orders with device authentication for simultaneous
electronic fulfillment applied to that device according to
yet another illustrative embodiment of the present appli-
cation.

[0018] FIG. 8 is a flow chart describing a process for
using a first user interface for certain functions and a
second distributed voice user interface for a remote de-
vice having a limited visual user interface simultaneously
with a data stream for certain functions according to yet
another illustrative embodiment of the present applica-
tion.

[0019] FIG. 9 is a flow chart describing a process for
using a distributed voice user interface for a remote de-
vice having alimited visual user interface simultaneously
with a data stream according to yet another illustrative
embodiment of the present application.

[0020] The illustrative embodiments of the present ap-
plication describe systems and methods for providing a
simultaneous voice and data user interface for secure
catalog orders and in more detailed embodiments to pro-
vide a system and method for providing a distributed
voice user interface for a remote device having a limited
visual user interface simultaneously with a data stream
for facilitating secure automated catalog orders for simul-
taneous electronic fulfillment applied to that device.
[0021] In additionalillustrative embodiments, an inter-
mediary secure interface system is described for provid-
ing a connection for simultaneous voice and data system
for secure catalog orders for use with a remote device.
The voice or data mode may be suspended while the
other mode is active in certain implementations. In further
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embodiments, the system uses the intermediary device
or the remote device as an authentication token. In further
additional embodiments, systems and methods for pro-
viding a remote device distributed user interface is pro-
vided having a user interface that accommodates a re-
gional collocated processor wherein the collocated proc-
essor includes a robust user interface to control the de-
vice for complex modes of operation such as setup and
a remote mode for using a voice interface for less com-
plexinteraction modes including ordering additional post-
age records

[0022] In the illustrative embodiments described, the
remote device with limited visual user interface is a Virtual
Stamp Dispensing Metering (VSDM) printer system in-
cluding a stand alone thermal label printer capable of
printing custom virtual stamps, including IBI indicia and
images in variable denominations with user defined cus-
tom graphic images that are associated with the individ-
ual virtual stamps at the time of printing. The methods
and systems described may be advantageously utilized
with other remote devices such as business devices with
a limited visual user interface.

[0023] Voice terminals such as analog handsets are
commonly available even in developing countries. Ac-
cordingly, in providing a simultaneous voice and data
connection, an inexpensive user interface may be pro-
vided. Voice Response Units VRUs are commercially
available and may be used in conjunction with a central
data center for processing voice information. Since a si-
multaneous data and voice linkis provided, such systems
may utilize information systems standards such as Voice
XML that may be used to provide interactive voice re-
sponse sessions that are dictated by factors such as the
device ID, user ID, device type, prior user or device his-
tory data and/or current state data as described herein.
Certain systems have been described for providing a dis-
tributed voice user interface for control of a device such
as a PDA or stereo including those described in U.S.
Patent No. 6,408,272 B1, issued June 18, 2002 to White,
et al., entitled "Distributed Voice User Interface."
[0024] Inone embodiment, the system includes a data
center server computer system, such as a Voice Re-
sponse Unit (VRU), VoiceXML or other programmable
system with telephone interface, and a small intermedi-
ary device that connects the controlled device to the tel-
ephoneline. The intermediary device is pre-programmed
to dial a telephone number associated with the Data
Center Server. Once the small intermediary device con-
nects to the remote system, the remote system polls the
connected device for its current state. Once the remote
system has acquired the connected device’'s current
state, the small device indicates to the user (through an
LED) that the user may use the telephone handset to
communicate with the remote data center system. Once
the voice selections have been made, the user hangs up
the handset and the controlling data center system com-
municates to the device the setup and control instructions
or the purchased items.
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[0025] The systemis useful where there are many cus-
tomers/users with devices that can not, or do not want
to, connect to a local computer. To connect the device
to the central computer system, the customer purchases
an optional interface hub component that hooks their de-
vice to a telephone. The interface hub may support mul-
tiple distinct devices and may be configured to call a dis-
tinct data center server telephone number depending up-
on the device connected to the hub. To use the system,
the customer connects their device to the hub and the
hub to the telephone. The user calls the central computer
system or the hub is preprogrammed to call a specific
number. Once the central computer system answers the
call, it uses the hub to interrogate the device for the ID
of the device and other relevant data. In the case of a
potage printer such as the VSDM, this might include how
many indicia tokens remain on the device and in which
denominations as well as which custom postage images
have been downloaded.

[0026] The hubthenindicatestothe userthatthey may
proceed with a conversation with the central system us-
ing the handset. The user, in conversation with the re-
mote data center system, may elect to have certain as-
pects of the device reprogrammed by the central system.
The user may elect to order postage tokens or custom
images for electronic delivery to the VSDM. To provide
additional security, the central system might prompt the
user for a PIN to verify that the authorized user is placing
the phone call. In alternatives described herein, the VS-
DM or interface device may provide authentication infor-
mation to the central data center server computer. Re-
quests for actions to be performed on their device may
be made either by pressing numbers on the key pad or
speaking instructions. Once the instructions have been
received from the customer, the hub may disconnect the
phone from the telephone line using a relay to suspend
or end the voice portion of the call allowing the customer
to hang up the telephone handset. The central computer
then continues to communicate with the hub by packing
the messages into a form understandable by the hub and
modulating the packet for transmission. The hub demod-
ulates and unpacks the messages, then transmits them
to the device via the USB port of the device. The hub
packs any responses from the device and modulates,
then sends them to the central computer. Once the in-
structions have been successfully transmitted, the hub
terminates the connection to the central computer and
indicates success to the user. If there is an error in trans-
mission, the component indicates a failure and the cus-
tomer can pick up the phone and hear reasons for and
instructions regarding the failure.

[0027] In traditional mailing machines with postage
meters, users were able to utilize systems such as IN-
TELLILINK available from Pitney Bowes Inc. of Stamford
Connecticutto use the robust user interface of the mailing
machine to download postage funds to the postage me-
ter. The postage funds are not typically assigned to par-
ticular postal tokens but rather increase the amount of
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postage stored in the postage meter for dispensing when
needed in denominations as needed. In earlier systems,
users could utilize the POSTAGE-BY-PHONE system
available from Pitney Bowes Inc. of Stamford Connecti-
cut to effectuate postage refill by obtaining a refill code
forinput to the postage meter by making a telephone call.
Simultaneous Voice and Data (SVD) systems are avail-
able fromvendorsincluding AT&T of San Antonio, Texas,
U.S.A. Such systems may utilize the V.61 and V.34Q ITU
SVD standards as specified by the International Tele-
communications Union.

[0028] Referring to FIG. 1, a perspective view of a vir-
tual stamp printer 110 according to an illustrative embod-
iment of a postage evidencing system according to an
illustrative embodiment of the present application is
shown. FIG. 1 shows portions of a virtual stamp dispens-
ing meter 110 including a thermal printer and secure in-
dicia accounting mechanism to keep track of printed vir-
tual stamps. The user interface includes several lighted
buttons and a window to accept printed labels to associ-
ate actions with the buttons. The VSDM 110 may include
a physically secure coprocessor such as an iButton cryp-
tographic device available from Dallas Semiconductor of
Dallas, Texas, U.S.A. to provide end-to-end security with
a Data Center including authentication, non-repudiation
and secure encrypted communication.

[0029] The VSDM printer 110 includes a lower clam-
shell printer assembly 112 and an upper clamshell as-
sembly 120. The upper clamshell assembly 120 includes
a control panel portion 121. The clamshell portions close
on a thermal media printer output port and serrated label
cutting edge 118. The lower assembly 112 includes a
translucent thermal media bay window 116. The control
panel portion 121 includes a hinged translucent control
panel label cover window 140 that includes several con-
trol panel markers 142 to pint to a printed label control
panel label 143. The control panel portion 121 includes
six buttons/LED indicators including a row of three de-
nomination selection buttons/LED indicators 136, a row
of two custom graphic selection buttons/LED indicators
132 and a print/power button/LED indicator 130. The
print/power button includes a multi-color LED used to pro-
vide indications such as a flashing blue state to indicate
connection to a data center. As described more fully be-
low, in operation in a first user interface mode, a collo-
cated processor is utilized to provide a robust visual user
interface while in a second user interface mode, a dis-
tributed voice communication system is utilized.

[0030] Referring to FIG. 2, a schematic of a virtual
stamp dispensing metering system 200 including a virtual
stamp printer system 210, a regional collocated proces-
sor 220 and a central data server 240 according to an
illustrative embodiment of a postage evidencing and re-
plenishment system according to the present application
is shown. System 200 including a collocated personal
computer processor PC 220 according to an illustrative
embodiment of a postage evidencing system according
to the present application is shown. A virtual stamp, as
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used herein, provides evidence of postage paid using a
thermal media label that is similar to a conventional ad-
hesive stamp. In developing countries, there may not be
widespread ownership of personal computers. However,
there may be access to shared regional computers. Ac-
cordingly, there is a need to provide a very low cost user
interface that utilizes shared regional computers with ro-
bust interfaces remote distributed voice interfaces. The
shared computer 220 is connected to the data center 240
through network 230 using connection elements 228 and
232. The network 230 may include the Internet. The com-
munication link 228, 232 comprise an Ethernet connec-
tion to the Internet, but could alternatively utilize a tele-
phone connection via a Public Switched Telephone Net-
work (PSTN) or a local network connection via a Local
Area Network (LAN). The VSDM 210 is connected to the
PC 220 using USB serial connection 212. The internal
VSDM user interface is limited to several lighted buttons
and a printed control panel as described above.

[0031] The VSDM user interface is distributed using at
least one limited internal user interface and at least two
external user interfaces. The external user interfaces in-
clude a first external user interface having a shared com-
puter 220 with a robust user interface and a second ex-
ternal user interface having a distributed voice system
using the limited visual user interface of the VSDM 210.
A computer such as a regional computer 220 with a ro-
bust user interface is utilized to provide the first external
user interface and to process a certain first set of non-
secure user interface needs such as transactions that do
not involve financial transactions. For example, the user
may process a setup sequence using the shared com-
puter 220. The user may insert a name and address or
similar setup information in a first set of transactions ad-
vantageously using a more robust user interface. There-
after, the VSDM 210 uses the second external user in-
terface using a low cost telephone or other voice/data
connection to process a second set of transactions such
as financial transactions using a voice user interface with
the data center 240. In an alternative, the sets of trans-
actions provided in using the two user interface modes
may overlap as appropriate. In another alternative, the
computer 220 need not be connected to the Data Center
240 to process certain transactions. In an alternative, the
regional computer is instead a local private computer that
is not always connected to the device. Additionally, in
another alternative, any setup is performed by the man-
ufacturer or distributor and programmed into the VSDM
memory or the setup may be preformed using the dis-
tributed voice interfaces described herein.

[0032] Data center 240 includes a suitable processing
system having a computing device such as a server com-
puter and one or more memory components for data stor-
age. The data center 240 also includes Voice Response
Unitand a Virtual Indicia system including a cryptograph-
ic subsystem and a virtual PSD record storage system
that are in operative communications with the server. In
an alternative embodiment, the VSDM is replaced with
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a more generic device as a local Unit of Information of
Value UIV processing system for processing other UIVs
such as music files, video files, multimedia content UIVs
or event tickets. The first user interface may include a
heavy clientbrowser based applicationin communication
with the Data Center and with the VSDM through a USB
interface providing a robust visual display and keyboard/
mouse interface. The second user interface may include
a voice and data connection to the Data Center that in-
cludes a Voice Response Unit processor in communica-
tion with the VSDM to provide a voice based user inter-
face with limited visual and/or audio indications available
through the VSDM.

[0033] The application running on collocated proces-
sor 220 provides a robust user interface to the VSDM
210 when the VSDM is connected to the collocated PC
220. For example, the main function buttons 320 include
the function print postage. Accordingly, when the VSDM
210 is connected to the collocated processor 220, the
user does not need to use the VSDM buttons to operate
the device. The user operates the device through the
robust user interface program 300 such as through inter-
active window 310. The robust user interface 220 pro-
vides a printer status function and allows complex inter-
actions with the Data Center using a computer display,
mouse and keyboard. The robust user interface displays
the postage available in the VSDM 210. The user may
select a postage token of a particular value to be printed.
Similarly, the user may select a custom or stock image
from the stamp art collection stored on the collocated PC
220 using section 340 of the user interface. The user may
then print the generated virtual stamp.

[0034] Referring to FIG. 3, a schematic of a virtual
stamp dispensing metering system 300 including a virtual
stamp printer system 310, an intermediary device 320,
a voice terminal 350 and a central data server 340 ac-
cording to another illustrative embodiment of a postage
evidencing and replenishment system according to the
present application is shown. The intermediary device
320 is connected to VSDM 310 using a USB connection
312 or other appropriate connection and it is connected
to the Data Center server 340 through Network 330 using
connection 332. The VSDM 310 may send an initiate
connection message to the intermediary device 320 upon
receiving certain keystrokes from the user. The interme-
diary device 320 may be programmed to call a particular
telephone number or the user may dial the number en-
tered using the telephone handset 350.

[0035] The network may include an analog circuit
switched network, a digital packet switched network or
other suitable network. An analog telephone handset 350
is connected to the intermediary device 320. The inter-
mediary device 320 includes a USB controller and mo-
dem system for providing a simultaneous voice and data
connection to the data Center server 340. In an alterna-
tive, the telephone handset may be incorporated into the
intermediary device and in yet another alternative the
intermediary device may be incorporated into the VSDM.
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[0036] Referring to FIG. 4, a schematic of a virtual
stamp dispensing metering system 400 including a virtual
stamp printer system 410, an integrated voice and data
terminal 420 and a central data server 440 according to
another illustrative embodiment of a postage evidencing
and replenishment system according to the present ap-
plicationis shown. The integrated voice and data terminal
420 is connected to VSDM 410 using a USB connection
412 and it is connected to the Data Center server 440
through Network 430 using connection 442. The network
may include an analog PSTN circuit switched network.
The VSDM 410 may include a physically secure coproc-
essor such as an iButton cryptographic device available
from Dallas Semiconductor of Dallas, Texas to provide
end-to-end security with the Data Center 440 including
authentication, non-repudiation and secure encrypted
communication.

[0037] Referringto FIG. 5, a schematic diagram of the
illustrative system of FIG. 3 is shown. In this configura-
tion, a standalone intermediary device is provided for es-
tablishing the voice/data connection. Here, multiple dis-
tinct USB device types may be supported including VS-
DMs and other devices with limited user interfaces. The
Data Center Server 340 is connected to Network 330
such as the PSTN. Alternatively, other networks may be
used. The Server 340 includes a network interface such
as a voice modem bank 341. The server 340 includes a
Voice Response Unit VRU to provide the VRU functions
and any distributed voice user interface functions de-
scribed herein. A virtual modem system 343 is provided
and a system for providing the logic to control the VSDM
345is provided. For each USB device supported, another
logic device controller can be provided. The system also
includes the backend postage and catalog infrastructure
347. The postage accounts for each user are maintained
and orders processed through the system 347. As can
be appreciated, the separate functions described in Serv-
er 340 may reside in separate computers at the Data
Center.

[0038] TheVSDM 310isdescribed above andincludes
an interface such as the USB interface. It includes a con-
troller and a rudimentary user interface including several
lighted buttons and a printed control panel. The Interme-
diary Device 320 provides voice/data interface capability
to devices having limited user interface capability such
as the VSDM. The Intermediary Device 320 includes a
USB 2 interface 322 or other external interface. Itincludes
a Controller and Processor 321 for hosting the USB con-
nection from the VSDM and for controlling the internal
voice/data modem 323. The Intermediary device 320 in-
cludes at least one control bus 328 and two data buses
327, 329. In this illustrative embodiment, the external
lines to handset 350 and jack 332 are analog lines and
the switch 325 is an analog switch with data bus 329
including an analog bus. The controller 321 operates the
internal voice/data modem 323 that is connected through
switch 325 to an analog telephone handset 350 and an
analog jack for the data connection using the analog tel-
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ephone line digital modem. Alternatively, a handset with
a jack may be utilized or a digital voice terminal may
instead be utilized. As an alternative, a Voice over IP
(VOIP) system may be employed for voice/data connec-
tions herein instead of analog modem voice/data con-
nections.

[0039] The Controller 321 also controls a phone hub/
switch 325 that coordinates access to the telephone line
332. Alternatively, the telephone modem subsystem may
be replaced by the SVD solution systems commercially
available. In this illustrative embodiment, the Intermedi-
ary Device also includes a physically secure device 324
including the Dallas iButton cryptographic coprocessor.
The iButton is physically secure against tampering and
is used to provide cryptographic functions for authenti-
cation, non-repudiation and cryptographic securing of in-
formation transferred to the Data Center 340. The Inter-
mediary Device 320 may be used with several different
end systems such as the VSDMs and provide crypto-
graphic security across a class of devices in an econom-
ical solution providing increased remote user interface
capability.

[0040] The virtual stamps described herein include
digital tokens generated at the Data Center that are
downloaded to a specific VSDM for printing as the virtual
stamps are needed. In the first user interface connection
described with reference to a collocated computer, the
computer may provide cryptographic security using its
browser system and certificates. Here, the relatively less
complicated Intermediary Device 320 can provide cryp-
tographic security and network accessibility using an in-
expensive analog PSTN telecommunications network.
[0041] Referring to FIG. 6, a flow chart describing a
process for using a distributed voice user interface for a
remote device having a limited visual user interface si-
multaneously with a data stream for facilitating secure
automated catalog orders for simultaneous electronic ful-
fillment applied to that device according to an illustrative
embodiment of the present application is shown. In step
610, the data Center server receives a connection from
a particular VSDM. In step 615, the VSDM logs into the
server in a data mode and uploads ID data and state data
associated with the VSDM. Since the VSDM may have
been dispensing virtual stamps since its last connection
with the Data Center, the state data at the Data Center
will be updated. Inthis illustrative embodiment, the server
then suspends the data mode and enters the secure
voice mode. In an alternative, the voice mode is not se-
cured. Instep 625, the Server provides any required voice
error messages based upon the data mode exchange or
other stored error messages that were queued to send
to that VSDM at next contact. For example, if the user
account is delinquent, the user is informed that no pur-
chases will be allowed.

[0042] Instep 630, the Server processes a voice order
from a catalog or a postage refill. For example, the user
may be prompted by the VRU of Data Center 340 whether
the user would like to buy 20 virtual one ounce first class
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stamp tokens. The Server voice prompts may be based
upon a custom menu developed for that VSDM based
upon current state data, history data or preference data.
For example, if the user has fewer first class stamps than
priority mail stamps, that denomination is offered. Alter-
natively, a standard voice prompt menu may be provided
to the user including offers to buy virtual stamps or cus-
tom stamp images from a category of images. Once the
Server VRU processes the order for one virtual book of
20 virtual first class stamp tokens, the VRU suspends or
terminates the voice portion of the connection. In step
635, the Server resumes the data mode and fulfills the
order by sending the digital tokens to the VSDM for later
printing. In step 640, the VSDM confirms receipt of the
digital stamp tokens and the connection is terminated
and the process ends. The steps described herein may
be rearranged as appropriate.

[0043] Referring to FIG. 7, a flow chart describing a
process for using a distributed voice user interface for a
remote device having a limited visual user interface si-
multaneously with a data stream for facilitating secure
automated catalog orders with device authentication for
simultaneous electronic fulfillment applied to that device
according to yet another illustrative embodiment of the
present application is shown. In step 710, the server re-
ceives a connection from a particular VSDM such as by
telephone call that is capable of voice and data support.
In step 715, the server authenticates the VSDM using a
secure handshake with a secure hardware coprocessor
located with the VSDM. In one alternative, the secure
coprocessor is located in an intermediary device used to
provide the connection to the Server. The VSDM then
sends data to the Server over the data portion of the
connection.

[0044] In step 720, the Server 340 provides a voice
menu to the user over the voice portion of the connection.
VRU systems are known for programming such voice
interfaces and may utilize the VoiceXML systems avail-
able. The menu may be based upon the data previously
sentto the VSDMto the Data Center server. For example,
ifthe user VSDM has few stamps remaining in a particular
denomination, that denomination may be offered. In step
725, the Server receives an order over the voice portion
of the connection such as an order for a book of 20 virtual
first class stamps. The user account is debited. In step
730, the Server fulfills the order by delivering the virtual
book of 20 digital stamp tokens over the data portion of
the connection to the VSDM. In step 735, the Server que-
ries the VSDM contents over the data portion of the con-
nection and confirms receipt of the digital tokens or other
ordered content such as digital custom postal images. In
step 740, the Server terminates the call if the delivery is
confirmed or initiates error protocol if the delivery is not
confirmed. The process then terminates.

[0045] Referring to FIG. 8, a flow chart describing a
process for using afirst userinterface for certain functions
and a second distributed voice user interface foraremote
device having a limited visual user interface simultane-
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ously with a data stream for certain functions according
to yet another illustrative embodiment of the present ap-
plication is shown. In step 810, the Data Center Server
receives a connection from the VSDM using a first user
interface such as a shared collocated computer at a first
remote location. The computer may include a heavy
browser client for communicating with the server and for
providing a user interface to control certain functions of
the VSDM. The Server may also communicate end-to-
end with the VSDM through a pass through connection.
In step 815, the Server authenticates the VSDM or inter-
mediary device and performs a first set of operations de-
signed for use with the collocated shared processor such
as setup functions. That transaction is completed and
the user may take the VSDM to an even more remote
second location having no collocated computer availa-
ble.

[0046] In step 820, the Server receives a Voice/Data
connection fromthe VSDM using a second user interface
such as a primarily voice handset connection user inter-
face with a limited visual/audio indication interface with
alimited button arrangement provided by the VSDM. The
VSDM or optional intermediary device may be used as
a token to authenticate the connection with the Server.
For example, the intermediary device may include an iB-
utton used to cryptographically authenticate the connec-
tion. In step 825, the Server receives data over a data
connection and processes a voice order from a catalog
of postage refill order over the voice connection. If a
charge of funds is involved in the transaction, the Server
may further authenticate the user with a PIN.

[0047] In step 830, the Server fulfills the order by de-
livering the digital content over the data portion of the
connectionto the VSDM. For example, ifthe user ordered
a book of virtual stamps, the Server would generate a
book of digital stamp tokens and send them to the VSDM.
In step 835, the Server updates that transaction account
to reflect the transaction. In step 840, the VSDM confirms
receipt of the order and the connection terminates. The
process then ends.

[0048] Referring to FIG. 9, a flow chart describing a
process for using a distributed voice user interface for a
remote device having a limited visual user interface si-
multaneously with a data stream according to yet another
illustrative embodiment of the present application is
shown. In step 910, a remote device with a limited visual
user interface such as a VSDM printer connects to a mo-
dem using a connection that may be secured. In the il-
lustrative embodiment, the connection utilizes the Uni-
versal Serial Bus USB connection. In alternatives, other
connections may be used or the modem is incorporated
into the VSDM. The modem may be a "security modem"
as described herein as including a secure coprocessor
for security applications. As an alternative, a Voice over
IP (VOIP) system may be employed instead of analog
modem voice/data connections. In step 915, the VSDM
receives an indication that the security modem is con-
nected to the Data Center and a connection is estab-
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lished. Inthe illustrative embodiment, an end-to-end data
connection is established from the VSDM through the
USB connection and through the secure modem to the
Data Center over a telephone connection. In alternatives,
a network connection may be utilized and other security
measures employed. For example, in one alternative, the
Security Modem includes a physically secure token such
as an iButton. The security modem may then be used to
physically authenticate the session as a security token.
Alternatively, other security procedures may be used and
the VSDM itself may authenticate the session in an end-
to-end connection. The VSDM may also include a phys-
ically secure token such as an iButton but may instead
use only the VSDM serial number for identification and
authentication.

[0049] In step 920, the VSDM sends state data to the
data Center. Here, the state data includes information
regarding the postage tokens that have been dispensed
since the last connection to the Data Center. Additionally,
other status oridentification information may be provided.
In step 925, the VSDM indicates to the user that a con-
nection to the data Center has been established and that
a voice connection is available. Here, the indication is
through flashing a button LED, but could also be indicated
by an audible indication. The user then uses the simul-
taneous voice connection to process a transaction. Here,
the user utilizes a handset that is separate from the VS-
DM, but the handset could also be incorporated into the
VSDM or incorporated into a collocated intermediate se-
curity modem. In step 930, the VSDM receives new state
data through the data connection in response to the voice
transaction and the process ends.

[0050] While preferred embodiments of the invention
have been described and illustrated above, it should be
understood that these are exemplary of the invention and
are not to be considered as limiting. Additions, deletions,
substitutions, and other modifications can be made with-
out departing from the spirit or scope of the present in-
vention. In addition, the concepts of the presentinvention
are not limited to application in the area of postal indicia
printing, but may also be used in connection with other
devices benefiting from a simultaneous voice and data
user interface. Accordingly, the inventionis not to be con-
sidered as limited by the foregoing description.

Claims

1. A device (110; 210; 310; 410) for connecting to a
remote server, the device being configured to facil-
itate a user interface using distributed resources and
comprising:

a processor including memory and instructions
configured to provide a user interface utilizing
distributed resources;

a limited internal user interface connected to the
processor;
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an external connection operatively connected to
the processor for interfacing with at least two
external user interface resources;

wherein the processor is configured to utilize a
firstexternal resource (220) including a collocat-
ed robust computer based user interface in pro-
viding a user interface to the user for a first set
of user interface functions; and

the processor is configured to utilize a second
external resource including a remote simultane-
ous voice and data connection based user in-
terface in providing a user interface to the user
for a second set of user interface functions.

The remote device of claim 1, wherein the remote
device comprises a VSDM printer including a cryp-
tographic coprocessor.

The remote device of claim 1 wherein the external
connection comprises at least two external connec-
tions wherein afirst external connectionis connected
to the first external user interface resource and a
second external connection is connected to the sec-
ond external user interface resource.

The remote device of claim 1 wherein the second
external resource includes an Intermediary Device
(320) configured to provide an analog telephone
handsetbased simultaneous voice and data connec-
tion to a remote Data Center (340).

A Intermediary User Interface Device (220; 320) for
providing a simultaneous voice and data connection
to at least one of a plurality of remote device types
(310) each having a limited user interface compris-

ing:

aprocessor (321) including memory and instruc-
tions configured to provide a user interface uti-
lizing distributed resources;

a remote device connection interface (322) for
operatively connecting any of the plurality of re-
mote device types (310) each having a limited
user interface to the processor; and

a simultaneous voice and data interface (325)
for operatively connecting the processor to a
voice terminal (350) and a voice and data capa-
ble network (330).

The Intermediary User Interface Device of claim 5,
further comprising a secure cryptographic coproces-
sor (324) connected to the processor for securing
the simultaneous voice and data connection.

The Intermediary User Interface Device of claim 5,
wherein the simultaneous voice and data interface
(325) is configured to connect to an analog PSTN
telephone network.
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8. The Intermediary User Interface Device of claim 5,
wherein the simultaneous voice and data interface
(325) further comprises a switch used for switching
between a data mode and a voice mode.

9. A method of using a VSDM (110; 210; 310; 410)
having a distributed user interface including a limited
internal user interface, a first external user interface
including a collocated computer (220) with a robust
interface and a second external user interface in-
cluding a distributed voice user interface comprising:

utilizing the first external user interface to per-
form a first user interface function; and

utilizing the second external user interface and
the limited internal user interface to perform a
second user interface function using a voice
based user interface.

10. The method of claim 9 further comprising using the
second external interface to complete an order for
additional postage tokens.
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