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Updating Computer Files

Background

{081} |0 an environment in which a centralized processing resource is tasked
with updating remotely-located client devices, it is typically undesirable for the
procassing resource to fransmit large files, such as (for example) an entire operating
systemn, without some level of file compression, Without at least a basic level of
compression, the processing resource may spend an inordinate amount of time
conveying the update to the client devices. Further, the channel that connects the
processing resocurce with the client devices may be unavailable for other uses during
the time that the update is occurring.

[0021 in a wide area wireless communications system, such as a celiular
telephone system, transmitting a software update from cellular base stations over
the air to receiving cellular communications units may require {arge amounts of
electrical energy as well as consuming precious channel bandwidth. And, banawidth
that is consumed for transmitting updates to communications units is bandwidth that
cannot be used for revenue-generating and commercial purposes, Further, as sach
cellular communications unit is taken out of commission so that the update can be
received and processed by the unit, the unit is likely to be unavailable for other

communications purposes.

grief Description of the Drawings

{0031 Figure 1 is a high-level block diagram of a processing environment
showing a remote client and a software updating resource according to an
embodiment of the invention.

[004] Figure 2 is a flowchart for a method of updating computer software

according to an embodiment of the invention.
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[065] Figure 3 represents a 256 x 256 two-dimensional array of symbal-pair
probabilities used to calculate the symmetric divergence of two files according to an
embodiment of the invention.

[008Y Figure 4 represents a logic module for updating computer software

according to an embodiment of the invention.

Description of the Embodiments

{0071 A method and system for updating computer files provides a means for
saving time and energy when updates to remote clients must be performed in either
wired or wireless communications environments. |n some embodiments of the
invention, computer files of a software update are analyzed and the results of this
analysis are compared {o the results of similar analyses of computer files of a
software version previously loaded on the remote clients. if these results indicate
that comiputer files in the software update share characteristics common to those of
computer files previously loaded on the remote client, the updated computer files
can be compressed using the previously-toaded computer files as a reference by
way of a technique known as differential compression. This can result in an update
of a large software package (perhaps greater than 100 MB) using perhaps 10 MB, 5
MB, or even less,

[068] In some embodiments of the invention, statistical techniques are
employed to determine the probability of occurrence of symbol pairs, symbol triplets,
or even higher order symbol combinations present in a computer file of a software
update package. The symbol occurrence probabilities are compared with similar
probabifities that pertain to files present in a software version already in use by the
remote client. If the two probability seis diverge by less than a predetermined
amount, it is likely that the computer file of the software update package can be
transmitied as a compressed version that is referenced o a file already loaded on

the remote client.

]
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{0081 In embodiments of the invention, the term "computer” is intended {o
encompass a broad range of electronic devices. These devices include, but are not
limited to, cellular communications devices that fransmit and receive voice and data,
portabie laptop and handheld computing devices, GPS receivers, as well as fixed-
station wireless devices such as wireless hubs, routers, celiular base stations, and
so forth. The "computer” may also be a wired or a wireless compuler peripheral,
such as a printer, copier, facsimile machine, and so forth.

{00101 Embodiments of the invention also make use of the term “software’,
which includes any program that directs the operation of a computer. Software may
reside in volatile or non-volatile memory and may consist of higher-level commands
that are compiled orinterpreted by a general purpose processor. Software may also
consist of lower level commands that are more closely tied to particular processing
elements such as a contraller or other devices.

[0011] Figure 1 is a high-level block diagram of a processing environment
showing a remote client (20) and a software updating resource {40} according {0 an
embodiment of the invention. In Figure 1, first version of computer software 10
represenis a number of files stored and organized on remote client 20. First version
of computer software 10 may represent an entire software package including an
operating system, libraries, configuration files, etc., that controls all of the operations
of remote client 20 or may represent only a portion of the software package loaded
on the remote client, such as libraries or configuration files. The inventors
contemplate that remote client 20 is representative of a group of devices that may
number in the hundreds, thousands, millions, or an even more. Thus, in one
example, remote client 20 represents one of a large number of cellular
communications devices provisioned by a publicly-available cellular carrier. Further,
first version of computer software 10 may represent one of dozens, hundreds, or
even thousands of computer files,

0012] Software updating resource 40 is contemplated as being a centralized
resource, such as a computer server or a group of servers, that provisions remote
client 20 with various services. These services may include basic analog and/or

sl
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digital voice communications, data communications, mobile Internet access, and so
forth. In the embodiment of Figure 1, these communication services, as well as
computer software updates to remote client 20, are conducted through the use of
communications channel 50, Communications channel 50 may represent a wireless
{over the air) communications link, wired communications link {(such as a local area
network, wide area network, Internet, and so forth), or may be of a hybrid nature in
which one or more portions of the channel are wireless while one or more other
poitions of the channel make use of a wired medium,

[0813]  Within software updating resource 40, second version of computer
software 30 is represented. In the embodiment of Figure 1, second version of
computer software 30 represents a file system intended fo replace at least a portion
of first version of computer software 10. A conventional method for updating
computer software might be to apply one or more compression schemes to second
version of computer software 30 and transmit the entire compressed version of the
software along communications channet 50. However, the inventors have
determined that as feature sets of remote clienis increase in capability, the remote
devices include larger and larger software file systems. Accordingly, updates to
these remote devices become proportionately larger.

[0014] Figure 2 is a flowchart for a method of updating computer software
according to an embodiment of the invention, The apparatus of Figure 4 (described
herein) may be used to perform the method of Figure 2, although nothing prevents
the method from being performed using alternative structures. The method of Figure
2 begins at step 100, which includes finding files of the same name in the first and
second versions of computer software. Files having the same hame and being
perhaps located in the same directory or subdirectory between the first and second
software versions are considered to be similar. Thus, as an example, in the event
that a file in a first and a second version of computer software are both entitled
"Mobile internet Browser V8.17, it is likely that the two files are similar enough so as

to not require additional analysis of the files’ similarity.
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{0018] In one emboediment of the invention, an even higher likelihood that the
two files named "Mobile Internet Browser V8.1” are similar between first and second
software versions is implied when the two files are located in identical directories (for
exampie “rootfkernel/"} in both versions. In another embodiment of the invention, a
high probability that the two files are identical could be expected when the two files
are at least located in the same subdirectory. In software version 1, for example, the
file may be located in the directory * /V1/root/kerngl/” while in software version 2 the
fite might be located in the directory *./V2/rootkernell”.

[6018] The method of Figure 2 continues at step 110 in which the aftributes of
the files having the same names in the first and second software versions are
compared. In the event that the two files possess identical attributes {for example,
identical ownership, identical read/write permissions, whether the fwo files are
hidden, and so forth), as well as being identical when compared i a byte-to-byte
manner, an update to the file is not necessary. Thus, any computer software update
transmitied from an updating resource {0 a remote client would not need to include a
compressed {or uncompressed) version of this file. Accordingly, these files are
removed from the software update package at step 120,

[0017] Atstep 130, one or more "orphaned” computer files in the second
version of computer software are identified. In this embodiment, the term
"arphaned” indicates a computer file in a second version of computer software that
does not have an identical name as a file in the first version of computer software,
Thus, in the event that the file "Mobile Internet Browser 9.1 exists in a first version,
while the file "internet Mobile Browser 9.1" exisis in a second version, the faiter file is
said o be "orphaned”. On the contrary, if the file "Mobile Internet Browser V8.2”
exists in a first version, while the file "Mobile Internet Browser V8.2" exisis in a
second version, the file is not an orphaned file since both names are identical.

{D018] At step 140 a “symmetric divergence” between the orphaned
computer file (from the second version of computer software) and each computer file
in the first version of computer software is calculated. In the embodiment of Figure
2, symmetric divergence is a measure of the difference in the occuirence of symbol-

v 1
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pairs between an orphaned computer file and each of the computer files in the first
version of computer software that is resident on a remote client. For this

embodiment, the symmetric divergence is defined as the maximum guantity of:
(Dwe (P Q). D (@] PY)

Wherein Dw (P | Q) is a measure of the Kuliback-Leibler divergence in the probability
of occurrence of symbol pairs.

[0019] As those of skill in the art aware of, the Kullback-Leibler divergence is
a non-symmetric measure of refative entropy between two probability distributions P
and Q. The quantity Dy (P]| Q) can be expressed as:

Du(PQ) = -{XP@(} fogQ(x} + EK P(x} logP{x)

As it pertains to af least some embodiments of the present invention, the expression
D (P|| Q) can be interpreted as the number of extra information binary digits (bits)
necessary to code samples from an information source having a probability
distribution P with a code based on probability distribution Q. However, given the
non-symmetrical nature of Dk (P || Q), meaning that D (P Q) # D (Q || P). the
inventors have determined that using the maximum guantity of (D (P [ Q).

D (Q | P)) provides repeatable results when actual computer software files are
analyzed.

100201 In one embodiment of the invention, rather than use the Kulltback-
Leibler symmetric divergence of single symbol probabilities, the symmetric
divergence of higher order symbol probabilities is used. Shown in Figure 3 is a 256
x 256 two-dimensional array of symbol-pair probabilities used to calculate the
symmetric divergence of two files according to an embodiment of the invention. In
this exampie, two-dimensional array 200 is constructed and the probability of

pocurrence of consecutive pairs of 8-bit words from each orphaned computer file of
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the second version of computer software and from each file of the first version of the
computer software are calculated. Thus, for both files, the top left eniry of each
array might correspond to the probability of 80000000 being followed by 00000000
{Poonoconoacoconss). Al the bottomn right of each 258 x 256 array, the probability of
11111111 being followed by 11111111 {Piirvirani1i11a) is entered, At other
jocations in the 258 x 256 array, the probabilities of the remaining symbol
combinations are entered.

[D02%] In other embodiments of the invention, higher order sympol-occurrence
probabilities beyond symbol pairs may be used. Thus, in one example, a three-
dimensional array can be constructied in which the probability of occurrence of 8-bit
triplets are entered. Still other embodiments of the invention may use a four
dimensional array in which the probability of occurrence of four consecutive symbois
sequences are entered. However, although 3, 4, and higher-dimensioned arrays are
possible, the inventors have determined that excelient results can be achieved using
the 256 x 256 two-dimensional array such as is represented in Figure 3. This is to
say that increases in the complexity of the probability-of-occurence arrays for each
8-bit symbal {beyond two dimensions) does not provide a significant increase in the
accuracy of a Kuliback-Leibler-based method.

[0022] After computing the symmetric divergence of the symbol pairs between
one or more orphaned computer files in the second version of computer software
and each computer file in the first version of computer software, as in step 140, the
method proceeds 1o step 150. At step 150, the computer file from the first version of
computer software and the orphaned file from the second version of comptiter
software thal exhibit a minimum of symmetric divergence is chosen. if the
calculated symmetric divergence is lower than a predetermined amount, these file
pairs are selected for further processing. In one embodiment of the invention that
has provided excellent resulls according to the inventors, the predstermined amount
set for symmetric divergence is set to 0.1. However, in other embodiments of the

invention, the maximum amount for symmetric divergence may be set to a smaller
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number (such as .05 or less) or may be set to a larger number {such as .15 or
greater).

[0023] The method proceeds to step 160 in which the file from the first
version of computer software determined in step 150 is used as a reference for
differentially compressing the orphaned computer filte from the second version of
computer software. In many instances, this enables a large computer file from a
computer software update package o be compressed and transmitted as perhaps a
very small file in which compression is referenced to a file in the first version of
computer software already present on the remote device.

f0024] The inventors have determined that calculating the Kultback-Leibler
symmetric divergence between symbol pairs of orphaned files and fites from a
previous software version can be as effective in determining similarity between files
as performing a large number of byte-to-byte comparisons between files of each
version. Thus, for file systems containing many thousands of compuier files in both
first and second software versions, there is no need to compare each file of the first
varsion with each file of the second version, which could require perhaps millions of
file comparisons. By way of selecting only orphaned files from the second computer
software version, the number of comparisons between files of the second version of
computer software and the first version of computer software can be reduced by
more than tenfold.

[0025] 1t should be noled that the inventors have experienced instances in
which a low value (such as less than .05} of Kuliback-Leibler symmetric divergence
between an orphaned file and a file from a previous software version have not
resulted in a substantial reduction in the update file size when differential
compression was applied. In these instances, the calculation of the symmetric
divergence in symbol-pair occurrences yields a number that erronsously indicates
that the orphaned file can be conveyed to the remote unit as a small deviation from a
reference file already loaded on the remote unit, Under these "false alarm”

circumstances, the orphaned file can still be compressed according to conventional
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techhiques without referencing a particular file from a software version already
loaded on the remote unit.

[0026] An additional example of a false alarm occurs when files being
analyzed are smailer than a predetermined minimum size. In these instances,
perhaps only very few symbol pairs cccurring in files from the first and second
versions computer software versions are present, thus resulfing in most entries of
the exemplary 256 x 256 array being 0. The resulting Kullback-Leibler symmetric
divergaence could thus be expected to be quite low, even though the files may have
few symbol pairs in common with each other. This represents another instance in
which conventional compression technigues that do not involve differential
compression should be applied to the computer update file, For this reason, it may
be useful for some embodiments of the invention to apply the method of Figure 2
onty on nonempty files of a second version of computer software.

(00271 In most instances, the method of Figure 2 performs one file
comparison between the files of version 1 and version 2. Thus, when files having
the samae {or a substantially similar) name in the first and second software versions
are detected in step 100, compared in a byte-to-byte manner in siep 110, and then
removed from the sofiware update package in step 120, further reference fo the
particular file name is not made throughout the remainder of the method. As an
exampie, in the event that both the first and second versions include the file
fibrary 1234.xmi", any additional occurrence of this file in the second version does
not bring about a second comparison of file names in version 1 {o determine a
second maich. Consequently, an additional occurrence of this file (lbrary _1234.xml)
in version 2 might result in the file being fabeled as an orphan.

[0028] However, in using a method similar to that of Figure 2, the inventors
have encountered instances in which a large file in a first computer software version
has been divided into two or more files in a second software version with each of the
two or more files in the second software version being significantly smaller than the
large file encountered in the firs{ version. For example, a file entitled
“library_1234.xmi", having a size of 5 MB in a first version might be divided into two

9
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files having the names “library_1234.xml” and "library_1234.datl” in the second
version, with each file of the second version having a size of 2.5 MB. Inthis
instance, it might be expected that not only is there a small symmetric divergence
between the symbol probability pairs of the two files entitled "library _1234.xml", there
may also be low symmetric divergence in the symbol probability pairs between the
files “library_1234.xml” and "ibrary_1234.dat”. Thus, in one example, it may be
beneficial to compress "lbrary 1234 dat” by referencing “library_123.xml” as an
instance in which a similarly-named file of a second version is significantly smaller
than a corresponding file name of a first software version.

[3029] Figure 4 represents a logic module for updating computer software
according to an embodiment of the invention. The logic module of Figure 4 may be
embodied in software for use on a computer system such as a server, or may be
embodied on smaller computing platforms such as personal computers, laptop
computers, or handheld computing devices. Additionally, one or more of the logic
modules of Figure 4 may be implemented in hardware, or perhaps as part of a
system that includes both hardware and software elements.

[00301  In Figure 4, software version 1 module 310 represents an image of
the software previcusly loaded onto one or more remote clients, such as remote
client 20 of Figure 1. Software version 2 module 320 represents a software
configuration intended to be lpaded onto the one or more remote clients. File name
compare module 330 represents a logic block in which files from software version 2
moduie 320 are compared with files from software version 1 module 310. In some
embodiments of the invention, the directory or subdirectory, within which each file is
jocated, are also compared. If orphaned files are detected (in which an orphaned
file is a computer file of software version 2 that does not have a name identical to
that of a file in software version 1), the orphaned files are conveyed to orphaned file
chaeck moduie 340. In module 34Q, checking routines may be performed in which
files from either version that do not meet predetermined size criteria are removed
from further analysis.

10
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{00311 The output of orphaned file check module 340 is conveyed o
symmetric divergence processing module 350. In this module, the symmetric
divergence between an orphaned file from software version 2 and one or more files
from software version 1 is defermined. When the symmetric divergence between
the files is found to be less than a predetermined amount (such as 0.1) the two
candidate files may be conveyed to differential compression module 360. In this
module, compression algoerithms are applied to the orphaned file from software
version 2 using the file from software version 1 as a reference. The output of
differential compression module 360 is then conveyed to one or more remote units
by way of {fransmit module 370.

f00321 in conclusion, while the present invention has been particutarly shown
and described with reference {o various embodiments, those skilled in the art will
understand that many variations may be made therein without departing from the
spirit and scope of the invention as defined in the following claims. This description
of the invention should be understood to include the novel and non-obvious
combinations of elements described herein, and claims may be presented in this or
a |ater application to any novel and non-obvious combination of these slements.
The foregoing embodiments are itlustrative, and no single feature or element is
essential {o all possible combinatlions that may be claimed in this or a later
application. Where the claims recite "a” or “a first” element or the equivalent thereof,
such claims should be undersiood to include incorporation of one or more such

elements, neither reguiring nor excluding {wo or more such slements.

i1
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Claims

What is claimed is;

1. A method of updating computer software, comprising:

identifying an orphaned computer file in a second version of computer
software, the orphaned computer file having a name that does not correspond to any
name of a computer file in a first version of computer software;

computing symmetric divergence between the orphaned computer file
and each computer file in the first version of computer software;

choosing a file from the computer files in the first version of computer
software that yields a minimum value of symmetric divergence between the file and
the orphaned computer file; and

using the file as a reference file for compressing the orphaned computer
file,

2. The method of claim 1, in which the orphaned computer file
additionally has an extension that does not correspond to any extension of a

computer file in the first version of computer software.

3. The method of claim 1, wherein the step of computing symmetric
divergence is performed only on nonemply computer files in the second version of

computer software.

4. The method of claim 1, wherein the step of computing symmetric
divergence is performed only on orphaned computer files and computer files in the

first version of computer software of a predetermined minimum size.
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5. The method of claim 1, wherein symmetric divergence is a measure of
the difference in the occurrence of symbol pairs between the orphaned computer file
and each of the computer files in the first version of computer software,

6. The method of claim 5, wherein symmetric divergence is calculated
using Kuilback-Leibler divergence in the probability of occurrence of symbol pairs
between the orphaned computer file and each of the computer files in the first

version of computer software.

7. The method of claim 8, wherein the minimum value of symmetric

divergence between the file and the orphaned computer file is less than 1.

8. The method of claim 1, wherein symmetric divergence is a measure of
the difference in the cccurrence of symbol triplets between the orphaned computer

file and each of the computer files in the first version of computer software.

9. A logic moedule for updating computer software, comprising:

a file name compare module for determining files present in a second
version of computer software not present in a first version of computer software;

a file divergence processing module for determining the symmetric
divergence between a file from the second version of computer software and a file
fram the first version of computer software,; and

a differential compression module for compressing a file from the second
version of computer software using a file from the first version of computer software

as a reference.

10. The logic module of claim 9, wherein the symmaetric divergence
processing moduie constructs a two-dimensional array of the probability of symbol-

pair occurrences between files in the first and second versions of computer software.
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11. The logic module of claim 89, wherein the symmetric divergence
processing module constructs one of the group consisting of a three-dimensional
wherein each entry of the three dimensional array indicates a probability of symbol

triplels cccurrences.

12. The logic module of claim 9, additionally comprising a file check
rodule for removing, from further analysis, files from one of the group consisting of
the first version of computer software and the second version of computer software

that do not meset predetermined size criteria.

13. The logic module of claim 9, wherein the file divergence processing

module outputs a measure of symmetric divergence.

14. The logic module of claim 13, wherein the measure of symmetric

divergence periains to the Kullback-Leibler symmetric divergence.

15. The logic module of claim 14, wherein the differential compression
module operates on the file from the second version of computer software when the
Kuilback-Leibler symmetric divergence between the file from the second version of
computer software and the file from the first version of computer software are less
than .1
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See figure 3; paragraphs [46][47]1[48].
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See figure 5 and its description.

|:| Further documents are listed in the continuation of Box C. IE See patent family annex.

* Special categories of cited documents: "T" later document published after the international filing date or priority

"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention

"E" earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is

"O" document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art

"P"  document published prior to the international filing date but later "&" document member of the same patent family

than the priority date claimed

Date of the actual completion of the international search Date of mailing of the international search report
16 NOVEMBER 2010 (16.11.2010) 16 NOVEMBER 2010 (16.11.2010)
Name and mailing address of the ISA/KR Authorized officer
' Korean Intellectual Property Office
Government Complex-Daejeon, 139 Seonsa-ro, Seo- YOON, Hye Sook
. gu, Daejeon 302-701, Republic of Korea
Facsimile No. 82-42-472-7140 Telephone No.  82-42-481-8370

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members PCT/US2010/025420
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 7665081 B1 16.02.2010 None
US 2009-0260000 A1 15.10.2009 None
US 2006-0080651 A1 13.04.2006 US 7590981 B2 15.09.2009
US 2005-0289534 A1 29.12.2005 KR 10-0617793 B1 28.08.2006

KR 10-2005-0123202 A 29.12.2005

KR 10-2007-0000867 A 03.01.2007 None

Form PCT/ISA/210 (patent family annex) (July 2009)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - drawings
	Page 18 - drawings
	Page 19 - drawings
	Page 20 - wo-search-report
	Page 21 - wo-search-report

