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ASSET TRACKING SYSTEMS AND METHODS

BACKGROUND

[0001] Asset trackers are used to monitor equipment locations and equipment activity,
such as on construction sites. That equipment includes ladders, hand-held devices, backhoes,
and other equipment. Asset trackers may include an accelerometer to determine movement, a
global positioning system (GPS) receiver to identify location, and a communication chip to
transmit messages to a gateway. The gateways typically are fixed, and the tracker transmits its
GPS location in communications to gateways.

[0002] The Long Range Wide Area Network (LoRaWAN) protocol is a Low Power,
Wide Area (LPWA) networking protocol designed to wirelessly connect low power battery
operating devices to the Internet in regional, national, or global networks and targets key Internet
of Things (IoT) requirements, such as bi-directional communication, end-to-end security,
mobility, and localization services. Some asset trackers use LoORaWAN technologies to transmit
communications with activity data and location data to a gateway.

[0003] However, LoRaWAN networks are open to any LoRaWAN device sending any
communication. Therefore, LoORaWAN devices broadcast their communications, and the
communications will be received and processed by every LoRaWAN gateway in range of the
transmitting device’s communication, regardless of whether one particular gateway is an
intended recipient or not an intended recipient of a particular communication, and each gateway
then transmits the received communications to a network server. So, a gateway will receive all
LoRaWAN communications from all LoRaWAN devices in its range and be expected to process
all of those communications, even if the gateway only is intended to communicate with a single
LoRaWAN transmitting device, and then transmit all of those communications to a network
server, resulting in unneeded redundant processing. This results in a significant processing load
on the gateways. It also results in a significant amount of network activity required by the
gateway to transmit the unwanted communications to a network server, which increases
transmission costs for activity for that gateway and the network server.

[0004] Moreover, there is a significant amount of data in communications from trackers
to gateways, resulting in increased transmission time and bandwidth usage. For example, a

communication from a tracker to a gateway could include Global Positioning System (GPS)
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coordinates in addition to sensor data, and the GPS coordinates increase bandwidth needs. Use

of that large bandwidth increases network transmission costs due to the large transmissions.

SUMMARY

[0005] In one aspect, an asset tracking system comprises a plurality of hub devices and a
tracking device connectable to an asset device. Each of the plurality of hub devices receive a
pair request, determine a quality value representative of a quality of communication states with
the tracking device and a network server, and transmit a pair response with the quality value.
The quality value is based on a combination of states comprising a received signal strength
indicator (RSSI) of the pair request, a power status of the hub device indicative of whether or not
the hub device is connected to an external power source, a signal quality of a cellular signal at
the hub device for communication with a network server, and a special offset value provided by
the network server. The tracking device senses activity of the asset device, transmits the pair
request, receives the pair responses with the quality values from the hub devices, selects one hub
device of the plurality of hub devices with which to pair based on the quality value in the pair
response from the one hub device, and transmits one or more communications with data
indicative of the asset device activity to the one hub device.

[0006] In another aspect, an asset tracking system comprises a plurality of hub devices
and a tracking device connectable to an asset device. Each of the plurality of hub devices receive
a pair request, determine a quality value representative of a quality of a plurality of states of the
hub device, and transmit a pair response with the quality value. The tracking device has at least
one sensor to sense activity of the asset device. The tracking device transmits the pair request,
receives the pair responses with the quality values from the hub devices, selects one hub device
of the plurality of hub devices with which to pair based on the quality value in the pair response
from the one hub device, and transmits one or more communications with sensor data of activity
of the asset device to the one hub device.

[0007] In another aspect, a method includes transmitting a pair request from a tracking
device connectable to an asset device and receiving the pair request at each of a plurality of hub
devices. Each hub device determines a state quality value of the hub device based on a
combination of a plurality of states of the hub device comprising at least a received signal
strength indicator (RSSI) of the pair request, a power status of the hub device indicative of

whether or not the hub device is connected to an external power source, a signal strength of a
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cellular signal at the hub device, wherein the hub device communicates with a network server
through a cellular network, and a special offset value provided by the network server. Each hub
device transmits a pair response with the state quality value. The method includes receiving, at
the tracking device, the pair responses with the state quality values from the plurality of hub
devices and selecting, by the tracking device, one hub device with a best state quality value with
which to pair from the plurality of hub devices. The method further includes sensing activity of
the asset device by at least one sensor of the tracking device and transmitting one or more
communications with sensor data of activity of the asset device to the selected hub device.

[0008] In another aspect, a method includes transmitting a pair request from a tracking
device connectable to an asset device and receiving the pair request at each of a plurality of hub
devices. Each hub device determines a value based on a plurality of states of the hub device and
transmits a pair response with the value, wherein the plurality of states of the hub device used by
the hub device to determine the value comprise at least a received signal strength indicator
(RSSI) of the pair request, a power status of the hub device indicative of whether or not the hub
device is connected to an external power source, a signal strength of a cellular signal at the hub
device, and a special offset value provided by a network server. The method includes receiving
the pair responses with the values from the plurality of hub devices at the tracking device and
selecting, by the tracking device, one hub device of the plurality of hub devices with which to
pair based on the values in the pair responses. The method includes sensing activity of the asset
device by at least one sensor of the tracking device and transmitting one or more
communications with sensor data of activity of the asset device to the one hub device.

[0009] In another aspect, an asset tracking system has a plurality of hub devices and a
tracking device. Each hub device receives a request, determines a value based on a plurality of
states of the hub device, and transmits a response with the value, wherein the plurality of states
of the hub device used by the hub device to determine the value comprise at least a plurality of a
received signal strength indicator (RSSI) of the request, a power status of the hub device
indicative of whether or not the hub device is connected to an external power source, a signal
strength of a cellular signal at the hub device, and a special offset value provided by a network
server. The tracking device is connectable to an asset device and has at least one sensor to sense
activity of the asset device. The tracking device transmits the request, receives the responses

with the values from the plurality of hub devices, selects one hub device of the plurality of hub
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devices with which to communicate sensor data based on the values in the responses, and
transmits one or more communications with sensor data of activity of the asset device to the one
hub device.

[0010] In another aspect, a method includes transmitting a request from a tracking device
connectable to an asset device and receiving the request at each of a plurality of hub devices.
Each hub device determines a value based on a plurality of states of the hub device and transmits
a response with the value, wherein the plurality of states of the hub device used by the hub
device to determine the value comprise at least a plurality of a received signal strength indicator
(RSSI) of the request, a power status of the hub device indicative of whether or not the hub
device is connected to an external power source, a signal strength of a cellular signal at the hub
device, and a special offset value provided by a network server. The method includes receiving
the responses with the values from the plurality of hub devices at the tracking device and
selecting, by the tracking device, one hub device of the plurality of hub devices with which to
communicate sensor data based on the values in the responses. The method includes sensing
activity of the asset device by at least one sensor of the tracking device and transmitting one or
more communications with sensor data of activity of the asset device to the one hub device.

[0011] In another aspect, an asset tracking system has a hub device and a tracking device.
The hub device receives a pair request, determines a value based on a plurality of states of the
hub device, and transmits a pair response with the value. The plurality of states of the hub
device used by the hub device to determine the value comprise at least a received signal strength
indicator (RSSI) of the pair request, a power status of the hub device indicative of whether or not
the hub device is connected to an external power source, a signal strength of a cellular signal at
the hub device, and a special offset value provided by a network server. The tracking device is
connectable to an asset device and has at least one sensor to sense activity of the asset device.
The tracking device transmits the pair request, receives the pair response with the value from the
hub device, selects the hub device with which to pair based on the value in the pair response, and
transmits one or more communications with sensor data of activity of the asset device to the hub
device.

[0012] In another aspect, a method includes transmitting a pair request from a tracking
device connectable to an asset device and receiving the pair request at a hub device. The hub

device determines a value based on a plurality of states of the hub device and transmits a pair
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response with the value. The plurality of states of the hub device used by the hub device to
determine the value comprise at least a received signal strength indicator (RSSI) of the pair
request, a power status of the hub device indicative of whether or not the hub device is connected
to an external power source, a signal strength of a cellular signal at the hub device, and a special
offset value provided by a network server. The method includes receiving the pair response with
the value from the hub device at the tracking device and selecting, by the tracking device, the
hub device with which to pair based on the value in the pair response. The method includes
sensing activity of the asset device by at least one sensor of the tracking device and transmitting
one or more communications with sensor data of activity of the asset device to the hub device.

[0013] In another aspect, an asset tracking system has a hub device and a tracking device.
The hub device receives a request, determines a value based on a plurality of states of the hub
device, and transmits a response with the value. The plurality of states of the hub device used by
the hub device to determine the value comprise at least a plurality of a received signal strength
indicator (RSSI) of the request, a power status of the hub device indicative of whether or not the
hub device is connected to an external power source, a signal strength of a cellular signal at the
hub device, and a special offset value provided by a network server. The tracking device is
connectable to an asset device and has at least one sensor to sense activity of the asset device.
The tracking device transmits the request, receives the response with the value from the hub
device, selects the hub device with which to communicate sensor data based on the value in the
response, and transmits one or more communications with sensor data of activity of the asset
device to the hub device.

[0014] In another aspect, a method includes transmitting a request from a tracking device
connectable to an asset device and receiving the request at a hub device. The hub device
determines a value based on a plurality of states of the hub device and transmits a response with
the value. The plurality of states of the hub device used by the hub device to determine the value
comprise at least a plurality of a received signal strength indicator (RSSI) of the request, a power
status of the hub device indicative of whether or not the hub device is connected to an external
power source, a signal strength of a cellular signal at the hub device, and a special offset value
provided by a network server. The method includes receiving the response with the value from
the hub device at the tracking device and selecting, by the tracking device, the hub device with

which to communicate sensor data based on the value in the response. The method includes
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sensing activity of the asset device by at least one sensor of the tracking device and transmitting

one or more communications with sensor data of activity of the asset device to the hub device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Figure 11is a block diagram of an exemplary embodiment of an asset tracking
system.

[0016] Figure 2 is a block diagram of an exemplary embodiment of a tracking device.

[0017] Figure 3 is a block diagram of an exemplary embodiment of a hub device.

[0018] Figure 4 is a block diagram of an exemplary embodiment of a network server.

[0019] Figure 5 is a block diagram of an exemplary embodiment of an application
server.

[0020] Figure 6is a flow diagram of an exemplary embodiment of a pair request
process of a tracking device.

[0021] Figures 7-8 are diagrams of example embodiments of a pairing report timer
process of a tracking device.

[0022] Figure 9 is a diagram of an example embodiment of a wake on activity mode
process of a tracking device.

[0023] Figure 10 is a diagram of an example embodiment of a timer mode process of a
tracking device.

[0024] Figure 11 is a flow diagram of an example embodiment of a sensor data queue
of a pairing process of a tracking device.

[0025] Figure 12 is a flow diagram of an example embodiment of a pairing process of a

hub device.

DETAILED DESCRIPTION
[0026] The asset tracking systems and methods of the present disclosure solve
problems associated with monitoring and tracking equipment and equipment activity used on
construction sites and other locations. The asset tracking systems and methods reduce redundant
communications processed by network devices and reduce network usage required to transmit
communications by creating a custom communication network with a custom point-to-point
tracking device-hub device-network server communication protocol in which a tracking device

pairs with a hub device and communicates sensor data with only the one paired hub device
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instead of broadcasting sensor data communications to all hub devices, resulting in data
optimization and transmission cost savings based on tracking device-hub device pairing. The
tracking devices pair with a hub device that has a better hub device state, for example by using a
pairing quality rating value of the hub device, which optimizes the tracking device to hub device
communications. Communications from a tracking device to the hub device and from the hub
device to the network server may be binary formatted communications, for example where the
binary code is a zero or a one to indicate whether activity exists or does not exist for an asset
device. This reduces transmission time and bandwidth required for communications from
tracking devices to hub devices, resulting in additional cost savings. The custom communication
network eliminates out-of-network devices from communicating with hub devices on the custom
communication network, for example by using a special application identification (ID) and
network device identifications (IDs) in communications between tracking devices and hub
devices, thereby reducing overall bandwidth requirements and transmission costs for the custom
communication network.

[0027] Figure 1 depicts an embodiment of an asset tracking system 102. The asset
tracking system 102 includes one or more tracking devices 104-108, one or more hub devices
110-114, a network server 116, and the application server 118. The tracking system 102
optionally may include one or more client computing devices 120-122 and one or more mobile
devices 124 and 126.

Tracking Devices

[0028] The tracking devices 104-108 are attached or connected to or otherwise
associated with one or more asset devices 128-132. Examples of asset devices 128-132 include
small tools (e.g. shovels, rakes, ladders, and hand tools), tool attachments, powered tools (e.g.
pumps, generators, and powered hand tools), and machines.

[0029] The tracking devices 104-108 include one or more sensors to sense activity of
an asset device 128-132 to which they are attached and store sensor data of that activity,
including when the asset device is in motion or the asset device’s orientation changes or
optionally when the asset device is stationary. For example, a tracking device 104-108 may have
an accelerometer to sense motion or movement of the asset device to which it is attached. In
another example, a tracking device 104-108 has a temperature sensor to sense temperature of the

asset device to which it is attached, such as from a motor of the asset device, which would
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indicate the asset device is operating. In another example, a tracking device 104-108 has an
orientation sensor to sense changes in orientation of the asset device to which it is attached,
which would indicate movement of the asset device. In another example, a tracking device 104-
108 has a vibration sensor to sense vibration of the asset device to which it is attached, which
would indicate movement of the asset device. The tracking devices 104-108 may include other
sensors to sense one or more other characteristics of an asset device, such as activity by the asset
device.

[0030] The tracking devices 104-108 take a sensor reading (sense data) of its sensor(s)
(e.g. sensor(s) connected to an asset device to sense activity, such as movement or temperature,
of the asset device) at one or more configurable sensor reading periods or intervals of time and
optionally stores one or more sensor readings. For example, the tracking devices 104-108 may
take a sensor reading constantly, every thirty seconds, every minute, every five minutes, every
thirty minutes, when the tracking device is to report sensor readings to a hub device 110-114 for
transmission to the network server 116, upon a sensor sensing activity, or another sensor reading
period or interval of time between ten seconds and twenty four hours.

[0031] The tracking devices 104-108 transmit one or more communications to and
receive one or more communications from one or more hub devices 110-114 via a first
communication network 134, including at one or more configurable sensor data reporting periods
or intervals of time. For example, a tracking device 104-108 may be configured to transmit the
tracking device’s sensor data in a communication (e.g. a sensor report) to a hub device 110-114
every minute, every eight minutes, every twenty minutes, every thirty minutes, every hour, every
12 hours, a multiple of an eight minute increment between eight minutes and 1440 minutes, a
period between one minute and seven days, upon sensing activity of the asset device to which it
is attached, upon waking from a sleep cycle, upon pairing with a hub device, or another
configurable sensor data reporting period or interval of time.

[0032] In one example, a tracking device 104-108 is configured with a sensor data
reporting interval of eight minutes or a multiple of an eight minute increment between eight
minutes and 1440 minutes. In this example, the tracking device 110-114 reads its sensor every

one minute increment and records (stores in its memory) the sensor activity for every one minute
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increment until it reaches eight minutes. The tracking device 104-108 then transmits its recorded
sensor activity to a hub device 110-114.

[0033] Each tracking device 104-108 pairs to one hub device 110-114 so that a tracking
device only transmits sensor data to and receives configuration data and/or other data from a
single hub device while paired with that hub device. If a tracking device 104-108 loses the
pairing with the hub device 110-114, the tracking device may re-pair with the same hub device
110-114 or pair with another hub device. This pairing is used instead of each tracking device
104-108 always broadcasting every communication for processing by all hub devices 110-114.

[0034] A tracking device 104-108 may pair with a particular hub device 110-114 based
on one or more states of the hub device. For example, a tracking device 104-108 transmits a pair
request to one or more hub devices 110-114. A pair request is a communication requesting a hub
device to pair with a tracking device. Each hub device 110-114 transmits a pair response back to
the tracking device. A pair response is a communication indicating a hub device is available to
pair with a tracking device. Each pair request may include a device identification (ID) of the
tracking device. The pair response may include a device identification (ID) of the responding
hub device 110-114, a data channel over which the tracking device 104-108 is to transmit the
sensor data to the hub device and the hub device is to receive the sensor data, information
identifying one or more states of the hub device or the quality of one or more states of the hub
device, such as a pairing quality rating value (PQRYV) representing one or more states of the hub
device or a composite value of multiple states of the hub device, such as based on one or more
state pairing parameters of the hub device, and optionally the received signal strength indicator
(RSSI) of the tracking device pair request. The tracking device 104-108 then selects and pairs
with a hub device 110-114 that has the best state or best composite value of multiple states, for
example with the best state quality value for the hub device, by selecting a hub device with the
best state or state quality value, such as a pairing quality rating value (PQRYV) representing one
or more states of the hub device or a composite value of multiple states of the hub device, and
transmitting its sensor data and optionally the hub device ID to the selected hub device over the
data channel designated by the selected hub device, for example in one or more sensor reports or
other communications. One example of the state quality value is a pairing quality rating value
(PQRYV), which is discussed below. Examples of values include positive and negative numbers,

flags, and other designations or representations to identify a particular state of a device.
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[0035] In one embodiment, the tracking devices 104-108 require a potential pairing hub
device 110-114 to have a minimum pairing quality rating value (PQRV) in order to pair with the
tracking device. The tracking devices 104-108 optionally may transmit the minimum pairing
quality rating value (PQRYV) in pair requests. If a pairing quality rating value (PQRV) of a
particular hub device does not meet (is not equal to or greater than) the minimum pairing quality
rating value (PQRYV) required by a particular tracking device 104-108, the particular tracking
device does not pair with the particular hub device in this embodiment. If the pairing quality
rating value (PQRYV) of all of the hub devices 110-114 do not meet (are not equal to or greater
than) the minimum pairing quality rating value (PQRV) required by the particular tracking
device 104-108, the particular tracking device does not pair with any of the hub devices in this
embodiment. If a pairing quality rating value (PQRYV) of one or more hub devices do meet (are
equal to or greater than) the minimum pairing quality rating value (PQRV) required by a
particular tracking device 104-108, the particular tracking device will select a hub device with
the best pairing quality rating value (PQRYV) for pairing.

[0036] In one embodiment, if two or more hub devices 110-114 have a same best state,
quality of one or more states, composite state, composite quality of one or more states, or the
pairing quality rating value (as the case may be) identified in the hub device’s pair responses, the
tracking device 104-108 selects the hub device having the highest measured RSSI of the pair
request the tracking device transmitted for pairing, as measured at the selected hub device. If the
two or more hub devices 110-114 also have the same RSSI of the pair request the tracking device
104-108 transmitted, the tracking device 104-108 selects the hub device for pairing that
corresponds to the first received pair response.

[0037] The tracking devices 104-108 may transmit one or more communications to
paired hub devices 110-114 that include sensor data and other data. The sensor data includes one
or more sensor readings taken by one or more sensors of the tracking device 104-108, including
over the configurable sensor data reporting period or interval of time. The tracking devices 104-
108 also may include a battery level or power level of a battery or power device of the tracking
device and/or the tracking device’s device identification (ID) in communications transmitted to a
paired hub device 104-108. The tracking devices 104-108 may transmit configuration requests
and/or communication acknowledgements to a paired hub device 110-114, which optionally do

not include sensor data.
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[0038] The tracking devices 104-108 may receive one or more acknowledgement
communications from a paired hub device 110-114, such as when a paired hub device receives
sensor data (e.g. a sensor report) with the hub device ID over the data channel designated by the
hub device in the pair response. The tracking device 104-108 also may receive one or more
communications with one or more configurations or configuration changes (where configurations
or configuration changes may be referred to simply as “configurations” hereafter or in the
appended claims) from a paired hub device 110-114. The tracking device 104-108 will then
install or otherwise implement the one or more configurations or configuration changes on the
tracking device. For example, a communication from a paired hub device 110-114 may include
a configuration identifying a new or change in the sensor data reporting interval for which sensor
data should be transmitted to the hub device or a configuration with new firmware. The tracking
device 104-108 optionally transmits an acknowledgement communication to the paired hub
device 110-114 when the one or more configurations or configuration changes have been
installed or optionally when the tracking device receives the one or more configurations or
configuration changes.

[0039] The tracking devices 104-108 are hardware and contain one or more processors
to process data and computer readable-executable instructions/software, memory to store data
and computer readable-executable instructions/software, and one or more transceivers to transmit
and receive communications. The processor(s) execute the computer readable-executable
instructions/software, process communications, build communications, retrieve data from
memory, and store data to memory. The processor(s) and the memory are hardware.

Hub Devices

[0040] Hub devices 110-114 are attached or connected to one or more stationary or
mobile asset devices 136, such as vehicles, powered equipment (e.g. bull dozers, backhoes, and
tractors), and tool containers, for example. The hub devices 110-114 optionally include one or
more sensors to sense activity of the asset device to which it is attached or connected and stores
sensor data of that activity, including when the asset device is in motion or the asset device’s
orientation changes or optionally when the asset device is stationary. For example, a hub device
110-114 may have an accelerometer to sense motion or movement of the asset device to which it
is attached. In another example, a hub device 110-114 has a temperature sensor to sense

temperature of the asset device to which it is attached, such as from a motor of the asset device,
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which would indicate the asset device is operating. In another example, a hub device 110-114
has an orientation sensor to sense changes in orientation of the asset device to which it is
attached, which would indicate movement of the asset device. In another example, a hub device
110-114 has a vibration sensor to sense vibration of the asset device to which it is attached,
which would indicate movement of the asset device. A hub device 110-114 may have other
sensors to sense one or more other characteristics of an asset device, such as activity by the asset
device.

[0041] The hub devices 110-114 take a sensor reading (sense data) of its sensor(s) (e.g.
sensor(s) connected to an asset device to sense activity, such as movement or temperature, of the
asset device) at one or more configurable sensor reading periods or intervals of time and
optionally stores one or more sensor readings. For example, the hub devices 110-114 may take a
sensor reading constantly, every thirty seconds, every minute, every five minutes, every thirty
minutes, when the tracking device is to report sensor readings to the network server 116, upon a
sensor sensing activity, or another sensor reading period or interval of time between ten seconds
and twenty four hours.

[0042] The hub devices 110-114 transmit sensor data of the sensed activity to the
network server 116 via a second communication network 138, including at one or more
configurable sensor data reporting periods or intervals of time. For example, the hub devices
110-114 may be configured to transmit the hub device’s sensor data in a communication (e.g. a
sensor report) to the network server 16 every minute, every eight minutes, every twenty minutes,
every thirty minutes, every hour, every 12 hours, a multiple of an eight minute increment
between eight minutes and 1440 minutes, a period between two minutes to seven days, upon
sensing activity of the asset device to which it is attached, upon waking from a sleep cycle, or
another configurable sensor data reporting period or interval of time.

[0043] The hub devices 110-114 transmit one or more other communications to and
receive one or more other communications from the network server 116 via the second
communication network 138. For example, the hub devices 110-114 transmit to the network
server 116 location data (e.g. GPS location data) for the location of the hub device, either with
sensor data (e.g. sensor activity data) from one or more sensors on the hub device and/or sensor
data (e.g. activity data) received from one or more tracking devices 104-108 or separately from

sensor data (e.g. sensor activity data). In another example, the hub devices 110-114 receive one
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or more configurations or configuration changes from the network server 116 via the second
communication network 138 to be installed or implemented on the hub devices and/or to be
transmitted to one or more tracking devices 104-108 for installation or implementation.

[0044] The hub devices 110-114 determine their location, such as through satellite or
terrestrial (ground based) GPS location data received by the hub devices from one or more GPS
satellites or ground based GPS signal transmitters. The hub devices 110-114 may use alternate
location determining methods, such as from receiving one or more communications from the
Global Navigation Satellite System (GLONASS) or equivalent devices by one or more receivers
of the hub device and/or by using one or more dead-reckoning determining devices and methods
of the hub device. The hub devices 110-114 determine their coordinated universal time (UTC)
time, such as from the GPS signals, GLONASS communications, and/or cellular network
communications.

[0045] The hub devices 110-114 may include an internal power source (e.g. a battery)
or connect to an external power source from an asset device, a solar powered device, a Long
Range (LoRa) type transceiver, or some other external power source. For example, the hub
devices 110-114 may connect to and receive power from a power system of a LoRa type
transceiver or a power source of an asset device to preserve cellular connectivity.

[0046] The hub devices 110-114 receive one or more communications from and
transmit one or more communications to one or more tracking devices 104-108, such as through
the first communication network 134. For example, the hub devices 110-114 receive sensor data
in one or more communications (e.g. sensor reports) transmitted by one or more tracking devices
104-108 and add date and time stamps to the sensor data (e.g. UTC time based time stamps).
The data and time may be determined by the hub device from received GPS communications,
GLONASS communications, and/or cellular network communications. The hub devices 110-
114 optionally store the sensor data received from the one or more tracking devices 104-108.
The hub devices 110-114 optionally transmit an acknowledgement to the one or more tracking
devices 104-108 when a hub device receives a communication with sensor data from a tracking
device. Because the hub devices 110-114 often are attached to mobile asset devices, they may
move out of range of particular tracking devices 104-108 and, therefore, may not be able to

receive communications from the out-of-range tracking devices.
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[0047] The hub devices 110-114 pair with one or more tracking devices 104-108. The
hub devices 110-114 then act on received sensor data from one or more communications
transmitted from the paired tracking device 104-108, e.g. by processing that sensor data or other
payload and/or transmitting that sensor data to the network server 116, but not act on received
sensor data from unpaired tracking devices. The hub devices 110-114 also transmit
configurations and configuration changes to paired tracking devices 104-108 but not to unpaired
tracking devices in one embodiment.

[0048] A particular tracking device 104-108 may pair with a hub device 110-114 based
on one or more states of the hub device. For example, a hub device 110-114 receives a pair
request from one or more tracking devices 104-108. The hub device 110-114 determines
information identifying one or more states of the hub device, such as a state quality value
representing one or more states of the hub device or a composite value of multiple states of the
hub device, such as based on one or more state pairing parameters of the hub device. The hub
device 110-114 transmits a pair response back to the tracking device 104-108 with a device
identification (ID) of the hub device, an identification of a data channel over which the tracking
device is to transmit the sensor data to the hub device and the hub device is to receive the sensor
data, optionally the RSSI of the corresponding tracking device pair request, and the information
identifying the one or more states of the hub device, the quality of one or more states of the hub
device, a composite value of multiple states of the hub device, or a composite value of the
quality of one or more states of the hub device (e.g. PQRV). The tracking device 104-108 then
pairs with a hub device 110-114 that has the best state or best composite value of multiple states,
for example with the best state quality value for the hub device (e.g. PQRV), by transmitting its
sensor data and the hub device ID to the paired hub device over the data channel designated by
the hub device, for example in one or more sensor reports or other communications. The hub
device 110-114 then transmits an acknowledgement to the tracking device indicating the hub
device received the one or more sensor reports or other communications. One example of the
state quality value is a pairing quality rating value (PQRYV), which is discussed below. Examples
of values include positive and negative numbers, flags, and other designations or representations
to identify a particular state of a device.

[0049] In one example, each hub device 110-114 determines one or more states of the

hub device and transmits one or more values or indicators of the one or more states of the hub
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device or a composite value of multiple hub states to one or more tracking devices 104-108 for
evaluation of potential pairing between the hub device and those tracking devices. For example,
a hub device 110-114 may determine a state quality value representative of a combination of or
composite value of one or more states of the hub device, such as based on one or more state
pairing parameters, and transmit that state quality value to the tracking devices 104-108. The
tracking devices 104-108 then use that value to select a hub device 110-114 with which to pair.
In one example, the state quality value is based on state pairing parameters for a received signal
strength indicator (RSSI) of the pair request, a power status of the hub device indicative of
whether or not the hub device is connected to an external power source, a signal quality of a
cellular signal or other network signal or connection at/on the hub device 110-114 for
communication/communicating with the network server 116 (e.g. a received signal strength
indicator (RSSI) of a cellular signal at/on the hub device (e.g. for communication/communicating
with the network server using cellular signals such as a cellular connection), a signal strength of
connectivity between the hub device and the network server, or a cellular signal strength of a
cellular connection between the hub device and a network server), and a special offset value
provided by the network server. The special offset value is optional in some embodiments. In
another example, the state quality value can be based on one or more states or state pairing
parameters of the hub device 110-114, such as a received signal strength indicator (RSSI) of one
or more communications received by the hub device from the tracking device 104-108 (e.g. the
RSSI of a pair request), a power status of the hub device (e.g. whether the hub device is
connected to an external power source from an asset device, a solar powered device, a Long
Range (LoRa) type transceiver, or some other external power source or an internal battery), how
close the hub device is to a maximum value of a duty cycle for the hub device, whether or not the
hub device has a cellular connection or other network connection to a network server 116, a
signal quality of a cellular signal or other network signal or connection at/on the hub device for
communication/communicating with the network server (e.g. a received signal strength indicator
(RSSI) of a cellular signal at/on the hub device (e.g. for communication/communicating with the
network server using cellular signals such as a cellular connection), a signal strength of
connectivity between the hub device and the network server, or a cellular signal strength of a
cellular connection between the hub device and a network server), a ground speed of the hub

device optionally over a period of time (e.g. a value of zero or greater than zero as determined by
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the hub device from one or more GPS communications received by the hub device or one or
more sensor readings of one or more hub device sensors), a determination by the hub device if
there is activity (e.g. movement) of the hub device or an asset device to which the hub device is
connected based on one or more sensor readings of one or more sensors of the hub device, and/or
a special offset value provided by the network server. The hub device duty cycle is the fraction
of a period of time a hub device is active (e.g. transmitting in the case of a transmitter). Both
limited mobility of a hub device 110-114 and good cellular connectivity or other network
connectivity between the hub device and the network server 116 result in a better state quality
value for the hub device. The hub devices 110-114 measure the RSSI of the pair request and
make one or more other measurements or sensor readings for the state pairing parameters or
other states of the hub device by one or more sensors of the hub device.

[0050] In another example, a hub device 110-114 receives one or more pair requests
from one or more tracking devices 104-108 and transmits a pair response to the one or more pair
requests from the one or more tracking devices. The pair responses may include an identification
of a data channel selected by the hub device 110-114 for receiving sensor data from a tracking
device 104-108 and a device identification (ID) of the responding hub device. The pair
responses also may include information identifying one or more states of the hub device 110-
114, the quality of one or more states of the hub device, a composite value of multiple states of
the hub device, a composite value of the quality of one or more states of the hub device, or a
pairing quality rating value, as the case may be. The pair responses optionally may include an
RSSI of the corresponding received pair request.

[0051] In one example, the hub device 110-114 only considers itself to be paired with
the tracking device 104-108 if the hub device receives from the tracking device the sensor report
or other communication with the hub device’s ID over the data channel designated by the hub
device to receive data from the tracking device. In that instance, the hub device 110-114
transmits to the tracking device 104-108 an acknowledgement that the hub device received the
sensor report or other communication, and the tracking device receives the acknowledgement. In
another example, the hub device 110-114 will not be paired with the tracking device 104-108 if
the tracking device does not transmit the sensor report or other communication to the hub device
with the hub device’s ID over the data channel designated by the hub device to receive data from

the tracking device. In another example, the tracking device 104-108 does not consider itself to
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be paired to the hub device 110-114 if the tracking device does not receive the acknowledgement
that the hub device received the sensor report or other communication. In still another example,
a hub device 110-114 will not process sensor data or other payload from any communication if
the communication does not contain the hub device’s device ID, and the hub device is not paired
with the device transmitting such a communication. In still another example, a hub device 110-
114 will not process sensor data or other payload from a communication if the communication is
not received over a data channel designated by the hub device for receiving sensor reports and/or
other data communications, and the hub device is not paired with the device transmitting such a
communication.

[0052] The hub devices 110-114 may transmit one or more communications to a paired
tracking device 104-108 that includes one or more configurations or configuration changes. For
example, a hub device 110-114 may transmit a communication to a paired tracking device 104-
108 with a firmware update or a configuration identifying a time frame (sensor data reporting
interval) for which the paired tracking device should transmit sensor data to the hub device. The
tracking devices 104-108 optionally transmit an acknowledgement communication to the hub
device 110-114 when the one or more configurations or configuration changes have been
installed or otherwise implemented or optionally after the one or more configurations or
configuration changes have been received by the tracking devices, and the hub devices optionally
receive the acknowledgements.

[0053] The tracking device-hub device pairing reduces redundant communications in
the present asset tracking system 102 over prior systems because a tracking device 104-108 pairs
with and transmits sensor data or other payload communications to a single hub device 110-114
(e.g. in one or more sensor reports) over a data channel designated by the hub and with the hub
device ID, the hub device only processes sensor data or other payload of a paired tracking
device, and that hub device transmits that sensor data or other payload to the network server 116.
Cutting down on the redundant communications significantly lowers the number of
communications with sensor data and other payload a hub device 110-114 must process and act
on, significantly reducing use of precious processing resources of each hub device. Cutting
down on the redundant communications also significantly lowers the total cost of data transfer
because the total number of data bytes transmitted from the tracking devices 104-108 to the hub

devices 110-114 and from the hub devices to the network server 116 are significantly reduced.
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[0054] The hub devices 110-114 are hardware and contain one or more processors to
process data and computer readable-executable instructions/software, memory to store data and
computer readable-executable instructions/software, and one or more transceivers to transmit and
receive communications. The processor(s) execute the computer readable-executable
instructions/software, process communications, build communications, retrieve data from
memory, and store data to memory. The processor(s) and the memory are hardware.

Network Server

[0055] The network server 116 receives one or more communications from one or
more hub devices 110-114. The one or more communications may include sensor data and other
data from the one or more hub devices 110-114 and/or sensor data and other data from one or
more tracking devices 104-108. The network server 116 optionally stores that sensor data and
other data in network server storage memory.

[0056] For example, the network server 116 optionally may store in network server
storage one or more of sensor data (sensor reports) for each particular tracking device in the asset
tracking system 102, the tracking device’s device ID, an identification of the asset device to
which the tracking device is attached, connected, or associated, the tracking device’s location
(e.g. latitude and longitude or GPS Coordinates), the tracking device’s sensor data (sensor report)
time stamp, the tracking device’s battery voltage, that tracking device’s activity logs, the tracking
device’s temperature, and the tracking device’s configuration version. The network server 116
also optionally stores in network server storage one or more of sensor data for each particular
hub device in the asset tracking system 102, the hub device’s device ID, an identification of the
asset device to which the hub device is attached, connected, or associated, the hub device’s
location (e.g. latitude and longitude or GPS Coordinates), the hub device’s available
configuration slots, the hub device’s configuration version, the hub device’s external power
source if present, the hub device’s power voltage, and the hub device’s tracking device sensor
reports. The network server 116 optionally may store in network server storage a list of hub
devices 110-114 and tracking devices 104-108 with which the hub devices currently are paired
and a list of hub devices and tracking devices with which the hub devices previously were
paired.

[0057] The network server 116 transmits instructions and other communications to the

hub devices. For example, the network server 116 transmits one or more configurations or
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configuration changes to one or more hub devices 110-114 for the hub device to install or
otherwise implement on itself. The network server 116 may transmit a unique configuration or
configuration change for a specific hub device 110-114 or a general configuration or
configuration change for multiple hub devices. For example, the network server 116 may
transmit a configuration or configuration change to a specific hub device 110-114 identified by a
device ID of the hub device.

[0058] The network server 116 transmits one or more configurations and configuration
changes to one or more hub devices 110-114 to be transmitted to and installed or otherwise
implemented by one or more tracking devices 104-108. The network server 116 may transmit a
unique configuration or configuration change for a specific tracking device 104-108 or a general
configuration or configuration change for multiple tracking devices. For example, the network
server 116 may transmit a configuration or configuration change to the hub device 110-114 with
instructions to the hub device to transmit the configuration or configuration change to a specific
tracking device 104-108 identified by a device ID of the tracking device.

[0059] The network server 116 may receive one or more communications from and/or
transmit one or more communications to one or more application servers, such as application
server 118. For example, the network server 116 may transmit sensor data from one or more of
the tracking devices 104-108 and/or one or more hub devices 110-114 along with some or all of
the data associated with those devices to the application server 118 with or without first
receiving a request for the sensor data from the application server. That asset data, sensor data,
and other data may include one or more of sensor data (e.g. from sensor reports) for each
particular tracking device 104-108 in the asset tracking system 102, each tracking device’s
device ID, an identification of the asset device to which the tracking device is attached,
connected, or associated, the tracking device’s location (e.g. latitude and longitude or GPS
Coordinates), the tracking device’s sensor data (sensor report) time stamp, the tracking device’s
battery voltage, the tracking device’s activity logs, the tracking device’s temperature, the
tracking device’s activation or deactivation status, and the tracking device’s configuration
version, all of which optionally may be stored in network server storage. That asset data, sensor
data, and other data also may include one or more of sensor data for each particular hub device in
the asset tracking system 102, each hub device’s device ID, an identification of the asset device

to which the hub device is attached, connected, or associated, the hub device’s location (e.g.
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latitude and longitude or GPS Coordinates), the hub device’s available configuration slots, that
hub device’s configuration version, the hub device’s external power source if present, the hub

device’s power voltage, the hub device’s activation or deactivation status, and the hub device’s
tracking device sensor reports, all of which optionally may be stored in network server storage.

[0060] In one aspect, the network server 116 provides an endpoint for communication
with the hub devices 110-114, queues incoming communications from hub devices, optionally
converts communications received from hub devices from a binary encoded format to a text
format, and stores data from the queued communications from the hub devices (after the optional
conversion to the text format) in the application server 118 database. In this aspect, the network
server 116 also receives configurations or configuration changes to be implemented for one or
more tracking devices 104-108 and/or one or more hub devices 110-114 from the application
server 118, optionally determines the correct one or more hub devices to transmit the
configurations or configuration changes (e.g. for a particular tracking device paired with a
particular hub device), and transmits communications to one or more hub devices with the
configurations or configuration changes with an identification of the tracking device(s) and/or
hub device(s) that the configurations or configuration changes are to be installed or implemented.
In this aspect, the network server 116 operates as a message broker to order and queue the
communications from the hub devices 110-114 and insert data from the ordered and queued
communications into the database of the application server 118. In one example, the network
server 116 includes an Amazon Web Services (AWS) IoT Core (HTTP/API Endpoint) to provide
the endpoint functions and communicate with hub devices 104-108, an Amazon Web Services
(AWS) Simple Queue Service (SQS) to provide the queueing functions, and an Amazon Web
Services (AWS) Lambda service to convert communications or data from communications
between the binary encoded format and the text format, store data to the application server 118
database, and communicate with the application server. Though, other types of servers may be
used.

[0061] In another optional aspect, the network server 116 receives a list of activated
and/or deactivated tracking devices 104-108 and/or hub devices 110-114 from another server
(e.g. a third-party server) and transmits that list to the application server 118 or the application
server’s database for storage. In still another optional aspect, the network server 116 receives

one or more firmware updates for one or more tracking devices 104-108 and/or one or more hub
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devices 110-114 from another server (e.g. a third-party server) and transmits the firmware
updates to the one or more tracking devices and/or one or more hub devices for installation on
the one or more tracking devices and/or one or more hub devices. The network server 116 may
include the device ID of the tracking devices 104-108 and/or the hub devices 110-114 on which
the firmware update is to be installed. In this example, the one or more tracking devices 104-108
and/or one or more hub devices 110-114 receive the firmware updates and install the firmware
updates on their devices.

[0062] The network server 116 is hardware. The network server 116 includes one or
more processors to process data and memory to store data. The processor processes computer-
readable executable instructions, communications, builds communications, retrieves data from
memory, and stores data to memory. The processor and the memory are hardware. The memory
may include volatile and/or non-volatile memory, e.g., a computer-readable storage medium
such as a cache, random access memory (RAM), read only memory (ROM), flash memory, or
other memory to store data and/or computer-readable executable instructions, including for
displaying data. In addition, the network server 116 further includes one or more transceivers or
other communication interfaces to transmit communications to and receive communications from
the application server 118, the hub devices 110-114, and the optional third-party server over one
or more communication networks.

[0063] Although the network server 116 is shown as a single device, it may include
multiple servers, for example, in a cloud computing configuration. Moreover, the network server
116 and the application server 118 may be combined.

Application Server

[0064] The application server 118 manages the tracking devices 104-108 and the hub
devices 110-114 in the tracking system 102. The application server 118 maintains a list of hub
devices 110-114 and tracking devices 104-108 in the asset tracking system 102. The application
server 118 also maintains a location (e.g. latitude and longitude or GPS Coordinates) for each
tracking device 104-108 and hub device 110-114 in the asset tracking system 102, such as from
the location data transferred by one of the hub devices with sensor data received from one or
more tracking devices and/or sensor data for the hub device itself.

[0065] The application server 118 contains a database that receives data from the

network server 116 in one or more communications, including asset data, sensor data, and other
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data, and stores that asset data, sensor data, and other data in a network server database for
evaluation, manipulation, and management by one or more users of the client computing devices
120-122. That asset data, sensor data, and other data may include one or more of sensor data
(e.g. from sensor reports) for each particular tracking device 104-108 in the asset tracking system
102, each tracking device’s device ID, an identification of the asset device to which the tracking
device is attached, connected, or associated, the tracking device’s location (e.g. latitude and
longitude or GPS Coordinates), the tracking device’s sensor data (sensor report) time stamp, the
tracking device’s battery voltage, the tracking device’s activity logs, the tracking device’s
temperature, the tracking device’s activation or deactivation status, and the tracking device’s
configuration version. That asset data, sensor data, and other data also may include one or more
of sensor data for each particular hub device in the asset tracking system 102, each hub device’s
device ID, an identification of the asset device to which the hub device is attached, connected, or
associated, the hub device’s location (e.g. latitude and longitude or GPS Coordinates), the hub
device’s available configuration slots, that hub device’s configuration version, the hub device’s
external power source if present, the hub device’s power voltage, the hub device’s activation or
deactivation status, and the hub device’s tracking device sensor reports.

[0066] The application server 118 generates user interfaces that enable one or more
client computing devices 120-122 and optionally one or more mobile devices 125-126 to view,
manipulate, and/or manage the asset data, sensor data, and other data, including the data
discussed above. For example, the application server 118 optionally hosts a website user
interface to connect with one or more client computing devices 120-122 and optionally one or
more mobile devices 125-126, and that website user interface enables the client computing
devices 120-122 and optionally one or more mobile devices 125-126 to view, manipulate, and/or
manage the asset data, sensor data, and other data, including the data discussed above.

[0067] The application server 118 also enables users of the client computing devices
120-122 to manage configurations of the tracking device(s) 104-108 and/or hub device(s) 110-
114 and to input and/or transmit one or more configurations and/or configuration changes, an
identification of the tracking device(s) and/or hub device(s) that are to receive the configurations
and/or configuration changes, and/or the identification of the tracking device(s) and/or hub
device(s) to install or implement the configurations and/or configuration changes. The

application server 118 then transmits the configurations and/or configuration changes along with
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the device identifications to the network server 116 with instructions to transmit the
configurations and/or configuration changes to the tracking device(s) and/or hub device(s)
identified for transmission and to install or implement the configurations and/or configuration
changes to the tracking device(s) and/or hub device(s) identified for installation or
implementation.

[0068] For example, the application server 118 may receive from a client computing
device 120-122 a configuration change to change the sensor reading interval and/or the sensor
data reporting interval for one or more tracking devices 104-108 and/or one or more hub devices
110-114. In this example, the application server 118 transmits a communication to the network
server 116 with the configuration change for one or more tracking devices 104-108 along with
the device identification of the one or more tracking devices to implement the configuration
change. The network server 116 stores the communication in its queue until a hub device 110-
114 reports sensor data with a device identification of the affected tracking devices 104-108.
The network server 116 transmits the configuration change and the device identification of the
affected tracking devices 104-108 to the hub device 110-114, such as in an acknowledgement
message of the received communication from the hub device. The hub device 110-114 then will
transmit the configuration change to the affected tracking devices 104-108 identified by the
device identification from the network server 116, such as in or with acknowledgement messages
of the received communications from the tracking devices. The affected tracking devices 104-
108 receive and implement the configuration change by updating their sensor reading interval
and/or sensor data reporting interval.

[0069] The application server 118 also communicates with one or more mobile devices
124-126, for example to receive data read from one or more tracking devices 104-108 and/or one
or more hub devices 110-114 by the one or more mobile devices, receive the activation or
deactivation status of one or more tracking devices and/or one or more hub devices from the one
or more mobile devices, or transmit instructions for the activation or deactivation of one or more
tracking devices and/or one or more hub devices to the one or more mobile devices.

[0070] In one aspect, the application server 118 operates as an application
programming interface (API) controller between the network server 116, the application server’s
database, the client computing devices 120-122 (e.g. a website interface application on the client

computing devices), and the mobile devices 124-126 (e.g. an application on the mobile devices)
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and directs requests and responses between the network server, the application server’s database,
the client computing devices (e.g. a website interface application on the client computing
devices), and the mobile devices (e.g. an application on the mobile devices).

[0071] In one example, the application server 118 includes an Amazon Web Services
(AWS) EC2 server, and the application server database includes a PostgreSQL database, another
structured query language (SQL) database, a relational database management system (RDBMS)
database, or another type of database system that stores and communicates data from at least one
database. Though, other servers and databases may be used.

[0072] The application server 118 is hardware. The application server 118 includes
one or more processors to process data and memory to store data. The processor processes
computer-readable executable instructions, communications, builds communications, retrieves
data from memory, and stores data to memory. The processor and the memory are hardware.
The memory may include volatile and/or non-volatile memory, e.g., a computer-readable storage
medium such as a cache, random access memory (RAM), read only memory (ROM), flash
memory, or other memory to store data and/or computer-readable executable instructions,
including for displaying data to a browser. In addition, the application server 118 further
includes one or more transceivers or other communication interfaces to transmit communications
to and receive communications from the network server 116 and the client computing devices
120-122 over a communication network, such as the Internet, an intranet, a cellular network, a
wired or wireless broadband network, or another packet network.

[0073] The application server 118 may include a display, such as a computer monitor
or touchscreen, for displaying data and/or graphical user interfaces. The application server 118
may also include an input device, such as a camera, a universal serial bus (USB) device, a serial
or parallel bus, a wired or wireless transceiver, a keyboard, or a pointing device (e.g., a mouse,
trackball, pen, or touch screen), to enter data into or interact with graphical and/or other types of
user interfaces. In an exemplary embodiment, the display and the input device may be
incorporated together as a touch screen of the smartphone, tablet computer, or personal
computer.

[0074] Although the application server 118 is shown as a single device, it may include
multiple servers, for example, in a cloud computing configuration. Moreover, the network server

116 and the application server 118 may be combined.
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Client Computing Devices

[0075] The client computing devices 120-122 communicate with the application server
118 to view, manipulate, and/or manage the asset data, sensor data, and other data. For example,
the client computing devices 120-122 connect to the application server 118, such as over a
network, and receive the user interfaces from the application server that enable the client
computing devices to view, manipulate, and manage asset data, sensor data, and other data. The
client computing devices 120-122 also may enter and transmit one or more configurations and/or
configuration changes along with the identification of the device(s) to receive the configurations
and/or configuration changes and/or the identification of the device(s) to install or implement the
configurations and/or configuration changes, such as for one or more tracking devices 104-108
and/or one or more hub devices 110-114.

[0076] The client computing devices 120-122 may display a graphical user interface
(GUI) application to generate a graphical user interface on a display of the client computing
device. The graphical user interface may be displayed by a browser of the client computing
device. The graphical user interface enables a user of the one or more client computing devices
120-122 to interact with the application server 118.

[0077] The client computing devices 120-122 are hardware and include one or more
processors to process data and memory to store data and computer instructions/software. The
processor executes the computer instructions/software, processes communications, builds
communications, retrieves data from memory, and stores data to memory. The processor and the
memory are hardware. The memory may include volatile and/or non-volatile memory, e.g., a
computer-readable storage medium such as a cache, random access memory (RAM), read only
memory (ROM), flash memory, or other memory to store data and/or computer-readable
executable instructions. In addition, the client computing devices 120-122 further include one or
more transceivers or other communication interfaces to transmit communications to and receive
communications from the application server 118 via a communication network, such as the
Internet, an intranet, a cellular network, a wired or wireless broadband network, or another
packet network.

[0078] The client computing devices 120-122 can be a laptop computer, a smartphone,
a personal digital assistant, a tablet computer, a standard personal computer, or another

processing device. The client computing devices 120-122 may include a display, such as a
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computer monitor or touchscreen, for displaying data and/or graphical user interfaces. The client
computing devices 120-122 may also include an input device, such as a camera, a universal
serial bus (USB) device, a serial or parallel bus, a wired or wireless transceiver, a keyboard, or a
pointing device (e.g., a mouse, trackball, pen, or touch screen), to enter data into or interact with
graphical and/or other types of user interfaces. In an exemplary embodiment, the display and the
input device may be incorporated together as a touch screen of a smartphone, a tablet computer,
or a personal computer.
Networks

[0079] The communication network 134 is a wireless communication network. In an
example, the communication network 134 may include a low-power wide-area network
(LPWAN) such as a Long Range (LoRa)-based network, an IoT network, a cellular network, a
wireless broadband network, an Internet Protocol (IP) network, another wireless packet network,
a wireless application protocol (WAP) network, a WiFi network, or an IEEE 802.11 standards
network, as well as various combinations thereof. Other wireless networks may also be used.

[0080] The communication network 138 can be a cellular network, a narrowband
Internet of Things (NB-IoT) network, a Bluetooth connection network, a Bluetooth Low Energy
(BLE) connection network, a WiFi network, a LoRa Alliance network, a wireless or wired
broadband network, a wireless or wired narrowband network, the Internet, an intranet, another
wired or wireless packet network, or another wired or wireless communication network, as well
as various combinations thereof. In one example, the communication network 138 is a Long
Term Evolution (4G) Cat-M1 (LTE-M) network. In another example, the communication
network 138 may include a Mobile Communications (GSM) network, a code division multiple
access (CDMA) network, or 3rd Generation Partnership Project (GPP) network. Other wired
and wireless networks may also be used.
Mobile Devices

[0081] The mobile devices 124-126 activate and deactivate tracking devices 104-108

and hub devices 110-114 in the tracking system 102. In one aspect, the mobile devices
communicate with the tracking devices 104-108 and hub devices 110-114 using a
communication protocol 140 and 142, such as near field communications (NFC) or Bluetooth, to
read one or more records or data items on the tracking devices and hub devices and/or transmit

one or more communications to the tracking devices and hub devices to either activate the
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tracking devices and hub devices so that they are able to communicate with hub devices and
tracking devices (and the network server 116), respectively, on the tracking system 102 or
deactivate the tracking devices and hub devices so that they are not able to communicate with
hub devices and tracking devices (and the network server), respectively, on the tracking system.
In one aspect, an application on the mobile devices 124-126 provides a user interface that
enables users to view the one or more records or data items on the tracking devices 104-108 and
hub devices 110-114 and control either activating or deactivating the tracking devices and hub
devices. In one example of this aspect, the application on a mobile device 124-126 writes a first
value (e.g. a one (1) (or another integer other than zero)) to the application ID of the tracking
device or hub device to activate the tracking device or hub device and writes a second value (e.g.
a zero (0)) to the application ID of a tracking device or hub device to deactivate the tracking
device or hub device. The first value and the second value may be an integer, a flag value (e.g.
on/off, 0/1, or true/false), an indicator, or another value for the application ID. A deactivated
tracking device or hub device turns off its transceivers and hibernates until reactivated. An
activated tracking device or hub device turns on its transceivers and activates its other functions
as specified herein.

[0082] The mobile devices 124-126 may transmit data from the tracking devices 104-
108 and the hub devices 110-114 to the application server 118, such as over a cellular connection
144 or another wireless or wired connection. That data may include, for example, any data the
mobile device reads from the tracking devices 104-108 and the hub devices 110-114 and the
activation/deactivation status of the tracking devices and/or hub devices (whether a particular
tracking device and/or a particular hub device is/are either activated or deactivated for operation
in the tracking system 102). The mobile devices 124-126 also may receive data, instructions,
and/or other communications from the application server 118 over the connection 144, such as
for viewing data and/or instructions and acting upon the data and/or instructions on the mobile
device application, for example to activate or deactivate one or more tracking devices 104-108
and/or the hub devices 110-114.

[0083] The mobile devices 124-126 may be, for example, a phone, a tablet, a laptop
computer, or another mobile device. The mobile devices 124-126 are hardware and contain one
or more processors to process data, memory to store data and computer instructions/software,

and one or more transceivers to transmit and receive communications. The processor executes
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the computer instructions/software, processes communications, builds communications, retrieves
data from memory, and stores data to memory. The processor and the memory are hardware.

Network Server Configurations and Configuration changes Examples

[0084] Referring again to Figure 1, in one embodiment, the network server 116
transmits configurations and configuration changes to one or more tracking devices 104-108
through one or more hub devices 110-114. For example, the network server transmits a
configuration or configuration change to one of the hub devices 110-114, and that hub device
transmits the configuration or configuration change to one of the tracking devices 104-108.
Alternately, the network server 116 transmits a configuration or configuration change to multiple
or all of the hub devices 110-114, and the hub devices transmit the configuration or configuration
change to one or more tracking devices 104-108, for example the tracking device with which
they currently are paired or have previously paired. The network server 116 may transmit a
unique configuration or configuration change to one or more hub devices 110-114 for a specific
tracking device 104-108 or may transmit a general configuration or configuration change to one
or more hub devices for multiple tracking devices.

[0085] In one example, the network server 116 transmits a configuration or
configuration change to the last hub device 110-114 with which a tracking device 104-108 is
paired. The hub device 110-114 then transmits the configuration or configuration upgrade to the
currently paired tracking device 104-108. This approach has a high probability of successfully
transferring the configuration or configuration change to the tracking device 104-108 due to the
already paired relationship between the hub device 110-114 and the tracking device.

[0086] In another example, the network server 116 will guide a particular tracking
device 104 to pair with the best hub device 110, and then the particular tracking device will
receive the configuration or configuration change from the best hub device. This approach also
has a high probability of successfully transferring the configuration or configuration change to
the particular tracking device 104 due to the strong communication signaling relationship
between the hub device 110 and the tracking device.

[0087] The pairing quality rating value (PQRYV) forces a tracking device 104-108 to pair
with a hub device 110-114 that is in a stable location and has a strong transceiver frequency (RF)
signal level for cellular communications and local network 134 (e.g. LoRa) communications. In

one example, the pairing quality rating value (PQRYV) is based on values for state pairing
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parameters for a received signal strength indicator (RSSI) of the pair request, a power status of
the hub device indicative of whether or not the hub device is connected to an external power
source, a signal quality of a cellular signal or other network signal or connection at/on the hub
device 110-114 for communication/communicating with the network server 116 (e.g. a received
signal strength indicator (RSSI) of a cellular signal at/on the hub device (e.g. for
communication/communicating with the network server using cellular signals such as a cellular
connection), a signal strength of connectivity between the hub device and the network server, or
a cellular signal strength of a cellular connection between the hub device and a network server),
and a special offset value provided by the network server. The special offset value is optional in
some embodiments. In another example, the pairing quality rating value (PQRYV) is based on
values of state pairing parameters for one or more of a received signal strength indicator (RSSI)
of a pair request received by a hub device, whether or not the hub device has an external power
source (or just an internal battery), transmit duty cycle of the hub device, cellular signal strength
(or other communication network signal strength) of the communication network used by the
hub device to transmit communications to and receive communications from the network server
(e.g. areceived signal strength indicator (RSSI) of a cellular signal at/on the hub device or a
cellular signal strength of connectivity between the hub device and the network server), hub
device ground speed or activity, and a network server offset value for the particular hub device.
In one aspect, each state pairing parameter has a state or value and a corresponding de-rating
(e.g. subtraction or offset) value to be subtracted from a starting PQRYV value based on the state
pairing parameter value to result in the final PQRV. Therefore, the states or values of the
different state pairing parameters are combined to determine the final PQRYV.

[0088] In one embodiment, when a configuration or configuration change for one or
more tracking devices 104-108 is transmitted from the network server 116 to a hub device 110-
114, the hub device will hold or store the configuration or configuration change for a selected
period of time or until the network server transmits a control communication to the hub device
instructing the hub device to delete the configuration or configuration change.

[0089] In another embodiment, when a hub device 110-114 receives a pair request from
a tracking device 104-108, the hub device determines if the hub device has or is storing a
configuration or configuration change for that tracking device. If the hub device 110-114 has or

is storing a configuration or configuration change for the tracking device 104-108, the hub
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device increases its pairing quality rating value (PQRYV) to a maximum value so that the hub
device becomes the best choice for pairing with the tracking device 104-108. The hub device
110-114 transmits the pairing quality rating value (PQRV) with the maximum value to the
tracking device 104-108, and the tracking device pairs with the hub device. Once paired, the
tracking device 104-108 and the hub device 110-114 will proceed with their data communication
exchange, followed by the hub device transmitting the configuration or configuration change to
the tracking device. The hub device 110-114 optionally transmits an acknowledgement to the
network server 116 to indicate that the configuration or configuration change for this particular
tracking device 104-108 has been transmitted to the tracking device and the configuration or
configuration change exchange with the tracking device is completed.

[0090] In one example, the network server 116 may designate a particular tracking
device 104-108 to which the hub device 110-114 is to transmit the configuration or configuration
change (e.g. by transmitting a tracking device identification (ID) to the hub device in the same
communication or in a separate communication as the configuration or configuration change),
and the hub device transmits the configuration or configuration change to the tracking device
with that tracking device ID. In this example, the tracking device 110-114 includes its tracking
device ID in one or more communications it transmits to the hub device 110-114, such as in the
pair request or other control communication or in one or more data communications. The hub
device 110-114 then transmits the configuration or configuration change to the tracking device
104-108 with that tracking device ID, such as over the data channel with which the hub device is
communicating with the tracking device.

[0091] Alternately, the network server 116 may designate multiple particular tracking
devices 104-108 to which the configuration or configuration change is to be transmitted. In this
example, the network device 116 may designate multiple tracking device IDs in a
communication to a hub device 110-114, either in the same communication or in a different
communication as the configuration or configuration change. The hub device 110-114 then will
transmit the configuration or configuration change to the designated tracking devices 104-108 in
a single broadcast communication to all designated tracking devices or in separate
communications to each designated tracking device. The hub device 110-114 optionally may

include the tracking device IDs for which the configuration or configuration change is intended

30



WO 2022/039807 PCT/US2021/031609

in the same communication or in a different communication with the configuration or
configuration change.

Hub Device Power Operating Modes

[0092] The hub devices 110-114 optionally may have any one or more or all of three
power modes of operation, which, for example, may be based on the presence of an internal
power source or a connection to an external power source. Those power modes include normal
power operating mode, reduced power operating mode, and low power operating mode.

[0093] Normal power operating mode is used for a hub device 110-114, for example,
when the hub device is connected to an external power source or the battery voltage of an
internal battery of the hub device is greater than a first battery voltage threshold. Reduced power
operating mode is used for a hub device 110-114, for example, when the hub device is not
connected to an external power source and the battery voltage of an internal battery of the hub
device is less than or equal to the first battery voltage threshold but greater than a second battery
voltage threshold. Low power operating mode is used for a hub device 110-114, for example,
when the hub device is not connected to an external power source and the battery voltage of an
internal battery of the hub device is less than or equal to the second battery voltage threshold.

[0094] The first battery voltage threshold and the second battery voltage threshold are
stored in memory of the hub devices 110-114. The state of whether or not the hub device 110-
114 is connected to an external battery source also is stored in memory of the hub devices and/or
the hub devices monitor one or more power source connections and/or inputs to determine if the
hub device is connected to an external power source. The hub device 110-114 monitors the
battery voltage of the internal battery and automatically switches between the normal power
operating mode, reduced power operating mode, and low power operating mode based on the
state of whether or not the hub device is connected to an external battery source, the battery
voltage of the internal battery, the first battery voltage threshold, and the second battery voltage
threshold.

[0095] In one example, an internal battery of a hub device 110-114 has a maximum
voltage of 8.2 volts and a minimum voltage of 5.8 volts. In this example, the first battery voltage
threshold is 6.5 volts direct current (VDC), the second battery voltage threshold is 6.2 VDC, and
the first battery voltage threshold and the second battery voltage threshold are stored in memory

of the hub device 110-114. In this example, the hub device 110-114 monitors a power source

31



WO 2022/039807 PCT/US2021/031609

connection or input to determine if the hub device is connected to an external power source (e.g.
by determining a voltage is present and/or determining a voltage level on that power source
connection or input using a voltage detector of the hub device). The hub device 110-114 also
monitors the battery voltage of the internal battery (if it exists, e.g. using a voltage detector of the
hub device) and automatically switches between the normal power operating mode, reduced
power operating mode, and low power operating mode based on the state of whether or not the
hub device is connected to an external power source, the battery voltage of the internal battery (if
any), the first battery voltage threshold, and the second battery voltage threshold.

[0096] In this example, the hub device 110-114 operates in normal power operating
mode when the hub device is connected to an external power source or the hub device has an
internal battery and the voltage of the hub device’s internal battery is greater than 6.5 VDC. The
hub device 110-114 operates in reduced power operating mode when the hub device is not
connected to an external power source, the hub device has an internal battery, and the voltage of
the hub device’s internal battery is less than or equal to 6.5 VDC and greater than 6.2 VDC. The
hub device 110-114 operates in low power operating mode when the hub device is not connected
to an external power source, the hub device has an internal battery, and the voltage of the hub
device’s internal battery is less than or equal to 6.2 VDC.

[0097] In the normal power operating mode, the hub device 110-114 processor
operations (including monitoring sensors, writing log files, and initiating and receiving
communications) are normal. The LoRa transceivers operate as normal. In this example, the
hub devices 110-114 have two LoRa transceivers, and both are set to on. The LoRa power
amplifier (PA) is enabled on, the LoRa common collector supply voltage (VCC) low noise
amplifier (LNA) is enabled off, and the LoRa common collector supply voltage (VCC) power
amplifier (PA) is enabled off. The cellular communications and GPS operate as normal. The
hub device 110-114 is connected to the network server 116 and pings the network server every
ten (10) minutes. GPS communications are continuously received by the hub device 110-114,
and GPS information on the hub device is continuously updated.

[0098] In the reduced power operating mode, the hub device 110-114 processor
operations for monitoring sensors and writing log files are normal. However, updates to the
firmware of the hub device 110-114 are disabled, and the hub device only communicates via

cellular communications, e.g. with the network server 116. In this example, the hub devices 110-
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114 have two LoRa transceivers, and both are placed in sleep mode. The LoRa PA is enabled
off, the LoRa VCC LNA is enabled off, and the LoRa VCC PA is enabled off. The hub device
110-114 is connected to the network server 116 and pings the network server every ten (10)
minutes. GPS communications are continuously received by the hub device 110-114, and GPS
information on the hub device is continuously updated.

[0099] In the low power operating mode, the hub device 110-114 processor operations
for monitoring its own on-board sensors and writing log files are normal. The hub device 110-
114 stores any data from any tracking devices 104-108 and data from its own sensors to memory
to protect data from being lost due to a full power loss. Updates to the firmware of the hub
device 110-114 are disabled, and the hub device only communicates via cellular
communications, e.g. with the network server 116. In this example, the hub devices 110-114
have two LoRa transceivers, and both are placed in sleep mode. The LoRa PA is enabled off, the
LoRa VCC LNA is enabled off, and the LoRa VCC PA is enabled off. The hub device 110-114
is connected to the network server 116 and pings the network server every ten (10) minutes.
GPS communications are continuously received by the hub device 110-114, and GPS
information on the hub device is continuously updated.

Custom Binary Encoding

[00100] Custom binary encoding is used for efficient transfer of data between the
tracking devices 104-108 and the hub devices 110-110 and between the hub devices and the
network server 116. The tracking devices 104-108 transmit binary encoded data
communications to the hub devices 110-114 using the custom binary encoding over the first
communication network 134. The hub devices 110-114 then transmit the data from those
communications in other binary encoded communications over the second communication
network 138 (e.g. LTE) to the network server 116.

[00101] The network server 116 receives the communications from the hub devices 110-
114 and stores the data from those communications in the application server database. The
network server 116 optionally converts the data received from hub devices 110-114 from a

binary format to a text format if needed prior to storage. For example, the network server 116
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may convert the data in the communications from a binary encoded format to a text based
format, such as JavaScript Object Notation (JSON).

[00102] In one embodiment, the binary code represents a sensing state for a tracking
device 104-108 or a hub device 110-114 based on a sensor sensing or not sensing activity. For
example, the binary code=0 means the sensor of the tracking device 104-108 or the hub device
110-114 does not sense activity or the asset device is not active and the binary code=1 means the
sensor of the tracking device or the hub device does sense activity or the asset device is active.
The actual sensor could be an accelerometer to sense movement, a temperature sensor to sense
heat (e.g. engine heat), or another sensor. Using the binary encoded communications reduces
overhead costs for communications from the tracking devices 104-108 to the hub devices 110-
114 and for communications from the hub devices to the network server 116.

Custom Network Reduces Interference and Qutside Communications.

[00103] The tracking system 102 is a custom network that reduces interference from
outside systems that would use precious processing resources, could cause communications of
the tracking system to not be processed, and would cause increased costs due to larger cellular or
other network usage. The tracking system 102 uses several techniques to reduce communication
losses due to interference caused by overlap between hub devices 110-114 and the network
server 116 or overlap with other privately or publicly deployed devices or networks (e.g. LoRa
devices or LoORaWAN systems).

[00104] In one embodiment, each tracking device 104-108 and hub device 110-114 in
the tracking system 102 is configured with a unique application ID and includes the unique
application identification (ID) in each communication it transmits. The application ID may be a
first value (e.g. a one or another integer greater than zero) to indicate the tracking device 104-108
and/or hub device 110-114 is available for operation in the asset tracking system 102 or a second
value (e.g. a zero) to indicate the tracking device and/or hub device is not available for operation
in the asset tracking system. The first value and the second value may be an integer, a flag value
(e.g. on/off, 0/1, or true/false), an indicator, or another value for the application ID. The
application ID is used to identify the tracking system 102. In this embodiment, the tracking
devices 104-108 and the hub devices 110-114 analyze each communication from a hub device or
a tracking device, respectively, that it receives to determine if the communication contains a

correct application ID for the asset tracking system 102. If the communication does contain a
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correct application ID for the asset tracking system 102 (e.g. in which an application ID from a
hub device matches an application ID of the tracking device or an application ID from a tracking
device matches an application ID of the hub device), the tracking device 104-108 or hub device
110-114 will respond to the communication or take such other actions on the data or other
payload of the communication as are needed. If the communication does not contain a correct
application ID for the asset tracking system 102 (e.g. in which an application ID from a hub
device does not match an application ID of the tracking device or an application ID from a
tracking device does not match an application ID of the hub device), the tracking device 104-108
or hub device 110-114 will not respond to the communication, will discard the communication,
and will not forward any data or other payload from the communication or take any other actions
on the data or the payload. In one example, the tracking devices 104-108 and hub devices 110-
114 only pair with other hub devices and tracking devices, respectively, that have a matching
application ID.

[00105] In another embodiment, only the tracking devices 104-108 include the
application ID in pair requests. In this embodiment, each hub device 110-114 analyses each
communication it receives from a tracking device 104-108 to determine if the communication
contains a correct application ID for the asset tracking system 102. If the communication does
contain a correct application ID for the asset tracking system 102, the hub device 110-114 will
respond to the communication or take such other actions on the data or other payload as are
needed. For example, if a hub device 110-114 receives a pair request from a tracking device
104-108, and the pair request contains a correct application ID for the asset tracking system 102,
the hub device will respond to the pair request with a pair response to the tracking device. If the
communication does not contain a correct application ID, the hub device 110-114 will not
respond to the communication, will discard the communication, and will not forward any data or
other payload from the communication to the network server 116 or take any other action on the
data or the payload. For example, if a hub device 110-114 receives a pair request from a tracking
device 104-108 or other device communication, and the pair request or other device
communication does not contain a correct application ID for the asset tracking system 102, the
hub device will not respond to the pair request or other device communication. Therefore, use
of the application ID helps the hub devices 110-114 filter out and discard communications from

third party unrelated devices, resulting in savings in bandwidth and cellular (or other network)
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costs by not processing the payload/data in those communications and not transmitting
payload/data from those communications to the network server 116.

[00106] In another embodiment, the tracking devices 104-108 and the hub devices 110-
114 optionally include a sync word in their communications. The sync word is a single byte
value used by the tracking devices 104-108 and the hub devices 110-114 to partially isolate and
hardware reject a majority of communications that are not designated for the particular tracking
devices or hub devices of the tracking system 102. This sync word will reduce the likelihood
that a tracking device 104-108 or a hub device 110-114 would process a different system’s
communication. Each tracking device 104-108 and hub device 110-114 of the tracking system
102 is configured with the sync word during the provisioning process and includes the sync word
in communications they transmit, including over the control channels.

[00107] In this embodiment, the tracking devices 104-108 and hub devices 110-114
analyze each communication it receives from a hub device or tracking device, respectively, to
determine if the communication contains the sync word. If the communication does contain the
sync word, the tracking device 104-108 or hub device 110-114 will respond to the
communication or take such other actions on the data or other payload of the communication as
are needed. If the communication does not contain the sync word, the tracking device 104-108
or hub device 110-114 will not respond to the communication, will discard the communication,
and will not forward any data or other payload from the communication or take any other
actions.

Tracking Device Operating Modes

[00108] In one embodiment, the tracking devices 104-108 operate in either a wake on
activity mode or a timing mode. When in the wake on activity mode of operation, the tracking
device 104-108 will sleep or hibernate when not active. When sleeping or hibernating, a
tracking device 104-108 uses minimum power and optionally will not attempt to record/store
activity data from its sensor(s). The tracking device 104-108 will exit the sleep or hibernate state
if either a timer of the tracking device with a selected sensor reading interval or period (e.g. a
seven (7) day timer) expires or an accelerometer or other sensor(s) of the tracking device detects
motion/activity. If the seven day timer expires without activity, the tracking device 104-108 will
attempt to pair with a hub device 110-114 to report no activity and re-enter the sleep or hibernate

state. If the accelerometer of the tracking device 104-108 detects activity, the tracking device
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will attempt to pair with a hub device 110-114 to report the activity and enter a time-based
interval report mode until the tracking device no longer detects activity. The time-based interval
report mode has a selected sensor data reporting interval (e.g. eight (8) minutes). The tracking
device 104-108 monitors activity of the accelerometer or other sensor(s) every minute or other
time interval or period (e.g. sensor reading interval) during the selected sensor data reporting
interval to determine whether the tracking device is active and will store any activity data from
the sensor(s) in memory of the tracking device until the selected sensor data reporting interval
has elapsed. If no activity is recorded in a selected number of days (e.g. 30 days) or other
selected interval, the tracking device will sleep or hibernate and optionally enter a timer mode.

[00109] When in the timer mode of operation, the tracking device 104-108 will attempt
to pair with a hub device 110-114 at a selected sensor data reporting interval to report any
motion/activity detected by the tracking device’s accelerometer or other sensor(s). The tracking
device 104-108 monitors activity of the accelerometer or other sensor(s) every minute or other
sensor reading interval during the selected sensor data reporting interval but only attempts to pair
with a hub device 110-114 to report any motion/activity when the selected sensor data reporting
interval has elapsed.

[00110] In one embodiment, the tracking devices 104-108 have a wake on activity
parameter that indicates whether the tracking device is in the wake on activity mode or the timer
mode. A tracking device is set to the wake on activity mode when the wake on activity
parameter is set to a one (1) and is set to timer mode when the wake on activity parameter is set
to a zero (0).

Control Channels, Data Channels, and Pairing Options

[00111] The tracking devices 104-108 and the hub devices 110-114 use one or more

control channels to transmit and receive control communications and one or more data channels
to transmit and receive data communications. A control channel is a communication frequency
designated for control communications for setting up and configuring the data channels, a control
channel is not used for data communications, and control communications include pair requests
and pair responses. In one example, the control channel(s) is/are a LoRa or IoT control channel
frequency. A data channel is a communication frequency designated for data communications, a
data channel is not used for control communications, and data communications include sensor

reports/sensor data communications, configurations and configuration changes, and

37



WO 2022/039807 PCT/US2021/031609

acknowledgements. In one example, the data channel(s) is/are a LoRa or IoT data channel
frequency.

[00112] In one embodiment, each tracking device 104-108 uses one of multiple control
channels to transmit and receive control communications, including pair requests and pair
responses. Each tracking device 104-108 may be pre-configured to communicate control
communications over only one control channel. Alternately, each tracking device 104-108 may
select one of multiple control channels to communicate control communications. The hub
devices 110-114 in this embodiment are configured to receive and transmit control
communications over any of the control channels. Alternatively, a hub device 110-114 may be
configured to receive and transmit control communications over only one control channel.

[00113] In one embodiment, each hub device 110-114 selects one of multiple data
channels over which data will be communicated between the hub device and a tracking device
104-108 to which it is pairing or paired. Each hub device 110-114 may be pre-configured to
communicate data communications over only one data channel. Alternately, each tracking hub
device 110-114 may select one of multiple data channels to communicate data communications.
The tracking devices 104-108 in this embodiment are configured to receive and transmit data
communications over any of the data channels. Alternatively, a tracking devices 104-108 may
be configured to receive and transmit data communications over only one data channel.

[00114] In one example, each hub device 110-114 receives a control communication,
such as a pair request, from a tracking device 104-108, selects one of multiple data channels over
which data will be communicated between the hub device and the tracking device to which the
hub device is pairing or paired, and transmits an identification of the selected data channel and
the hub device’s device ID to the tracking device to which the hub device is pairing or paired in a
control communication, such as a pair response. The tracking device 104-108 receives the
identification of the selected data channel and the device ID of the hub device 110-114 in the
control communication (e.g. in a pair response) and transmits data (e.g. a sensor report) and the
device ID of the hub device to the hub device over the selected data channel. The hub device
110-114 receives the data (e.g. a sensor report) and the device ID of the hub device over the
selected data channel and transmits an acknowledgement of receipt of the data (e.g. sensor

report) to the tracking device 104-108 over the selected data channel.
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[00115] The paired tracking device 104-108 will continue to transmit communications
(e.g. sensor reports) to and receive communications (e.g. acknowledgements and configurations
and configuration changes) from the paired hub device 110-114 over the data communication
channel selected by the hub device until the devices become unpaired, and the paired hub device
will continue to transmit communications (e.g. acknowledgements and configurations and
configuration changes) to and receive communications (e.g. sensor reports) from the paired
tracking device over the data communication channel selected by the hub device until the devices
become unpaired.

[00116] In one embodiment, after the tracking device 104-108 is paired with the hub
device 110-114, the paired tracking device will transmit communications with sensor data and
other communications only to the paired hub device and not to all other hub devices, for example
by including the paired hub device’s device ID in the communications. A hub device 110-114
will not process a data communication that does not contain its device ID. Similarly, the paired
hub device 110-114 will transmit communications with acknowledgements and configurations
and configuration changes and other communications only to the paired tracking device 104-108
and not to other tracking devices, for example by including the paired tracking device’s device
ID in the communications. In one example, a tracking device 104-108 will not process a
communication with a configuration or configuration change received over a data channel if the
communication does not contain the tracking device’s device ID.

[00117] In one embodiment, after the tracking device 104-108 is paired with the hub
device 110-114, the paired tracking device will always attempt to communicate with the paired
hub device over the selected data channel. The paired tracking device 104-108 and the paired
hub device 110-114 will remain paired and communicate with each other until the
communication link between the paired tracking device and the paired hub device is severed. In
this example, the communication link is the selected data channel over which the paired tracking
device and the paired hub device communicate. The communication link is severed when either
the paired tracking device or the paired hub device no longer receive communications or
acknowledgements of received communications from the other paired device. This may occur,
for example, when one of the paired devices moves out of range of the other paired device.
Since the hub devices 110-114 may be located on a mobile device, a paired hub device may

move out of range of a paired tracking device 104-108. When the communication link is severed
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such that the paired tracking device 104-108 and the paired hub device 110-114 are no longer
communicating, the tracking device will try to pair with another hub device.

[00118] In another embodiment, a tracking device 104-108 attempts to pair with a new
hub device 110-114 at each selected period or interval of time, at each new sensor activity, or
upon awakening from a sleep or hibernating status, even if the tracking device previously was
paired with a hub device. For example, a tracking device 104-108 reads its sensor data and
stores the sensor data in memory at selected sensor reading periods or intervals of time, such as
every thirty seconds, every minute, every five minutes, every thirty minutes, every hour, a period
between every ten seconds and every twenty-four hours, or another sensor reading period or
interval of time. The tracking device 104-108 will then try to pair with a new hub device 110-
114 to transmit that sensor data to the newly paired hub device at a selected sensor data reporting
interval, such as every minute, every five minutes, every eight minutes, every twenty minutes,
every thirty minutes, every hour, every six hours, every 12 hours, a multiple of an eight minute
increment between eight minutes and 1440 minutes, a period between two minutes to seven days,
upon sensing activity of the asset device to which it is attached, upon waking from a sleep cycle,
every data reading interval, another value selected between every one minute to every 720
minutes, or another configurable sensor data reporting period or interval of time. In this
embodiment, the tracking device 104-108 attempts to pair with a new hub device 110-114 at
each sensor data reporting interval.

[00119] In another example embodiment, the location of the tracking device 104-108 is
approximated by the location of a paired hub device 110-114 because the hub device attaches
location data of the hub device to sensor data of the tracking devices before transmitting a
communication with the sensor data and location data to the network server 116. The locations
of the tracking devices then are displayed by a user interface of a client computing device 120 or
122 or the application server 118 from data provided by the network server 116. Pairing the
tracking device 104-108 to a hub device 110-114 at each sensor data reporting interval results in
a good location accuracy of the tracking device 104-108 when presented by the application
server 118.

[00120] In another example embodiment, the tracking device 104-108 first tries to pair
with a hub device 110-114 by transmitting a pair request at a lowest communication power

transmission level. Since the location of the tracking device 104-108 is approximated by the
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location of the hub device 110-114, the purpose for the tracking device transmitting a pair
request at the lowest communication power transmission level is to pair to the closest hub device
110-114 so that a more precise location of the tracking device can be determined and used for
reporting.

[00121] If a hub device 110-114 does not respond to the pair request from the tracking
device 104-108 at the lowest communication power transmission level, the tracking device waits
a selected period of time and attempts a pair request at the next higher communication power
transmission level. The tracking device 104-108 repeats this process until the tracking device
receives a pair response to the pair request from one of the hub devices 110-114 or performs the
configured maximum number of pair attempts. If the tracking device 104-108 performs the
maximum number of pair attempts and still does not receive a pair response to the pair request
from a hub device 110-114, the tracking device stops the pairing process for the selected wait
period or wait interval, such as until the next sensor data reporting interval.

[00122] In one example, the selected wait period of time or selected wait interval is from
thirty seconds to 700 minutes. In another example, the selected wait period of time or selected
wait interval starts at four minutes. In another example, the selected wait period of time or
selected wait interval is dependent on the number of pairing retry attempts already made (e.g.
with either an increasing interval for each successive retry attempt or with a decreasing interval
with each retry attempt). In another example, the tracking device 104-108 waits until the next
sensor data reporting interval to attempt to pair with a hub device 110-114. In one example, the
selected wait interval is the difference between the current time and the next sensor data
reporting interval.

[00123] In another example, a tracking device 104-108 attempts to pair with a hub
device within a selected pairing completion time, such as five minutes or another selected pairing
completion time. If the tracking device 104-108 does not receive a pair response, the tracking
device transmits a pair request at each pairing retry interval or pairing retry period of time, such
as each minute or another selected pairing retry interval of time, until the tracking device
receives a response or a selected pairing completion time ends.

Pairing Quality Rating Value (PORYV) Examples
[00124] In one embodiment, a tracking device 104-108 will select a best hub device

110-114 with which to pair from among one or more hub devices, including for data and
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configuration exchanges. The tracking device 104-108 may determine the best hub device 110-
114 with which to pair based on one or more state pairing parameters, such as the signal strength
of the pair request received by a hub device and/or other pairing quality information from one or
more hub device state pairing parameters.

[00125] In one example, each tracking device 104-108 determines the best hub device
with which to pair to the particular tracking device based on a pairing quality rating value
(PQRYV) of each hub device 110-114. The pairing quality rating value (PQRYV) is a metric that
can be used by the tracking devices 104-108 to determine the best available pairing hub device.
A better pairing quality rating value corresponds to more reliable communication
links/connections between a particular tracking device 104-108 and a particular hub device 110-
114 and between the particular hub device and the network server 116. Therefore, a particular
tracking device 104-108 will select a particular hub device 110-114 having the best pairing
quality rating value.

[00126] In one embodiment, one or more of the tracking devices 104-108 require a
potential pairing hub device 110-114 to have a minimum pairing quality rating value (PQRV) in
order to pair with the tracking device. In one example of this embodiment, the tracking devices
104-108 optionally transmit the minimum pairing quality rating value (PQRYV) in the pair
requests. In one example, if a particular hub device 110-114 does not have the minimum pairing
quality rating value (PQRYV) (is not equal to or greater than the minimum PQRYV value) specified
in the pair request transmitted by a particular tracking device 104-108, the particular hub device
does not respond to the pair request with a pair response, and the particular tracking device
therefore does not pair with the particular hub device.

[00127] In another example of this embodiment, the tracking devices 104-108 require a
potential pairing hub device 110-114 to have a minimum pairing quality rating value (PQRV) in
order to pair with the tracking device. The tracking devices 104-108 optionally either do or do
not transmit the minimum pairing quality rating value (PQRYV) in the pair requests. The hub
devices 110-114 each respond to a pair request with a pair response and include their determined
pairing quality rating value (PQRYV) in the pair response. If a pairing quality rating value
(PQRYV) of a particular hub device does not meet (is not equal to or greater than) the minimum
pairing quality rating value (PQRV) required by a particular tracking device 104-108, the

particular tracking device does not pair with the particular hub device. If the pairing quality
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rating value (PQRYV) of all of the hub devices 110-114 do not meet (are not equal to or greater
than) the minimum pairing quality rating value (PQRV) required by the particular tracking
device 104-108, the particular tracking device does not pair with any of the hub devices.

[00128] In another embodiment, a tracking device 104-108 and/or a hub device 110-114
determines the best hub device with which to pair to a particular tracking device based on a
pairing quality rating value (PQRYV). In this embodiment, the pairing quality rating value
(PQRYV) is a metric that can be used by either or both the tracking devices 104-108 and the hub
devices 110-114 to determine the best available pairing device.

[00129] In one aspect, each hub device 110-114 determines (e.g. calculates) its own
pairing quality rating value (PQRYV). In this aspect, each state pairing parameter has a state or
value and a corresponding de-rating (e.g. subtraction or offset) value to be subtracted from a
starting PQRYV value based on the state pairing parameter value to result in the final PQRYV.
Therefore, the states or values of the different state pairing parameters are combined to
determine the final PQRV. In one aspect, the state pairing parameters for the pairing quality
rating value (PQRYV) determined by each hub device 110-114 includes a received signal strength
indicator (RSSI) of the pair request, a power status of the hub device indicative of whether or not
the hub device is connected to an external power source, a signal quality of a cellular signal or
other network signal or connection at/on the hub device for communication/communicating with
the network server (e.g. a received signal strength indicator (RSSI) of a cellular signal at/on the
hub device (e.g. for communication/communicating with the network server using cellular
signals such as a cellular connection), a signal strength of connectivity between the hub device
and the network server, or a cellular signal strength of a cellular connection between the hub
device and a network server), and a special offset value provided by the network server. In this
aspect, each state pairing parameter has a state or value and a corresponding de-rating (e.g.
subtraction or offset) value to be subtracted from a starting PQRYV value based on the state
pairing parameter value to result in the final PQRV. Therefore, the states or values of the
different state pairing parameters are combined to determine the final PQRYV.

[00130] In another aspect, each hub device 110-114 determines (e.g. calculates) its own
pairing quality rating value (PQRYV). In this aspect, each state pairing parameter has a state or
value and a corresponding de-rating (e.g. subtraction or offset) value to be subtracted from a

starting PQRYV value based on the state pairing parameter value to result in the final PQRYV.
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Therefore, the states or values of the different state pairing parameters are combined to
determine the final PQRV. In one aspect, the state pairing parameters for the pairing quality
rating value (PQRYV) determined by each hub device 110-114 includes one or more of a received
signal strength indicator (RSSI) of one or more communications received by the hub device 110-
114 from the tracking device 104-108 (e.g. the RSSI of a pair request), a power status of the hub
device (e.g. whether the hub device is connected to an external power source from an asset
device, a battery, a LoRa type transceiver, or a solar powered device), how close the hub device
is to a maximum value of a duty cycle, whether or not the hub device has a cellular connection or
other connection to a network server 116, a signal quality of a cellular signal or other network
signal or connection at/on the hub device for communication/communicating with the network
server (e.g. a received signal strength indicator (RSSI) of a cellular signal at/on the hub device
(e.g. for communication/communicating with the network server using cellular signals such as a
cellular connection), a signal strength of connectivity between the hub device and the network
server, or a cellular signal strength of a cellular connection between the hub device and a
network server), a ground speed of the hub device optionally over a period of time (e.g. a value
of zero or greater than zero as determined by the hub device from one or more GPS signals
received by the hub device or one or more sensor readings of one or more hub device sensors), a
determination by the hub device if there is activity (e.g. movement) of the hub device or an asset
device to which the hub device is connected based on one or more sensor readings of one or
more sensors of the hub device, and/or a special offset value provided by the network server.
The hub device duty cycle is the fraction of a period of time a hub device is active (e.g.
transmitting in the case of a transmitter).

[00131] In the above state pairing parameters, the hub device duty cycle refers to the hub
device transmitting duty cycle. Though, in a different example, a transmitting and receiving duty
cycle of the hub device may be used. Both limited mobility of a hub device 110-114 and good
cellular connectivity or other connectivity between the hub device and the network server 116
result in a better pairing quality rating value for the hub device. For example, the hub devices
110-114 may connect to and receive power from a power system of a LoRa type transceiver to
preserve cellular connectivity. Tracking devices 104-108 will attempt to pair with hub devices
110-114 that have limited mobility and good cellular connectivity or other connectivity with the

network server 116,
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[00132] In one aspect, all of the above-referenced state pairing parameters are used for
the pairing quality rating value. In another aspect, one or more (but not all) of the above-
referenced state pairing parameters are selected to be used for the pairing quality rating value.

[00133] In another aspect, each hub device 110-114 makes a determination of one or
more of the state pairing parameters associated with a particular tracking device 104-108, assigns
a quality rating (QR) value to each of the one or more state pairing parameters based on the value
of the state pairing parameter, and adds up each quality rating value to determine a total or
composite pairing quality rating value for the tracking device.

RSSI of the Tracking Device Pair Request

[00134] Each hub device 110-114 measures or otherwise determines the received signal
strength indicator (RSSI) of each pair request from each tracking device 104-108 from which it
receives a pair request and assigns a quality rating value to the RSSI state pairing parameter
based on the RSSI of the pair request. For example, the RSSI of the received pair request may
be a LoRa RSSI of the received pair request. The hub device 110-114 monitors the RSSI of each
tracking device 104-108 pair request to determine if the hub device can make a good
communication link or connection with the tracking device. Nearby objects can impact the RSSI
of the tracking device 104-108 communication.

[00135] The following table depicts one example of measured RSSIs of pair requests
and corresponding quality rating values used for the RSSI state pairing parameter based on the
measured RSSIs. The de-rating value of the pair request RSSI state paring parameter is

subtracted from a starting PQRYV for a final PQRV.

Measured RSSI (dBm) of Derating (Subtracting)
Pair Request Quality Rating (QR) Value of
RSSI State Pairing Parameter
>= -60 0
<-60 & >=-70 -15
<-70 & >=-80 -30
<-80 & >=-90 -45
<-90 -60
Table 1

Cellular Signal Strength Indication

[00136] A hub device 110-114 monitors the cellular signal strength of the cellular

communication network (or other network communication strength) for communications it is
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transmitting to and receiving from the network server 116. The cellular signal strength at/on the
hub device 110-114 may be, for example, a received signal strength indicator (RSSI) of a cellular
signal at/on the hub device or a cellular signal strength of connectivity between the hub device
110-114 and the network server 116, e.g. for communication/communicating with the network
server using cellular signals such as a cellular connection. This cellular signal strength on the
hub device 110-114 can be monitored constantly, periodically (e.g. every 1 minute, every 5
minutes, every 10 minutes, every 15 minutes, or another value between 0-90 minutes), or when a
data transmission is taking place. The hub device 110-114 optionally monitors the cellular signal
strength over a period of time. Therefore, the current status of the monitored cellular signal
strength of a hub device may impact the hub device’s pairing quality rating.

[00137] The following table depicts an example of how a cellular signal strength state
pairing parameter can impact a quality rating (QR) value of a hub device. The de-rating value of
the cellular signal strength (e.g. the RSSI of a cellular signal at/on the hub device 110-114) state
paring parameter is subtracted from a starting PQRYV for a final PQRV. Though, a measurement
other than the RSSI may be used.

RSSI Measured Value (dBm) Derating (Subtracting)

Quality Rating (QR) Value of

Cellular Signal Strength State
Pairing Parameter

>=-03 0
<93 & >=-96 -32
<96 & >= -99 _64
<-99 & >=-102 -96

<-102 -128

Table 2

Power Status

[00138] Each hub device 110-114 monitors the power source to which the hub device is
connected. When a hub device 110-114 is operating using an internal battery, the operating time
of the hub device may be more limited (e.g. if the battery becomes depleted) than if the hub
device is operating on an external power source, such as a power source of a vehicle, a LoRa
transceiver, or other asset device to which the hub device is attached, connected, or otherwise
associated. Therefore, a tracking device 104-108 establishing a pairing relationship with a hub
device 110-114 with an external power source may be a better choice in some circumstances

than if the hub device only relies on an internal battery.
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[00139] The following table depicts one example of how an external power source state
pairing parameter can impact a quality rating (QR) value of a hub device. The de-rating value of
the hub device external operating power state paring parameter is subtracted from a starting

PQRY for a final PQRV.

Hub Device Operating on Derating (Subtracting)
External Power? Quality Rating (QR) Value of

External Power Source State
Pairing Parameter

Yes 0
No -9
Table 3

Network Server Provided Offset Value

[00140] In some cases, the network server 116 or a user may want to push a tracking
device either toward or away from pairing with a particular hub device 110-114. The network
server 116 or the user may accomplish this by making a hub device 110-114 more attractive or
less attractive as a pairing option by pushing an offset value from the network server to a
particular hub device, relative to pairing with a particular tracking device 104-108 or relative to
pairing with any tracking device. For example, the network server 116 may transmit a first offset
value to a first hub device 110-114 for a pairing with a first tracking device 104-108, transmit a
second offset value to a second hub device for pairing with any tracking device, and not transmit
any offset value (or transmit a zero offset value) to a third hub device for pairing with any
tracking device.

[00141] The following table depicts an example of how an offset value state pairing
parameter provided by the network server 116 can impact a quality rating (QR) value of a hub
device. A lower number (e.g. -40) would make a hub device 110-114 less attractive to a
particular tracking device 104-108 and a higher number (e.g. 0) would make a hub device more
attractive. The de-rating value of the network server offset value state paring parameter is

subtracted from a starting PQRYV for a final PQRV.

Pairing Quality Offset Derating (Subtracting)
Quality Rating (QR) Value of
Network Server Provided
Offset Value State Pairing
Parameter

Offset Value Between 0 and -255
Table 4
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Duty Cycle

[00142] In certain regions, a communication from a hub device 110-114 is limited by a
transmit duty cycle of the hub device. A duty cycle indicates the fraction of time a resource is
active. The transmit duty cycle for a hub device is the total time a hub device is transmitting
communications per time period, such as per hour. The total duty cycle for the hub device is the
total time the hub device is transmitting and receiving communications per time period, such as
per hour. In one embodiment, when the hub device 110-114 reaches 80% of the hub device’s
transmit duty cycle limit or a selected transmit duty cycle number in a range of 70-95% of the
hub device’s transmit duty cycle limit, the hub device will quit replying to pair requests in order
to maintain communication capabilities with existing paired tracking devices 104-108. In this
embodiment, if the hub device 110-114 reaches the 80% of the hub device’s transmit duty cycle
limit (or another selected transmit duty cycle number in the range of 70-95% of the hub device’s
transmit duty cycle limit), the hub device may be limited in the amount of communications the
hub device can transmit to a tracking device 104-108. In another embodiment, when the hub
device 110-114 reaches 80% of the hub device’s total duty cycle limit or a selected total duty
cycle number in a range of 70-95% of the hub device’s total duty cycle limit, the hub device will
quit replying to pair requests in order to maintain communication capabilities with existing
paired tracking devices 104-108. Therefore, the current status of a duty cycle of a hub device
may impact the hub device’s pairing quality rating.

[00143] The following table depicts one example of how a hub device transmit duty
cycle state pairing parameter can impact a quality rating (QR) value of a hub device. The de-
rating value of the hub device transmit duty cycle state paring parameter is subtracted from a
starting PQRYV for a final PQRYV.

Transmit Duty Cycle >80% Derating (Subtracting)
Quality Rating (QR) Value of
Hub Device Transmit Duty
Cycle State Pairing Parameter

No 0
Yes =25
Table 5

[00144] The following table depicts another example of how a hub device transmit duty

cycle state pairing parameter can impact a quality rating (QR) value of a hub device.
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Transmit Duty Cycle > or = Derating (Subtracting)
Selected Value Quality Rating (QR) Value of
Hub Device Transmit Duty
Cycle State Pairing Parameter

No 0
Yes =25
Table 6

[00145] The following table depicts another example of how a hub device total duty
cycle state pairing parameter can impact a quality rating (QR) value of a hub device. The de-
rating value of the hub device total duty cycle state paring parameter is subtracted from a starting

PQRY for a final PQRV.

Total Duty Cycle > or = Derating (Subtracting)
Selected Value Quality Rating (QR) Value of
Hub Device Total Duty Cycle

State Pairing Parameter

No 0
Yes =25
Table 7

Hub Device Ground Speed or Activity Determination

[00146] The hub device 110-114 monitors the hub device’s ground speed (e.g. in km/hr)

(optionally over a selected time period) using one or more sensors of the hub device, one or more
receivers of the hub device, and/or one or more communications received by the hub device,
such as GPS signals received by the hub device’s GPS receiver and/or dead reckoning sensors
and processors. A hub device 110-114 optionally monitors this ground speed value over a period
of time. A hub device 110-114 may move in and out of range of a particular tracking device
104-108. The ground speed of the hub device 110-114 is used in determining if the hub device is
a reliable device to pair with a tracking device 104-108.

[00147] The following table depicts an example of how a hub device ground speed state
pairing parameter (as measured currently or optionally within a selected prior period of time, e.g.
within the last 720 minutes) can impact a quality rating (QR) value of a hub device. The de-
rating value of the hub device ground speed state paring parameter is subtracted from a starting

PQRY for a final PQRV.

Measured Ground Speed Derating (Subtracting)
(km/hr) Quality Rating (QR) Value of
Hub Device Ground Speed
State Pairing Parameter
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<=10 0
>10 and < 50 -25
>=50 -50
Table 8

[00148] Alternately, the hub device 110-114 may use activity data from the hub device,
using one or more sensors of the hub device and/or one or more receivers of the hub device. For
example, the hub device 110-114 may have one or more accelerometers and/or one or more
gyroscopes to sense motion of the hub device. The hub device 110-114 may assign a Quality
Rating (QR) Value to current motion or motion, optionally over a period of time.

[00149] The following table depicts an example of how a hub device activity (e.g.
motion) state pairing parameter (as measured currently or optionally within a selected prior
period of time, e.g. within the last 720 minutes) can impact a quality rating (QR) value of a hub
device. The de-rating value of the hub device activity state paring parameter is subtracted from a

starting PQRYV for a final PQRYV.

Activity Derating (Subtracting)
Quality Rating (QR) Value of
Hub Device Activity State
Pairing Parameter

No 0
Yes =25
Table 9

Example 1

[00150] A hub device 110 receives a pair request from a tracking device 104 with a pair
request RSSI of -72dBm in a LoRa communication network, the hub device is running on
external power, and the hub device has a cellular signal strength of -109dBm. The hub device
110 determines (e.g. calculates) its pairing quality rating value (PQRYV) based only on four state
paring parameters: the received signal strength indicator (RSSI) of the pair request, the power
status of the hub device indicative of whether or not the hub device is connected to an external
power source, a signal quality of a cellular signal or other network signal or connection at/on the
hub device for communication/communicating with the network server (e.g. a received signal
strength indicator (RSSI) of a cellular signal at/on the hub device (e.g. for
communication/communicating with the network server using cellular signals such as a cellular
connection), a signal strength of connectivity between the hub device and the network server, or

a cellular signal strength of a cellular connection between the hub device and a network server),,
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and the special offset value provided by the network server. The special offset value is optional
in some embodiments. The hub device 110 determines its pairing quality rating value (PQRV) in
this example as follows and transmits its PQRV with the pair response to the tracking device 104

that sent the pair request:

State Pairing Parameter State Pairing Starting State Parameter
Parameter Values Pairing Value = 255;
State Pairing Parameter
Derating (Subtracting)

Values

LoRa RSSI of Pair Request -72dBm -30
Hub Device External Power | Yes 0
(Y/N?)
Cellular Signal Strength -98dBm -64
Network Server Offset Value | 0 0

Final Pairing 161

Quality Rating

Value

[00151] Table 10
Example 2

[00152] A hub device 110-114 receives a pair request from a tracking device 104-108
with a pair request RSSI of -122dBm in a LoRa communication network, the hub device is
running on external power, the hub device has a transmit duty cycle of 82%, the hub device has a
cellular signal strength of -97dBm, and the hub device had a ground speed of 60km/hr 45
minutes ago. In this example, the pairing quality rating value (PQRV) has a starting state pairing
value of 255, and the values of the state pairing parameters are either added to or subtracted from
the starting state pairing value by the hub device 110-114 to determine a final pairing quality
rating value (PQRYV). In other examples, the pairing quality rating value (PQRV) may have a
starting state pairing value of O or another value, different values may be designated for the
particular state pairing parameters (e.g. -10 or +10 instead of -50 and -5 or +5 instead of -25),
and the values of the state pairing parameters may be added to or subtracted from the starting
state pairing value by the hub device to determine a final pairing quality rating value (PQRYV).
The hub device 110-114 determines its pairing quality rating value (PQRYV) in this example as
follows and transmits its PQRV with the pair response to the tracking device that sent the pair

request:
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State Pairing Parameter State Pairing Starting State Parameter
Parameter Values Pairing Value = 255;
State Pairing Parameter
Derating (Subtracting)
Values
LoRa RSSI of Pair Request -122dBm -60
Hub Device External Power | Yes 0
(Y/N?)
Hub Device Duty Cycle 82% -25
Cellular Signal Strength -97dBm -64
Hub Device Ground Speed 60 km/hr -50
(last 12 hour)
Network Server Offset Value | 0 0
Final Pairing 56
Quality Rating
Value
Table 11
Example 3

[00153] A hub device 110-114 receives a pair request from a tracking device 104-108 in
the evening with a pair request RSSI of -105dBm in a LoRa communication network, the hub
device is running on external power, the hub device has a duty cycle of 27%, the hub device has
a cellular signal strength of -90dBm, and the hub device had a ground speed of 11km/hr 8 hours
ago. In this example, the pairing quality rating value (PQRYV) has a starting state pairing value of
255, and the values of the state pairing parameters are either added to or subtracted from the
starting state pairing value by the hub device 110-114 to determine a final pairing quality rating
value (PQRYV). In other examples, the pairing quality rating value (PQRV) may have a starting
state pairing value of 0 or another value, different values may be designated for the particular
state pairing parameters (e.g. -10 or +10 instead of -50 and -5 or +5 instead of -25), and the
values of the state pairing parameters may be added to or subtracted from the starting state
pairing value by the hub device to determine a final pairing quality rating value (PQRV). The
hub device 110-114 determines its pairing quality rating value (PQRYV) in this example as
follows and transmits its PQRV with the pair response to the tracking device that sent the pair

request:
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State Pairing Parameter State Pairing Starting State Parameter
Parameter Values Pairing Value = 255;
State Pairing Parameter
Derating (Subtracting)
Values
LoRa RSSI of Pair Request -105dBm 0
Hub Device External Power | Yes 0
(Y/N?)
Hub Device Duty Cycle 27% 0
Cellular Signal Strength -90dBm 0
Hub Device Ground Speed 11 km/hr -25
(last 12 hour)
Network Server Offset Value | 0 0
Final Pairing 230
Quality Rating
Value
Table 12
Example 4

[00154] A hub device 110-114 receives a pair request from a tracking device 104-108 in
the evening with a pair request RSSI of -75dBm in a LoRa communication network, the hub
device is running on external power, the hub device has a duty cycle of 8%, the hub device has a
cellular signal strength of -90dBm, and the hub device had a ground speed of 11km/hr 8 hours
ago. In this example, the pairing quality rating value (PQRYV) has a starting state pairing value of
255, and the values of the state pairing parameters are either added to or subtracted from the
starting state pairing value by the hub device 110-114 to determine a final pairing quality rating
value (PQRYV). In other examples, the pairing quality rating value (PQRV) may have a starting
state pairing value of 0 or another value, different values may be designated for the particular
state pairing parameters (e.g. -10 or +10 instead of -50 and -5 or +5 instead of -25), and the
values of the state pairing parameters may be added to or subtracted from the starting state
pairing value by the hub device to determine a final pairing quality rating value (PQRV). The
hub device 110-114 determines its pairing quality rating value (PQRYV) in this example as
follows and transmits its PQRV with the pair response to the tracking device that sent the pair

request:
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State Pairing Parameter State Pairing Starting State Parameter

Parameter Values Pairing Value = 255; State
Pairing Parameter
Derating (Subtracting)
Values

LoRa RSSI of Pair Request -75Bm -30

Hub Device External Power | No -9

(Y/N?)

Hub Device Duty Cycle 8% 0

Cellular Signal Strength -90dBm 0

Hub Device Ground Speed 0 km/hr 0

(last 12 hour)

Network Server Offset Value | 0 0
Final Pairing 216
Quality Rating
Value

Table 13

[00155] In examples 1-3 above, the hub device 110-114 in example 2 has the best final
pairing quality rating value (PQRYV), and the hub device in example 2 is selected by the
particular tracking device for pairing before either the hub device of Example 3 or the hub device
of Example 1.

Using the Pairing Quality Rating Values (PORVs)

[00156] In one aspect, each hub device 110-114 determines a pairing quality rating value
for each pair request received from each tracking device 104-110, optionally stores each pairing
quality rating value for each tracking device in memory of the hub device, and transmits the
pairing quality rating value corresponding to each tracking device (and optionally the RSSI of
the corresponding tracking device pair request) in a pair response to the corresponding tracking
device to which the pairing quality rating value applies. In this aspect, a pairing quality rating
value determined for a first tracking device differs from a pairing quality rating value determined
for a second tracking device because the pair request for the first tracking device has a different
RSSI than the pair request from the second tracking device.

[00157] Thus, a first hub device 110-114 determines a pairing quality rating value for a
first tracking device 104-108 from which the first hub device received a pair request, optionally
stores the pairing quality rating value for the first tracking device in memory of the first hub
device, and transmits the pairing quality rating value for the first tracking device (and optionally

the RSSI of the first tracking device pair request) in a pair response to the first tracking device.
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The first hub device 110-114 also determines a pairing quality rating value for a second tracking
device 104-108 from which the first hub device has received a pair request, optionally stores the
pairing quality rating value for the second tracking device in memory of the first hub device, and
transmits the pairing quality rating value for the second tracking device (and optionally the RSSI
of the second tracking device pair request) in a pair response to the second tracking device. The
first hub device 110-114 continues this process until it has determined a pairing quality rating
value for each tracking device from which it has received a pair request, optionally stored the
pairing quality rating value for each tracking device in memory of the first hub device, and
transmitted the pairing quality rating value for each tracking device (and optionally the RSSI of
the corresponding tracking device pair request) in a pair response to the corresponding tracking
device.

[00158] Similarly, a second hub device 110-114 determines a pairing quality rating
value for a first tracking device 104-108 from which the second hub device has received a pair
request, optionally stores the pairing quality rating value for the first tracking device in memory
of the second hub device, and transmits the pairing quality rating value for the first tracking
device (and optionally the RSSI of the first tracking device pair request) in a pair response to the
first tracking device. The second hub device 110-114 also determines a pairing quality rating
value for a second tracking device 104-108 from which the second hub device has received a pair
request, optionally stores the pairing quality rating value for the second tracking device in
memory of the second hub device, and transmits the pairing quality rating value for the second
tracking device (and optionally the RSSI of the second tracking device pair request) in a pair
response to the second tracking device. The second hub device 110-114 continues this process
until the second hub device has determined a pairing quality rating value for each tracking device
from which it has received a pair request, optionally stored the pairing quality rating value for
each corresponding tracking device in memory of the second hub device, and transmitted the
pairing quality rating value for each tracking device (and optionally the RSSI of the
corresponding tracking device pair request) in a pair response to the corresponding tracking
device.

[00159] In another example, a tracking device 104-108 receives a pair response from
multiple hub devices 110-114 in response to a pair request transmitted from the tracking device.

The tracking device 104-108 selects the best hub device 110-114 from among the multiple hub
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devices that responded with the pair responses by selecting the best pairing quality rating value
(PQRYV) corresponding to each hub device. In this example, each hub device 110-114
determines the pairing quality rating value and transmits a pair response with the pairing quality
rating value the hub device determined to the tracking device 104-108. Alternately, each hub
device 110-114 may transmit the pairing quality rating value the hub device determined in a
separate communication, such as a different control communication over a control channel,
either before or after transmitting the pair response.

[00160] A better pairing quality rating value corresponds to more reliable
communication links/connections between a particular tracking device 104-108 and a particular
hub device 110-114 and between the particular hub device and the network server 11614.
Therefore, the tracking device 104-108 selects the hub device 110-114 with the best pairing
quality rating value with which to pair.

[00161] In one embodiment, the tracking device 104-108 pairs with a selected hub
device 110-114 by transmitting its sensor data (e.g. in one or more sensor reports) and the device
ID of the selected hub device to the selected hub device over the data channel designated by the
selected hub device for receiving sensor data from the tracking device. In this embodiment, the
tracking device 104-108 does not transmit any sensor data to the hub devices that were not
selected for pairing. Since the not-selected hub devices did not receive any sensor data with their
device ID, the not-selected devices are not paired with the tracking device.

[00162] In another embodiment, the tracking device 104-108 transmits a pair
acknowledgement to the hub device 110-114 with the best pairing quality rating value, and the
tracking device then pairs with that hub device with the best pairing quality rating value to which
it sent the pair acknowledgement. In this embodiment, the tracking device 104-108 either does
not transmit a pair acknowledgement to the other hub devices 110-114 that were not selected for
pairing or transmits a control communication to the other hub devices not selected for pairing
indicating the tracking device will not pair with the other hub devices.

Figure 2

[00163] Figure 2 depicts an exemplary embodiment of a tracking device 104A. The
tracking device 104A includes one or more processors 202 to process data and computer
readable media (CRM) 204 to store data and computer readable-executable instructions. The

processor 202 processes communications, builds communications, stores data to data
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storage/memory 2006, and retrieves data from data storage/memory. The processor 202 and the
CRM 204 are hardware. The CRM 204 may include volatile and/or non-volatile memory, e.g., a
computer-readable storage medium such as a cache, random access memory (RAM), read only
memory (ROM), flash memory, and/or other memory to store data and/or computer readable-
executable instructions, such as one or more modules or a portion or component of one or more
modules.

[00164] The tracking device 104 A includes one or more sensors 208. The sensor(s) 208
include one or more sensors to sense activity or non-activity of the asset device to which it is
attached, connected, or otherwise associated. For example, the sensor(s) 208 may be one or
more of an accelerometer to sense motion or movement of the asset device to which it is
attached, a temperature sensor to sense temperature of the asset device to which it is attached
(e.g. amotor of the asset device), an orientation sensor to sense changes in orientation of the
asset device to which it is attached, a vibration sensor to sense vibration of the asset device to
which it is attached, or other sensors to sense activity or one or more other characteristics of an
asset device. The sensor(s) 208 take one or more measurements or readings and transmit the
results of the measurements or readings to the processor 202 as sensor data.

[00165] The tracking device 104 A includes one or more modules, which are computer
readable-executable instructions. The modules are stored in the CRM 204 and executed by the
processor 202. In the example of Figure 2, the modules include a sensing module 210, a pairing
module 212, and a communication module 214.

[00166] The sensing module 210 controls obtaining data from the one or more sensors
208, transmitting that data to the processor 202, and storing that data in data storage 206. For
example, the sensing module 210 is configured to obtain one or more sensor readings with sensor
data at one or more data sensing periods or intervals and/or data reporting periods or intervals,
transmitting that data to the processor 202, and storing that data in data storage 206. The sensing
module 210 controls aspects of data sensing and storage of the sensor data for the tracking device
104 A, as further discussed herein.

[00167] The pairing module 212 generates (creates) pair requests for transmission from
the tracking device by the transceivers 216. The pairing module 212 evaluates data received
during the pairing process, including the states, composite state, state quality values, or PQRV

values and optional RSSI values of pair requests received in one or more pair responses and
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determines which of the hub devices with which to pair. The pairing module 212 optionally
transmits pair requests to the communication module 214 for transmission by the transceiver(s)
216 and optionally receives pair responses or data from one or more pair responses from the
communication module as received from the transceiver(s).

[00168] In one example, the pairing module 212 generates (creates) a pair request,
which is transmitted by the transceiver 216. The pair request optionally is formatted by the
communication module 214 (e.g. as a LoRa or [oT communication) prior to transmission by the
transceiver(s) 216. The transceiver(s) 216 of the tracking device 104A receives multiple pair
responses from the hub devices 110-114, and the pair responses each include a state, composite
state, state quality values, or PQRYV value of the transmitting hub device and an RSSI of the pair
request as measured by that hub device. The pairing module 212 processes all of the pair
responses, selects one of the hub devices 110-114 with the best state, composite state, state
quality values, or PQRYV value with which to pair, and instructs the processor 202 to pair with
the selected hub device.

[00169] In one embodiment, the tracking devices 104-108 require a potential pairing hub
device 110-114 to have a minimum pairing quality rating value (PQRV) in order to pair with the
tracking device. The pairing module 212 determines if a pairing quality rating value (PQRYV) in
a pair response meets (is equal to or greater than) the minimum pairing quality rating value
(PQRYV). If a pairing quality rating value (PQRYV) of a particular hub device does not meet (is
not equal to or greater than) the minimum pairing quality rating value (PQRV) required by a
particular tracking device 104-108, the pairing module 212 of the particular tracking device will
not pair with the particular hub device. If the pairing quality rating value (PQRYV) of all of the
hub devices 110-114 do not meet (are not equal to or greater than) the minimum pairing quality
rating value (PQRYV) required by the particular tracking device 104-108, the particular tracking
device does not pair with any of the hub devices. If a pairing quality rating value (PQRYV) of
one or more hub devices do meet (are equal to or greater than) the minimum pairing quality
rating value (PQRYV) required by a particular tracking device 104-108, the pairing module 212 of
the particular tracking device will select a hub device with the best pairing quality rating value
(PQRYV) for pairing.

[00170] In one embodiment, if two or more hub devices 110-114 have a same best state,

quality of one or more states, composite state, composite quality of one or more states, or the
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pairing quality rating value (as the case may be) identified in the hub device’s pair responses, the
pairing module 212 selects the hub device having the highest measured RSSI of the pair request
the tracking device transmitted for pairing. If the two or more hub devices 110-114 also have the
same RSSI of the pair request the tracking device 104-108 transmitted, the pairing module 212
selects the hub device for pairing that corresponds to the first received pair response. The
communication module 214 in this example optionally receives the pair responses from the
transceiver(s) 216, optionally decodes the pair responses from a LoRa or IoT format, and
transmits the pair responses to the pairing module 214 for processing.

[00171] If In another example, the pairing module 212 generates (creates) a pair request,
which is transmitted by the transceiver 216. The pair request optionally is formatted by the
communication module 214 (e.g. as a LoRa or [oT communication) prior to transmission by the
transceiver(s) 216. The transceiver(s) 216 of the tracking device 104A receives multiple pair
responses from the hub devices 110-114, and the pair responses each include a pairing quality
rating value of the transmitting hub device and an RSSI of the pair request as measured by that
hub device. The pairing module 212 processes all of the pair responses, selects one of the hub
devices 110-114 with the best pairing quality rating value with which to pair, and instructs the
processor 202 to pair with the selected hub device. If two or more hub devices 110-114 have a
same pairing quality response value identified in the hub device’s pair responses, the pairing
module 212 selects the hub device having a highest RSSI of the pair request the tracking device
transmitted for pairing. If the two or more hub devices 110-114 also have the same RSSI of the
pair request the tracking device transmitted, the pairing module 212 selects the hub device for
pairing that corresponds to the first received pair response. The pairing module 212 controls all
aspects of the pairing process for the tracking device 104A, as further discussed herein. The
communication module 214 in this example optionally receives the pair responses from the
transceiver(s) 216, optionally decodes the pair responses from a LoRa or IoT format, and
transmits the pair responses to the pairing module 214 for processing.

[00172] The communication module 214 formats (e.g. encodes or decodes)
communications to be transmitted to or received from one or more hub devices 110-114 and
installs one or more configurations or configuration changes received from one or more hub
devices. In one example, the communication module 214 retrieves sensor data from data storage

206, receives sensor data from the processor 202, or otherwise uses sensor data and creates or
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formats communications as binary encoded communications with that sensor data and other data
(e.g. hub device ID) for transmission to one or more hub devices 110-114 over a data channel
designated by the hub device. In another example, the communication module 214 receives
configurations and/or configuration changes, stores the configurations or configuration changes
as needed in data storage 200, installs the configurations or configuration changes on the
tracking device 104A, generates acknowledgements that the configurations or configurations
updates have been installed, and transmits the acknowledgements to the processor for
transmission to one or more hub devices 110-114. The communication module 214 controls
processing for receiving and transmitting communications for the tracking device 104A, as
further discussed herein.

[00173] The tracking device 104 A includes one or more transceivers 216 or other
communication interfaces to transmit communications to and receive communications from one
or more hub devices 110-114 via the first communication network 134. In one example, the one
or more transceivers 216 include a Long Range (LoRa) type transceiver, an IoT transceiver,
and/or another wireless transceiver. However, the tracking device 104A may include one or
more additional or other types of transceivers to transmit communications to and receive
communications from the hub devices 110-114 as further discussed herein.

[00174] The tracking device 104A may include a battery or other power system 218 to
power the tracking device, connect to a power system of an asset device the tracking device is
tracking, or receive power from a solar panel, solar cell, or other solar device attached or
connected to or associated with the tracking device to generate power and store solar generated
power. For example, an asset device may include a battery and/or a motor to generate power. A
tracking device 104A may be connected to the asset device battery to receive power from the
asset device battery or receive power via the asset device motor through one or more connections
to a component of the motor.

Figure 3

[00175] Figure 3 depicts an exemplary embodiment of a hub device 110A. The hub
device 110A includes one or more processors 302 to process data and computer readable media
(CRM) 304 to store data and computer readable-executable instructions. The processor 302
processes communications, builds communications, stores data to data storage/memory 306, and

retrieves data from data storage/memory. The processor 302 and the CRM 304 are hardware.
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The CRM 304 may include volatile and/or non-volatile memory, e.g., a computer-readable
storage medium such as a cache, random access memory (RAM), read only memory (ROM),
flash memory, and/or other memory to store data and/or computer readable-executable
instructions, such as one or more modules or a portion or component of one or more modules.

[00176] The hub device 110A includes one or more sensors 308. The sensor(s) 308
include one or more sensors to sense activity or non-activity of the asset device to which it is
attached, connected, or otherwise associated. For example, the sensor(s) 308 may be one or
more of an accelerometer to sense motion or movement of the asset device to which it is
attached, a temperature sensor to sense temperature of the asset device to which it is attached
(e.g. amotor of the asset device), an orientation sensor to sense changes in orientation of the
asset device to which it is attached, a vibration sensor to sense vibration of the asset device to
which it is attached, or other sensors to sense activity or one or more other characteristics of an
asset device. The sensor(s) 308 take one or more measurements or readings and transmit the
results of the measurements or readings to the processor 302 as sensor data. The sensor(s) 308
also measure the RSSI of each received pair request and make one or more other measurements
or sensor readings for the state pairing parameters or other states of the hub device.

[00177] The hub device 110A includes one or more modules, which are computer
readable-executable instructions. The modules are stored in the CRM 304 and executed by the
processor 302. In the example of Figure 3, the modules include a sensing module 310, a pairing
module 312, and a communication module 314.

[00178] The sensing module 310 controls obtaining data from the one or more sensors
308, transmitting that data to the processor 302, and storing that data in data storage 306. For
example, the sensing module 310 is configured to obtain one or more sensor readings with sensor
data at one or more data sensing periods or intervals and/or data reporting periods or intervals,
transmitting that data to the processor 302, and storing that data in data storage 306. The sensing
module 310 controls aspects of data sensing and sensor data storage for the hub device 110A, as
further discussed herein.

[00179] The pairing module 312 determines and/or produces state data to be transmitted
to one or more tracking devices 104-108 during the pairing process, including one or more states,
composite states, state quality values, or a pairing quality rating value of the hub device 110A in

one or more pair responses. In one example, the hub device 110A receives a pair request from a

61



WO 2022/039807 PCT/US2021/031609

tracking device 104, and the pairing module 312 determines one or more states of the hub device,
the quality of one or more states of the hub device, a composite value of multiple states of the
hub device, a composite value of the quality of one or more states, or a pairing quality rating
value of the hub device (as the case may be) and generates (creates) a pair response with the
state, composite state, state quality values, or pairing quality rating value. The pairing module
312 also designates a data channel to receive sensor data from a tracking device 104 in the pair
response along with a device ID of the hub device.

[00180] In another example, the hub device 110A receives a pair request from a tracking
device 104, and the pairing module 312 determines a pairing quality rating value of the hub
device based on one or more state pairing parameters. The pairing module 312 generates (e.g.
creates) a pair response with the pairing quality rating value, a designated data channel to receive
sensor data from a tracking device 104, a device ID of the hub device. The pairing module 312
optionally includes the RSSI of the pair request as measured by the hub device 110A with the
pair response. The pairing module 312 controls all aspects of the pairing process for the hub
device 110A, as further discussed herein.

[00181] The communication module 314 formats (e.g. encodes or decodes)
communications to be transmitted to one or more tracking devices 104-108, formats
communications to be transmitted to the network server 116, stores one or more configurations
or configuration changes in the data storage 306 received from the network server intended for
one or more tracking devices, retrieves one or more configurations or configuration changes
from the data storage to be transmitted to one or more tracking devices, and installs one or more
configurations or configuration changes received from the network server intended for the hub
device. In one example, the communication module 314 retrieves sensor data from data storage
306, receives the sensor data from the processor 302, or otherwise uses sensor data and creates or
formats communications as binary encoded communications with that sensor data for
transmission to the network server 116. In another example, the communication module 314
generates acknowledgements that the configurations or configurations updates have been
installed on the hub device, generates acknowledgements that one or more sensor reports with
sensor data have been received from one or more tracking devices 104-108, and transmits the

acknowledgements to the processor 302 for transmission to the network server or the one or
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more tracking devices. The communication module 314 controls processing for receiving and
transmitting communications for the hub device 110A, as further discussed herein.

[00182] The hub device 110A includes one or more transceivers 316 or other
communication interfaces to transmit communications to and receive communications from one
or more tracking devices 104-108 via the first network 134 and to transmit communications to
and receive communications from the network server 116 via the second network 138. In one
example, the hub device 110A includes a Long Range (LoRa) type transceiver, [oT type
transceiver, or other wireless transceiver to transmit communications to and receive
communications from the tracking devices 104-108 via the first communication network 134 and
a cellular transceiver (e.g. LTE-M transceiver) or other wired or wireless transceiver to transmit
communications to and receive communications from the network server 116 via the second
communication network 138. However, the hub device 110A may include one or more
additional or other types of transceivers to transmit communications to and receive
communications from the network server 116 and/or the tracking devices 104-108 as further
discussed herein, including a Bluetooth connection transceiver, a Bluetooth Low Energy (BLE)
connection transceiver, a WiFi network transceiver, and a LoRa Alliance network transceiver.

[00183] The one or more transceivers 316 of the hub device 110A also include a
location data receiver to receive location data from one or more location data transmitting
devices, such as a GPS receiver to receive GPS location data from one or more GPS devices,
such as one or more GPS satellites or ground based GPS signal transmitters. Alternately, the one
or more transceivers 316 of the hub device 110A may include a Global Navigation Satellite
System (GLONASS) or equivalent receiver to receive other types of location data
communications. In one example, an LTE-M transceiver includes a GPS receiver.

[00184] The hub device 110A may include a battery or other power system 318 to power
the hub device, connect to a power system of an asset device the hub device is tracking, connect
to a LoRa type transceiver, or receive power from a solar panel, solar cell, or other solar device
attached or connected to or associated with the hub device to generate power and store solar
generated power. For example, an asset device may include a battery and/or a motor to generate
power. A hub device 110A may be connected to the asset device battery to receive power from
the asset device battery or receive power via the asset device motor through one or more

connections to a component of the motor.
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Figure 4
[00185] Figure 4 depicts an exemplary embodiment of a network server 116A. The

network server 116A includes one or more processors 402 and computer readable media (CRM)
404. The processor 402 executes computer readable-executable instructions in one or more
modules 406-412 to build, transmit, and receive communications, process communications and
data, optionally store data to an optional database/memory 414, and optionally retrieve data from
database/memory. The processor 402 is hardware.

[00186] The CRM 404 stores data and computer readable-executable instructions of the
modules 406-412. The CRM 404 may include volatile and/or non-volatile memory, e.g., a
computer-readable storage medium such as a cache, random access memory (RAM), read only
memory (ROM), flash memory, and/or other memory to store data and/or computer readable-
executable instructions, such as the one or more modules 406-412 or a portion or component of
one or more modules. In the example of Figure 4, the modules include a communication module
406, a queue module 408, a configuration module 410, and an optional data module 412. The
CRM 404 is hardware.

[00187] The communication module 406 controls receiving and transmitting
communications for the network server 116A, as further discussed herein. The communication
module 406 receives one or more communications from one or more hub devices 110-114 and
transmits one or more communications to one or more hub devices. In one aspect, the
communication module operates as a hypertext transfer protocol (HTTP) endpoint or an
application programming interface (API) endpoint.

[00188] The communication module 406 formats (e.g. decodes) communications
received from the one or more hub devices 110-114 and formats (e.g. encodes) communications
to be transmitted to one or more hub devices 110-114. In one example, the communication
module 406 converts data in binary encoded communications received from one or more hub
devices 110-114 from a binary encoded format to a text based format, such as JavaScript Object
Notation (JSON), for transmission to the queue module 408 or from the queue module, and may
convert communications from a text based format or other format to a binary encoded format for
transmission to one or more hub devices. In another example, conversions of communications
(e.g. encoding and decoding) between a binary encoded format and a text format is performed by

the queue module 408. The communication module 406 transmits received communications,
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including received communications that are converted from a binary encoded format to a text
based format, to the queue of the queue module 408.

[00189] The queue module 408 has a queue in which communications or data from those
communications are stored before being transferred to the application server 118 or to the
communication module 406. In one example, the queue module 408 receives sensor data and/or
other data from the communication module 406, temporarily stores the sensor data and/or other
data in its queue awaiting to be transmitted, and transmits a communication with that sensor data
and/or other data (or just the sensor data and/or other data) to a database of the application server
118 for storage in the database. In one example, the queue module 408 converts data in binary
encoded communications received from one or more hub devices 110-114 from a binary encoded
format to a text based format, such as JavaScript Object Notation (JSON), and may convert
communications from a text based format or other format to a binary encoded format for
transmission to one or more hub devices. In another example, conversions of communications
(e.g. encoding and decoding) between binary encoded format and text format is performed by the
communication module 406.

[00190] The configuration module 410 controls configurations and configuration
changes for one or more tracking devices 104-108 and one or more hub devices 110-114 and
transmitting the configurations and configuration changes to hub devices. For example, the
configuration module 410 generates a device ID for a particular tracking device or a particular
hub device and a configuration or configuration change for the particular tracking device or the
particular hub device. The configuration module 410 identifies or transmits the device ID and
the associated configuration or configuration change for the device ID for or to the
communication module 406 for transmission from the network server 116A. The configuration
module 410 may receive the configurations, configuration changes, and device IDs from the
application server 118. The configuration module 410 controls other processes of the network
server 116A for configurations and configuration changes for one or more tracking devices 104-
108 and one or more hub devices 110-114, as further discussed herein.

[00191] The optional data module 412 optionally stores data from one or more
communications in the database 414. For example, the network server 116A may receive sensor
data from one or more hub devices 110-114, which may include sensor data and other data from

the hub devices and/or sensor data and other data from one or more tracking devices 104-108.
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The data module 412 identifies the sensor data and the tracking device or the hub device to
which the sensor data originated (e.g. from the device ID sent with the communication) and
stores the sensor data with the device ID of the originating device in the database 414. The data
further may include one or more of sensor data (sensor reports) for each particular tracking
device in the asset tracking system 102, the tracking device’s device ID, an identification of the
asset device to which the tracking device is attached or associated, the tracking device’s location
(e.g. latitude and longitude or GPS Coordinates), the tracking device’s sensor data (sensor report)
time stamp, the tracking device’s battery voltage, the tracking device’s activity logs, the tracking
device’s temperature, and the tracking device’s configuration version. The data also may include
one or more of sensor data for each particular hub device in the asset tracking system 102, the
hub device’s device ID, an identification of the asset device to which the hub device is attached,
connected, or associated, the hub device’s location (e.g. latitude and longitude or GPS
Coordinates), the hub device’s available configuration slots, the hub device’s configuration
version, the hub device’s external power source if present, the hub device’s power voltage, and
the hub device’s tracking device sensor reports.

[00192] The optional data module 412 also optionally retrieves data from the database
414 for transmission or processing. For example, the network server 116A may receive a request
for sensor data or other data. The data module 412 retrieves the data for those requests from the
database 414 and transmits or provides that data to the communication module 406 for
transmitting to the requesting device. The data module 412 performs and controls aspects of the
data storage and retrieval from the database 414 of the network server 116A, as further discussed
herein.

[00193] The optional database 414 may include a structured query language (SQL)
database, a relational database management system (RDBMS) database, or another type of
database management system that stores and communicates data from at least one database. The
data stored in the database may be asset data, including data about one or more asset devices to
be tracked by the tracking system, among other data. The data may include an identifier for one
or more asset devices, a name and/or other metadata for one or more asset devices, an identifier
for one or more tracking devices, an identifier for one or more hub devices, and/or sensor data
provided by one or more tracking devices and/or one or more hub devices. The sensor data may

include temperature data from one or more tracking devices and/or one or more hub devices,
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accelerometer data from one or more tracking devices and/or one or more hub devices,
orientation data from one or more tracking devices and/or one or more hub devices, vibration
data from one or more tracking devices and/or one or more hub devices, battery voltage data
from one or more tracking devices and/or one or more hub devices, and signal strength data from
one or more tracking devices and/or one or more hub devices. The data further may include one
or more of sensor data (sensor reports) for each particular tracking device in the asset tracking
system 102, the tracking device’s device ID, an identification of the asset device to which the
tracking device is attached, connected, or associated, the tracking device’s location (e.g. latitude
and longitude or GPS Coordinates), the tracking device’s sensor data (sensor report) time stamp,
the tracking device’s battery voltage, the tracking device’s activity logs, the tracking device’s
temperature, and the tracking device’s configuration version. The data also may include one or
more of sensor data for each particular hub device in the asset tracking system 102, the hub
device’s device ID, an identification of the asset device to which the hub device is attached,
connected, or associated, the hub device’s location (e.g. latitude and longitude or GPS
Coordinates), the hub device’s available configuration slots, the hub device’s configuration
version, the hub device’s external power source if present, the hub device’s power voltage, and
the hub device’s tracking device sensor reports.

[00194] The input/output (I/O) devices 416 are optional and include hardware input
devices to enable a user to interact with functions of the network server 116A or otherwise
provide inputs to the network server 116A. Examples of input devices include a mouse, a
keyboard, a trackpad, a touchscreen, and/or other input devices. Input devices also include
hardware devices to receive configurations, configuration changes, and other data, including
universal serial bus (USB) devices, serial or parallel devices, wireless or wired transceivers, and
other hardware devices used to receive data and programming at a computing device. The I/O
devices 416 also include one or more output devices, such as a display or printing device.

[00195] The network server 116A includes one or more transceivers 418 or other
communication interfaces to transmit communications to and receive communications from one
or more hub devices 110-114 and transmit communications to and receive communications from
the application server 118. In one example, the transceiver(s) 418 of the network server 116A
include a cellular transceiver (e.g. LTE-M transceiver), a narrowband Internet of Things (NB-

IoT) transceiver, a wireless or wired broadband network transceiver, a wireless or wired
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narrowband network transceiver, a Bluetooth connection transceiver, a Bluetooth Low Energy
(BLE) connection transceiver, a WiFi network transceiver, a LoRa network transceiver, and/or
another wired or wireless transceiver to transmit communications to and receive communications
from one or more hub devices 110-114. In another example, the transceiver(s) 418 of the
network server 116A include another wireless or wired transceiver or other communication
interface to transmit communications to and receive communications from the application server
118, such as via the Internet, an intranet, a cellular network, a wired or wireless broadband
network, a wireless or wired narrowband network, or another packet network.

[00196] A power system 420 powers the network server 116A. The power system 420
may be, for example, an alternating current power source and/or direct current power source.
Figure 5

[00197] Figure S depicts an exemplary embodiment of an application server 118A. The
application server 118A includes one or more processors 502 and computer readable media
(CRM) 504. The processor 502 executes computer readable-executable instructions in one or
more modules 506-512 to build, transmit, and receive communications, process communications
and data, store data to a database/memory 514, and retrieve data from database/memory. The
processor 502 is hardware.

[00198] The CRM 504 stores data and computer readable-executable instructions of the
modules 506-512. The CRM 504 may include volatile and/or non-volatile memory, e.g., a
computer-readable storage medium such as a cache, random access memory (RAM), read only
memory (ROM), flash memory, and/or other memory to store data and/or computer readable-
executable instructions, such as the one or more modules 506-512 or a portion or component of
one or more modules. In the example of Figure 5, the modules include a communication module
506, a configuration and device management module 508, a user interface module 510, and a
data module 512. The CRM 504 is hardware.

[00199] The communication module 506 controls receiving and transmitting
communications for the application server 118A, as further discussed herein. The
communication module 506 receives one or more communications from and transmits one or
more communications to the network server 116, one or more client computing devices 120-122,
and one or more mobile devices 124-126. In one aspect, the communication module 506

transmits configurations and configuration changes to the network server, along with device IDs
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for devices to which the configurations and configuration changes are to be transmitted and to
which configurations and configuration changes are to be installed or implemented. In another
aspect, the communication module 506 transmits one or more communications for a user
interface generated by the user interface module 510 to one or more client computing devices
and receives one or more communications from the client computing devices, including requests
for data and receipt of configurations and configuration changes. The communication module
506 retrieves data from the database 514 to fulfill data requests and transfers received data to the
database. In another aspect, the communication module 506 receives data requests from an
application on the one or more mobile devices 124-126, retrieves data from the database 514 for
those data requests, and transmits the retrieved data to the mobile device application. In another
aspect, the communication module 506 receives data from an application on the one or more
mobile devices 124-126 and stores the data in the database 514.

[00200] The configuration and device management module 508 manages configurations
and configuration changes for one or more tracking devices 104-108 and one or more hub
devices 110-114 and transmitting the configurations and configuration changes to hub devices
through the communication module 506. For example, the configuration and device
management module 508 generates a device ID for a particular tracking device or a particular
hub device and a configuration or configuration change for the particular tracking device or the
particular hub device and transmits that data to the communication module 506. The
configuration and device management module 508 identifies or transmits the device ID and the
associated configuration or configuration change for the device ID for or to the communication
module 506 for transmission from the application server 118 A to the network server 118. In one
example, the device ID and the configuration or configuration changes are received from the user
interface module 510 and associated by a user with the configuration or configuration change.
The configuration and device management module 508 manages a list of all tracking devices
104-108 and hub devices 110-114 in the asset system 102.

[00201] The user interface module 510 hosts a website user interface to connect with
one or more client computing devices 120-122 and optionally one or more mobile devices 125-
126, and that website user interface enables the client computing devices 120-122 and optionally

one or more mobile devices 125-126 to view, manipulate, and/or manage the asset data, sensor
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data, and other data for the tracking devices 104-108, the hub devices 110-114, and the asset
devices 128-132 and 136, including the data discussed above.

[00202] The user interface module 510 enables one or more users to input data and
instructions and view data and instructions for the processes of the application server 118A. For
example, the user interface can be generated by the user interface module 510 to a connecting
client computing device 120 or 122 via a network connection or to a connected display to view
sensor data and other data, configurations, configuration changes, status, states, and information
of tracking devices 104-108, hub devices 110-114, and asset devices 128-132 and 136 and other
information about the asset tracking system 102 and receive configurations, configuration
changes, device IDs, instructions for particular actions to be taken for particular devices in the
asset tracking system, data for particular devices in the asset tracking system, or view or input a
special offset value (application server offset value) for a pairing quality rating value for one or
more hub devices.

[00203] The data module 512 stores data from one or more communications in the
database 514. For example, the application server 118A may receive sensor data from one or
more hub devices 110-114 via the network server 116, which may include sensor data and other
data from the hub devices and/or sensor data and other data from one or more tracking devices
104-108. The data module 512 identifies the sensor data and the tracking device or the hub
device to which the sensor data originated (e.g. from the device ID sent with the communication)
and stores the sensor data with the device ID of the originating device in the database 514. The
data further may include one or more of sensor data (sensor reports) for each particular tracking
device in the asset tracking system 102, the tracking device’s device ID, an identification of the
asset device to which the tracking device is attached or associated, the tracking device’s location
(e.g. latitude and longitude or GPS Coordinates), the tracking device’s sensor data (sensor report)
time stamp, the tracking device’s battery voltage, the tracking device’s activity logs, the tracking
device’s temperature, and the tracking device’s configuration version. The data also may include
one or more of sensor data for each particular hub device in the asset tracking system 102, the
hub device’s device ID, an identification of the asset device to which the hub device is attached,
connected, or associated, the hub device’s location (e.g. latitude and longitude or GPS

Coordinates), the hub device’s available configuration slots, the hub device’s configuration
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version, the hub device’s external power source if present, the hub device’s power voltage, and
the hub device’s tracking device sensor reports.

[00204] The data module 512 also retrieves data from the database 514. For example,
the application server 118 A may receive a request for sensor data or other data from one or more
client computing devices 120-122. The data module 512 retrieves the data for those requests
from the database 514 and transmits or provides that data to the communication module 506 or
user interface module 410 for transmitting to the requesting device. The data module 512
performs and controls aspects of the data storage and retrieval from the database 514 of the
application server 118A, as further discussed herein.

[00205] The database 514 may include a structured query language (SQL) database, a
relational database management system (RDBMS) database, or another type of database
management system that stores and communicates data from at least one database. The data
stored in the database may be asset data, including data about one or more asset devices to be
tracked by the tracking system, among other data. The data may include an identifier for one or
more asset devices, a name and/or other metadata for one or more asset devices, an identifier for
one or more tracking devices, an identifier for one or more hub devices, and/or sensor data
provided by one or more tracking devices and/or one or more hub devices. The sensor data may
include temperature data from one or more tracking devices and/or one or more hub devices,
accelerometer data from one or more tracking devices and/or one or more hub devices,
orientation data from one or more tracking devices and/or one or more hub devices, vibration
data from one or more tracking devices and/or one or more hub devices, battery voltage data
from one or more tracking devices and/or one or more hub devices, and signal strength data from
one or more tracking devices and/or one or more hub devices. The data further may include one
or more of sensor data (sensor reports) for each particular tracking device in the asset tracking
system 102, the tracking device’s device ID, an identification of the asset device to which the
tracking device is attached, connected, or associated, the tracking device’s location (e.g. latitude
and longitude or GPS Coordinates), the tracking device’s sensor data (sensor report) time stamp,
the tracking device’s battery voltage, the tracking device’s activity logs, the tracking device’s
temperature, and the tracking device’s configuration version. The data also may include one or
more of sensor data for each particular hub device in the asset tracking system 102, the hub

device’s device ID, an identification of the asset device to which the hub device is attached,
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connected, or associated, the hub device’s location (e.g. latitude and longitude or GPS
Coordinates), the hub device’s available configuration slots, the hub device’s configuration
version, the hub device’s external power source if present, the hub device’s power voltage, and
the hub device’s tracking device sensor reports.

[00206] The input/output (I/O) devices 516 are optional and include hardware input
devices to enable a user to interact with functions of the application server 118A or otherwise
provide inputs to the application server 118A. Examples of input devices include a mouse, a
keyboard, a trackpad, a touchscreen, and/or other input devices. Input devices also include
hardware devices to receive configurations, configuration changes, and other data, including
universal serial bus (USB) devices, serial or parallel devices, wireless or wired transceivers, and
other hardware devices used to receive data and programming at a computing device. The I/O
devices 516 also include one or more output devices, such as a display or printing device.

[00207] The application server 118A includes one or more transceivers 518 or other
communication interfaces to transmit communications to and receive communications from the
network server 116, one or more client computing devices 120-122, and one or more mobile
devices 124-126. In one example, the transceiver(s) 518 of the application server 118A include a
wireless or wired transceiver or other communication interface to transmit communications to
and receive communications from a wired or wireless network, such as a cellular network, a
narrowband Internet of Things (NB-IoT) network, a wireless or wired broadband network, a
wireless or wired narrowband network, the Internet, an intranet, another wired or wireless packet
network, or another wired or wireless communication network, as well as various combinations
thereof

[00208] A power system 520 powers the application server 118A. The power system
520 may be, for example, an alternating current and/or direct current power source.

Figure 6

[00209] Figure 6 depicts an example embodiment of a communication power
transmission level pair request process 602 of a tracking device to successively increase
communication power transmission levels to try to pair with one or more hub devices. The
power transmission level pair request process 602 is one aspect of a pairing process executed, for

example, by the pairing module 212 of a tracking device 104.
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[00210] In the power transmission level pair request process 602, a tracking device 104
attempts to communicate with a nearby hub device 110-114 using successive increasing
communication power transmission levels. At 604, the pairing module 212 of the tracking
device 104 generates a first communication (e.g. a pair request) for transmission by the
transceiver(s) 218 at a first communication power transmission level (e.g. -4 decibel-milliwatts
(dBm)) at a first time of a pairing completion time. For example, the first time may be minute
zero of a five minute time or other selected pairing completion time in which pairing is to be
completed. The pairing process 602 may start a pairing report timer at the start of the pairing
process (e.g. at time zero) and maintain, count, or time the elapsed time for a selected pairing
completion time (e.g. five minutes or another selected pairing completion time).

[00211] At 606, if the tracking device 104 receives a response to the first
communication (e.g. a pair response) from a hub device 110-114, the tracking device optionally
increases the communication power transmission level to a second communication power
transmission level (e.g. +2dBM) and transmits its sensor data to the responding hub device (or
responding hub device with the best state/PQRYV) (e.g. in a sensor report) with the device ID of
the responding hub device over a data channel designated by the responding hub device in the
responding hub device’s response at the first or optionally second communication power
transmission level at 608. The tracking device 104 receives an acknowledgement (e.g. a sensor
report acknowledgement) at 610 from the responding hub device when the responding hub
device receives the sensor data. The tracking device 104 is paired with the responding hub device
and may transmit additional sensor data (e.g. in sensor reports) to the paired hub device or
receive configurations and configuration changes from the paired hub device. Alternately, the
tracking device 104 may pair with a different hub device to transmit additional sensor data (e.g.
in sensor reports).

[00212] However, if the tracking device 104 does not receive a response to the first
communication (e.g. a pair response) at 606, the tracking device increases the power
transmission level to a second communication power transmission level (e.g. +2dBM) and
transmits a second communication (e.g. a pair request) at the second communication power
transmission level at 612 at a second time of a pairing completion time. For example, the second
time may be minute one of a five minute time or other selected pairing completion time in which

pairing is to be completed.
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[00213] At 614, if the tracking device 104 receives a response to the second
communication (e.g. a pair response) from a hub device 110-114, the tracking device optionally
increases the communication power transmission level to a third communication power
transmission level (e.g. +8dBM) and transmits its sensor data to the responding hub device (or
responding hub device with the best state/PQRYV) (e.g. in a sensor report) with the device ID of
the responding hub device over a data channel designated by the responding hub device in the
responding hub device’s response at the second or optionally third communication power
transmission level at 616. The tracking device 104 receives an acknowledgement (e.g. a sensor
report acknowledgement) at 618 from the responding hub device when the responding hub
device receives the sensor data. The tracking device 104 is paired with the responding hub device
and may transmit additional sensor data (e.g. in sensor reports) to the paired hub device or
receive configurations and configuration changes from the paired hub device. Alternately, the
tracking device 104 may pair with a different hub device to transmit additional sensor data (e.g.
in sensor reports).

[00214] However, if the tracking device 104 does not receive a response to the second
communication (e.g. a pair response) at 614, the tracking device increases the power
transmission level to a third communication power transmission level (e.g. +8dBM) and
transmits a third communication (e.g. a pair request) at the third communication power
transmission level at 620 at a third time of a pairing completion time. For example, the third
time may be minute two of a five minute time or other selected pairing completion time in which
pairing is to be completed.

[00215] At 622, if the tracking device 104 receives a response to the third
communication (e.g. a pair response) from a hub device 110-114, the tracking device optionally
increases the communication power transmission level to a fourth communication power
transmission level (e.g. +14dBM) and transmits its sensor data to the responding hub device (or
responding hub device with the best state/PQRYV) (e.g. in a sensor report) with the device ID of
the responding hub device over a data channel designated by the responding hub device in the
responding hub device’s response at the third or optionally fourth communication power
transmission level at 624. The tracking device 104 receives an acknowledgement (e.g. a sensor
report acknowledgement) at 626 from the responding hub device when the responding hub

device receives the sensor data. The tracking device 104 is paired with the responding hub device
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and may transmit additional sensor data (e.g. in sensor reports) to the paired hub device or
receive configurations and configuration changes from the paired hub device. Alternately, the
tracking device 104 may pair with a different hub device to transmit additional sensor data (e.g.
in sensor reports).

[00216] However, if the tracking device 104-108 does not receive a response to the third
communication (e.g. a pair response) at 622, the tracking device increases the power
transmission level to a fourth communication power transmission level (e.g. +14dBM) and
transmits a fourth communication (e.g. a pair request) at the fourth communication power
transmission level at 628 at a fourth time of a pairing completion time. For example, the fourth
time may be minute three of a five minute time or other selected pairing completion time in
which pairing is to be completed.

[00217] At 630, if the tracking device 104 receives a response to the fourth
communication (e.g. a pair response) from a hub device 110-114, the tracking device optionally
increases the communication power transmission level to a fifth communication power
transmission level (e.g. +20dBM) or maintains the fourth communication transmission level if it
is the maximum power transmission level and transmits its sensor data to the responding hub
device (or responding hub device with the best state/PQRV) (e.g. in a sensor report) with the
device ID of the responding hub device over a data channel designated by the responding hub
device in the responding hub device’s response at the fourth or optionally fifth communication
power transmission level at 632. The tracking device 104 receives an acknowledgement (e.g. a
sensor report acknowledgement) at 634 from the responding hub device when the responding
hub device receives the sensor data. The tracking device 104 is paired with the responding hub
device and may transmit additional sensor data (e.g. in sensor reports) to the paired hub device or
receive configurations and configuration changes from the paired hub device. Alternately, the
tracking device 104 may pair with a different hub device to transmit additional sensor data (e.g.
in sensor reports).

[00218] However, if the tracking device 104-108 does not receive a response to the
fourth communication (e.g. a pair response) from a hub device 110-114 at 630, the tracking
device terminates the process at 636, waits a selected wait period of time or for a selected wait

interval, and retries the pairing process 602.
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[00219] In one example, the wait period is the remaining time of the selected pairing
completion time, which is the difference between the selected pairing completion time and the
elapsed time from the start of the present pairing process 602. In another example, the selected
wait period of time or selected wait interval is from thirty seconds to 700 minutes. In another
example, the selected wait period of time or selected wait interval starts at four minutes. In
another example, the selected wait period of time or selected wait interval is dependent on the
number of pairing retry attempts already made (e.g. with either an increasing interval for each
successive retry attempt or with a decreasing interval with each retry attempt). In another
example, the selected wait interval is the difference between the current time and the next
reporting interval. In another example, the tracking device 14-108 waits until the next reporting
interval or next activity of a sensor of the tracking device 104 to attempt to pair with a hub
device 110-114.

[00220] After 634, the tracking device terminates the process at 638 and waits until a
next reporting interval or until there is a next activity of a sensor of the tracking device 104.

[00221] Of course, the tracking device 104 can be configured to transmit more or less
than four pair requests (e.g. a number between 1 and 20) before waiting for the selected wait
interval and retrying to pair with a hub device 110-114 or terminating the process. The tracking
device 104 also can be configured to transmit pair requests at different successive power
transmission levels. For example, the tracking device 104-108 can be configured to transmit
successive pair requests at equal power transmission level increases, such as an increase of
+2dBm, +3dBm, +4dBm, or another value between +1dBm and +10dBm for each successive
pair request until the tracking device successfully pairs with a hub device 110-114 or the tracking
device stops transmitting pair requests as discussed herein. Alternately, the tracking device 104
can be configured to transmit successive pair requests at unequal power transmission level
increases, such as an increase of +2dBm, then +3dBm, then +6dBm, then +3dBm, and then
+4dBm or different values for the successive communication power transmission level increases
until the tracking device successfully pairs with a hub device 110-114 or the tracking device
stops transmitting pair requests as discussed herein.

Figures 7-8
[00222] Figures 7-8 depict an example embodiment of a pairing report timer process and

associated actions for a pairing process to be completed in a selected pairing completion time.
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The pairing report timer process 702 is one aspect of a pairing process executed, for example, by
a pairing module 212 of a tracking device 104. For example, the pairing report timer process
702 of Figures 7-8 may be used in conjunction with the pair request process 602 of Figure 6
and/or the pairing process 1202 of Figure 12.

[00223] Referring to Figure 7, the pairing report timer process 702 starts a pairing report
timer at the start of the pairing process (e.g. at time zero) and maintains, counts, or times the
elapsed time for a pairing report timer until a selected pairing completion time (e.g. five minutes
or another selected pairing completion time). At a first time (e.g. time zero), the sensing module
210 reads the sensor 208. The pairing module 212 of the tracking device 104 then starts the
pairing report timer of process 702. The tracking device 104 transmits a first pair request at a
first communication power transmission level (e.g. -8dBm) and waits to receive a pair response
for a sleep period. The time between (a) the first time the sensor is read and the first pair request
is transmitted in the process 702 and (b) the second time the sensor optionally is read and the
second pair request is transmitted is the pairing retry period, which in this case is one minute.
The time between transmission of the pair request and the next report timer interval is a sleep
period in Figure 7.

[00224] The tracking device 104 does not receive a pair response to the first pair request
by the end of the sleep period. Therefore, the tracking device 104 optionally reads its sensor and
transmits a second pair request at a second communication power transmission level (e.g. -
2dBm) at a second time (e.g. one minute) of a pairing report timer and waits to receive a pair
response for the sleep period. If the tracking device 104 does not receive a pair response within
the pairing retry period or sleep period, the tracking device will transmit another pair request at
the next pairing retry period and at the next communication power transmission level.

[00225] In the example of Figure 7, the tracking device 104 does not receive a pair
response to its second pair request during the second pairing retry period or sleep period.
Therefore, the tracking device 104 optionally reads its sensor and transmits a third pair request at
a third communication power transmission level (e.g. +4dBm) at a third time (e.g. two minutes)
of a pairing report timer and waits to receive a pair response for the sleep period.

[00226] The tracking device 104 does not receive a pair response to the third pair
request during the third pairing retry period or sleep period. Therefore, the tracking device 104

optionally reads its sensor and transmits a fourth pair request at a fourth communication power
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transmission level (e.g. +10dBm) at a fourth time (e.g. three minutes) of a pairing report timer
and waits to receive a pair response for the sleep period.

[00227] The tracking device 104 does not receive a pair response to the fourth pair
request during the fourth pairing retry period or sleep period. Therefore, the tracking device 104
optionally reads its sensor and transmits a fifth pair request at a fifth communication power
transmission level (e.g. +16dBm or at the fourth communication power transmission level if the
fourth communication power transmission level is the maximum communication power
transmission level) at a fifth time (e.g. four minutes) of a pairing report timer and waits to
receive a pair response for the sleep period. The pairing report timer expires at the paring
completion time, which in this case is five minutes, and the process 702 terminates. The process
702 optionally waits for a wait period, and restarts the process.

[00228] Referring to Figure 8, the pairing report timer process 802 starts a pairing report
timer at the start of the pair request process (e.g. at time zero) and maintains, counts, or times the
elapsed time for a pairing report timer until a selected pairing completion time (e.g. five minutes
or another selected pairing completion time). At a first time (e.g. time zero), the sensing module
210 reads the sensor 208. The pairing module 212 of the tracking device 104 then starts the
pairing report timer of process 802. The tracking device 104 transmits a first pair request at a
first communication power transmission level (e.g. -8dBm) and waits to receive a pair response
for a sleep period.

[00229] The tracking device 104 does not receive a pair response to the first pair request
by the end of the first sleep period. Therefore, the tracking device 104 optionally reads its sensor
and transmits a second pair request at a second communication power transmission level (e.g. -
2dBm) at a second time (e.g. one minute) of a pairing report timer and waits to receive a pair
response for the sleep period. The tracking device 104 receives a pair response during the
pairing retry period or sleep period from a responding hub device, and the tracking device
transmits its sensor data and the responding hub device’s device ID to the responding hub device
optionally at a next higher communication power transmission level (e.g. +4dBM) in a sensor
report over the data channel designated by the responding hub device in the pair response. The
tracking device 104 receives a sensor report acknowledgement from the responding hub device,
and the tracking device sleeps until the next reporting interval or activity of the tracking device’s

SENnsor.
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Figure 9

[00230] Figure 9 depicts an example embodiment of a sensor data reporting process 902
in a tracking device configured for the wake on activity mode and associated actions. In this
example, the tracking device is configured with a selected sensor reading interval (e.g. every
minute), a selected sensor data reporting interval (e.g. every eight minutes or multiples of every
eight minutes up to 720 minutes), and a selected pair request timeout period (in this example,
500 milliseconds). The pair request timeout period is the period of time the tracking device 104-
108 waits after transmitting a pair request to receive a pair response from a hub device 110-114
before transmitting another pair request. In this example, the selected pair request timeout period
is 500 milliseconds. However, a different pair request timeout period may be selected, such as
250 milliseconds or a period between 10 milliseconds and 30 minutes. The sensor data reporting
process 902 is one aspect of a process executed, for example, by a sensor module 210 and a
pairing module 212 of a tracking device 104. For example, the sensor data reporting process 902
of Figure 9 may be used in conjunction with the pair request process 602 of Figure 6 and/or the
pairing process 1202 of Figure 12.

[00231] Referring to Figure 9, the sensor data reporting process 902 starts a sensor data
reporting timer at the start of the process (e.g. at time zero) and maintains, counts, or times the
elapsed time for a sensor data reporting timer for the selected sensor data reporting interval (e.g.
eight minutes or another selected pairing completion time). At a first time (e.g. time zero), the
sensor 208 (e.g. accelerometer) of the tracking device 104 senses activity. This causes an
interrupt in the sensing module 210 to read the sensor 208 and the pairing module 212 of the
tracking device 104 to start the sensor data reporting process 902.

[00232] The tracking device 104 transmits a first pair request at a first communication
power transmission level (e.g. -8dBm) and waits to receive a pair response for a selected pair
request timeout period. The tracking device 104 does not receive a pair response to the first pair
request by the end of the selected pair request timeout period. Therefore, the tracking device 104
transmits a second pair request at a second communication power transmission level (e.g. -
2dBm) and waits to receive a pair response. The tracking device 104 does not receive a pair
response to the second pair request by the end of the selected pair request timeout period.
Therefore, the tracking device 104 transmits a third pair request at a third communication power

transmission level (e.g. +4dBm) and waits to receive a pair response. The tracking device 104
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does not receive a pair response to the third pair request by the end of the selected pair request
timeout period. Therefore, the tracking device 104 transmits a fourth pair request at a fourth
communication power transmission level (e.g. +10dBm) and waits to receive a pair response.
The tracking device 104 does not receive a pair response to its fourth pair request and sleeps
(hibernates) for the remainder of the selected sensor reading interval (e.g. the remainder of the
minute 0-1 of the sensor data reporting timer). In this example, the tracking device 104 does not
successfully pair with a hub device 110-114.

[00233] When the sensor data reporting timer reaches the second time (e.g. the end of
minute one of timer period 0-1 of the sensor data reporting timer), the sensor module 210 reads
the sensor 208 and then sleeps (hibernates) for the remainder of the selected sensor reading
interval (e.g. the remainder of minute two of timer period 1-2 of the sensor data reporting timer).

[00234] When the sensor data reporting timer reaches the third time (e.g. the end of
minute 2 of timer period 1-2 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then sleeps (hibernates) for the remainder of the selected sensor reading interval
(e.g. the remainder of timer period 2-3 of the sensor data reporting timer).

[00235] When the sensor data reporting timer reaches the fourth time (e.g. the end of
minute 3 of timer period 2-3 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then sleeps (hibernates) for the remainder of the selected sensor reading interval
(e.g. the remainder of timer period 3-4 of the sensor data reporting timer).

[00236] When the sensor data reporting timer reaches the fifth time (e.g. the end of
minute 4 of timer period 3-4 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then sleeps (hibernates) for the remainder of the selected sensor reading interval
(e.g. the remainder of timer period 5-6 of the sensor data reporting timer).

[00237] When the sensor data reporting timer reaches the sixth time (e.g. the end of
minute 5 of timer period 5-6 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then sleeps (hibernates) for the remainder of the selected sensor reading interval
(e.g. the remainder of timer period 6-7 of the sensor data reporting timer).

[00238] When the sensor data reporting timer reaches the seventh time (e.g. the end of
minute 6 of timer period 6-7 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then sleeps (hibernates) for the remainder of the selected sensor reading interval

(e.g. the remainder of timer period 7-8 of the sensor data reporting timer).
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[00239] When the sensor data reporting timer reaches the eighth time (e.g. the end of
minute 7 of timer period 7-8 of the sensor data reporting timer), the pairing module 212 attempts
to pair with a hub device 110-114 and transmit the sensor data collected at times O, 1, 2, 3, 4, 5,
6, and 7 (for a total of eight sensor readings) to the hub device.

[00240] In order to report the collected sensor data, the tracking device 104 transmits a
first pair request at a first communication power transmission level (e.g. -8dBm) and waits to
receive a pair response for a selected pair request timeout period. The tracking device 104 does
not receive a pair response to the first pair request by the end of the selected pair request timeout
period. Therefore, the tracking device 104 transmits a second pair request at a second
communication power transmission level (e.g. -2dBm) and waits to receive a pair response. The
tracking device 104 does not receive a pair response to the second pair request by the end of the
selected pair request timeout period. Therefore, the tracking device 104 transmits a third pair
request at a third communication power transmission level (e.g. +4dBm) and waits to receive a
pair response. The tracking device 104 does not receive a pair response to the third pair request
by the end of the selected pair request timeout period. Therefore, the tracking device 104
transmits a fourth pair request at a fourth communication power transmission level (e.g.
+10dBm) and waits to receive a pair response. The tracking device 104 does not receive a pair
response to its fourth pair request and sleeps (hibernates) for the remainder of the selected sensor
reading interval (e.g. the remainder of the minute 0-1 of the sensor data reporting timer). In this
example, the tracking device 104 does not successfully pair with a hub device 110-114. The
process 902 continues.

Figure 10

[00241] Figure 10 depicts an example embodiment of a sensor data reporting process
1002 in a tracking device configured for the timer mode and associated actions. In this example,
the tracking device is configured with a selected sensor reading interval (e.g. every minute), a
selected sensor data reporting interval (e.g. every eight minutes or multiples of every eight
minutes up to 720 minutes), and a selected pair request timeout period (e.g. 500 milliseconds).
The pair request timeout period is the period of time the tracking device 104-108 waits after
transmitting a pair request to receive a pair response from a hub device 110-114 before
transmitting another pair request. In this example, the selected pair request timeout period is 500

milliseconds. However, a different pair request timeout period may be selected, such as 250
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milliseconds or a period between 10 milliseconds and 30 minutes. The sensor data reporting
process 1002 is one aspect of a process executed, for example, by a sensor module 210 and a
pairing module 212 of a tracking device 104. For example, the sensor data reporting process
1002 of Figure 10 may be used in conjunction with the pair request process 602 of Figure 6
and/or the pairing process 1202 of Figure 12.

[00242] Referring to Figure 10, the sensor data reporting process 1002 starts a sensor
data reporting timer at the start of the process (e.g. at time zero) and maintains, counts, or times
the elapsed time for a sensor data reporting timer for the selected sensor data reporting interval
(e.g. eight minutes or another selected pairing completion time). At a first time (e.g. time zero),
the sensing module 210 automatically reads the sensor 208 and the pairing module 212 of the
tracking device 104 starts the sensor data reporting process 902.

[00243] The tracking device 104 transmits a first pair request at a first communication
power transmission level (e.g. -8dBm) and waits to receive a pair response for a selected pair
request timeout period. The tracking device 104 does not receive a pair response to the first pair
request by the end of the selected pair request timeout period. Therefore, the tracking device 104
transmits a second pair request at a second communication power transmission level (e.g. -
2dBm) and waits to receive a pair response. The tracking device 104 does not receive a pair
response to the second pair request by the end of the selected pair request timeout period.
Therefore, the tracking device 104 transmits a third pair request at a third communication power
transmission level (e.g. +4dBm) and waits to receive a pair response. The tracking device 104
does not receive a pair response to the third pair request by the end of the selected pair request
timeout period. Therefore, the tracking device 104 transmits a fourth pair request at a fourth
communication power transmission level (e.g. +10dBm) and waits to receive a pair response.
The tracking device 104 does not receive a pair response to its fourth pair request and waits for
the remainder of the selected sensor reading interval (e.g. the remainder of the minute 0-1 of the
sensor data reporting timer). In this example, the tracking device 104 does not successfully pair
with a hub device 110-114.

[00244] When the sensor data reporting timer reaches the second time (e.g. the end of
minute one of timer period 0-1 of the sensor data reporting timer), the sensor module 210 reads
the sensor 208 and then waits (optionally sleeps) for the remainder of the selected sensor reading

interval (e.g. the remainder of minute two of timer period 1-2 of the sensor data reporting timer).
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[00245] When the sensor data reporting timer reaches the third time (e.g. the end of
minute 2 of timer period 1-2 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then waits (optionally sleeps) for the remainder of the selected sensor reading
interval (e.g. the remainder of timer period 2-3 of the sensor data reporting timer).

[00246] When the sensor data reporting timer reaches the fourth time (e.g. the end of
minute 3 of timer period 2-3 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then waits (optionally sleeps) for the remainder of the selected sensor reading
interval (e.g. the remainder of timer period 3-4 of the sensor data reporting timer).

[00247] When the sensor data reporting timer reaches the fifth time (e.g. the end of
minute 4 of timer period 3-4 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then waits (optionally sleeps) for the remainder of the selected sensor reading
interval (e.g. the remainder of timer period 5-6 of the sensor data reporting timer).

[00248] When the sensor data reporting timer reaches the sixth time (e.g. the end of
minute 5 of timer period 5-6 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then waits (optionally sleeps) for the remainder of the selected sensor reading
interval (e.g. the remainder of timer period 6-7 of the sensor data reporting timer).

[00249] When the sensor data reporting timer reaches the seventh time (e.g. the end of
minute 6 of timer period 6-7 of the sensor data reporting timer), the sensor module 210 reads the
sensor 208 and then waits (optionally sleeps) for the remainder of the selected sensor reading
interval (e.g. the remainder of timer period 7-8 of the sensor data reporting timer).

[00250] When the sensor data reporting timer reaches the eighth time (e.g. the end of
minute 7 of timer period 7-8 of the sensor data reporting timer), the pairing module 212 attempts
to pair with a hub device 110-114 and transmit the sensor data collected at times O, 1, 2, 3, 4, 5,
6, and 7 (for a total of eight sensor readings) to the hub device.

[00251] In order to report the collected sensor data, the tracking device 104 transmits a
first pair request at a first communication power transmission level (e.g. -8dBm) and waits to
receive a pair response for a selected pair request timeout period. The tracking device 104 does
not receive a pair response to the first pair request by the end of the selected pair request timeout
period. Therefore, the tracking device 104 transmits a second pair request at a second
communication power transmission level (e.g. -2dBm) and waits to receive a pair response. The

tracking device 104 does not receive a pair response to the second pair request by the end of the
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selected pair request timeout period. Therefore, the tracking device 104 transmits a third pair
request at a third communication power transmission level (e.g. +4dBm) and waits to receive a
pair response. The tracking device 104 does not receive a pair response to the third pair request
by the end of the selected pair request timeout period. Therefore, the tracking device 104
transmits a fourth pair request at a fourth communication power transmission level (e.g.
+10dBm) and waits to receive a pair response. The tracking device 104 does not receive a pair
response to its fourth pair request and waits for the remainder of the selected sensor reading
interval (e.g. the remainder of the minute 0-1 of the sensor data reporting timer). In this
example, the tracking device 104 does not successfully pair with a hub device 110-114. The
process 1002 continues.

Figure 11

[00252] Figure 11 depicts an example embodiment of a sensor data queue of a pairing
process of a tracking device. The pairing sensor data queue process 1102 is one aspect of a
pairing process executed, for example, by a pairing module 212 of a tracking device 104. In this
example, the pairing sensor data queue process 1102 of a tracking device 104 maintains a queue
of one or more sensor readings that have not yet been transmitted to a hub device. The sensor
readings (sensor readings) are measurements taken by the tracking device’s sensor at different
times, which may be sequential times. The pairing sensor data queue process 1102 also resends
sensor data reports to a selected hub device if a sensor report acknowledgement is not received
by the tracking device from the selected hub device. In this example, the pairing module 212 is
configured with a retry number for the number of retries the pairing sensor data queue process
1102 may attempt to transmit the sensor report to the selected hub device before invalidating the
pairing with the selected hub device.

[00253] In the example of Figure 11, the pairing module 212 of a tracking device 104
starts the pairing sensor data queue process 1102 when the sensor of the tracking device senses
activity or alternately at a tracking device reporting interval at 1104. At 1106, the tracking
device 104 transmits a pair request, optionally with a minimum pairing quality rating value or
minimum state value. At 1108, the tracking device 104 receives pair responses from multiple
hub devices, and each pair response contains a hub device ID of the responding hub device, a
data channel over which the tracking device should transmit and the responding hub device will

receive the sensor data, a pairing quality rating value or state value, and an RSSI of the pair
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request from the tracking device 104. At 1110, the tracking device 104 selects one of the
responding hub devices with the best pairing quality rating value or best state value for pairing,
and the selected hub device optionally has a pairing quality rating value or state value greater
than the minimum pairing quality rating value or minimum state value required by the tracking
device 104. At 1112, the tracking device 104 transmits its sensor data and the selected hub
device’s device ID to the selected hub device in a communication (e.g. in a sensor report) over
the data channel designated by the selected hub device in the selected hub device’s pair response.

[00254] At 1114, if the tracking device 104 receives a sensor report acknowledgement
from the selected hub device, the tracking device removes the transmitted sensor data from its
sensor data queue at 1116. At 1118, the tracking device 104 determines if the sensor data queue
has other sensor readings. If the sensor data queue does not have other sensor readings at 1118,
the sensor data transmission of the pairing sensor data queue process 1102 ends at 1120.

[00255] At 1118, if the sensor data queue does have other sensor readings, the tracking
device 104 transmits its next sensor data from the sensor data queue and the selected hub
device’s device ID to the selected hub device in a communication (e.g. in a sensor report) over
the data channel designated by the selected hub device in the selected hub device’s pair response
at 1122. The process then proceeds back to 1114.

[00256] At 1114, if the tracking device 104 does not receive a sensor report
acknowledgement from the selected hub device (after the tracking device transmits the sensor
report to the selected hub device), the tracking device increases a retry number for the number of
retries the tracking device may attempt to transmit the sensor report to the selected hub device at
1124 and determines if the current retry number is equal to a maximum retry number. If the
retry number is not equal to a maximum retry number at 1124, the process 1102 proceeds to
1112 where the tracking device retransmits the sensor data and the selected hub device’s device
ID to the selected hub device in a communication (e.g. in a sensor report) over the data channel
designated by the selected hub device in the selected hub device’s pair response. If the retry
number is equal to the maximum retry number at 1124, the tracking device 104 invalidates the

pairing with the selected hub device at 1126 and restarts the pairing process.
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Figure 12

[00257] Figure 12 depicts an example embodiment of a pairing process of a hub device.
The pairing process 1202 is one aspect of a pairing process executed, for example, by a pairing
module 312 of a hub device 110.

[00258] At 1204, the hub device 110 receives a pair request. The hub device 110
determines a pairing quality rating value or hub device state value at 1206. The hub device 110
transmits the pairing quality rating value or hub device state value, the hub device’s device ID, a
data channel over which the tracking device should transmit and the hub device will receive the
sensor data from the tracking device (e.g. sensor report), and the RSSI of the pair request to the
tracking device at 1208. The hub device 110 receives the sensor data and the hub device’s
device ID from the tracking device (e.g. in a sensor report) over the data channel designated by
the hub device in its pair response at 1210. The hub device 110 transmits an acknowledgement
(e.g. sensor report acknowledgement) to the tracking device at 1212 to indicate the hub device
received the sensor data (e.g. sensor report). The hub device 110 then may receive other sensor
reports from the paired tracking device and/or transmit configurations or configuration changes
to the paired tracking device.

[00259] 1t is believed that the present disclosure and many of its attendant advantages
will be understood by the foregoing description, and it will be apparent that various changes may
be made in the form, construction, or arrangement of the components without departing from the
disclosed subject matter or without sacrificing all of its material advantages. The form described
is explanatory, and it is the intention of the following claims to encompass and include such
changes.

[00260] While the present disclosure has been described with reference to various
embodiments, these embodiments are illustrative, and the scope of the disclosure is not limited to
them. More generally, embodiments in accordance with the present disclosure have been
described in the context of particular implementations. Variations, modifications, additions, and
improvements are possible without departing from the scope of the disclosure. Functionality
may be separated or combined in blocks differently in various embodiments of the disclosure or
described with different terminology. These and other variations, modifications, additions, and

improvements may fall within the scope of the disclosure as defined in the claims that follow.
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CLAIMS

What is claimed is:

1. An asset tracking system comprising:

a plurality of hub devices, each hub device to receive a pair request, determine a state
quality value of the hub device based on a combination of a plurality of states of
the hub device comprising at least:

a received signal strength indicator (RSSI) of the pair request,

a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,

a signal strength of a cellular signal at the hub device, wherein the hub
device communicates with a network server through a cellular
network, and

a special offset value provided by the network server, and

transmit a pair response with the state quality value; and

a tracking device connectable to an asset device and comprising at least one sensor to
sense activity of the asset device, the tracking device to transmit the pair request,
receive the pair responses with the state quality values from the plurality of hub
devices, select one hub device with a best state quality value with which to pair
from the plurality of hub devices, and transmit one or more communications with
sensor data of activity of the asset device to the selected hub device.

2. An asset tracking system comprising:

a plurality of hub devices, each hub device to receive a pair request, determine a value
based on a plurality of states of the hub device, and transmit a pair response with
the value, wherein the plurality of states of the hub device used by the hub device
to determine the value comprise at least:

a received signal strength indicator (RSSI) of the pair request,

a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,

a signal strength of a cellular signal at the hub device, and

a special offset value provided by a network server; and
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a tracking device connectable to an asset device and comprising at least one sensor to
sense activity of the asset device, the tracking device to transmit the pair request,
receive the pair responses with the values from the plurality of hub devices, select
one hub device of the plurality of hub devices with which to pair based on the
values in the pair responses, and transmit one or more communications with
sensor data of activity of the asset device to the one hub device.

3. The system of claim 2 wherein the tracking device selects the one hub device with

a best value in the pair response from the one hub device from the plurality of pair responses
received from the plurality of hub devices.

4. The system of claim 2 wherein the plurality of states of the hub device used by the
hub device to determine the value further comprise one or more of:

how close the hub device is to a maximum value of a duty cycle for the hub device,

a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the
hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

5. The system of claim 2 wherein the value is a pairing quality rating value (PQRYV),
each state has a state pairing parameter value and a de-rating value corresponding to the state
pairing parameter value, wherein each de-rating value is subtracted from a starting pairing
quality rating value to result in the pairing quality rating value (PQRYV).

6. The system of claim 2 wherein the value is a pairing quality rating value (PQRYV),
the tracking device requires hub devices to have a minimum pairing quality rating value to pair
with the tracking device, and the tracking device transmits the minimum pairing quality rating
value in the pair request.

7. The system of claim 6 wherein the tracking device selects the one hub device for
pairing when the one hub device has the pairing quality rating value greater than or equal to the
minimum pairing quality rating value and a best pairing quality rating value in the pair response
from the one hub device from among the plurality of pair responses received from the plurality
of hub devices.

8. The system of claim 6 wherein:
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each hub device transmits the received signal strength indicator (RSSI) of the pair request
with the pair response; and

if two or more hub devices respond in pair responses with a same pairing quality rating
value, the tracking device selects the one hub device with a greater RSSI of the
pair request received at the one hub device for pairing.

0. The system of claim 6 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the pair request
with the pair response; and

if two or more hub devices respond in pair responses with a same pairing quality rating
value and a same RSSI of the pair request received at the two or more hub
devices, the tracking device selects the one hub device corresponding to a first
received pair response for pairing.

10. The system of claim 2 wherein:

the one hub device transmits to the tracking device a device identification of the one hub
device and an identification of a data channel over which to receive sensor data
from the tracking device; and

a pairing between the tracking device and the one hub device is complete when the one
hub device receives the sensor data of the activity of the asset device and the
device identification of the one hub device over the data channel.

11. The system of claim 2 wherein:

the tracking device attempts to pair with one or more hub devices within a pairing
completion time; and

if the tracking device does not receive at least one pair response within a pair request
timeout period, the tracking device transmits another pair request at each pairing
retry interval within the pairing completion time until the tracking device receives
the at least one pair response or the pairing completion time ends.

12. The system of claim 2 wherein:

the tracking device attempts to pair with one or more hub devices by transmitting the pair
request at a first transmission power level,

if the tracking device does not receive at least one pair response within a selected period

of time from the pair request at the first transmission power level, the tracking
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device attempts to pair with one or more hub devices by transmitting the pair
request at a second transmission power level, wherein the second transmission
power level is greater than the first transmission power level,

if the tracking device does not receive at least one pair response within the selected

period of time from the pair request at the second transmission power level, the
tracking device attempts to pair with one or more hub devices by transmitting the
pair request at a third transmission power level, wherein the third transmission
power level is greater than the second transmission power level,

if the tracking device does not receive at least one pair response within the selected

period of time from the pair request at the third transmission power level, the
tracking device attempts to pair with one or more hub devices by transmitting the
pair request at a fourth transmission power level, wherein the fourth transmission
power level is greater than the third transmission power level,

if the tracking device does not receive at least one pair response within the selected

period of time from the pair request at the fourth transmission power level, the
tracking device stops attempting to pair with one or more hub devices; and

if the tracking device receives the pair response from the one hub device and selects the

one hub device for pairing, the tracking device transmits the sensor data of the
activity of the asset device to the one hub device at a fifth transmission power
level not to exceed the fourth transmission power level.

13.  The system of claim 2 wherein the at least one sensor comprises at least one of an
accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

14.  The system of claim 2 wherein the at least one sensor takes a sensor reading at a
sensor reading interval and the tracking device pairs with the one hub device at a sensor data
reporting interval to transmit the one or more communications with the sensor data of the activity
of the asset device to the one hub device.

15.  The system of claim 2 wherein the one hub device transmits an acknowledgement
to the tracking device upon receiving from the tracking device the one or more communications
with the sensor data of the activity of the asset device.

16.  The system of claim 2 wherein the one hub device transmits an identification of a

data channel to the tracking device in the pair response from the one hub device, and the tracking
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device transmits the one or more communications with the sensor data of the activity of the asset
device to the one hub device over the data channel identified by the one hub device.

17. The system of claim 2 wherein the one hub device transmits an identification of
the one hub device to the tracking device in the pair response from the one hub device and the
tracking device transmits the identification of the one hub device in the one or more
communications transmitted to the one hub device.

18.  The system of claim 17 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the one hub device.

19.  The system of claim 2 wherein the one hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the one hub device.

20.  The system of claim 2 wherein the tracking device and the one hub device
communicate using a long range (LoRa) communication.

21.  The system of claim 2 wherein the tracking device and the one hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiFi network.

22.  The system of claim 2 wherein the tracking device transmits the sensor data of the
activity of the asset device to the one hub device in a binary encoded data communication.

23.  The system of claim 2 wherein the one hub device transmits the sensor data of the
activity of the asset device to the network server in a binary encoded data communication.

24, The system of claim 2 further comprising a mobile device with a mobile device
application to enable tracking devices and hub devices for operation on the system and to disable
other tracking devices and other hub devices for no operation on the system.

25.  The system of claim 2 further comprising the network server, wherein the one hub
device transmits the sensor data of the activity of the asset device to the network server.

26.  The system of claim 25 wherein the one hub device and the network server

communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
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network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,
an intranet, a wired packet network, and a wireless packet network.

27. The system of claim 25 further comprising an application server to receive the
sensor data of the activity of the asset device from the network server and store the sensor data of
the activity of the asset device in a database.

28. The system of claim 27 wherein the application server generates a user interface
that enables a client computing device to manage sensor activity data and asset data stored in the
database.

29. The system of claim 2 wherein:

the one hub device operates in a normal power operating mode when the one hub device

is connected to an external power source or a battery voltage of an internal battery
of the one hub device is greater than a first battery voltage threshold,;

the one hub device operates in a reduced power operating mode when the one hub device

is not connected to an external power source and the battery voltage of the
internal battery of the one hub device is less than or equal to the first battery
voltage threshold and greater than a second battery voltage threshold; and

the one hub device operates in a low power operating mode when the one hub device is

not connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

30.  The system of claim 2 wherein the asset device comprises at least one of a shovel,
a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.

31. The system of claim 2 wherein:

the tracking device transmits the pair request at a first transmission power level; and

if the tracking device receives the pair response from the one hub device and selects the

one hub device for pairing, the tracking device transmits the sensor data of the
activity of the asset device to the one hub device at a second transmission power

level that exceeds the first transmission power level.
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32.  The system of claim 2 wherein the tracking device comprises at least two tracking
device long range (LoRa) transceivers, the one hub device comprises at least two hub device
LoRa transceivers, the tracking device transmits the pair request over a control channel from a
first tracking device LoRa transceiver, the one hub device receives the pair request over the
control channel at a first hub device LoRa transceiver, the one hub device transmits the pair
response from the first hub device LoRa transceiver over the control channel to the first tracking
device LoRa transceiver, the pair response identifies a data channel over which the tracking
device is to transmit the sensor data of the activity of the asset device, the tracking device
transmits the sensor data of the activity of the asset device over the data channel from a second
tracking device LoRa transceiver, and the one hub device receives the sensor data of the activity
of the asset device over the data channel at a second hub device LoRa transceiver.

33. The system of claim 2 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at a selected reporting interval; or

a second mode which the tracking device attempts to report activity to the one hub device

upon the at least one sensor of the tracking device sensing the activity of the asset
device.

34. A method comprising:

transmitting a pair request from a tracking device connectable to an asset device;

receiving the pair request at each of a plurality of hub devices;

at each hub device, determining a state quality value of the hub device based on a

combination of a plurality of states of the hub device comprising at least:

a received signal strength indicator (RSSI) of the pair request,

a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,

a signal strength of a cellular signal at the hub device, wherein the hub
device communicates with a network server through a cellular
network, and

a special offset value provided by the network server;

transmitting a pair response with the state quality value from each hub device;
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receiving, at the tracking device, the pair responses with the state quality values from the

plurality of hub devices;

selecting, by the tracking device, one hub device with a best state quality value with

which to pair from the plurality of hub devices;

sensing activity of the asset device by at least one sensor of the tracking device; and

transmitting one or more communications with sensor data of activity of the asset device

to the selected hub device.

35. A method comprising:

transmitting a pair request from a tracking device connectable to an asset device;

receiving the pair request at each of a plurality of hub devices;

at each hub device, determining a value based on a plurality of states of the hub device

and transmitting a pair response with the value, wherein the plurality of states of
the hub device used by the hub device to determine the value comprise at least:
a received signal strength indicator (RSSI) of the pair request,
a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,
a signal strength of a cellular signal at the hub device, and
a special offset value provided by a network server;

receiving the pair responses with the values from the plurality of hub devices at the

tracking device;

selecting, by the tracking device, one hub device of the plurality of hub devices with

which to pair based on the values in the pair responses;

sensing activity of the asset device by at least one sensor of the tracking device; and

transmitting one or more communications with sensor data of activity of the asset device

to the one hub device.

36. The method of claim 35 wherein the tracking device selects the one hub device
with a best value in the pair response from the one hub device from the plurality of pair
responses received from the plurality of hub devices.

37. The method of claim 35 wherein the plurality of states used by each of the
plurality of hub devices to determine the value further comprise one or more of’

how close the hub device is to a maximum value of a duty cycle for the hub device,
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a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the

hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

38. The method of claim 35 wherein the value is a pairing quality rating value
(PQRYV), each state has a state pairing parameter value and a de-rating value corresponding to the
state pairing parameter value, wherein each de-rating value is subtracted from a starting pairing
quality rating value to result in the pairing quality rating value (PQRYV).

39. The method of claim 35 wherein the value is a pairing quality rating value
(PQRY), the tracking device requires hub devices to have a minimum pairing quality rating
value to pair with the tracking device, and the tracking device transmits the minimum pairing
quality rating value in the pair request.

40. The method of claim 39 wherein the tracking device selects the one hub device
for pairing when the one hub device has the pairing quality rating value greater than or equal to
the minimum pairing quality rating value and a best pairing quality rating value in the pair
response from the one hub device from among the plurality of pair responses received from the
plurality of hub devices.

41. The method of claim 39 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the pair request

with the pair response; and

if two or more hub devices respond in pair responses with a same pairing quality rating

value, the tracking device selects the one hub device with a greater RSSI of the
pair request received at the one hub device for pairing.

42. The method of claim 39 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the pair request

with the pair response; and

if two or more hub devices respond in pair responses with a same pairing quality rating

value and a same RSSI of the pair request received at the two or more hub
devices, the tracking device selects the one hub device for pairing corresponding

to a first received pair response.
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43. The method of claim 35 wherein:

the one hub device transmits to the tracking device a device identification of the one hub
device and an identification of a data channel over which to receive sensor data
from the tracking device; and

a pairing between the tracking device and the one hub device is complete when the one

hub device receives the sensor data of the activity of the asset device and the
device identification of the one hub device over the data channel.

44, The method of claim 35 wherein:

the tracking device attempts to pair with one or more hub devices within a pairing

completion time; and

if the tracking device does not receive at least one pair response within a pair request

timeout period, the tracking device transmits another pair request at each pairing
retry interval within the pairing completion time until the tracking device receives
the at least one pair response or the pairing completion time ends.

45. The method of claim 35 wherein:

the tracking device transmits the pair request at a first transmission power level; and

if the tracking device receives the pair response from the one hub device and selects the

one hub device for pairing, the tracking device transmits the sensor data of the
activity of the asset device to the one hub device at a second transmission power
level that exceeds the first transmission power level.

46. The method of claim 35 wherein the at least one sensor is selected as at least one
of an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

47. The method of claim 35 wherein the at least one sensor takes a sensor reading at a
sensor reading interval and the tracking device pairs with the one hub device at a sensor data
reporting interval to transmit the one or more communications with the sensor data of the activity
of the asset device to the one hub device.

48. The method of claim 35 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at a selected interval; or
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a second mode in which the tracking device attempts to report activity to the one hub
device upon the at least one sensor of the tracking device sensing the activity of
the asset device.

49. The method of claim 35 wherein the one hub device transmits an identification of

a data channel to the tracking device in the pair response from the one hub device, and the
tracking device transmits the one or more communications with the sensor data of the activity of
the asset device to the one hub device over the data channel identified by the one hub device.

50. The method of claim 35 wherein the one hub device transmits an identification of
the one hub device to the tracking device in the pair response from the one hub device and the
tracking device transmits the identification of the one hub device in the one or more
communications transmitted to the one hub device.

51. The method of claim 50 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the one hub device.

52. The method of claim 35 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the one hub device.

53. The method of claim 35 wherein the tracking device and the one hub device
communicate using a long range (LoRa) communication.

54. The method of claim 35 wherein the tracking device and the one hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiFi network.

55. The method of claim 35 wherein the tracking device transmits the sensor data of
the activity of the asset device to the one hub device in a binary encoded data communication.

56. The method of claim 35 wherein the one hub device transmits the sensor data of

the activity of the asset device to the network server in a binary encoded data communication.
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57. The method of claim 35 further comprising enabling tracking devices and hub
devices for operation and disabling other tracking devices and other hub devices for no operation
using a mobile device application on a mobile device.

58. The method of claim 35 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server.

59. The method of claim 58 wherein the one hub device and the network server
communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,
an intranet, a wired packet network, and a wireless packet network.

60. The method of claim 58 further comprising transmitting the sensor data of the
activity of the asset device from the network server to an application server and storing the
sensor data of the activity of the asset device in a database.

61. The method of claim 60 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

62. The method of claim 35 wherein:

the one hub device operates in a normal power operating mode when the one hub device

is connected to an external power source or a battery voltage of an internal battery
of the one hub device is greater than a first battery voltage threshold,;

the one hub device operates in a reduced power operating mode when the one hub device

is not connected to an external power source and the battery voltage of the
internal battery of the one hub device is less than or equal to the first battery
voltage threshold and greater than a second battery voltage threshold; and

the one hub device operates in a low power operating mode when the one hub device is

not connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

63. The method of claim 35 wherein the asset device is selected as at least one of a

shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.
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64. The method of claim 35 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the one hub device comprises at least two hub
device LoRa transceivers, the tracking device transmits the pair request over a control channel
from a first tracking device LoRa transceiver, the one hub device receives the pair request over
the control channel at a first hub device LoRa transceiver, the one hub device transmits the pair
response from the first hub device LoRa transceiver over the control channel to the first tracking
device LoRa transceiver, the pair response identifies a data channel over which the tracking
device is to transmit the sensor data of the activity of the asset device, the tracking device
transmits the sensor data of the activity of the asset device over the data channel from a second
tracking device LoRa transceiver, and the one hub device receives the sensor data of the activity
of the asset device over the data channel at a second hub device LoRa transceiver.

65. An asset tracking system comprising:

a plurality of hub devices, each hub device to receive a request, determine a value based
on a plurality of states of the hub device, and transmit a response with the value,
wherein the plurality of states of the hub device used by the hub device to
determine the value comprise at least a plurality of:

a received signal strength indicator (RSSI) of the request,

a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,

a signal strength of a cellular signal at the hub device, and

a special offset value provided by a network server; and

a tracking device connectable to an asset device and comprising at least one sensor to
sense activity of the asset device, the tracking device to transmit the request,
receive the responses with the values from the plurality of hub devices, select one
hub device of the plurality of hub devices with which to communicate sensor data
based on the values in the responses, and transmit one or more communications
with sensor data of activity of the asset device to the one hub device.

66.  The system of claim 65 wherein the tracking device selects the one hub device

with a best value in the response from the one hub device from the plurality of responses

received from the plurality of hub devices.
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67. The system of claim 65 wherein the plurality of states used by each of the
plurality of hub devices to determine the value further comprise one or more of’

how close the hub device is to a maximum value of a duty cycle for the hub device,

a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the

hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

68.  The system of claim 65 wherein each state has a state value and a de-rating value
corresponding to the state value, wherein each de-rating value is subtracted from a starting value
to result in the value.

69. The system of claim 65 wherein the tracking device requires hub devices to have
a minimum value to receive sensor data from the tracking device, and the tracking device
transmits the minimum value in the request.

70.  The system of claim 69 wherein the tracking device selects the one hub device for
communicating sensor data when the one hub device has the value greater than or equal to the
minimum value and a best value in the response from the one hub device from among the
plurality of responses received from the plurality of hub devices.

71. The system of claim 69 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the request

with the response; and

if two or more hub devices respond in responses with a same best value, the tracking

device selects the one hub device with a greater RSSI of the request received at
the one hub device for communicating sensor data.

72. The system of claim 69 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the request

with the response; and

if two or more hub devices respond in responses with a same best value and a same RSSI

of the request received at the two or more hub devices, the tracking device selects
the one hub device corresponding to a first received response for communicating

sensor data.
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73. The system of claim 65 wherein:

the one hub device transmits to the tracking device a device identification of the one hub
device and an identification of a data channel over which to receive sensor data
from the tracking device; and

a connection for communicating sensor data between the tracking device and the one hub

device is complete when the one hub device receives the sensor data of the
activity of the asset device and the device identification of the one hub device
over the data channel.

74. The system of claim 65 wherein:

the tracking device transmits one or more requests to one or more hub devices within a

first time; and

if the tracking device does not receive at least one response within a first period, the

tracking device transmits another request at each selected interval within the first
time until the tracking device receives the at least one response or the first time
ends.

75. The system of claim 65 wherein:

the tracking device transmits the request at a first transmission power level; and

if the tracking device receives the response from the one hub device and selects the one

hub device for communicating sensor data, the tracking device transmits the
sensor data of the activity of the asset device to the one hub device at a second
transmission power level that exceeds the first transmission power level.

76.  The system of claim 65 wherein the at least one sensor comprises at least one of
an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

77.  The system of claim 65 wherein the at least one sensor takes a sensor reading at a
first interval and the tracking device attempts a connection with the one hub device at a second
interval to transmit the one or more communications with the sensor data of the activity of the
asset device to the one hub device.

78. The system of claim 65 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at an interval; or

101



WO 2022/039807 PCT/US2021/031609

a second mode in which the tracking device attempts to report activity to the one hub
device upon the at least one sensor of the tracking device sensing the activity of
the asset device.

79.  The system of claim 65 wherein the one hub device transmits an identification of

a data channel to the tracking device in the response from the one hub device, and the tracking
device transmits the one or more communications with the sensor data of the activity of the asset
device to the one hub device over the data channel identified by the one hub device.

80.  The system of claim 65 wherein the one hub device transmits an identification of
the one hub device to the tracking device in the response from the one hub device and the
tracking device transmits the identification of the one hub device in the one or more
communications transmitted to the one hub device.

81.  The system of claim 80 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the one hub device.

82.  The system of claim 65 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the one hub device.

83.  The system of claim 65 wherein the tracking device and the one hub device
communicate using a long range (LoRa) communication.

84.  The system of claim 65 wherein the tracking device and the one hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiF1 network.

85.  The system of claim 65 wherein the tracking device transmits the sensor data of
the activity of the asset device to the one hub device in a binary encoded data communication.

86.  The system of claim 65 wherein the one hub device transmits the sensor data of

the activity of the asset device to the network server in a binary encoded data communication.
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87. The system of claim 65 further comprising a mobile device with a mobile device
application to enable tracking devices and hub devices for operation and to disable other tracking
devices and other hub devices for no operation.

88. The system of claim 65 further comprising the network server, wherein the one
hub device transmits the sensor data of the activity of the asset device to the network server.

89.  The system of claim 88 wherein the one hub device and the network server
communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,
an intranet, a wired packet network, and a wireless packet network.

90. The system of claim 88 further comprising an application server to receive the
sensor data of the activity of the asset device from the network server and store the sensor data of
the activity of the asset device in a database.

91. The system of claim 90 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

92. The system of claim 65 wherein:

the one hub device operates in a normal power operating mode when the one hub device

is connected to an external power source or a battery voltage of an internal battery
of the one hub device is greater than a first battery voltage threshold,;

the one hub device operates in a reduced power operating mode when the one hub device

is not connected to an external power source and the battery voltage of the
internal battery of the one hub device is less than or equal to the first battery
voltage threshold and greater than a second battery voltage threshold; and

the one hub device operates in a low power operating mode when the one hub device is

not connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

93.  The system of claim 65 wherein the asset device comprises at least one of a

shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.
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94, The system of claim 65 wherein the plurality of states used by each of the
plurality of hub devices to determine the value comprise at least three of:

the received signal strength indicator (RSSI) of the request,

the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

95. The system of claim 65 wherein the plurality of states used by each of the
plurality of hub devices to determine the value comprise all of:

the received signal strength indicator (RSSI) of the request,

the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

96. The system of claim 65 wherein the request is a pair request, the responses are
pair responses, and the tracking device selects the one hub device of the plurality of hub devices
with which to pair based on the values in the pair responses.

97. The system of claim 65 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the one hub device comprises at least two hub
device LoRa transceivers, the tracking device transmits the request over a control channel from a
first tracking device LoRa transceiver, the one hub device receives the request over the control
channel at a first hub device LoRa transceiver, the one hub device transmits the response from
the first hub device LoRa transceiver over the control channel to the first tracking device LoRa
transceiver, the response identifies a data channel over which the tracking device is to transmit
the sensor data of the activity of the asset device, the tracking device transmits the sensor data of
the activity of the asset device over the data channel from a second tracking device LoRa
transceiver, and the one hub device receives the sensor data of the activity of the asset device
over the data channel at a second hub device LoRa transceiver.

98. A method comprising:

transmitting a request from a tracking device connectable to an asset device;

receiving the request at each of a plurality of hub devices;
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at each hub device, determining a value based on a plurality of states of the hub device

and transmitting a response with the value, wherein the plurality of states of the
hub device used by the hub device to determine the value comprise at least a
plurality of:

a received signal strength indicator (RSSI) of the request,

a power status of the hub device indicative of whether or not the hub

device is connected to an external power source,

a signal strength of a cellular signal at the hub device, and

a special offset value provided by a network server;

receiving the responses with the values from the plurality of hub devices at the tracking

device;

selecting, by the tracking device, one hub device of the plurality of hub devices with

which to communicate sensor data based on the values in the responses;

sensing activity of the asset device by at least one sensor of the tracking device; and

transmitting one or more communications with sensor data of activity of the asset device

to the one hub device.

99. The method of claim 98 wherein the tracking device selects the one hub device
with a best value in the response from the one hub device from the plurality of responses
received from the plurality of hub devices.

100. The method of claim 98 wherein the plurality of states used by each of the
plurality of hub devices to determine the value further comprise one or more of’

how close the hub device is to a maximum value of a duty cycle for the hub device,

a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the

hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

101.  The method of claim 98 wherein each state has a state value and a de-rating value
corresponding to the state value, wherein each de-rating value is subtracted from a starting value

to result in the value.
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102.  The method of claim 98 wherein the tracking device requires hub devices to have
a minimum value to communicate sensor data with the tracking device, and the tracking device
transmits the minimum value in the request.

103.  The method of claim 102 wherein the tracking device selects the one hub device
for communicating sensor data when the one hub device has the value greater than or equal to
the minimum value and a best value in the response from the one hub device from among the
plurality of responses received from the plurality of hub devices.

104.  The method of claim 102 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the request

with the response; and

if two or more hub devices respond in responses with a same best value, the tracking

device selects the one hub device with a greater RSSI of the request received at
the one hub device for communicating sensor data.

105. The method of claim 102 wherein:

each hub device transmits the received signal strength indicator (RSSI) of the request

with the response; and

if two or more hub devices respond in responses with a same best value and a same RSSI

of the request received at the two or more hub devices, the tracking device selects
the one hub device corresponding to a first received response for communicating
sensor data.

106. The method of claim 98 wherein:

the one hub device transmits to the tracking device a device identification of the one hub

device and an identification of a data channel over which to receive sensor data
from the tracking device; and

a connection for communicating sensor data between the tracking device and the one hub

device is complete when the one hub device receives the sensor data of the
activity of the asset device and the device identification of the one hub device
over the data channel.

107.  The method of claim 98 wherein:

the tracking device transmits one or more requests to one or more hub devices within a

first time; and

106



WO 2022/039807 PCT/US2021/031609

if the tracking device does not receive at least one response within a first period, the
tracking device transmits another request at each first interval within the first time
until the tracking device receives the at least one response or the first time ends.

108.  The method of claim 98 wherein:

the tracking device transmits the request at a first transmission power level; and

if the tracking device receives the response from the one hub device and selects the one

hub device for communicating sensor data, the tracking device transmits the
sensor data of the activity of the asset device to the one hub device at a second
transmission power level that exceeds the first transmission power level.

109.  The method of claim 98 wherein the at least one sensor is selected as at least one
of an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

110. The method of claim 98 wherein the at least one sensor takes a sensor reading at a
first interval and the tracking device attempts a connection with the one hub device at a second
interval to transmit the one or more communications with the sensor data of the activity of the
asset device to the one hub device.

111.  The method of claim 98 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at an interval; or

a second mode in which the tracking device attempts to report activity to the one hub

device upon the at least one sensor of the tracking device sensing the activity of
the asset device.

112, The method of claim 98 wherein the one hub device transmits an identification of
a data channel to the tracking device in the response from the one hub device, and the tracking
device transmits the one or more communications with the sensor data of the activity of the asset
device to the one hub device over the data channel identified by the one hub device.

113.  The method of claim 98 wherein the one hub device transmits an identification of
the one hub device to the tracking device in the response from the one hub device and the
tracking device transmits the identification of the one hub device in the one or more

communications transmitted to the one hub device.
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114.  The method of claim 113 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the one hub device.

115. The method of claim 98 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the one hub device.

116. The method of claim 98 wherein the tracking device and the one hub device
communicate using a long range (LoRa) communication.

117. The method of claim 98 wherein the tracking device and the one hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiFi network.

118.  The method of claim 98 wherein the tracking device transmits the sensor data of
the activity of the asset device to the one hub device in a binary encoded data communication.

119.  The method of claim 98 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server in a binary encoded data communication.

120. The method of claim 98 further comprising enabling tracking devices and hub
devices for operation and disabling other tracking devices and other hub devices for no operation
using a mobile device application on a mobile device.

121.  The method of claim 98 wherein the one hub device transmits the sensor data of
the activity of the asset device to the network server.

122, The method of claim 121 wherein the one hub device and the network server
communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,

an intranet, a wired packet network, and a wireless packet network.
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123.  The method of claim 121 further comprising transmitting the sensor data of the
activity of the asset device from the network server to an application server and storing the
sensor data of the activity of the asset device in a database.

124.  The method of claim 123 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

125.  The method of claim 98 wherein:

the one hub device operates in a normal power operating mode when the one hub device

is connected to an external power source or a battery voltage of an internal battery
of the one hub device is greater than a first battery voltage threshold,;

the one hub device operates in a reduced power operating mode when the one hub device

is not connected to an external power source and the battery voltage of the
internal battery of the one hub device is less than or equal to the first battery
voltage threshold and greater than a second battery voltage threshold; and

the one hub device operates in a low power operating mode when the one hub device is

not connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

126. The method of claim 98 wherein the asset device is selected as at least one of a
shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.

127.  The method of claim 98 wherein the plurality of states used by each of the
plurality of hub devices to determine the value comprise at least three of:

the received signal strength indicator (RSSI) of the request,

the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

128.  The method of claim 98 wherein the plurality of states used by each of the
plurality of hub devices to determine the value comprise all of:

the received signal strength indicator (RSSI) of the request,
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the power status of the hub device indicative of whether or not the hub device is
connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

129.  The method of claim 98 wherein the request is a pair request, the responses are
pair responses, and the tracking device selects the one hub device of the plurality of hub devices
with which to pair based on the values in the pair responses.

130. The method of claim 98 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the one hub device comprises at least two hub
device LoRa transceivers, the tracking device transmits the request over a control channel from a
first tracking device LoRa transceiver, the one hub device receives the request over the control
channel at a first hub device LoRa transceiver, the one hub device transmits the response from
the first hub device LoRa transceiver over the control channel to the first tracking device LoRa
transceiver, the response identifies a data channel over which the tracking device is to transmit
the sensor data of the activity of the asset device, the tracking device transmits the sensor data of
the activity of the asset device over the data channel from a second tracking device LoRa
transceiver, and the one hub device receives the sensor data of the activity of the asset device
over the data channel at a second hub device LoRa transceiver.

131.  An asset tracking system comprising:

a hub device to receive a pair request, determine a value based on a plurality of states of
the hub device, and transmit a pair response with the value, wherein the plurality
of states of the hub device used by the hub device to determine the value comprise
at least:

a received signal strength indicator (RSSI) of the pair request,

a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,

a signal strength of a cellular signal at the hub device, and

a special offset value provided by a network server; and

a tracking device connectable to an asset device and comprising at least one sensor to
sense activity of the asset device, the tracking device to transmit the pair request,

receive the pair response with the value from the hub device, select the hub device
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with which to pair based on the value in the pair response, and transmit one or
more communications with sensor data of activity of the asset device to the hub
device.

132. The system of claim 131 comprising:

a plurality of hub devices, each hub device to receive the pair request, determine a value
based on the plurality of states of that hub device, and transmit a pair response
with the value, wherein the plurality of states of each hub device used by that hub
device to determine the value comprise at least:

a received signal strength indicator (RSSI) of the pair request at that hub
device,
a power status of that hub device indicative of whether or not that hub
device is connected to an external power source,
a signal strength of a cellular signal at that hub device, and
a special offset value provided by the network server to that hub device;
wherein the tracking device receives the pair responses with the values from the plurality
of hub devices, selects one hub device from the plurality of hub devices with
which to pair based on the values in the pair responses, and transmits one or more
communications with sensor data of activity of the asset device to the one hub
device.

133.  The system of claim 131 wherein the tracking device selects the hub device with a
best value in the pair response from the hub device from a plurality of pair responses received
from a plurality of hub devices.

134,  The system of claim 131 wherein the plurality of states of the hub device used by
the hub device to determine the value further comprise one or more of’

how close the hub device is to a maximum value of a duty cycle for the hub device,

a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the
hub device is connected based on one or more sensor readings of one or more

sensors of the hub device.
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135.  The system of claim 131 wherein each state has a state value and a de-rating value
corresponding to the state value, wherein each de-rating value is subtracted from a starting value
to result in the value.

136.  The system of claim 131 wherein the tracking device requires the hub device to
have a minimum value to pair with the tracking device, and the tracking device transmits the
minimum value in the request.

137.  The system of claim 136 wherein the tracking device selects the hub device for
pairing when the hub device has the value greater than or equal to the minimum value and a best
value in the response from the hub device from among a plurality of responses received from a
plurality of hub devices.

138.  The system of claim 131 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the pair request

with the pair response; and

if two or more hub devices respond in pair responses with a same best value, the tracking

device selects the hub device for pairing when the hub device has a greater RSSI
of the pair request received at the hub device.

139.  The system of claim 131 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the pair request

with the pair response; and
if two or more hub devices respond in pair responses with a same best value and a same
RSSI of the pair request received at the two or more hub devices, the tracking
device selects the hub device for pairing when the response from the hub device is
a first received response by the tracking device.

140.  The system of claim 131 wherein:

the hub device transmits to the tracking device a device identification of the hub device
and an identification of a data channel over which to receive sensor data from the
tracking device; and

a pairing between the tracking device and the hub device is complete when the hub

device receives the sensor data of the activity of the asset device and the device
identification of the hub device over the data channel.

141.  The system of claim 131 wherein:
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the tracking device attempts to pair with one or more hub devices within a pairing

completion time; and

if the tracking device does not receive at least one pair response within a pair request

timeout period, the tracking device transmits another pair request at each pairing
retry interval within the pairing completion time until the tracking device receives
the at least one pair response or the pairing completion time ends.

142. The system of claim 131 wherein:

the tracking device transmits the pair request at a first transmission power level; and

if the tracking device receives the pair response from the hub device and selects the hub

device for pairing, the tracking device transmits the sensor data of the activity of
the asset device to the hub device at a second transmission power level that
exceeds the first transmission power level.

143.  The system of claim 131 wherein the at least one sensor comprises at least one of
an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

144.  The system of claim 131 wherein the at least one sensor takes a sensor reading at
a sensor reading interval and the tracking device pairs with the hub device at a sensor data
reporting interval to transmit the one or more communications with the sensor data of the activity
of the asset device to the hub device.

145.  The system of claim 131 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at a selected reporting interval; or

a second mode which the tracking device attempts to report activity to the hub device

upon the at least one sensor of the tracking device sensing the activity of the asset
device.

146.  The system of claim 131 wherein the hub device transmits an identification of a
data channel to the tracking device in the pair response from the hub device, and the tracking
device transmits the one or more communications with the sensor data of the activity of the asset
device to the hub device over the data channel identified by the hub device.

147.  The system of claim 131 wherein the hub device transmits an identification of the

hub device to the tracking device in the pair response from the hub device and the tracking
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device transmits the identification of the hub device in the one or more communications
transmitted to the hub device.

148.  The system of claim 147 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the hub device.

149.  The system of claim 131 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the hub device.

150.  The system of claim 131 wherein the tracking device and the hub device
communicate using a long range (LoRa) communication.

151.  The system of claim 131 wherein the tracking device and the hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiFi network.

152.  The system of claim 131 wherein the tracking device transmits the sensor data of
the activity of the asset device to the hub device in a binary encoded data communication.

153.  The system of claim 131 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server in a binary encoded data communication.

154.  The system of claim 131 further comprising a mobile device with a mobile device
application to enable tracking devices and hub devices for operation on the system and to disable
other tracking devices and other hub devices for no operation on the system.

155.  The system of claim 131 further comprising the network server, wherein the hub
device transmits the sensor data of the activity of the asset device to the network server.

156.  The system of claim 155 wherein the hub device and the network server
communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,

an intranet, a wired packet network, and a wireless packet network.
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157.  The system of claim 155 further comprising an application server to receive the
sensor data of the activity of the asset device from the network server and store the sensor data of
the activity of the asset device in a database.

158.  The system of claim 157 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

159.  The system of claim 131 wherein:

the hub device operates in a normal power operating mode when the hub device is

connected to an external power source or a battery voltage of an internal battery
of the hub device is greater than a first battery voltage threshold,;

the hub device operates in a reduced power operating mode when the hub device is not

connected to an external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the first battery voltage threshold
and greater than a second battery voltage threshold; and

the hub device operates in a low power operating mode when the hub device is not

connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

160. The system of claim 131 wherein the asset device comprises at least one of a
shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.

161.  The system of claim 131 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the hub device comprises at least two hub device
LoRa transceivers, the tracking device transmits the pair request over a control channel from a
first tracking device LoRa transceiver, the hub device receives the pair request over the control
channel at a first hub device LoRa transceiver, the hub device transmits the pair response from
the first hub device LoRa transceiver over the control channel to the first tracking device LoRa
transceiver, the pair response identifies a data channel over which the tracking device is to
transmit the sensor data of the activity of the asset device, the tracking device transmits the
sensor data of the activity of the asset device over the data channel from a second tracking device
LoRa transceiver, and the hub device receives the sensor data of the activity of the asset device

over the data channel at a second hub device LoRa transceiver.
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162. A method comprising:
transmitting a pair request from a tracking device connectable to an asset device;
receiving the pair request at a hub device;
at the hub device, determining a value based on a plurality of states of the hub device and
transmitting a pair response with the value, wherein the plurality of states of the
hub device used by the hub device to determine the value comprise at least:
a received signal strength indicator (RSSI) of the pair request,
a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,
a signal strength of a cellular signal at the hub device, and
a special offset value provided by a network server;
receiving the pair response with the value from the hub device at the tracking device;
selecting, by the tracking device, the hub device with which to pair based on the value in
the pair response;
sensing activity of the asset device by at least one sensor of the tracking device; and
transmitting one or more communications with sensor data of activity of the asset device
to the hub device.
163. The method of claim 162 comprising:
receiving the pair request at a plurality of hub devices;
at each hub device, determining a value based on a plurality of states of that hub device
and transmitting a pair response with the value, wherein the plurality of states of
that hub device used by that hub device to determine the value comprise at least:
a received signal strength indicator (RSSI) of the pair request at that hub
device,
a power status of that hub device indicative of whether or not that hub
device is connected to an external power source,
a signal strength of a cellular signal at that hub device, and
a special offset value provided by the network server to that hub device;
receiving the pair responses with the values from the hub devices at the tracking device;
selecting, by the tracking device, one hub device from the plurality of hub devices with

which to pair based on the values in the pair responses;
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sensing activity of the asset device by the at least one sensor of the tracking device; and

transmitting one or more communications with sensor data of activity of the asset device

to the one hub device.

164. The method of claim 162 wherein the tracking device selects the hub device with
a best value in the pair response from the hub device from a plurality of pair responses received
from the plurality of hub devices.

165. The method of claim 162 wherein the plurality of states used by the hub device to
determine the value further comprise one or more of:

how close the hub device is to a maximum value of a duty cycle for the hub device,

a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the

hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

166. The method of claim 162 wherein each state has a state value and a de-rating
value corresponding to the state value, wherein each de-rating value is subtracted from a starting
value to result in the value.

167. The method of claim 162 wherein the tracking device requires the hub device to
have a minimum value to pair with the tracking device, and the tracking device transmits the
minimum value in the request.

168.  The method of claim 167 wherein the tracking device selects the hub device for
pairing when the hub device has the value greater than or equal to the minimum value and a best
value in the response from the hub device from among a plurality of responses received from a
plurality of hub devices.

169.  The method of claim 162 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the pair request

with the pair response; and

if two or more hub devices respond in pair responses with a same best value, the tracking

device selects the hub device for pairing when the hub device has a greater RSSI
of the pair request received at the hub device.

170. The method of claim 162 wherein:
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the hub device transmits the received signal strength indicator (RSSI) of the pair request
with the pair response; and

if two or more hub devices respond in pair responses with a same best value and a same
RSSI of the pair request received at the two or more hub devices, the tracking
device selects the hub device for pairing when the response from the hub device is
a first received response by the tracking device.

171.  The method of claim 162 wherein:

the hub device transmits to the tracking device a device identification of the hub device
and an identification of a data channel over which to receive sensor data from the
tracking device; and

a pairing between the tracking device and the hub device is complete when the hub
device receives the sensor data of the activity of the asset device and the device
identification of the hub device over the data channel.

172.  The method of claim 162 wherein:

the tracking device attempts to pair with one or more hub devices within a pairing
completion time; and

if the tracking device does not receive at least one pair response within a pair request
timeout period, the tracking device transmits another pair request at each pairing
retry interval within the pairing completion time until the tracking device receives
the at least one pair response or the pairing completion time ends.

173. The method of claim 162 wherein:

the tracking device transmits the pair request at a first transmission power level; and

if the tracking device receives the pair response from the hub device and selects the hub
device for pairing, the tracking device transmits the sensor data of the activity of
the asset device to the hub device at a second transmission power level that
exceeds the first transmission power level.

174.  The method of claim 162 wherein the at least one sensor is selected as at least one

of an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.
175.  The method of claim 162 wherein the at least one sensor takes a sensor reading at

a sensor reading interval and the tracking device pairs with the hub device at a sensor data
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reporting interval to transmit the one or more communications with the sensor data of the activity
of the asset device to the hub device.

176. The method of claim 162 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at a selected interval; or

a second mode in which the tracking device attempts to report activity to the hub device

upon the at least one sensor of the tracking device sensing the activity of the asset
device.

177.  The method of claim 162 wherein the hub device transmits an identification of a
data channel to the tracking device in the pair response from the hub device, and the tracking
device transmits the one or more communications with the sensor data of the activity of the asset
device to the hub device over the data channel identified by the hub device.

178.  The method of claim 162 wherein the hub device transmits an identification of the
hub device to the tracking device in the pair response from the hub device and the tracking
device transmits the identification of the hub device in the one or more communications
transmitted to the hub device.

179.  The method of claim 178 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the hub device.

180. The method of claim 178 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the hub device.

181.  The method of claim 162 wherein the tracking device and the hub device
communicate using a long range (LoRa) communication.

182. The method of claim 162 wherein the tracking device and the hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a

WiFi network.
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183. The method of claim 162 wherein the tracking device transmits the sensor data of
the activity of the asset device to the hub device in a binary encoded data communication.

184.  The method of claim 162 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server in a binary encoded data communication.

185.  The method of claim 162 further comprising enabling tracking devices and hub
devices for operation and disabling other tracking devices and other hub devices for no operation
using a mobile device application on a mobile device.

186. The method of claim 162 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server.

187. The method of claim 186 wherein the hub device and the network server
communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,
an intranet, a wired packet network, and a wireless packet network.

188.  The method of claim 186 further comprising transmitting the sensor data of the
activity of the asset device from the network server to an application server and storing the
sensor data of the activity of the asset device in a database.

189.  The method of claim 188 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

190. The method of claim 162 wherein:

the hub device operates in a normal power operating mode when the hub device is

connected to an external power source or a battery voltage of an internal battery
of the hub device is greater than a first battery voltage threshold,;

the hub device operates in a reduced power operating mode when the hub device is not

connected to an external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the first battery voltage threshold
and greater than a second battery voltage threshold; and

the hub device operates in a low power operating mode when the hub device is not

connected to the external power source and the battery voltage of the internal
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battery of the hub device is less than or equal to the second battery voltage
threshold.

191. The method of claim 162 wherein the asset device is selected as at least one of a
shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.

192.  The method of claim 162 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the hub device comprises at least two hub device
LoRa transceivers, the tracking device transmits the pair request over a control channel from a
first tracking device LoRa transceiver, the hub device receives the pair request over the control
channel at a first hub device LoRa transceiver, the hub device transmits the pair response from
the first hub device LoRa transceiver over the control channel to the first tracking device LoRa
transceiver, the pair response identifies a data channel over which the tracking device is to
transmit the sensor data of the activity of the asset device, the tracking device transmits the
sensor data of the activity of the asset device over the data channel from a second tracking device
LoRa transceiver, and the hub device receives the sensor data of the activity of the asset device
over the data channel at a second hub device LoRa transceiver.

193.  An asset tracking system comprising:

a hub device to receive a request, determine a value based on a plurality of states of the
hub device, and transmit a response with the value, wherein the plurality of states
of the hub device used by the hub device to determine the value comprise at least
a plurality of:

a received signal strength indicator (RSSI) of the request,

a power status of the hub device indicative of whether or not the hub
device is connected to an external power source,

a signal strength of a cellular signal at the hub device, and

a special offset value provided by a network server; and

a tracking device connectable to an asset device and comprising at least one sensor to
sense activity of the asset device, the tracking device to transmit the request,
receive the response with the value from the hub device, select the hub device
with which to communicate sensor data based on the value in the response, and
transmit one or more communications with sensor data of activity of the asset

device to the hub device.

121



WO 2022/039807 PCT/US2021/031609

194. The system of claim 193 comprising:

a plurality of hub devices, each hub device to receive the request, determine a value
based on the plurality of states of that hub device, and transmit a response with
the value, wherein the plurality of states of each hub device used by that hub
device to determine the value comprise at least a plurality of:

a received signal strength indicator (RSSI) of the request at that hub
device,
a power status of that hub device indicative of whether or not that hub
device is connected to an external power source,
a signal strength of a cellular signal at that hub device, and
a special offset value provided by the network server to that hub device;
wherein the tracking device receives the responses with the values from the plurality of
hub devices, selects one hub device from the plurality of hub devices with which
to communicate sensor data based on the values in the responses, and transmits
one or more communications with sensor data of activity of the asset device to the
one hub device.

195.  The system of claim 193 wherein the tracking device selects the hub device with a

best value in the response from the hub device from a plurality of responses received from a
plurality of hub devices.

196.  The system of claim 193 wherein the plurality of states used by the hub device to

determine the value further comprise one or more of:

how close the hub device is to a maximum value of a duty cycle for the hub device,

a ground speed of the hub device,

the ground speed of the hub device over a period of time, and

a determination by the hub device if there is activity of another asset device to which the
hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

197.  The system of claim 193 wherein each state has a state value and a de-rating value

corresponding to the state value, wherein each de-rating value is subtracted from a starting value

to result in the value.
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198.  The system of claim 193 wherein the tracking device requires the hub device to
have a minimum value to receive sensor data from the tracking device, and the tracking device
transmits the minimum value in the request.

199.  The system of claim 198 wherein the tracking device selects the hub device for
communicating sensor data when the hub device has the value greater than or equal to the
minimum value and a best value in the response from the hub device from among a plurality of
responses received from a plurality of hub devices.

200. The system of claim 193 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the request with

the response; and

if two or more hub devices respond in responses with a same best value, the tracking

device selects the hub device when the hub device has a greater RSSI of the
request received at the hub device for communicating sensor data.

201.  The system of claim 193 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the request with

the response; and

if two or more hub devices respond in responses with a same best value and a same RSSI

of the request received at the two or more hub devices, the tracking device selects
the hub device for communicating sensor data when the response from the hub
device is a first received response by the tracking device.

202. The system of claim 193 wherein:

the hub device transmits to the tracking device a device identification of the hub device

and an identification of a data channel over which to receive sensor data from the
tracking device; and

a connection for communicating sensor data between the tracking device and the hub

device is complete when the hub device receives the sensor data of the activity of
the asset device and the device identification of the hub device over the data
channel.

203. The system of claim 193 wherein:

the tracking device transmits one or more requests to one or more hub devices within a

first time; and
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if the tracking device does not receive at least one response within a first period, the
tracking device transmits another request at each selected interval within the first
time until the tracking device receives the at least one response or the first time
ends.

204. The system of claim 193 wherein:

the tracking device transmits the request at a first transmission power level; and

if the tracking device receives the response from the hub device and selects the hub

device for communicating sensor data, the tracking device transmits the sensor
data of the activity of the asset device to the hub device at a second transmission
power level that exceeds the first transmission power level.

205. The system of claim 193 wherein the at least one sensor comprises at least one of
an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

206. The system of claim 193 wherein the at least one sensor takes a sensor reading at
a first interval and the tracking device attempts a connection with the hub device at a second
interval to transmit the one or more communications with the sensor data of the activity of the
asset device to the hub device.

207.  The system of claim 193 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the

asset device at a selected interval; or

a second mode in which the tracking device attempts to report activity to the hub device

upon the at least one sensor of the tracking device sensing the activity of the asset
device.

208. The system of claim 193 wherein the hub device transmits an identification of a
data channel to the tracking device in the response from the hub device, and the tracking device
transmits the one or more communications with the sensor data of the activity of the asset device
to the hub device over the data channel identified by the hub device.

209. The system of claim 193 wherein the hub device transmits an identification of the
hub device to the tracking device in the response from the hub device and the tracking device
transmits the identification of the hub device in the one or more communications transmitted to

the hub device.
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210. The system of claim 209 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the hub device.

211. The system of claim 193 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the hub device.

212.  The system of claim 193 wherein the tracking device and the hub device
communicate using a long range (LoRa) communication.

213.  The system of claim 193 wherein the tracking device and the hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiFi network.

214. The system of claim 193 wherein the tracking device transmits the sensor data of
the activity of the asset device to the hub device in a binary encoded data communication.

215. The system of claim 193 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server in a binary encoded data communication.

216. The system of claim 193 further comprising a mobile device with a mobile device
application to enable tracking devices and hub devices for operation and to disable other tracking
devices and other hub devices for no operation.

217. The system of claim 193 further comprising the network server, wherein the hub
device transmits the sensor data of the activity of the asset device to the network server.

218. The system of claim 217 wherein the hub device and the network server
communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,

an intranet, a wired packet network, and a wireless packet network.
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219. The system of claim 217 further comprising an application server to receive the
sensor data of the activity of the asset device from the network server and store the sensor data of
the activity of the asset device in a database.

220. The system of claim 219 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

221.  The system of claim 193 wherein:

the hub device operates in a normal power operating mode when the hub device is

connected to an external power source or a battery voltage of an internal battery
of the hub device is greater than a first battery voltage threshold,;

the hub device operates in a reduced power operating mode when the hub device is not

connected to an external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the first battery voltage threshold
and greater than a second battery voltage threshold; and

the hub device operates in a low power operating mode when the hub device is not

connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

222.  The system of claim 193 wherein the asset device comprises at least one of a
shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.

223.  The system of claim 193 wherein the plurality of states used by the hub device to
determine the value comprise at least three of:

the received signal strength indicator (RSSI) of the request,

the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

224.  The system of claim 193 wherein the plurality of states used by the hub device to
determine the value comprise all of:

the received signal strength indicator (RSSI) of the request,
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the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

225. The system of claim 193 wherein the request is a pair request and the responses
are pair responses.

226. The system of claim 193 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the hub device comprises at least two hub device
LoRa transceivers, the tracking device transmits the request over a control channel from a first
tracking device LoRa transceiver, the hub device receives the request over the control channel at
a first hub device LoRa transceiver, the hub device transmits the response from the first hub
device LoRa transceiver over the control channel to the first tracking device LoRa transceiver,
the response identifies a data channel over which the tracking device is to transmit the sensor
data of the activity of the asset device, the tracking device transmits the sensor data of the
activity of the asset device over the data channel from a second tracking device LoRa
transceiver, and the hub device receives the sensor data of the activity of the asset device over
the data channel at a second hub device LoRa transceiver.

227. A method comprising:

transmitting a request from a tracking device connectable to an asset device;

receiving the request at a hub device;

at the hub device, determining a value based on a plurality of states of the hub device and

transmitting a response with the value, wherein the plurality of states of the hub
device used by the hub device to determine the value comprise at least a plurality
of:

a received signal strength indicator (RSSI) of the request,

a power status of the hub device indicative of whether or not the hub

device is connected to an external power source,
a signal strength of a cellular signal at the hub device, and
a special offset value provided by a network server;

receiving the response with the value from the hub device at the tracking device;
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selecting, by the tracking device, the hub device with which to communicate sensor data
based on the value in the response;
sensing activity of the asset device by at least one sensor of the tracking device; and
transmitting one or more communications with sensor data of activity of the asset device
to the hub device.
228. The method of claim 227 comprising:
receiving the request at a plurality of hub devices;
at each hub device, determining a value based on a plurality of states of that hub device
and transmitting a pair response with the value, wherein the plurality of states of
that hub device used by that hub device to determine the value comprise at least a
plurality of:
a received signal strength indicator (RSSI) of the pair request at that hub
device,
a power status of that hub device indicative of whether or not that hub
device is connected to an external power source,
a signal strength of a cellular signal at that hub device, and
a special offset value provided by the network server to that hub device;
receiving the responses with the values from the hub devices at the tracking device;
selecting, by the tracking device, one hub device from the plurality of hub devices with
which to communicate sensor data based on the values in the responses;
sensing activity of the asset device by the at least one sensor of the tracking device; and
transmitting one or more communications with sensor data of activity of the asset device
to the one hub device.
229. The method of claim 227 wherein the tracking device selects the hub device with
a best value in the response from the hub device from a plurality of responses received from a
plurality of hub devices.
230. The method of claim 227 wherein the plurality of states used by the hub device to
determine the value further comprise one or more of:
how close the hub device is to a maximum value of a duty cycle for the hub device,
a ground speed of the hub device,

the ground speed of the hub device over a period of time, and
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a determination by the hub device if there is activity of another asset device to which the
hub device is connected based on one or more sensor readings of one or more
sensors of the hub device.

231.  The method of claim 227 wherein each state has a state value and a de-rating
value corresponding to the state value, wherein each de-rating value is subtracted from a starting
value to result in the value.

232.  The method of claim 227 wherein the tracking device requires the hub device to
have a minimum value to communicate sensor data with the tracking device, and the tracking
device transmits the minimum value in the request.

233.  The method of claim 232 wherein the tracking device selects the hub device for
communicating sensor data when the hub device has the value greater than or equal to the
minimum value and a best value in the response from the hub device from among a plurality of
responses received from a plurality of hub devices.

234.  The method of claim 227 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the request with
the response; and

if two or more hub devices respond in responses with a same best value, the tracking
device selects the hub device when the hub device has a greater RSSI of the
request received at the hub device for communicating sensor data.

235. The method of claim 227 wherein:

the hub device transmits the received signal strength indicator (RSSI) of the request with
the response; and

if two or more hub devices respond in responses with a same best value and a same RSSI
of the request received at the two or more hub devices, the tracking device selects
the hub device for communicating sensor data when the response from the hub
device is a first received response by the tracking device.

236. The method of claim 227 wherein:

the hub device transmits to the tracking device a device identification of the hub device
and an identification of a data channel over which to receive sensor data from the

tracking device; and
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a connection for communicating sensor data between the tracking device and the hub
device is complete when the hub device receives the sensor data of the activity of
the asset device and the device identification of the hub device over the data
channel.

237. The method of claim 227 wherein:

the tracking device transmits one or more requests to one or more hub devices within a
first time; and

if the tracking device does not receive at least one response within a first period, the
tracking device transmits another request at each selected interval within the first
time until the tracking device receives the at least one response or the first time
ends.

238. The method of claim 227 wherein:

the tracking device transmits the request at a first transmission power level; and

if the tracking device receives the response from the hub device and selects the hub
device for communicating sensor data, the tracking device transmits the sensor
data of the activity of the asset device to the hub device at a second transmission
power level that exceeds the first transmission power level.

239.  The method of claim 227 wherein the at least one sensor is selected as at least one

of an accelerometer, an orientation sensor, a vibration sensor, and a temperature sensor.

240. The method of claim 227 wherein the at least one sensor takes a sensor reading at

a first interval and the tracking device attempts a connection with the hub device at a second
interval to transmit the one or more communications with the sensor data of the activity of the
asset device to the hub device.

241.  The method of claim 227 wherein the tracking device operates in:

a first mode in which the tracking device attempts to report activity or no activity of the
asset device at a selected interval; or

a second mode in which the tracking device attempts to report activity to the hub device
upon the at least one sensor of the tracking device sensing the activity of the asset
device.

242, The method of claim 227 wherein the hub device transmits an identification of a

data channel to the tracking device in the response from the hub device, and the tracking device
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transmits the one or more communications with the sensor data of the activity of the asset device
to the hub device over the data channel identified by the hub device.

243, The method of claim 227 wherein the hub device transmits an identification of the
hub device to the tracking device in the response from the hub device and the tracking device
transmits the identification of the hub device in the one or more communications transmitted to
the hub device.

244, The method of claim 243 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain the identification of the hub device.

245.  The method of claim 227 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server only when the one or more communications
from the tracking device contain an application identification matching an application
identification of the hub device.

246. The method of claim 227 wherein the tracking device and the hub device
communicate using a long range (LoRa) communication.

247.  The method of claim 227 wherein the tracking device and the hub device
communicate over at least one of a long range (LoRa) communication network, an Internet of
Things (IoT) network, a cellular network, a wireless broadband network, an Internet Protocol
(IP) network, a wireless packet network, a wireless application protocol (WAP) network, and a
WiFi network.

248.  The method of claim 227 wherein the tracking device transmits the sensor data of
the activity of the asset device to the hub device in a binary encoded data communication.

249.  The method of claim 227 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server in a binary encoded data communication.

250. The method of claim 227 further comprising enabling tracking devices and hub
devices for operation and disabling other tracking devices and other hub devices for no operation
using a mobile device application on a mobile device.

251.  The method of claim 227 wherein the hub device transmits the sensor data of the
activity of the asset device to the network server.

252.  The method of claim 251 wherein the hub device and the network server

communicate over at least one of a cellular network, a narrowband Internet of Things (NB-IoT)
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network, a Bluetooth connection network, a Bluetooth Low Energy (BLE) connection network, a
WiFi network, a LoRa communication network, a wireless broadband network, a wired
broadband network, a wireless narrowband network, a wired narrowband network, the Internet,
an intranet, a wired packet network, and a wireless packet network.

253.  The method of claim 251 further comprising transmitting the sensor data of the
activity of the asset device from the network server to an application server and storing the
sensor data of the activity of the asset device in a database.

254. The method of claim 253 wherein the application server generates a user interface
that enables a client computing device to manage at least one of sensor activity data and asset
data stored in the database.

255. The method of claim 227 wherein:

the hub device operates in a normal power operating mode when the hub device is

connected to an external power source or a battery voltage of an internal battery
of the hub device is greater than a first battery voltage threshold,;

the hub device operates in a reduced power operating mode when the hub device is not

connected to an external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the first battery voltage threshold
and greater than a second battery voltage threshold; and

the hub device operates in a low power operating mode when the hub device is not

connected to the external power source and the battery voltage of the internal
battery of the hub device is less than or equal to the second battery voltage
threshold.

256. The method of claim 227 wherein the asset device is selected as at least one of a
shovel, a rake, a ladder, a hand tool, a tool attachment, a powered tool, and a machine.

257. The method of claim 227 wherein the plurality of states used by the hub device to
determine the value comprise at least three of:

the received signal strength indicator (RSSI) of the request,

the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.
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258. The method of claim 227 wherein the plurality of states used by the hub device to
determine the value comprise all of:

the received signal strength indicator (RSSI) of the request,

the power status of the hub device indicative of whether or not the hub device is

connected to the external power source,

the signal strength of the cellular signal at the hub device, and

the special offset value provided by the network server.

259.  The method of claim 227 wherein the request is a pair request and the response is
a pair response.

260. The method of claim 227 wherein the tracking device comprises at least two
tracking device long range (LoRa) transceivers, the hub device comprises at least two hub device
LoRa transceivers, the tracking device transmits the request over a control channel from a first
tracking device LoRa transceiver, the hub device receives the request over the control channel at
a first hub device LoRa transceiver, the hub device transmits the response from the first hub
device LoRa transceiver over the control channel to the first tracking device LoRa transceiver,
the response identifies a data channel over which the tracking device is to transmit the sensor
data of the activity of the asset device, the tracking device transmits the sensor data of the
activity of the asset device over the data channel from a second tracking device LoRa
transceiver, and the hub device receives the sensor data of the activity of the asset device over

the data channel at a second hub device LoRa transceiver.
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