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SYSTEM FOR ISSUING LICENSES TO PROTECT MULTI-LEVEL
DISTRIBUTED DIGITAL CONTENTS AND METHOD THEREOF

Description

Technical Field

The present invention relates to a system for issuing
licenses to protect multi-level distributed digital
contents and a method thereof; and more particularly, to a
system for issuing licenses to protect multi-level
distributed digital contents, which allows multi-level
distribution of the contents while protecting the contents
from being forged or modified at each distribution stage by
supporting a multi-packaging and a multi-licensing, and a

method thereof.

Background Art

Licenses are documents made of an extensible markup
language (XML) which contains information for a user to
consume secured contents. The license includes decryption
keys and encryption options to decrypt the secured contents,
and a digital signature using a issuer’s certificate in
order to protect the contents from being forged during
being transmitted.

Various digital methods for producing multimedia
contents were introduced and various tools thereof have
been generalized. Accordingly, it is very easy to produce
multimedia contents, nowadays. Popularization of high
speed Internet has brought huge variation in a structure of
consuming the multimedia contents. Furthermore, high speed
wireless communication network has been expanding due to
popularization of a mobile phone and a personal data
assistance (PDA). It is expected that such evolution will

be accelerated even faster.
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In order to support such evolution of digital
generation, infrastructure technologies must be developed
to transfer, consume and distribute digital contents not
only through the Internet but also through a wireless
communication network and digital television. The
infrastructure technologies must provide providers,
distributors and users with means to solve problems such as
compatibilities, intellectual property rights protection,
and soundness of distribution structure effectively.

Digital rights management (DRM) is a technology to
protect intellectual property rights of digital contents.
Based on the DRM, the digital contents are protected by
encryption and then licenses are issued to authorized users
with an encryption key to decrypt the contents.

A content packaging is a process that creates secured
contents based on DRM, and such a secured content created
through the content packaging 1is called as a secure
container. The secure container includes encrypted
contents, metadata related contents and business rules.

Currently, DRM based digital contents are generally
distributed with only consideration of one to one relation
between a distributor and a consumer for encrypting
contents, creating related metadata, packaging contents and
issuing licenses. Since there is no contents protection
scheme throughout entire distribution channel from the
contents producer to the consumer, the protection of the
contents at each of the distribution channel relies on
conscience and law.

Therefore, a systemic protection of contents is
required. The systemic protection of contents allows that
the distributors supply various types of contents one
another and that the distributors provide identical
contents to the consumers with different conditions to
satisfy the consumer. Such a systemic protection of

contents 1is expected to vitalize the digital contents
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market.

One of main reasons of limitation of the existing DRM
to apply into the digital <contents for multi-level
distribution is that an encryption key included in the DRM
based 1license cannot be applied into the multi-level
distribution. If the DRM is applied into the multi-level
distribution, encrypted contents must be decrypted in each
stage of distribution and a new packaging must be performed
to encrypt the decrypted contents with newly created
encryption keys. In this case, the original contents may
be outflow due to the decryption in each distribution stage,
and it is easy to delete information of original
distributor or to forge the contents during the re-
packaging.

Therefore, the contents encryption key must be
securely distributed and managed to protect the contents at
each distribution stage, and the forgery of the packaged
contents or the license thereof must be verified at each

distribution stage.

Disclosure

Technical Problem

It is, therefore, an object of the present invention
to provide a system for issuing licenses to protect multi-
level distributed digital contents, which allows multi-
level distribution of the digital contents while protecting
the digital contents from being forged or modified at each
distribution stage by supporting a multi- packaging and a

multi- licensing, and a method thereof.

Technical Solution

In accordance with one aspect of the present

invention, there is provided a system for issuing a license
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for a multi-level distribution of content, including: a
content packaging unit for packaging a target content to
distribute and requesting a license issuing server to issue
a license for the target content; the licensing issuing
unit for issuing a license that contains information about
rights for using a target content and information about
decrypting the content according to the request of a
distributing unit; the distributing unit for requesting the
license issuing unit to issue a license according to a
content purchasing request from a purchaser; and a database
for storing information about contents, key seeds and
rights.

In accordance with another aspect of the present
invention, there is provided a method of issuing a license
for multi-level distribution of content, the method
including the steps of: a) generating a license key for a
target content to distribute at a content packager; D)
transmitting a base license issued from an external system
and the generated license key information to a license
issuing server from the content packager; c) receiving a
content purchasing request from a purchaser and requesting
the 1license issuing server to issue a license at a
distributing server; and d) checking a validity of the
license issuing request, generating an new license and
transmitting the generated license to the purchaser at the

license issuing server.

Advantageous Effects

The present invention supports the multi-packaging
and the multi-licensing for contents. That is, if one of
distributors initially packages a content and issues a
license thereof, a next distributor is also allowed to
repackage the content by resetting rights and conditions

for own and distributes the repackaged content. Since
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distributors are allowed to sell the repackaged content to
other distributors or to consumers directly, the multi-
level distribution can be applied into the content
distribution market. As a result, it 1is possible to
effectively sell the content. Also, various conditions of
different distributors can be applied to a same content,
and rights of previous level distributors can be protected
according to the present invention.

If the multi-level distribution is applied into the
content market according to the present invention, the
distributors are allowed to sell the content to a consumer
by buying a target content from other distributors. Such a
way of selling and buying content is convenient to the
consumer and the distributor at the same time. That 1is,
the consumer is not required to find one having a target
content among many distributors. Although a distributor
wants sell a content that the distributor does not have,
the distributor are not required to perform complicated
operations such as buying a target packaged content from
other distributor, un-packaging content, and then creating
metadata and packaging again. Therefore, the content
buying and selling are effectively achieved for
distributors as well as consumers.

When a multi-level license is issued to distributors
participating for distributing an identical content, the
distributors are allowed set own rules of using contents
into the content according to the present invention.
Therefore, a multi-rule business is allowed and the rights
of previous level distributor can be also protected.

According to the present invention, the encryption
key of content is managed based on distributed management
scheme instead of central management scheme. Such a way of
managing the encryption key prevents the encryption key
from being outflow.

According to the present invention, rights of
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distributor can be controlled using a license having
information about the content. Therefore, a distributor A
is allowed to set selling conditions for a content within
rights defined in the own license, and a distributor B who
bought the content from A is allowed to sell the content

within rights defined by the distributor A.

Description of Drawings

The above and other objects and features of the
present invention will become apparent from the following
description of the preferred embodiments given in
conjunction with the accompanying drawings, in which:

Fig. 1 is a block diagram illustrating a system for
issuing a license to protect digital contents distributed
in multi-level in accordance with a preferred embodiment of
the present invention;

Fig. 2 1is a block diagram showing a secure container
in accordance with a preferred embodiment of the present
invention;

Fig. 3 1s a block diagram depicting a contents
packager shown in Fig. 1;

Fig. 4 is a block diagram of a license issuing server
shown in Fig. 1;

Fig. 5 1s a flowchart of a method for issuing a
license to protect digital contents distributed in multi-
level in accordance with a preferred embodiment of the
present invention;

Fig. 6 1is a flowchart of a method for creating a
license key by a contents packager in accordance with a
preferred embodiment of the present invention;

Fig. 7 is a flowchart of a method of transmitting a
base license and a license key information from a contents
packager to a license issuing server in accordance with a

preferred embodiment of the present invention;
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Fig. 8 is a flowchart of a method for requesting a buy
from a consumer to a distribution server in accordance with
a preferred embodiment of the present invention;

Fig. 9 1is a flowchart of a method of requesting
issuing of license to a license issuing server from a
distribution server;

Fig. 10 is a flowchart of a method of checking a
validity of a request of issuing a license at a license
issuing server in accordance with a preferred embodiment of
the present invention; and

Fig. 11 is a flowchart of a method of creating a

license at a license issuing server.

Best Mode for the Invention

Other objects and aspects of the invention will become
apparent from the following description of the embodiments
with reference to the accompanying drawings, which is set
forth hereinafter.

Fig. 1 is a Dblock diagram illustrating a system for
issuing a license to protect digital contents distributed
in multi-level in accordance with a preferred embodiment of
the present invention.

The present invention relates to a system for issuing
a license based on a digital rights management (DRM) in a
multi-level contents distribution environment.

Io order to protect the digital contents in the multi-
level contents distribution environment, the license
issuing system according to the present embodiment
includes: contents packagers 11, 21 and 31 for creating an
encryption key, license issuing server 12, 22 and 32 for
issuing a 1license containing rights, conditions and
decryption information for contents; distributing servers
13, 23 and 33 for processing a purchase request from

consumers; and database 14, 24 and 34.
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Terms used for describing the multi-level contents

packaging processing system according to the present

invention will be described

at first.

A distributor is a party that sells a packaged content

to a consumer or other

distributor with predetermined

conditions. A consumer 1is a party that purchases the

packaged content from the distributor to use the contents

according to its’ original purpose.

A term ‘multi-level distribution’ denotes distribution

of digital contents between content distributors. A term

‘resale’ denotes a sale of

from other distributor.

packaged content that purchased

A secure container denotes a secured content that 1is

created by the packaging, and a secure container includes

an encrypted content, related metadata and business rules.

A license denotes a

rule for wusing the packaged

content and approval information including decryption keys.

A multi-packaged content is a secure container that is

repeatedly packaged at multiple distribution levels in

order to distribute the packaged content among distributors.

A multi-license denotes a certification to allow

distributors to distribute,
content in multi-level. A
purchased from a previous

the multi-packaged content.

to sell and to use a related
base license is a multi-license

distributor in order to create

A content key is a symmetric key used to encrypt an

original content, and a license key denotes a symmetric key

used to encrypt the content

key.

The license 1issuing system according to the present

embodiment supports the multi-packaging and the multi-

licensing for multi-level
distributor 20 is allowed

rights and to repackage

distribution. Therefore, a
to issues a license with own

the content for distribution

although a content producer 10 initially issues a license

after packaging a content.

Such a repackaged content may




10

15

20

25

30

35

WO 2006/065012 PCT/KR2005/002265

be sold to other distributor 30 or a final consumer 40
directly.

Hereinafter, operations of the multi-level <content
distribution system according to the present embodiment
will be described with reference to Fig. 1.

The content producer 10 initially packages an original
content C with a user’s rights R1 in operation 100.

The content packager 11 generates three key seeds sy,
s11 and s;; to create an encryption key. Then, the content
packager 11 creates a symmetric key K from the key seed sy,
a symmetric key L;; from the key seed s;; and a symmetric
key L;, from the key seed s;;. The original content C is
encrypted using the symmetric key K, the symmetric key K is
encrypted using the symmetric key IL;;, and the encrypted
value 1is encrypted using the symmetric key L;, again as

shown in Eq. 1. Herein, N; denotes the encrypted value.

K= f.(Sk.),Ln = f(s11), Ly, = f(5y,)

certificat Egq. 1
N, =E, (E, (K) 9

In Eq. 1, f denotes a function for generating a
symmetric key and E 1is a function of symmetric key
encryption.

The content packager 11 transmits the key seed s;i,
the encrypted value N; and the rights R; to the license
issuing server 12. In order to securely transmit data,
each of data is encrypted using a public key of the license
issuing server ( [E, (sp)|E, (N)|E; (R)]) in operation 101.
Then, the secure container C;, the key seed s;; and the
rights R; are stored in the database 15 of the distributing
server in operation 101. The license issuing server 12
stores the received information in the database 14 of the
license issuing server in operation 102.

The distributing server retrieves the key seed si
from the database and encrypted the key seed sl2 to a

public key of a distributor. Also, the distributing server
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transmits the certificate public key P¢p; of the distributor
to the license issuing server with information about the
rights R; selected by the consumer ( [Ep (s )Py, lln] ) and
requests the license issuing server to issue the license in
operation 103.

The 1license issuing server 12 retrieves information
such as s;;, N;, R; from the database 14 in operation 104
when the license issuing server 12 receives the request of
issuing the license. Then, the license issuing server 12
creates a licenser L; using the retrieved information and
other information received from the distributing server 13.
The license includes information about the key seeds s;; and
S12, the encrypted value N; and the rights R;. Such a

license is encrypted as like as following Eq. 2.
Ll = Epml(slg) H EPQ(S;)K Epm;(Nl) “ LA 51 = Se'tOfS,l Eq. 2

The created license is transmitted to a purchaser CD;
in operation 104.

In case of repackaging a packaged content, the
content packager 21 creates two encryption key seeds s;; and
Sa2. Then, license keys L;; and L,, are created from the
created encryption key seeds. The content packager
extracts the encryption key seeds s;;, si1; and encrypted
value N; from the license, and then N; is decrypted by si,.
Then, the decrypted value is encrypted in sequence using
license keys IL;; and I,; to create N,. Such a process is
shown following Eq. 3.

L, = f(szl)’ L,= f(szz)
N,=E, (E, (D, (N)) Eq. 3

In Egq. 3, f denotes a function for generating a

symmetric key, E denotes a function of symmetric key

encryption and D denotes a function of symmetric key

decryption.

10




10

15

20

25

30

35

WO 2006/065012 PCT/KR2005/002265

The content packager 21 transmits the key seed s,;, the
encrypted value N, and the license L; to the license issuing
server. In order to securely transmit data, each data is
encrypted using the public key of the 1license issuing

server 22 as like as following Eq. 4 in operation 111.

EPQ(SQ}”EP{X(NQ)“EPE(LJ 3 Sg = setOng Eq. 4

Then, the repackaged secure container Cz, the
encryption key seed s;; and a base license L; are stored in
the database of the distributing server 25. The license
issuing server 22 stores the received information in the
database 24 of the license issuing server in operation 111.

The operation for purchasing is identical to the
previous purchasing operation.

If other distributor €D, accesses the distributing
server of the distributor CD; to purchase contents, the
distributing server receives a certificate public key Pcp2
of distributor from a packager of the distributor CD,. The
purchaser receives a secure container C; from the
distributing server.

The distributing server retrieves a key seed s;; from
the database and encrypts it with the public key of
distributor. The distributing server transmits the
encrypted public key to the license issuing server with the
distributor’s certificate public key P and the rights
selected by the purchaser ([E&W(Sn)ufzm|h5])° Then, the
distributing server requests the license issuing server to
issue the license.

When the license issuing server receives the request,
the license issuing server retrieves the information about
S,, N, and L, from the database. Then, the license issuing
server creates the license L, using the retrieved

information and the information from the distributing

11
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server. The 1license includes information about the
encryption key seed S,, s, encrypted content encryption
key N, and rights r,. Such a license is encrypted with a
public key Pgp, of purchaser as shown in following Eg. 5.
Then, the created license is transmitted to the purchaser

CD;.

L’Z = EPm(SZ‘Z) H Esz(SZ) I Epm;(Nz) I O Sg = setofsﬂ
Eq. 5
Meanwhile, the operations can be generalized and may
be expressed as following equations for an N-level
distributor.
Generation of symmetric keys Lii;, Ljij; and N; using key
seed s;; and sj; in a packager of the N-level distributor

can be expressed as following Eq. 6.

Ly = f(su)L,, = f(5,,)

Eg. 6
N,=E, (E, (D,  (N,.,)) d

In Eq. 6, f denotes a function for generating a
symmetric key, E denotes a function of symmetric key
encryption and D denotes a function of symmetric key
decryption.

Data transmitted from the content packager to the
license issuing server in operation 121 can be expressed as

following Eq. 7.

EﬁésJ“EﬂéN)NEEJqu) Eq. 7
Sp=sdafsy, |<e<n
The content packager stores data in the distributing
server’s database in operation 121 and the data include the
repackaged content C,, the key seed s,, and the base license
Ln-1.
When the N+1 distributor requests to purchase

contents, the distributing server retrieves the public key

12
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Pcepns1 Of the purchaser in operation 122. The purchaser
receives a secure container C, from the distributing server
in operation 122.

The distributing server retrieves the key seed s,, from
the database, encrypts the key seed s,, with the public key
CDh+1 of the distributor, transmits the public key to the
license issuing server with the distributor certificate
public key Pcpn+1 and the rights r, selected by the purchaser

( [Epa,"+1 S| PCD,Ml
operation 123.

r,] ) and requests to issue the license in

If the license issuing server receives the request,
the license issuing server retrieves the information S,, N
and L,.; from the database in operation 124. Then, the
license issuing server creates the 1license L, using the
retrieved information and other information received from
the distributing server. The 1license 1includes the
encryption key seed information S,, sn2, the encrypted
content encryption key information N, and the rights r,.
Such a license is encrypted with the public key of the

purchaser as like as following Eq. 8.

L,=Ep, 6ol Epq (SHEs, Wll7,

Sn=ﬂ[0f3ﬁ,lgi$ﬂ Eq. 8

Then, the created licenser 1is transmitted to the
purchaser CD, in operation 124.

Fig. 2 is a block diagram showing a secure container
in accordance with a preferred embodiment of the present
invention.

As shown in Fig. 2, the secure container includes
contents 201 which are encrypted with a symmetric key K,
metadata 202 and a digital signature 203.

Fig. 3 1is a block diagram depicting a contents
packager shown in Fig. 1.

Hereinafter, a content packager 310 of a 2nd

distributor for creating a secured content will be

13
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described with reference to Fig. 3.

The content packager 310 includes: a multi-packaging
analyzing unit 311 for extracting information about the
packager content 301 such as the metadata, the encrypted
content and the digital signature; a metadata analyzing
unit 312 for analyzing metadata included in the packaged
content; and a multi-packaging unit 313 for repackaging
content using the analysis result of the multi-packaging
analyzing unit 311 and the metadata analyzing unit 312.

The content packager 310 includes a license engine
unit 314 for analyzing the license 302 and inspecting the
right information; an encryption key generating unit 315
for creating an encryption key; an encrypting unit 316 for
encrypting contents or major information; and a
communicating unit 317 for communicating to the Ilicense
issuing server and the distributing server.

A content packager 320 of an n*" distributor such as

3" or a 4™ distributor has same configuration and
performs identical operations.

As described above, a distributor who purchases the
pre-packaged content and a license thereof is allowed to
set a sale condition of the content within the rights
defined in the 1license. Also, other distributor B who
purchases this content from the distributor A is allowed
to sell or to use only within the rights defined by the
distributor A.

Fig. 4 is a block diagram of a license issuing server
shown in Fig. 1.

In order to issue the multi-level license, the license
issuing server 12, 22 or 32 includes: a key managing unit
for securely storing license key information; a Dbase
license managing unit 402 for securely storing a base
license; a license engine unit 403 for analyzing the base
license and checking a validity of the issuing request; a

license generating unit 405 for generating a license; and a

14
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communication unit 401 for communicating to an external
system.

Fig. 5 is a flowchart of a method for issuing a
license to protect digital contents distributed in multi-
level in accordance with a preferred embodiment of the
present invention. That is, the license issuing server 12,
22 or 32 performs the method shown in Fig. 5 in the present
invention.

As shown in Fig. 5, the content packager generates a
license key at step S500 and transmits the base license and
the license key information to the license issuing server
at step S502.

Then, a purchaser requests the distributing server to
buy contents at step S504. Accordingly, the distributing
server requests the license issuing server to 1issue a
license.

The license issuing server checks the wvalidity of the
license issuing request at step S506. If it is valid, the
license issuing server generates the license at step S508,
and transmits the generated 1license to the purchaser at
step S$510. If it is not valid, the license issuing server
transmits an error message at step S512.

Fig. 6 1is a flowchart of a method for creating a
license key by a contents packager in accordance with a
preferred embodiment of the present invention. That 1is,
Fig. 6 shows details of the step 500 shown in Fig. 5.

The content packager generates an encryption key seed
at step S600 and generates an encryption key from the seed
at step S5602. Then, the content packager extracts the
license key and the encrypted content key from the license
at step S604. The encrypted content key is decrypted using
the extracted license key at step S606. Then, the content
key is encrypted using the generated encryption key.

The step 500 may be divided into the packaging of

original content and the repackaging of packaged content.

15



10

15

20

25

30

35

WO 2006/065012 PCT/KR2005/002265

These packaging and repackaging steps were described with
reference to Fig. 1.

Fig. 7 is a flowchart of a method of transmitting a
base license and 1license key information from a contents
packager to a license issuing server in accordance with a
preferred embodiment of the present invention. That 1is,
Fig. 7 shows details of step 502 shown in Fig. 5.

The content packager retrieves the certificate of the
license issuing server from the license issuing server at
step S700. The license key is encrypted with the public
key of the license issuing server at step S702 and a
message to be transmitted to the license issuing server to
use a content ID, a content title and the encrypted license
key information at step S704. Then, the digital signature
is attached on the generated message at step S706 and the
digital signed message 1is transmitted to the license
issuing server at step S706.

Fig. 8 is a flowchart of a method for requesting a
distribution server to purchase contents by a purchaser in
accordance with a preferred embodiment of the present
invention. That is, Fig. 8 shows details of the step 504
shown in Fig. 5.

The purchaser logs into the distributing server at
step S800, selects rights and conditions of target content
from the distributing server at step S802 and transmits the
certificate of the purchaser to the distributing server at
step S804.

Fig. 9 is a flowchart of a method of requesting a
license 1issuing server to issue a license from a
distribution server.

If the distributing server requests the license
issuing server to issue a license, the license key 1is
retrieved from the database that manages the license key at
step S901, and the retrieved license key is encrypted with

the certificate public key of the purchaser at step S902.
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Then, the distributing server <creates a message
including the selected rights and conditions, the license
key generated at step 5902 and the certificate of the
purchaser at step S904. Then, the digital signature 1is
attached on the generated message as the certificate
private key of the distributing server at step S$906. Then,
the generated message with the digital signature 1is
transmitted to the license issuing server at step S908.

Fig. 10 1is a flowchart of a method of checking a
validity of a request of issuing a license at a license
issuing server in accordance with a preferred embodiment of
the present invention. That is, Fig. 10 shows details of
the step $506 shown in Fig. 5.

Referring to Fig. 10, when the license issuing server
receives the request of issuing the license from the
distributing server at step $S1002, the license issuing
server retrieves a corresponding base license from the base
license managing unit at step S1004 and checks whether the
rights and conditions received from the distributing server
are matched with the rights and the conditions in the base
license using the license engine unit at step S1006.

Fig. 11 1is a flowchart of a method of creating a
license at a license issuing server. That is, Fig. 5 shows
details of step S508.

Referring to Fig. 11, the 1license 1issuing server
retrieves the license key information from the key managing
unit at step S1100, and extracts the license key
information included in the base license at step S1102.
The information related to key obtained at steps S1100 and
S1102 are encrypted using the certificate public key of the
purchaser at step S1104.

Then, the rights and the condition information for the
license are generated wusing the rights and condition
information received from the distributing server at step

$1106 and the license XML 1s generated wusing the
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information obtained in the step S1104 and S1106 at step
§1108. Then, the digital signature of the license issuing
server 1is attached to the generated license XML at step
S1110.

The above described method according to the present
invention can be embodied as a program and stored on a
computer readable recording medium. The computer readable
recording medium is any data storage device that can store
data which can be thereafter read by the computer system.
The computer readable recording medium includes a read-only
memory (ROM), a random-access memory (RAM), a CD-ROM, a
floppy disk, a hard disk and an optical magnetic disk.

While the present invention has been described with
respect to certain preferred embodiments, it will be
apparent to those skilled in the art that various changes
and modifications may be made without departing from the

scope of the invention as defined in the following claims.
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What is claimed is:

1. A system for issuing a license for a multi-level
distribution of content, comprising:

a content packaging means for packaging a target
content to distribute and requesting a license issuing
server to issue a license for the target content;

the 1licensing issuing means for issuing a license
that contains information about rights for using a target
content and information about decrypting a content
according to the request of a distributing means;

the distributing means for requesting the license
issuing means to issue a license according to a content
purchasing request of purchaser; and

a database for storing information about contents,

key seeds and rights.

2. The system as recited in claim 1, wherein if a
content is already distributed by a content producer, the
content packaging means analyzes an externally distributed
and packaged content, repackages the content according to a
distributing request of other distributor, decrypts an
externally issued license, encrypts the license key
according to the content purchasing request of other
distributor and transmits the encrypted license key to the

license issuing means.

3. The system as recited in claim 2, wherein the
content packaging means includes:

a multi-packaging analyzing means for analyzing a
packaged content received from an external system and
extracting metadata, a encrypted content and an digital
signature from the packaged content;

a metadata analyzing means for analyzing the

extracted metadata;
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a multi-packaging means for generating a new content
by including the encrypted content, modified metadata and a
new digital signature;

a license engine means for analyzing an externally
issued license and checking information about rights for
using a content;

an encryption key generating means for generating an
encryption key;

an encryption means for decrypting a license key
analyzed at the license engine means or encrypting the
license key using the encryption key in response to a
license issuing request, and transmitting the encrypted
license key to the license issuing means; and

a communication means for communicating to a license
issuing means and a distributing means of an external

license issuing system.

4. The system as recited in claim 1, wherein the
content packaging means encrypts a content that is
initially distributed by a content producer, and packages
the content with metadata having information about the
content and a digital signature for preventing the content

from being forged or modified.

5. The system as recited in claim 1, wherein the
license issuing means includes:

a communicating means for communicating to an
external system to issue a license from an external system
through the content packaging means and transmitting the
issued license to an external system;

a key managing means for managing license key
information included in the license;

a base license managing means for storing and
managing a base license issued from the external system;

a license engine means for analyzing a base license
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issued from the external system, checking a validity of a
license issuing request, transmitting the base license to
the license generating means if it is valid, and requesting
a new license to be issued; and

the license generating means for generating a new

license based on the transmitted base license.

6. The system as recited in claim 5, wherein the
content packaging means packages metadata having the
content information, an encoded content and a digital

signature.

7. The system as recited in claim 5, wherein the
license includes a license key for decrypting a content,
information about rights to use the content and a digital

signature.

8. A method of issuing a license for multi-level
distribution of content, the method comprising the steps
of:

a) generating a license key for a target content to
distribute at a content packager;

b) transmitting a Dbase license issued from an
external system and the generated license key information
to a license issuing server from the content packager;

c) receiving a content purchasing request from a
purchaser and requesting the license issuing server to
issue a license at a distributing server; and

d) checking a validity of the license issuing request,
generating a new license and transmitting the generated

license to the purchaser at the license issuing server.

9. The method as recited in claim 8, wherein the step
a) includes the steps of:

a-1) generating a key seed to generate an encryption
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key;

a-2) generating the encryption key from the key seed;

a-3) extracting a license key and an encrypted
content key from the base license;

a-4) decrypting the encrypted content key using the
extracted license key; and

a-5) re-encrypting the content key using the

encryption key.

10. The method as recited in claim 8, wherein the
step b) includes the steps of:

b-1) retrieving a certificate from the license
issuing server;

b-2) encrypting the license key with a public key as
a certification of a license issuing server;

b-3) generating a message to be transmitted to the
license issuing server using a content ID, a content title
and an encrypted license key information;

b-4) digital signing the message; and

b-5) transmitting the digital signed message and the

base license to the license issuing server.

11. The method as recited in claim 8, wherein the
content purchasing request in the step c¢) includes the
steps of:

logging in the distributing server by the purchaser;

selecting rights and conditions for a target content
to purchase at the distributing server by the purchaser;

transmitting the certificate of the purchaser to the

distributing server.

12. The method as recited in claim 8, wherein the
license issuing request in the step d) includes the steps
of:

obtaining a license key from a database that manages
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a license key;

encrypting the license key with a public key of a
purchaser’s certificate;

generating a license issuing request message
including rights and conditions selected by a purchaser, an
encrypted license key and a certificate of a purchaser;

digitally signing the license issuing request message
using a certificate private key of the distributing server;
and

transmitting +the digital signed message to the

license issuing server.

13. The method as recited in claim 8, wherein the
step for checking the validity of the license issuing
request includes the steps of:

receiving a license issuing request from the
distributing server;

retrieving a corresponding base license from the base
license managing unit; and

determining rights and conditions received from the
distributing server are matched with rights and conditions

in the base license using a license engine.

14. The method as recited in claim 13, wherein the
step for generating the license includes the steps of:

retrieving key information for retrieving license key
information from a key managing unit;

extracting information about a license key from the
base license;

encrypting the information related the keys in the
step for retrieving the key information and the step for
extracting the license key using a public key of a
purchaser’s certificate;

generating rights and conditions for a license using

the rights and the condition received from the distributing
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server;
generating an extensible markup language (XML) based

license using the information obtained from the step of
encryption and the step of generating the rights; and

digitally signing the XML based license.
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FIG. 7

( SIART )

\

REQUEST CERTIFICATE 5700
TO LICENSE SERVER
Y
ENCRYPT LICENSE KEY — 5702

$

GENERATE TRANSMITTING MESSAGE — S704

!

TRANSMIT DIGITAL SIGNATURE — 5706

!

TRANSMIT BASE LICENSE AND TRANSMITTING
MESSAGE TO LICENSE SERVER — 5708

END




WO 2006/065012 PCT/KR2005/002265

8/11

FIG. 8
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( START )

A

OBTAIN LICENSE KEY — 5900

\

ENCRYPT LICENSE TO PUBLIC B
KEY OF PURCHASER 5902

w
GENERATE REQUEST MESSAGE FOR

ISSUING LICENSE — 5904
Y
LICENSE ISSUING REQUEST MESSAGE -
DIGITAL SIGNATURE

Y
TRANSMIT LICENSE ISSUING REQUEST MESSAGE t— S908

Y
END




WO 2006/065012 PCT/KR2005/002265

10/11

FIG. 10

( START )

Y
RECEIVE LICENSE ISSUING REQUEST MESSAGE  t— S1002

\
OBTAIN BASE LICENSE — 51004

Y
CHECK VALIDITY OF LICENSE ISSUING REQUEST [ S1006

\
END




WO 2006/065012 PCT/KR2005/002265

11/11

FIG. 11
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