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(57) ABSTRACT 

The present invention relates to a device (1) comprising an 
input for receiving an input, calculation means (P) for 
producing a response (OUTPUT) in response to the input 
(INPUT) and a secret key (A) by utilizing a first predeter 
mined function (f), and an output (3) for feeding said 
response (OUTPUT) further. In order for an attacker not be 
able to find out the secret key, the device further comprises 
a memory (M) in which the key-specific number (RND) is 
stored, and means for retrieving the key-specific number 
(RND) from the memory (M) and for feeding it to the 
calculation means (P) for carrying out predetermined cal 
culation operations (f2) on the basis of the key-specific 
number (RND) when producing said response (OUTPUT). 

8 Claims, 3 Drawing Sheets 
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METHOD OF PRODUCING ARESPONSE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a continuation of International Appli 
cation No. PCT/FIOO/00649, filed Jul. 14, 2000, which was 
published in the English language on Jan. 25, 2001, under 
International Publication No. WO 01/06700, and the disclo 
sure of which is incorporated herein by reference. 

BACKGROUND OF THE INVENTION 

The present invention relates primarily to authentication 
devices for authenticating for example a Smart card or a 
similar device based on a secret key. The invention relates 
particularly to protecting a secret key against attempts by an 
attacker to find out the secret key. Secret keys are used in 
authentication operations for example with Smart cards, each 
Smart card having an individual secret key for confirming its 
identity. The present invention is not, however, restricted 
only to smart cards, but the solution of the invention can be 
utilized also in other situations requiring the protection of a 
secret key. However, the invention will be described below 
by way of example with reference primarily to Smart cards. 

Previously known is a Smart card comprising a memory, 
for example an EEPROM memory, in which a secret key is 
stored. The secret key is typically composed of a bit string 
having a length of no less than 64 bits. The Smart card also 
comprises a processor. To confirm its identity, the Smart card 
communicates with an external authentication process, 
whereby the authentication process feeds to the Smart card 
an input composed of a bit string. The processor of the Smart 
card then retrieves from the memory a secret key, which was 
stored therein in advance, and the processor then performs 
a calculation in accordance with a predetermined function 
using in the calculation the bit string fed to the Smart card 
and the secret key retrieved from the memory. The smart 
card feeds the result of the calculation, i.e. the response, 
from its output to the authentication process. 

Since the authentication process is aware of the Smart 
cards secret key and of the function the Smart cards 
processor uses, it is able to perform the same calculation as 
the smart card. If the result of the calculation performed by 
the authentication process corresponds to the result obtained 
from the output of the smart card, the identity of the smart 
card is confirmed, since only one Smart card containing said 
secret key exists, which thus produces said response in 
response to the input that was fed thereto. 
A weakness related to the above known Smart card is that 

there are ways for an attacker to find out the secret key stored 
in the smart cards memory. One such way is DPA (Differ 
ential Power Analysis), in which different inputs are fed to 
the Smart card repeatedly (several thousand times), and the 
response obtained from the output of the smart card, the 
power consumed by the Smart card during the calculation, 
and the radiation generated by the Smart card during the 
calculation are simultaneously monitored. By keeping sta 
tistics of the input, power consumption, radiation, and 
response, the attacker can find out the Secret key stored in the 
cards memory. If an attacker finds out the Secret key, he is 
able to for example clone the Smart card, i.e. make another 
Smart card in which the same secret key is stored. Such 
cloning may cause significant harm, for example if said 
Smart card is a person's identity card by which the person 
can be electronically identified. 
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2 
BRIEF SUMMARY OF THE INVENTION 

It is an object of the present invention to avoid the above 
problem and to provide a solution for ensuring that an 
attacker cannot find out the secret key used for producing a 
response. This object is achieved by the method of the 
invention of producing a response with a device comprising 
an input for receiving an input, calculation means for 
producing a response which is responsive to the input and a 
secret key by utilizing a first predetermined function, and an 
output for feeding said response further. The method of the 
invention is characterized by storing in a memory of the 
device a key-specific number and a coded key, which is 
calculated by means of the secret key, the key-specific 
number and a second predetermined function, and, when 
producing the response, reading said key-specific number 
and coded key from the memory, calculating the secret key 
on the basis of said key-specific number and coded key by 
using the inverse function of said second predetermined 
function, and utilizing the calculated secret key to produce 
said response. 
The invention also relates to a device for applying the 

method of the invention. The device of the invention com 
prises an input for receiving an input, calculation means for 
producing a response which is responsive to the input and a 
secret key by utilizing a first predetermined function, and an 
output for feeding said response further. The device of the 
invention is characterized by further comprising a memory 
for storing a key-specific number and a coded key, which is 
calculated by means of the secret key, the key-specific 
number and a second predetermined function, and means for 
retrieving the key-specific number and the coded key from 
the memory and feeding them to the calculation means, 
which calculate the secret key by means of the coded key, 
the key-specific number and the inverse function of said 
second predetermined function when producing said 
response. 
The invention further relates to a system in which the 

method and device of the invention can be utilized. The 
system of the invention comprises a device having an input 
for receiving an input, calculation means for producing a 
response which is responsive to the input and a secret key by 
utilizing a first predetermined function, and an output for 
feeding said response further, and an apparatus, which is 
connected to the input of the device for feeding said input to 
the device, and to the output of the device for receiving said 
response, said apparatus further comprising a memory in 
which said secret key is stored, calculation means for 
calculating a check value by means of the input, the secret 
key and said first predetermined function, and means, which 
compare the response obtained from the output of the device 
with the check value and indicate if the response corre 
sponds to the check value. The system of the invention is 
characterized in that the device further comprises a memory 
for storing the key-specific number and a coded key, which 
is calculated by means of the secret key, the key-specific 
number and a second predetermined function, and means for 
retrieving the key-specific number and the coded key from 
the memory and for feeding them to the calculation means, 
which calculate the secret key by means of the coded key, 
the key-specific number and the inverse function of said 
second predetermined function when producing said 
response. 
The invention is based on the idea that finding out the 

secret key that produces the response becomes considerably 
more difficult when a key-specific number is read from the 
memory of the device upon production of the response and 
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used in predetermined calculations for producing the 
response. This is because in this case the power consumption 
and radiation used in producing the response of the device 
are no longer Solely dependent on the secret key, the input, 
and the function used in the calculation, but processing the 
key-specific number also generates a given measurable 
power consumption and radiation, which makes it still more 
difficult to find out the secret key. In this case, an attacker 
cannot be sure which part of the measurable power con 
Sumption and radiation is generated by processing the key 
specific number and which part is generated by producing 
the actual response. 

In accordance with the invention, the secret key is coded 
by using a second predetermined function and a key-specific 
number. In this case the coded key and the key-specific 
number are stored in the memory of the device. When the 
response is produced, the coded key and the key-specific 
number are read from the memory of the device, whereupon 
the inverse function of the second function is used to 
calculate the secret key used in producing the response. In 
this case the radiation and power consumption generated by 
calculating the secret key prevent an attacker from deter 
mining the radiation and power consumption generated in 
producing the response. Furthermore, the key is not at all 
stored in the memory of the device. Known solutions have 
shown that reading a secret key from a memory is an 
operation that Supplies an attacker with a considerable 
amount of information. 

Instead of the calculation means of the device utilizing a 
separate function and a separate secret key, it is also feasible 
that the secret key is part of the function used. In this case, 
for example changing the secret key actually means that the 
device-specific function is changed, and, similarly, finding 
out the secret key actually means that the secret device 
specific function is figured out. 
A key-specific number refers to a number that is in use 

substantially during the entire lifetime of the coded key. In 
other words, when a coded secret key is changed, the 
key-specific number is also changed. The key-specific num 
ber may be composed of for example a random number 
generated with a random number generator when the new 
coded secret key is taken into use. Alternatively, the key 
specific number maybe composed of for example a pseudo 
random number. It is, however, important that a used key 
specific number is not very often taken into use anew. 
The most significant advantage of the Solution of the 

invention is thus that an attacker finds it increasingly difficult 
to find out the secret key used in producing a response, since 
for example the power consumption and radiation of the 
device no longer correspond to the actual power consump 
tion and radiation caused by producing the response, where 
fore statistical methods are unable to find out the secret key 
being used. 

In a preferred embodiment of the device of the invention, 
the device comprises means for calculating, at given inter 
vals, for example when the device has produced 1000 
responses, a new coded key by means of a new key-specific 
number and a second predetermined function. The device 
stores said new coded key and new key-specific number in 
its memory in place of the previous ones. This embodiment 
of the invention makes it still more difficult to find out the 
secret key, since an attacker is able to keep statistics of the 
radiation and power consumption during the production of 
for example, said 1000 responses, whereupon an essential 
change occurs in the calculation operations carried out to 
produce the response, and the statistics are thus useless. 
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4 
The preferred embodiments of the method, device and 

system of the invention are disclosed in the attached depen 
dent claims 2, 3, 5, 7, and 8. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

The foregoing Summary, as well as the following detailed 
description of preferred embodiments of the invention, will 
be better understood when read in conjunction with the 
appended drawings. For the purpose of illustrating the 
invention, there is shown in the drawings embodiments 
which are presently preferred. It should be understood, 
however, that the invention is not limited to the precise 
arrangements and instrumentalities shown. 

In the drawings: 
FIG. 1 is a flow chart of a first preferred embodiment of 

the method of the invention, 
FIG. 2 is a block diagram of a first preferred embodiment 

of the device of the invention, 
FIG. 3 is a block diagram of a second preferred embodi 

ment of the device of the invention, 
FIG. 4 is block diagram of a third preferred embodiment 

of the device of the invention, 
FIG. 5 is a block diagram of a first preferred embodiment 

of the system of the invention, and 
FIG. 6 is a block diagram of a second preferred embodi 

ment of the system of the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The flow diagram of FIG. 1 can be utilized for example 
for authenticating a Smart card, i.e. it serves to ensure that a 
Smart card is involved, which, in response to an input fed 
thereto, actually produces a predetermined response whose 
value depends on a Smart card-specific secret key. A Smart 
card-specific secret key means that of all the Smart cards in 
use, only one uses said secret key when producing the 
response. 

In FIG. 1, in block A, a given input INPUT is fed to the 
device, i.e. a smart card. In practice, said input is composed 
of a bit string of a predetermined length. 

In block B, a key-specific number RND, stored in a 
memory of the device, is retrieved. It may be for example a 
random number that is determined and stored in the memory 
of the device at the same time as the secret key was 
determined for the smart card. 

In block C, the response OUTPUT is calculated with 
calculation means utilizing a first function f by means of a 
secret key A and an input INPUT. During the calculation of 
the response, predetermined calculation operations are also 
carried out in block B on the basis of the read key-specific 
number RND. 

If the secret key A is stored in the memory of the device, 
the calculation operations connected with the key-specific 
number RND are such that they have no effect on the 
response OUTPUT calculated by the calculation means. In 
other words, in this case a suitable calculation formula is 
used, whereby the energy consumption and radiation gen 
erated by the calculation only distort the total energy con 
Sumption and total radiation of the device when the response 
is produced. 

If, on the contrary, the secret key A is not stored in the 
memory of the device, but instead, in addition to the 
key-specific number RND, a coded key A', calculated by 
utilizing the secret key A, the key-specific number RND and 
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the second predetermined function g (i.e. Ag(RND,A)) is 
stored in the memory of the device, the calculation opera 
tions associated with the key-specific number RND are such 
that they give as the result the secret key A. In this case, the 
inverse function g of said second predetermined function g 
is used to calculate the secret key A on the basis of the 
key-specific number RND and the coded key A' (i.e. Ag' 
(RND,A)). Hereby the energy and radiation generated by 
calculating the key A distort the total energy consumption 
and total radiation generated in producing the response 
OUTPUT. 

In block D, the response OUTPUT is fed from the output 
of the device. For example an external authentication appa 
ratus can use the response to make Sure that the right Smart 
card is involved. This is accomplished by the authentication 
apparatus, which knows function f, the secret key A and the 
input INPUT, carrying out a calculation operation corre 
sponding to that carried out by the smart card. Hereby the 
response OUTPUT produced by the smart card should be the 
same as the result of the calculation operation carried out by 
the authentication apparatus. 

FIG. 2 is a block diagram of a first preferred embodiment 
of the device of the invention. The device in FIG. 2 can be 
for example an identity card by which a person's identity can 
be electronically confirmed; an electronic credit card, in 
whose memory is stored a given amount of money; a permit 
card, indicating to a satellite receiver connected to a TV set 
that it is allowed to watch a given Subscription channel; or 
any other device that must be reliably authenticated. 
The device 1 comprises a calculation means, composed of 

a processor P, which utilizes a given calculation function f. 
The device 1 also comprises a memory M, for example an 
EEPROM memory. In the memory M is stored the device's 
1 secret key A, composed of a bit string whose length may 
be 64 bits, for example. In the memory M is also stored a 
key-specific number RND, also composed of a bit string. 
When a given input INPUT is fed to the input 2 of the 

device 1, the processor P retrieves from the memory M the 
secret key A and the key-specific number RND stored 
therein. The processor P then uses the first predetermined 
function f to calculate the response OUTPUT, whose value 
depends on the secret key A and the input INPUT, i.e. 
OUTPUT=f(INPUTA). When calculating the response 
OUTPUT, the processor P also carries out calculation by 
utilizing a function f2 and the key-specific number RND. 
The calculations carried out with function f2 do not affect 
the response OUTPUT produced by the processor, whereas 
the energy consumption in the calculation and the radiation 
caused by the calculation change, whereby it is impossible 
for an attacker to find out the energy required for producing 
the response OUTPUT and the radiation generated thereby. 

In contrast to the case in FIG. 2, it is also feasible that the 
device 1 comprises two processors, one of which performs 
calculations on the basis of function f, and the second on the 
basis of function f2. 

In the case of FIG. 2, when the processor Phas completed 
the calculations with functions f and f2, it feeds the response 
OUTPUT generated by function f to the devices 1 output 3, 
from where an outside authentication process, for example, 
can read it. 

FIG. 3 is a block diagram of a second preferred embodi 
ment of the device of the invention. The embodiment of FIG. 
3 largely corresponds to that of FIG. 2. In the case of FIG. 
3, however, a coded key A' is stored in the memory M. 
instead of the Secret key A. Consequently, no secret key A is 
stored in the device 1", thus making it impossible to read the 
secret key from the memory at any time. Especially reading 
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6 
a secret key from a memory is such a measure that Supplies 
an attacker with especially much information for finding out 
the secret key of the device. 

In the case of FIG. 3, the coded key A' and the key 
specific number RND are stored in the memory M of the 
device 1'. The coded key A' has been generated by means of 
the secret key A and the key-specific number RND and a 
second predetermined function g such that Ag(A.RND). 
When the processor P receives the input INPUT fed via 

the input 2 of the device 1", it retrieves the coded key A' and 
the key-specific number RND from the memory M. The 
processor P' then utilizes the bit strings A and RND 
retrieved from the memory in calculations to be performed 
on the basis of the inverse function g of the second prede 
termined function g. As a result of these calculations, the 
processor P' finds out the secret key, i.e. Ag' (A.RND). 
Once the processor knows the secret key A, it utilizes it 

in calculations to be performed on the basis of the first 
predetermined function f, the result of which is the response 
OUTPUT, i.e. OUTPUT=f(INPUTA). 

Calculating the secret key from the coded key and the 
key-specific number, brings about the advantage that the 
energy used by the device 1' to produce the response and the 
radiation generated thereby seem higher or lower than what 
they really are. An attacker is unable to distinguish the actual 
energy used in producing the response OUTPUT and the 
radiation generated thereby from other energy consumption 
and radiation. 

It is naturally feasible, contrary to the case in FIG. 3, that 
the device comprises two processors, one of which performs 
the calculations by using function g, and the second by 
using function f. 

FIG. 4 is a block diagram of a third preferred embodiment 
of the device of the invention. The embodiment of FIG. 4 
largely corresponds to that of FIG. 3. In the case of FIG. 4. 
the device 1" comprises, however, means for taking into use 
a new coded key A and a new key-specific number RND. 

In the case of FIG. 4, the processor P" comprises a counter 
for registering the number of times the processor P" has 
produced the response OUTPUT. Once said counter reaches 
a predetermined limit value, e.g. 1000, the processor P" 
initiates a process for taking into use a new coded key A' and 
a new key-specific number RND. In this case the processor 
P" calculates the secret key A on the basis of the coded key 
A", the key-specific number RND and the function g, stored 
in the memory M". The processor P" feeds the secret key A 
thus obtained to a second processor 5" (contrary to the 
example in FIG. 4, the device 1" may also comprise a single 
processor, in which case the processor P" of FIG. 4 also 
performs the functions of the second processor 5" of FIG. 4). 
At the same time, the processor P" guides a random number 
generator 4" to generate a new random number, which the 
random number generator feeds to the second processor 5". 
The second processor 5" is programmed to perform 

calculations by means of the second predetermined function 
g. Thus it calculates the new coded key A' on the basis of the 
secret key A and the new random number RND, whereby 
Ag(A.RND). The processor 5" stores said new coded key 
A together with a new key-specific number RND, composed 
of a random number, in the memory M" to replace the 
previous coded key and the previous key-specific code. 

Lastly, the processor P"Zeroes the counter, whereupon the 
device 1" utilizes the new coded key and the new key 
specific number until the counter again indicates that the 
processor P" has produced a number of responses OUTPUT 
corresponding to the limit value (e.g. 1000), whereby the 
calculation of a new coded key again starts. 
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FIG. 5 is a block diagram of a first preferred embodiment 
of the system of the invention. The system of FIG. 5 utilizes 
the device 1 described in connection with FIG. 2. 

The device 1 is connected to an apparatus 10, which may 
be for example an authentication apparatus. The device 1 
and the apparatus 10 do not have to be physically intercon 
nected, but the apparatus 10 may be for example a computer, 
which has a data transmission connection to the device 1 via 
the Internet or some other information network. If the device 
1 is an electronic identity card inserted into the card reader 
of a computer connected to the Internet, the apparatus 10 is 
able to verify via the Internet and the device 1 the identity 
of the current user of the computer, the assumption being 
that the person concerned is the one whose identity card is 
at that time inserted into the reader. 
The apparatus 10 comprises a memory M2 in which the 

secret keys of all available devices (identity cards) are 
stored. Consequently, when the apparatus wants to ensure 
that a given device 1 is concerned, it retrieves the Secret key 
A of said device 1 from the memory M2 for authentication. 
Hereby a control unit 11 in the apparatus 10 also produces 
a predetermined input INPUT. The control unit 11 sends said 
input to the device 1 and to a processor P2 in the apparatus. 
The processor P2 in the apparatus uses the same function f 
as the processor P in the device 1. Since both processors use 
the same function f, the same secret key A and the same 
input INPUT, the response OUTPUT produced by them 
should also be the same. To ascertain this, the apparatus 
comprises a comparison means 12 that compares the 
response obtained from the output 3 of the device with the 
response produced by the processor P2, and, on the basis of 
the comparison, produces for example a signal that repre 
sents the result of the comparison. 
The apparatus 10 may also be used to change the secret 

key of the device 1. In this case, the control unit 11 of the 
apparatus generates a new secret key A, which it stores in the 
memory M2 and transmits to the device 1. When the new 
secret key A is generated, a random number generator 13 in 
the apparatus 10 generates also a new key-specific number 
RND, which the apparatus also sends to the device 1. Thus 
the device 1 receives the new secret key A and the new 
key-specific number RND, which it stores in the memory M 
to replace the previous ones. 

FIG. 6 is a block diagram of a second preferred embodi 
ment of the system of the invention. The embodiment of 
FIG. 6 largely corresponds to that of FIG. 5. 

In the embodiment of FIG. 6, the apparatus 10' does not, 
however, send a new secret key Ato be stored in the memory 
of the device 1'. Instead, the new secret key A and the new 
key-specific number generated by the random numbergen 
erator 13 are fed to a processor 14. The secret key A is also 
stored in the memory M2. 
The processor 14 uses the second predetermined function 

g and the key-specific number to calculate the coded key A. 
Hereby Ag(RND,A). The device 10' then sends the new 
coded key A' and the key-specific number RND to the device 
1', which stores them in the memory M. The device 1' uses 
said coded key A' and the key-specific number RND as is 
described in connection with FIG. 3. 

It will be appreciated by those skilled in the art that 
changes could be made to the embodiments described above 
without departing from the broad inventive concept thereof. 
It is understood, therefore, that this invention is not limited 
to the particular embodiments disclosed, but it is intended to 
cover modifications within the spirit and scope of the present 
invention as defined by the appended claims. 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

8 
I claim: 
1. A method of producing a response with a Smart card, 

the Smart card comprising: 
an input for receiving an INPUT: 
calculation means for producing a response which is 

responsive to the INPUT and a secret key by utilizing 
a first predetermined function; and 

an output for outputting said response; 
said method comprising: 
storing in a memory of the Smart card a key-specific 
number and a coded key, which has been calculated 
using the secret key, the key-specific number and a 
second predetermined function; and, 

when producing the response: 
reading said key-specific number and said coded key from 

the memory of the Smart card; 
calculating the secret key with the Smart card using said 

key-specific number and said coded key by using the 
inverse function of said second pre-determined func 
tion; and 

utilizing the calculated secret key, the INPUT and the first 
predetermined function to produce said response with 
said Smart card. 

2. The method as claimed in claim 1, wherein said second 
predetermined function is a device-specific function, and 
that said key-specific number is a random number. 

3. The method as claimed in claim 1 comprising calcu 
lating and storing in the memory of the Smart card a new 
coded key and a new key-specific number, when the calcu 
lation means have utilized said first predetermined function 
a predetermined number of times. 

4. A Smart card comprising: 
an input for receiving an INPUT: 
calculation means for producing a response which is 

responsive to the INPUT and a secret key utilizing a 
first predetermined function; 

a memory for storing a key-specific number and a coded 
key, which has been calculated using the secret key, the 
key-specific number and a second predetermined func 
tion; 

means for retrieving the key-specific number and the 
coded key from the memory and feeding them to the 
calculation means, which calculates the secret key by 
means of the coded key, the key-specific number and 
the inverse function of said second predetermined 
function when producing said response; and 

an output for outputting said response. 
5. The smart card as claimed in claim 4, wherein the smart 

card comprises coding means for calculating a new coded 
key by means of the secret key, a new key-specific number 
to be fed to the coding means, and said second predeter 
mined function, and the Smart card further comprises means 
for replacing the coded key and the key-specific number 
stored in the memory with the new coded key calculated by 
the coding means, and the new key-specific number. 

6. A system comprising: 
a Smart card having: 
an input for receiving an INPUT: 
calculation means for producing a response which is 

responsive to the INPUT and a secret key utilizing a 
first predetermined function; 

a memory for storing a key-specific number and a coded 
key, which is calculated using the Secret key, the 
key-specific number and a second predetermined func 
tion; 

means for retrieving the key-specific number and the 
coded key from the memory and for feeding them to the 
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calculation means, which calculates the secret key 
using the coded key, the key-specific number and the 
inverse function of said second predetermined function 
when producing said response; and 

an output for outputting said response; and 
an apparatus, connected to the input of the Smart card for 

feeding said INPUT to the smart card, and to the output 
of the Smart card for receiving said response, said 
apparatus comprising: 

a memory for storing said secret key: 
calculation means for calculating a check value by means 

of the INPUT, the secret key and said first predeter 
mined function; and 

means, which compares the response obtained from the 
output of the smart card with the check value and 

10 

10 
indicates if the response corresponds to the check 
value. 

7. The system as claimed in claim 6, wherein said 
apparatus comprises: 
means for calculating the coded key by means of the 

Secret key, the key-specific number and the second 
predetermined function; and 

means for storing the coded key and the key-specific 
number in the memory of the Smart card. 

8. The system as claimed in claim 7, wherein said 
apparatus further comprises a random number generator for 
generating the key-specific number during the calculation of 
the coded key. 


