wo 2020/003479 A1 | NI 0000 KO0 0O 0

) FEFHAEZNICE TV T LRI N EREEE
(19) H 5 AP F HAR éi 00O 0O OO0

E ;I_-r\$ijjj=5 N %
(10) | ]I]\-b\ 7 j 7
(43) EE‘ }I \/-b\\ 7 j E %

202041 B 2H(02.01.2020 WO 2020/003479 Al

F1R2HE( ) wiPOIPCT

(51) EERFEF o4 (74) RIBA /MK B EZ(KOGI Tomohiko); T 8800804
GOGF 21/46 (2013.01)  GOGF 21/55 (2013.01) I EE B SHE1 1 -2 4 2A

Q) ERHERS PCT/IP2018/024760 EJL 1 F Miyazaki (JP).

22) GRS : B FBEE(RFDRBRWRY, £ TORADENRER

(22) ERRERER : 2018356)%295(29.06.201_8) S TTE) . AE AG. AL. AM. AO. AT. AU. AZ.

(25) EFR RO EEE - HARE BA. BB, BG, BH, BN, BR, BW, BY, BZ, CA, CH,

(26) EEABED=EE . AAE CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM, DO,

DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, I, IN, 1R, IS, JO, JP, KE, KG, KH,
KN, KP,KR, KW, KZ, LA, LC,LK, LR, LS, LU, LY,
MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,

HDHBEA:- %X s+ 77 1 4 (OPTIM
CORPORATION) [JP/JP]; T8408502 tr B IR{AL
BHAKEET 1 Saga (JP).

(72) 3BE B 8= (SUGAYA Shunji); T1050022 NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT,
RRABXBFFE1TH2F 205 9BEILT« QA. RO, RS, RU, RW, SA, SC, SD, SE, SG, SK. SL,

v 2 1B %At A 77 1 LA Tokyo (JP).

(54) Title: COMPUTER SYSTEM, IoT DEVICE MONITORING METHOD, AND PROGRAM
G4 RADOKIF : AVE2—9Y 2T L, | o THRRERAERV IOV S 4

[E1]

o'
-
=k

i

(@)
g 8

(I Ey
/4 °ﬂ<

f=]
f=1
o

‘ FIETHEAETS03 ‘
¥

fapmEh g EE
T YA E>THMS04

O

L=l
o
€

100 loT device
S03 Fraudulent access learning
S04 Determine ease of cancellation depending on access

(57) Abstract: [Problem] The purpose of the present invention is to provide a computer system, an IoT device monitoring
method, and a program for which security has been improved. [Solution] A computer system for monitoring a connected
IoT device 100, the computer system: monitoring the login state of the IoT device 100; detecting fraudulent access on the
basis of the monitoring results; learning an ID and/or a password of the detected fraudulent access; determining whether
the ID and/or the password previously possessed by the IoT device 100 is easily cancelled; and performing control such
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that the IoT devices 100 to be accessed for making the determination are accessed in a prescribed priority order.
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