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INFORMATION MANAGEMENT SYSTEMS AND METHODS USING A
BIOLOGICAL SIGNATURE

CROSS-REFERENCE
[0001] This application claims the benefits of U.S. Provisional Application No. 61/699,632, filed

September 11, 2012, which application is incorporated herein by reference in its entirety.

BACKGROUND
[0002] With the explosion of technology and electronic data, a more accurate way of identifying
an individual is desired. Improved identification and authentication techniques are particularly
desirable to enable the positive identification of individuals in the digital era to address issues
such as identify fraud, inaccurate and/or incomplete records, and unreliable identification of
individuals.
[0003] Medical recordkeeping is one area that could benefit from improved identification
techniques. Currently, access to medical records for individuals is limited. As people move
between different medical facilities, many of their past medical records are lost and not shared
with the current medical facilities. When attempting to aggregate data across multiple systems,
or even access data from multiple systems for a particular individual, there are many difficulties
that arise with respect to uncertainties surrounding whether an individual identified in a record is
the same individual as identified in another record. For example, multiple people may have the
same name. Even combining several different types of information, it may be difficult to verify
the identity of an individual with absolute certainty. There may also be cases of identity theft or
fraud where an individual may be trying to pass off as another individual. Due to the uncertainty
in confirming an individual’s identity, many past records which may be useful to provide health
care for an individual are not relied upon.
[0004] Importantly, currently there are no truly unique identifiers or effective conventional
methods for creating unique patient identities in a database. Using traditional techniques does
not enable a truly unique way to identify an individual. Today, an individual identifier is
assigned by the system programmatically or sequentially, and there is no other unique way to
identify, for example, a patient because names, addresses and date of birth (DOB) are not truly
unique and not everyone uses them as unique identifiers.
[0005] As a result, large scale data integration across different types of data sets using
conventional identification methods is highly compromised. A patient with a common name may
show up multiple times in a database. A medical practitioner, for example, is at great risk in

assuming that a patient with a certain name who shows up in their office is the same person
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whose data they are viewing in a database as the risk of treatment inaccurately has critical
consequences. Also a person cannot organize or index data effectively as the same name may
show up over and over multiple times.

[0006] Fingerprints and retinal scans have been used in some settings to provide identification.
See, e.g., U.S. Patent Publication No. 2007/0047770, which is hereby incorporated herein by
reference in its entirety for all purposes. These methods can be compromised, however, through
duplication of the identifier such as by lifting or scanning a fingerprint of another person or
duplication of a person’s retinal image. Thus, a need exists for improved identification

techniques.

SUMMARY
[0007] Improved systems and methods are provided for identifying individuals. At least some
embodiments herein provide for generating and using databases that include unique identifiers
for individuals. At least some embodiments herein provide for systems and methods for
authenticating individuals and providing individuals with access to locations, devices, and/or
information. As different kinds of records are associated with a large number of people who
may share common characteristics, such as identical names, at least some embodiments herein
provide a more accurate way of identifying an individual, which is desired to positively associate
the individual with one or more records, such as medical records, financial records, commercial
records, or any other records that may be stored in electronic form. One or more embodiments
herein use certain biological identifiers that are unique to an individual. One or more
embodiments herein will (1) facilitate large scale integration of data across different databases
and different types of data, and/or (2) eliminate fragmentation of data across multiple databases
or diverse systems around the same subject, same patient or same member or individual.
[0008] In one embodiment, a method of creating a data repository for records of individual
subjects is provided, the method including: associating, using a processor, a genetic signature of
a subject with at least one record of the subject, wherein the genetic signature is obtained by (i)
obtaining a biological sample containing at least one nucleic acid molecule of the subject, and
(i1) generating a genetic signature from said at least one nucleic acid molecule, wherein the
genetic signature is indicative of the identity of said subject; and storing the genetic signature
and the record within one or more database. The method may be used to create a data repository
for records of individual subjects. The method may further include repeating the above steps for
at least one additional subject. The method may further include performing nucleic acid

amplification of the at least one nucleic acid molecule on the sample processing device.
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[0009] In another embodiment, a method of verifying an identity of an individual is provided,

the method including: comparing, with the aid of a processor, a genetic signature of the
individual with a pre-collected genetic signature of the individual stored in a memory unit,
wherein, the genetic signature is obtained by analyzing a biological sample of the individual
tendered at a point of service location, the point of service location includes a sample processing
device configured to receive the biological sample from the individual and process the sample to
yield the genetic signature, and a match between the genetic signature and the pre-collected
genetic signature verifies the identity of the individual. The processor and the memory unit may
or may not be part of the same device.

[0010] In another embodiment, a method of verifying the identity of an individual is provided,
the method including: comparing, with the aid of a processor, a genetic signature of the
individual with a pre-collected genetic signature of the individual stored in a memory unit,
wherein, the genetic signature is obtained by analyzing a biological sample of the individual, the
amount of time between collecting the biological sample from the individual and completion of
comparing the genetic signature with the pre-collected genetic signature is no more than twenty-
four hours, and a match between the genetic signature and the pre-collected genetic signature
verifies the identity of the individual. The processor and the memory unit may or may not be
part of the same device.

[0011] In another embodiment, a method of associating a genetic signature of an individual with
a medical record is provided, including: comparing, with the aid of a processor, a genetic
signature of the individual with a pre-collected genetic signature of the individual stored in a
memory unit, wherein, the genetic signature is obtained by analyzing a biological sample of the
individual tendered at a point of service location, a match between the genetic signature and the
pre-collected genetic signature verifies the identity of said individual, the pre-collected genetic
signature has one or more medical record associated therewith, and, verification of the identity of
the individual permits the association of the genetic signature with said one or more medical
record.

[0012] In another embodiment, a method of providing an individual with access to a secured
location or device is provided, including: comparing, with the aid of a processor, a genetic
signature of the individual with a pre-collected genetic signature of the individual stored in a
memory unit, wherein, the genetic signature is obtained by analyzing a biological sample of the
individual tendered at a point of service location, a match between said genetic signature and
said pre-collected genetic signature verifies the identity of the individual, and provides the
individual with access to a secured location or device if the verified identity of the individual

falls within a group of one or more identities permitted to access the secured location or device.
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[0013] In another embodiment, a method of verifying an identity of an individual is provided,

including: comparing, with the aid of a processor, a genetic signature of the individual with a
pre-collected genetic signature of the individual stored in a memory unit, and a dynamic
biological signature of the individual with a pre-collected dynamic biological signature of the
individual stored in a memory unit, wherein, the genetic signature and the dynamic biological
signature are obtained by analyzing one or more biological sample of the individual tendered at a
point of service location, and a match between the genetic signature and the pre-collected genetic
signature, and a degree of change between the dynamic biological signature and the pre-collected
dynamical biological signature falling within a predicted trajectory, verifies the identity of the
individual. The predicted trajectory may be determined based on knowledge of trends of the
dynamic biological signature. The predicted trajectory may be determined based on one or more
predictive model. The predictive model may incorporate pre-collected dynamic biological
signature data from the individual.

[0014] In another embodiment, a method of aggregating a plurality of records is provided,
including: providing a first record system comprising a first memory unit that stores one or more
records relating to one or more subjects, an individual record comprising a genetic signature of
an individual subject that is associated with at least one type of personal information of said
individual subject; providing a second record system comprising a second memory unit that
stores one or more records relating to one or more subjects, an individual record comprising a
genetic signature of an individual subject that is associated with at least one type of personal
information of said individual subject; and comparing, using a processor, a genetic signature of
the first record system and a genetic signature of the second record system, wherein if the genetic
signature of the first record system and the genetic signature of the second record systems are the
same, associating the records of the first and second records systems, thereby aggregating the
plurality of records.

[0015] In another embodiment, a method of creating a data repository having unique identifiers
for records of individual subjects is provided, the method including: associating, using a
processor, the genetic signature of a subject with at least one record of said subject, wherein the
genetic signature is a unique identifier of said subject, and wherein the genetic signature is
obtained by (i) obtaining a biological sample containing at least one nucleic acid molecule of the
subject, and (ii) generating a genetic signature from the at least one nucleic acid molecule,
wherein the genetic signature is indicative of the identity of said subject, storing the genetic
signature and the record in one or more database; and using the genetic signatures as an index

providing access to the record in the one or more data repositories.
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[0016] In another embodiment, a method of encrypting data is provided, the method including:

generating, using a processor, a data encryption key using a genetic signature of a subject,
wherein the genetic signature is obtained by (i) obtaining a biological sample containing at least
one nucleic acid molecule of the subject, and (ii) generating a genetic signature from the at least
one nucleic acid molecule; and encrypting data provided by the subject with the data encryption
key.

[0017] In another embodiment, a method of encrypting data is provided, the method including:
generating, using a processor, a data encryption key using a biological sample of a subject,
wherein the data encryption key is obtained by (i) obtaining the biological sample of the subject,
and (ii) generating a static signature from the biological sample and a dynamic signature from
the biological sample; and encrypting data provided by the subject with the data encryption key.
[0018] In another embodiment, a system for creating a data repository for records of individual
subjects is provided, the system including: a sample collection unit configured to obtain a
biological sample suspected to contain at least one nucleic acid molecule of a subject; a signature
generator configured to generate a genetic signature from the at least one nucleic acid molecule,
wherein the genetic signature is indicative of the identity of said subject; a processor configured
to associate the genetic signature with at least one record of the subject; and one or more
databases configured to store the genetic signature and the record.

[0019] In another embodiment, a system for verifying an identity of an individual is provided,
the system including: a sample processing device configured to receive a biological sample from
the individual; a memory unit configured to store a pre-collected genetic signature of the
individual; a processor configured to compare a genetic signature of the individual with the pre-
collected genetic signature; a sample collection unit configured to obtain a biological sample
suspected to contain at least one nucleic acid molecule of a subject; a signature generator
configured to generate a genetic signature from the at least one nucleic acid molecule, wherein
the genetic signature is indicative of the identity of said subject; wherein, the genetic signature is
obtained by analyzing a biological sample of the individual tendered at a point of service
location, the point of service location includes a sample processing device configured to receive
the biological sample from the individual and process the sample to yield said genetic signature,
and a match between the genetic signature and said pre-collected genetic signature verifies the
identity of the individual.

[0020] In another embodiment, a system for verifying the identity of an individual is provided
herein, the system including: a memory unit configured to store a pre-collected genetic signature
of the individual; and a processor configured to compare a genetic signature of the individual

with the pre-collected genetic signature, wherein, the genetic signature is obtained by analyzing a
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biological sample of the individual, the amount of time between collecting the biological sample

from the individual and completion of comparing the genetic signature with the pre-collected
genetic signature is no more than twenty-four hours, and a match between the genetic signature
and said pre-collected genetic signature verifies the identity of the individual.

[0021] In another embodiment, a system for associating a genetic signature of an individual with
a medical record is provided, the system including: a memory unit configured to store a pre-
collected genetic signature of the individual; and a processor configured to compare a genetic
signature of the individual with the pre-collected genetic signature, wherein, the genetic
signature is obtained by analyzing a biological sample of the individual, a match between the
genetic signature and the pre-collected genetic signature verifies the identity of said individual,
the pre-collected genetic signature has one or more medical record associated therewith, and
verification of the identity of the individual permits the association of the genetic signature with
the one or more medical record.

[0022] In some embodiments, a system for providing an individual with access to a secured
location or device is provided, the system including: a memory unit configured to store a pre-
collected genetic signature of the individual; and a processor configured to compare a genetic
signature of said individual with said pre-collected genetic signature, wherein, the genetic
signature is obtained by analyzing a biological sample of the individual, a match between the
genetic signature and the pre-collected genetic signature verifies the identity of the individual,
and the individual is provided with access to a secured location or device if the verified identity
of the individual falls within a group of one or more identities permitted to access the secured
location or device. The system may further include a sample collection unit configured to obtain
a biological sample suspected to contain at least one nucleic acid molecule of a subject and a
signature generator configured to generate a genetic signature from the at least one nucleic acid
molecule, wherein the genetic signature is indicative of the identity of said subject.

[0023] In another embodiment, a system of verifying an identity of an individual is provided, the
system including: one or more memory units configured to store a pre-collected genetic signature
of said individual and a pre-collected proteomic signature; and a processor configured to
compare a genetic signature of said individual with said pre-collected genetic signature, and a
proteomic signature of said individual with a pre-collected proteomic signature of said
individual, wherein said genetic signature and said proteomic signature is obtained by analyzing
one or more biological samples of said individual tendered at a point of service location, and
wherein a match between said genetic signature and said pre-collected genetic signature, and a
degree of change between said proteomic signature and said pre-collected proteomic signature

falling within an acceptable range, verifies the identity of said individual.
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[0024] In another embodiment, a records aggregation system is provided, including: a first

record system comprising a first memory unit that stores one or more individual records relating
to one or more subjects, an individual record comprising a genetic signature of an individual
subject that is associated with at least one type of personal information of said individual subject;
a second record system comprising a second memory unit that stores one or more individual
records relating to one or more subjects, an individual record comprising a genetic signature of
an individual subject that is associated with at least one type of personal information of said
individual subject; and a processor configured to compare the genetic signature of the first record
system and the genetic signature of the second record system, wherein if the genetic signature of
the first record system and the genetic signature of the second record systems are the same, the
processor associates the records of the first and second records systems, thereby aggregating the
plurality of records.

[0025] In another embodiment, a system for creating a data repository having unique identifiers
for records of individual subjects is provided, the system including: a signature generator
configured to generate a genetic signature from at least one nucleic acid molecule from an
individual subject, wherein the genetic signature is indicative of the identity of the subject; a
processor configured to associate the genetic signature with at least one record of the subject,
wherein the genetic signature is a unique identifier of the subject; and one or more database
configured to store the genetic signature and the record, wherein the genetic signature is an index
for the record in the one or more database. The system may further include a sample collection
unit configured to obtain a biological sample suspected to contain at least one nucleic acid
molecule of a subject.

[0026] In another embodiment, a tangible computer readable media comprising machine-
executable code for implementing a method of creating a data repository for medical records of
individual subjects is provided, the method comprising: associating, using a processor, a genetic
signature of a subject with at least one record of the subject, wherein the genetic signature is
obtained by (i) obtaining a biological sample containing at least one nucleic acid molecule of the
subject, and (ii) generating a genetic signature from said at least one nucleic acid molecule,
wherein the genetic signature is indicative of the identity of said subject; and storing the genetic
signature and the record within one or more database, to create a data repository for records of
individual subjects.

[0027] In another embodiment, a tangible computer readable media comprising machine-
executable code for implementing a method of verifying an identity of an individual is provided,
the method including: comparing, with the aid of a processor, a genetic signature of the

individual with a pre-collected genetic signature of said individual stored in a memory unit,
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wherein, the genetic signature is obtained by analyzing a biological sample of said individual

tendered at a point of service location, the point of service location includes a sample processing
device configured to receive the biological sample from said individual and process said sample
to yield the genetic signature, and a match between the genetic signature and the pre-collected
genetic signature verifies the identity of the individual.

[0028] In another embodiment, a tangible computer readable media comprising machine-
executable code for implementing a method of verifying an identity of an individual is provided,
the method including: comparing, with the aid of a processor, a genetic signature of the
individual with a pre-collected genetic signature of said individual stored in a memory unit,
wherein, the genetic signature is obtained by analyzing a biological sample of the individual, the
amount of time between collecting the biological sample from the individual and completion of
comparing the genetic signature with the pre-collected genetic signature is no more than twenty-
four hours, and a match between the genetic signature and said pre-collected genetic signature
verifies the identity of the individual.

[0029] In another embodiment, a tangible computer readable media comprising machine-
executable code for implementing a method of verifying an identity of an individual is provided,
the method including: comparing, with the aid of a processor, a genetic signature of the
individual with a pre-collected genetic signature of said individual stored in a memory unit,
wherein, the genetic signature is obtained by analyzing a biological sample of the individual
tendered at a point of service location, a match between the genetic signature and the pre-
collected genetic signature verifies the identity of said individual, the pre-collected genetic
signature has one or more medical record associated therewith, and, verification of the identity of
the individual permits the association of the genetic signature with said one or more medical
record.

[0030] In another embodiment, a tangible computer readable media comprising machine-
executable code for implementing a method of verifying an identity of an individual is provided,
the method including: comparing, with the aid of a processor, a genetic signature of the
individual with a pre-collected genetic signature of the individual stored in a memory unit, and a
proteomic signature of the individual with a pre-collected proteomic signature of the individual
stored in a memory unit, wherein, the genetic signature and the proteomic signature are obtained
by analyzing one or more biological sample of the individual tendered at a point of service
location, a match between the genetic signature and the pre-collected genetic signature, and a
degree of change between said proteomic signature and the pre-collected proteomic signature

falling within an acceptable range, verifies the identity of said individual.
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[0031] In another embodiment, a tangible computer readable media comprising machine-

executable code for implementing a method of aggregating a plurality of records is provided,
including: providing a first record system comprising a first memory unit that stores one or more
records relating to one or more subjects, an individual record comprising a genetic signature of
an individual subject that is associated with at least one type of personal information of said
individual subject; providing a second record system comprising a second memory unit that
stores one or more records relating to one or more subjects, an individual record comprising a
genetic signature of an individual subject that is associated with at least one type of personal
information of said individual subject; and comparing, using a processor, the genetic signature of
the first record system and the genetic signature of the second record system, wherein if the
genetic signature of the first record system and the genetic signature of the second record
systems are the same, associating the records of the first and second records systems, thereby
aggregating the plurality of records.

[0032] In another embodiment, a tangible computer readable media comprising machine-
executable code for implementing a method of creating a data repository having unique
identifiers for records of individual subjects is provided, the method including: associating, using
a processor, the genetic signature of a subject with at least one record of said subject, wherein the
genetic signature is a unique identifier of said subject, and wherein the genetic signature is
obtained by (i) obtaining a biological sample containing at least one nucleic acid molecule of the
subject, and (ii) generating a genetic signature from the at least one nucleic acid molecule,
wherein the genetic signature is indicative of the identity of said subject; storing the genetic
signature and the record in one or more database; and using the genetic signature as an index
providing access to the record in the one or more database.

[0033] In some embodiments, a record described above or elsewhere herein may be a medical or
financial institution record. In some embodiments, a record described above or elsewhere herein
may include one or more of the subject’s name, date of birth, address, telephone number, email
address, analyte levels, financial records, or payer records. In some embodiments, a record
described above or elsewhere herein may include proteomic information of a subject.

[0034] In some embodiments, a biological sample described above or elsewhere herein may be
obtained via a fingerstick, lancet, swab, or breath capture.

[0035] In some embodiments, a biological sample described above or elsewhere herein may
contain at least one material selected from the group consisting of: blood, serum, saliva, urine,
gastric fluid, tears, stool, semen, vaginal fluid, interstitial fluids derived from tumorous tissue,
ocular fluids, sweat, mucus, earwax, oil, glandular secretions, hair, fingernail, skin, spinal fluid,

plasma, nasal swab or nasopharyngeal wash, spinal fluid, cerebral spinal fluid, tissue, throat
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swab, breath, biopsy, placental fluid, amniotic fluid, cord blood, emphatic fluids, cavity fluids,

sputum, pus, micropiota, meconium, breast milk, and any combination thereof.

[0036] In some embodiments, a biological sample described above or elsewhere herein, alone or
in combination, may be obtained through a sample collection unit of a sample processing device.
[0037] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving the generation of a genetic signature, a sample
processing device may generate the genetic signature.

[0038] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving the generation of a genetic signature, the genetic
signature may be generated on an external device that is at a different location from the a sample
processing device.

[0039] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving the collection of a biological sample, the
biological sample may be obtained at a point of service location.

[0040] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device may be located at a point of service location.

[0041] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a genetic signature, the genetic signature may
include a hash of a sequenced portion of the biological sample.

[0042] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving one or more database, the one or more database
may have a cloud computing-based infrastructure.

[0043] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving one or more database, the one or more database
may use a genetic signature as a unique identifier for at least one medical record.

[0044] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving one or more database, the one or more database
may use a genetic signature as a unique identifier for at least one financial institution record.
[0045] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a memory unit, the memory unit may have a
cloud computing-based infrastructure.

[0046] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a pre-collected genetic signature, the pre-

collected genetic signature may be associated with at least one medical record of the individual.
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[0047] In some embodiments, in a system, method, or tangible computer readable media

described above or elsewhere herein involving a pre-collected genetic signature, the pre-
collected genetic signature may be associated with at least one financial record of the individual.
[0048] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving verification of the identity of an individual, the
identity of the individual is verified for receiving or providing one or more of the following:
health care, banking, embassy, electronic commerce, private or public transportation services,
building security, location access, or device access.

[0049] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device may be configured to run one or more chemical reaction with the biological
sample.

[0050] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device may be configured to prepare a biological sample for a chemical reaction.
[0051] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device may be configured to prepare a biological sample for a chemical reaction.
[0052] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device may be configured to prepare a biological sample or run a chemical reaction
with a coefficient of variation of 10% or less.

[0053] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a medical record, the one or more medical record
may be a laboratory test result.

[0054] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a static signature, the static signature may be a
genetic signature. A genetic signature may be generated from a nucleic acid molecule.

[0055] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a dynamic signature, the dynamic signature may
be a proteomic signature. A proteomic signature may be generated from the protein level of a
biological sample.

[0056] In some embodiments, in a system, method, or tangible computer readable media

described above or elsewhere herein involving personal information, the personal information
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may include one or more of an individual’s name, date of birth, address, telephone number,
email address, medical records, financial records, or payer records.

[0057] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a data repository, the data repository may be used
in a health care system or a banking system.

[0058] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a data encryption key, the data encryption key is
generated using one or more of: a genetic signature of the subject, a proteomic signature of the
subject, or additional personal information about the subject. In some embodiments, additional
person information includes one or more of the subject’s name, password, or biometric data.
[0059] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving generating, using a processor, a data encryption
key using a genetic signature of a subject, wherein the genetic signature is obtained by (i)
obtaining a biological sample containing at least one nucleic acid molecule of the subject, and
(i1) generating a genetic signature from the at least one nucleic acid molecule, the method further
includes verifying that the steps fall within a set protocol for securely obtaining a biological
sample.

[0060] In some embodiments, a system described above or elsewhere herein may include a
device that is configured to perform nucleic acid amplification of a biological sample on the
device and that contains a sample collection unit that is integral to the device.

[0061] In some embodiments, a system described above or elsewhere herein may include a
device that is configured to perform nucleic acid amplification of a biological sample on the
device and that may interface with a sample collection unit that is not integral to the device.
[0062] In some embodiments, a system or method described above or elsewhere herein may
include a device that is configured to perform nucleic acid amplification of a biological sample
on the device and which contains a sample collection unit and a signal generator, wherein the
sample collection unit and the signal generator are part of the same device.

[0063] In some embodiments, a system described above or elsewhere herein may include a
device that is configured to perform nucleic acid amplification of a biological sample on the
device and which contains a sample collection unit and a signal generator, wherein the sample
collection unit and the signal generator are not part of the same device.

[0064] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a processor and a memory unit, the processor and

the memory unit may be part of the same device.
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[0065] In some embodiments, in a system, method, or tangible computer readable media

described above or elsewhere herein involving a processor and a memory unit, the processor and
the memory unit may not be part of the same device.

[0066] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a memory unit, the memory unit may have a
cloud computing-based infrastructure.

[0067] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving personal information, the personal information
may include one or more of the subject’s name, date of birth, address, telephone number, email
address, analyte levels, financial records, or payer records.

[0068] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a data repository, the data repository may be
utilized in a health care system or in banking.

[0069] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device comprises at least one of: a sample collection unit, a sample processing unit, a
detection unit, or a transmission unit.

[0070] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device comprises at least two of: a sample collection unit, a sample processing unit, a
detection unit, or a transmission unit.

[0071] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device comprises at least three of: a sample collection unit, a sample processing unit,
a detection unit, or a transmission unit.

[0072] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device comprises a sample collection unit, a sample processing unit, a detection unit,
and a transmission unit.

[0073] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving processing a biological sample, the sample is
processed in a sample processing device, the sample processing device comprising at least one
of: a sample collection unit, a sample processing unit, a detection unit, or a transmission unit.
[0074] In some embodiments, in a system, method, or tangible computer readable media

described above or elsewhere herein involving processing a biological sample, the sample is
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processed in a sample processing device, the sample processing device comprising at least two
of: a sample collection unit, a sample processing unit, a detection unit, or a transmission unit.
[0075] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving processing a biological sample, the sample is
processed in a sample processing device, the sample processing device comprising at least three
of: a sample collection unit, a sample processing unit, a detection unit, or a transmission unit.
[0076] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving processing a biological sample, the sample is
processed in a sample processing device, the sample processing device comprising a sample
collection unit, a sample processing unit, a detection unit, and a transmission unit.

[0077] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing unit, the sample processing
unit comprises a nucleic acid amplification unit.

[0078] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device comprising at least one of a sample collection unit, a sample processing unit, a
detection unit, or a transmission unit, the units are enclosed in a housing.

[0079] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device, the sample
processing device comprises a sample processing unit, wherein nucleic acid amplification is
performed.

[0080] In some embodiments a system described above or elsewhere herein includes at least one
of a detection unit and a transmission unit.

[0081] In some embodiments a system described above or elsewhere herein includes a detection
unit and a transmission unit.

[0082] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device and a sample
collection unit, the sample collection unit is integral to the sample processing device.

[0083] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a sample processing device and a sample
collection unit, the sample collection unit is not integral to the sample processing device.

[0084] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a system, the system comprises a sample
processing device, the sample processing device comprising at least one of: a sample collection

unit, a sample processing unit, a detection unit, or a transmission unit.
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[0085] In some embodiments, in a system, method, or tangible computer readable media

described above or elsewhere herein involving a system, the system comprises a sample
processing device, the sample processing device comprising at least two of: a sample collection
unit, a sample processing unit, a detection unit, or a transmission unit.

[0086] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a system, the system comprises a sample
processing device, the sample processing device comprising at least three of: a sample collection
unit, a sample processing unit, a detection unit, or a transmission unit.

[0087] In some embodiments, in a system, method, or tangible computer readable media
described above or elsewhere herein involving a system, the system comprises a sample
processing device, the sample processing device comprising a sample collection unit, a sample
processing unit, a detection unit, and a transmission unit.

[0088] In some embodiments, a system, method, or tangible computer readable media described
above or elsewhere herein may be used with multiple records and/or multiple subjects. In some
embodiments, in a system, method, or tangible computer readable media described above or
elsewhere herein involving method steps, the method steps may be repeated with multiple
samples, records, and or subjects.

[0089] In some embodiments, a genetic signature may be stored in a database. Optionally in
some embodiments, instead of the genetic signature, a genetic signature identifier representative
of the genetic signature is stored in the database. Optionally, the genetic signature identifier is
an abstraction of the genetic signature. Optionally, the genetic signature identifier is an
abbreviation of the genetic signature. Optionally, the genetic signature identifier is only a
portion of the genetic signature. Optionally, the genetic signature identifier is information that is
unique and used to determine the actual genetic signature. Optionally, the genetic signature
identifier is a pointer for locating the genetic signature, which may be located in the same or
different database. Optionally, the genetic signature identifier is a locator for determining the
user identity, which may be located in the same or different database.

[0090] In some embodiments, the genetic signature in the database can be used to confirm and/or
link identification information between databases. By way of non-limiting example, one
database having the genetic signature information can be deemed to be accurate. Once that
status is given to information in that database, other database(s) may update any inaccurate
information with accurate information form the confirmed database that has the genetic
signature. In one embodiment, if a similar entry in another database matches information in the
genetic signature database to a certain level, such as but not limited to about 90%, a linkage can

be established. Once that linkage is established, the information such as birth date or other
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information can be propagated to the other databases as the correct information, in case both

databases reference the same person, but each database contains different personal or other
information about that person. In this manner, once a person has verified that their genetic
signature user profile is correct, that information can be propagated to other databases to make
the information in those other databases conform to that which the user has verified by genetic
signature to be the correct information.

[0091] This Summary is provided to introduce a selection of concepts in a simplified form that
are further described below in the Detailed Description. This Summary is not intended to identify
key features or essential features of the claimed subject matter, nor is it intended to be used to

limit the scope of the claimed subject matter.

INCORPORATION BY REFERENCE
[0092] All publications, patents, and patent applications mentioned in this specification are
incorporated herein by reference to the same extent as if each individual publication, patent, or
patent application was specifically and individually indicated to be incorporated herein by

reference.

BRIEF DESCRIPTION OF THE DRAWINGS
[0093] In the drawings,
[0094] FIG. 1 provides an example of a genetic signature generation system disclosed herein.
[0095] FIG. 2 provides an example of a sample processing device disclosed herein.
[0096] FIG. 3 provides an example of a record containing a genetic ID.
[0097] FIG. 4 shows an example of a method of generating a genetic signature.
[0098] FIG. 5 shows an example of an identifier, having a plurality of components.
[0099] FIG. 6 provides an example of data which may utilize a genetic signature to assist with
tracking information about a subject.
[00100] FIG. 7 provides an illustration of an example master system capable of accessing

a plurality of subsystems.

[00101] FIG. 8 shows an example of a system for authenticating one or more subject.
[00102] FIG. 9 shows an example of an amplification unit in an open position.

[00103] FIG. 10 shows an example of an amplification unit in a closed position.

[00104] FIG. 11 shows a cross-section of an example of a temperature control unit, vials,

and light source.

[00105] FIG. 12A shows a side lengthwise view of example assay vials.
[00106] FIG. 12B shows a side end view of example assay vials.
[00107] FIG. 12C provides a perspective view of example assay vials.
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[00108] FIG. 12D shows a top view of example assay vials.
[00109] FIG. 13 shows a side view of an example assay strip.
[00110] FIG. 14A shows a side view of an example assay strip.
[00111] FIG. 14B shows a top view of an example assay strip.
[00112] FIG. 14C provides a perspective view of an example assay strip.
[00113] FIG. 15A shows a side view of an example of an assay tip.
[00114] FIG. 15B shows a perspective view of an example of an assay tip.
[00115] FIG. 16 shows an example nucleic acid extraction process.
DETAILED DESCRIPTION
[00116] Provided herein are systems and methods of generating and using genetic

signatures of subjects. Various features described herein may be applied to any of the particular
applications set forth below or for any other types of identification and/or authentication
systems. Systems and methods described herein may be applied as a standalone system or
method, or as part of an integrated system, such as in a system accessing medical records,
financial records, or providing access to a location, device, and/or information. It shall be
understood that different aspects of the disclosed systems and methods can be appreciated
individually, collectively, or in combination with each other.

Genetic Signature System

[00117] FIG. 1 provides an example of a genetic signature generation system. A sample
collected from a subject 100 may be received by a device 110. The device may include one or
more sample processing unit 112. The device may be capable of communicating with an
external device 120.

[00118] A genetic signature of the subject 100 may be generated based on the sample
received by the device. One or more sample processing units of the device may perform one or
more steps that may generate data useful for the generation of the genetic signature. The data
and/or genetic signature may be transmitted to the external device. The genetic signature may be
generated on-board the device or may be generated external to the device, such as at an external
device.

[00119] A subject may provide a sample, and/or the sample may be collected from a
subject. A subject may be a human or animal. The subject may be living or dead. The subject
may be a patient, clinical subject, or pre-clinical subject. A subject may be undergoing
diagnosis, treatment, monitoring, and/or disease prevention. The subject may or may not be

under the care of a health care professional, such as a physician (e.g., prescribing physician or
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non-prescribing physician), pathologist, pharmacist, nurse, or technician. The subject may be a

person of any age, an infant, a toddler, an adult or an elderly.

[00120] A sample may be received by the device 110. Examples of samples may include
various fluid samples. In some instances, the sample may be a bodily fluid sample from the
subject. The sample may be an aqueous or gaseous sample. The sample may be a gel. The
sample may include one or more fluid component. In some instances, solid or semi-solid
samples may be provided. The sample may include tissue collected from the subject. The
sample may be a biological sample. The biological sample may be a bodily fluid, a secretion,
and/or a tissue sample. Examples of biological samples may include but are not limited to,
blood, serum, saliva, urine, gastric fluid, tears, stool, semen, vaginal fluid, interstitial fluids,
tumorous tissue, pathophysiologic tissue, normal tissue, ocular fluids, sweat, mucus, earwax, oil,
glandular secretions, lymphoid fluid or tissue, hair, fingernail, bone, tooth, skin, spinal fluid,
plasma, nasal swab or nasopharyngeal wash, cerebral spinal fluid, tissue, throat swab, cheek
swab, breath, biopsy, placental fluid, amniotic fluid, cord blood, emphatic fluids, cavity fluids,
synovial fluid, sputum, pus, micropiota, meconium, breast milk and/or other excretions. The
sample may be provided from a human or animal. The sample may be collected from a living or
dead subject.

[00121] The sample may comprise or may be suspected to contain at least one nucleic acid
molecule. The sample may include DNA, RNA and/or any other genetic information of subject.
[00122] The sample may be collected fresh from a subject or may have undergone some
form of pre-processing, storage, and/or transport. The sample may be provided to a device from
a subject without undergoing intervention or much time. The subject may contact the device to
provide the sample. The subject may be at the same location as the device when the sample is
collected from the subject. Alternatively, the subject may be at a different location from the
device when the sample is collected from the subject. The subject may or may not be present
when the device receives the sample. Systems and methods may be provided which include a
secure chain of custody for the sample between the collection of the sample from the subject and
the receiving of the sample by the device.

[00123] A sample may be collected from the subject by puncturing the skin of the subject,
or without puncturing the skin of the subject. A sample may be collected through an orifice of
the subject. A tissue sample may be collected from the subject, whether it is an internal or
external tissue sample. A sample may be removed from the subject or may have been cast off by
the subject. The sample may be collected from any portion of the subject including, but not
limited to, the subject’s finger, hand, arm, shoulder, torso, abdomen, leg, foot, neck, or head. A

sample may be obtained by swabbing mucosal surfaces such as are found inside the mouth.
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[00124] One type of sample may be accepted and/or processed by the device.

Alternatively, multiple types of samples may be accepted and/or processed by the device. For
example, the device may be capable of accepting one or more, two or more, three or more, four
or more, five or more, six or more, seven or more, eight or more, nine or more, ten or more,
twelve or more, fifteen or more, twenty or more, thirty or more, fifty or more, or one hundred or
more types of samples. The device may be capable of accepting and/or processing any of these
numbers of sample types simultaneously and/or at different times. For example, the device may
be capable of preparing, assaying and/or detecting one or multiple types of samples.

[00125] Any volume of sample may be provided from the subject or from another source.
Examples of volumes may include, but are not limited to, about 10 mL or less, 5 mL or less, 3
mL or less, 1 uL or less, 500 uL or less, 300 uL or less, 250 uL or less, 200 uL or less, 170 uL
or less, 150 uL or less, 125 uL or less, 100 uL or less, 75 uL or less, 50 uL or less, 25 uL or less,
20 uL or less, 15 uL or less, 10 uL or less, 5 uL or less, 3 uL or less, 1 uL or less, 500 nL or
less, 250 nL or less, 100 nL or less, 50 nL or less, 20 nL or less, 10 nL or less, 5 nL or less, 1 nL
or less, 500 pL or less, 100 pL or less, 50 pL or less, or 1 pL or less. The amount of sample may
be about a drop of a sample. The amount of sample may be about 1-5 drops of sample, 1-3 drops
of sample, 1-2 drops of sample, or less than a drop of sample. The amount of sample may be the
amount collected from a pricked finger or fingerstick. The sample may be a single cell or cluster
of cells. Any volume, including those described herein, may be provided to the device.

[00126] The sample processing device may be of any size or format, including a bench top
device, handheld device, wearable device, patch, or ingestible device (e.g., pill).

[00127] The sample processing device 110 may be located at a point of service location.
Point of service locations may include locations where a subject may receive a service (e.g.
testing, monitoring, treatment, diagnosis, guidance, sample collection, ID verification, medical
services, non-medical services, etc.), and may include, without limitation, a subject’s home, a
subject’s business, the location of a healthcare provider (e.g., doctor), hospitals, emergency
rooms, operating rooms, clinics, health care professionals’ offices, laboratories, retailers [e.g.
pharmacies (e.g., retail pharmacy, clinical pharmacy, hospital pharmacy), drugstores,
supermarkets, grocers, etc.], transportation vehicles (e.g. car, boat, truck, bus, airplane,
motorcycle, ambulance, mobile unit, fire engine/truck, emergency vehicle, law enforcement
vehicle, police car, or other vehicle configured to transport a subject from one point to another,
etc.), traveling medical care units, mobile units, schools, day-care centers, security screening
locations, combat locations, health assisted living residences, government offices, office
buildings, tents, bodily fluid sample acquisition sites (e.g. blood collection centers), sites at or

near an entrance to a location that a subject may wish to access, sites on or near a device that a
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subject may wish to access (e.g., the location of a computer if the subject wishes to access the

computer), a location where a sample processing device receives a sample, or any other point of
service location described elsewhere herein.

[00128] A sample processing device may be moved to a point of service location or within
a point of service location. The device may be moved by human intervention or may move
independently without requiring human intervention. The device may be moved by being
carried, may move robotically, via remote control, and/or autonomously. The device may be
self-mobilized or may be attached to another vehicle or machine. The device may move via
land, air, water, or any combination thereof.

[00129] In one example, the sample processing device may be provided on an ambulance
or other vehicle. The device may be utilized to collect a sample from a subject and/or perform
sample processing on a sample in the ambulance or other vehicle. The device may collect a
sample from a subject and/or perform sample processing on a sample at a location that the device
has been brought to via ambulance or other vehicle. The device may generate or assist with the
generation of a genetic signature of the subject in the ambulance or other vehicle, or at a location
that the device has been brought to via ambulance or other vehicle. In addition to generating or
assisting with the generation of a genetic signature, additional sample processing with the device
may occur. For example, the device may measure an analyte level of an individual, a
physiological or biometric parameter of an individual, or capture an image of the individual or a
biological sample of the individual, in an ambulance or other vehicle, or at a location that the
device has been brought to via ambulance or other vehicle. Such information may be associated
with the genetic signature. Such information may form medical records for the individual.
[00130] A subject may or may not provide the sample at the location where the sample
processing device is located. The subject may or may not be at the location where the sample
processing device is located when the device receives the sample.

[00131] In some situations, a sample processing device is deployed at a location that is
designated for use by a certifying or licensing entity (e.g., a government certifying entity). In an
embodiment, a sample processing device may be used at a location and/or as part of an entity
that is certified by a government agency to perform laboratory testing (e.g. CLIA certified or
other certification authorizing test results to be used to make medical diagnostic or treatment
decisions). In an embodiment, a sample processing device may be used as a registered medical
device.

[00132] In some embodiments, a sample processing device may be deployed at a location
outside of a central laboratory (e.g. at a school, home, field hospital, clinic, business, vehicle,

etc.). In some embodiments, a sample processing device may be deployed at a location that has
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a primary purpose other than laboratory services (e.g. at a school, home, field hospital, clinic,

business, vehicle, etc.). In some embodiments, the sample processing device may be deployed at
a location that is not dedicated to processing samples received from multiple sample acquisition
locations. In some embodiments, a sample processing device may be located less than about 1
kilometer, 500 meters, 400 meters, 300 meters, 200 meters, 100 meters, 75 meters, 50 meters, 25
meters, 10 meters, 5 meters, 3 meters, 2 meters, or 1 meter from the location at which a sample is
obtained from a subject. In some embodiments, a sample processing device may be located
within the same room, building, or campus at which a sample is obtained from a subject. In
some embodiments, a sample processing device may be on or in a subject. In some
embodiments, a sample may be provided directly from a subject to a sample processing device.
In some embodiments, a sample may be provided to a sample processing device within 48 hours,
36 hours, 24 hours, 12 hours, 8 hours, 6 hours, 4 hours, 3 hours, 2 hours, 1 hour, 45 minutes, 30
minutes, 15 minutes, 10 minutes, 5 minutes, 1 minute, or 30 seconds of collection of the sample
from a subject.

[00133] In some embodiments, a sample processing device may be portable. In some
embodiments, a sample processing device may have a total volume of less than about 4 m?, 3 m’,
2 m3, 1 m3, 0.5 m3, 04 m3, 0.3 m3, 0.2 m3, 0.1 m3, 1 cm3, 0.5 cm3, 0.2 cm3, or 0.1 cm®. In some
embodiments, a sample processing device may have a mass of than about 1000 kg, 900 kg, 800
kg, 700 kg, 600 kg, 500 kg, 400 kg, 300 kg, 200 kg, 100 kg, 75 kg, 50 kg, 25 kg, 10 kg, 5 kg, 2
kg, 1 kg, 0.5 kg, 0.1 kg, 25g,10g,5 g,or 1 g. In some embodiments, a sample processing
device may be configured for ambulatory sample processing.

[00134] The device may monitor its locations and surroundings. In some instances, the
device may use machine vision for navigation and identification of objects in its surroundings.
The device may utilize cameras or any other type of sensors described herein in monitoring its
surroundings. The device may utilize the sensed information in order to determine how it
moves.

[00135] A device may comprise a sample collection unit. The sample collection unit may
be configured to receive a sample from a subject. The sample collection unit may be configured
to receive the sample directly from the subject or may be configured to receive a sample
indirectly, that has been collected from the subject. A subject may provide a sample at the
location of the device, or at a different location. The subject may or may not be at the location of
the device when the device receives the sample.

[00136] One or more collection mechanisms may be utilized in the collection of a sample
from a subject. A collection mechanism may utilize one or more principle in collecting the

sample. For example, a sample collection mechanism may utilize gravity, capillary action,
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surface tension, electrical forces, aspiration, vacuum force, pressure differential, density
differential, thermal differential, or any other mechanism in collecting the sample.

[00137] A bodily fluid may be drawn from a subject and provided to a device in a variety
of ways, including but not limited to, fingerstick, lancing, injection, pumping, swabbing,
pipetting, venous draw, venapuncture, and/or any other technique described elsewhere herein. In
some embodiments, the sample may be collected from the subject’s breath. The bodily fluid
may be provided using a bodily fluid collector. A bodily fluid collector may include a lancet,
capillary, tube, pipette, syringe, needle, microneedle, swab, pump, or any other collector
described elsewhere herein. In some embodiments, the sample may be a tissue sample which
may be provided from the subject. The sample may be removed from the subject or may have
been cast off by the subject.

[00138] In one embodiment, a lancet punctures the skin of a subject and withdraws a
sample using, for example, gravity, capillary action, aspiration, pressure differential or vacuum
force. The lancet, or any other bodily fluid collector, may be part of the device, part of a
cartridge of the device, part of a system, or a standalone component. Where needed, the lancet or
any other bodily fluid collector may be activated by a variety of mechanical, electrical,
electromechanical, or any other known activation mechanism or any combination of such
methods.

[00139] In one example, a subject’s finger (or other portion of the subject’s body) may be
punctured to yield a bodily fluid. The bodily fluid may be collected using a capillary tube,
pipette, swab, drop, or any other mechanism known in the art. The capillary tube or pipette may
be separate from the device and/or a cartridge of the device that may be inserted within or
attached to a device, or may be a part of a device and/or cartridge. In another embodiment where
no active mechanism is required, a subject can simply provide a bodily fluid to the device and/or
cartridge, as for example, with a saliva sample.

[00140] A bodily fluid may be drawn from a subject and provided to a device in a variety
of ways, including but not limited to, fingerstick, lancing, injection, and/or pipetting. The bodily
fluid may be collected using venous or non-venous methods. The bodily fluid may be provided
using a bodily fluid collector. A bodily fluid collector may include a lancet, capillary, tube,
pipette, syringe, venous draw, or any other collector described elsewhere herein. In one
embodiment, a lancet punctures the skin and withdraws a sample using, for example, gravity,
capillary action, aspiration, or vacuum force. The lancet may be part of the device, part of the
cartridge of the device, part of a system, or a standalone component. Where needed, the lancet
may be activated by a variety of mechanical, electrical, electromechanical, or any other known

activation mechanism or any combination of such methods. In one example, a subject’s finger
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(or other portion of the subject’s body) may be punctured to yield a bodily fluid. Examples of

other portions of the subject’s body may include, but are not limited to, the subject’s hand, wrist,
arm, torso, leg, foot, or neck. The bodily fluid may be collected using a capillary tube, pipette,
or any other mechanism known in the art. The capillary tube or pipette may be separate from the
device and/or cartridge, or may be a part of a device and/or cartridge. In another embodiment
where no active mechanism is required, a subject can simply provide a bodily fluid to the device
and/or cartridge, as for example, could occur with a saliva sample. The collected fluid can be
placed within the device. A bodily fluid collector may be attached to the device, removably
attachable to the device, or may be provided separately from the device.

[00141] The collected sample can be placed within the device. In some instances, the
collected sample is placed within a cartridge of the device. The collected sample can be placed
in any other region of the device. The device may be configured to receive the sample, whether
it be directly from a subject, from a bodily fluid collector, or from any other mechanism. A
sample collection unit of the device may be configured to receive the sample.

[00142] A bodily fluid collector may be attached to the device, removably attachable to
the device, or may be provided separately from the device. In some instances, the bodily fluid
collector is integral to the device. The bodily fluid collector can be attached to or removably
attached to any portion of the device. The bodily fluid collector may be in fluid communication
with, or brought into fluid communication with a sample collection unit of the device.

[00143] A cartridge may be inserted into the sample processing device or otherwise
interfaced with the device. The cartridge may be attached to the device. The cartridge may be
removed from the device. In one example, a sample may be provided to a sample collection unit
of the cartridge. The sample may or may not be provided to the sample collection unit via a
bodily fluid collector. A bodily fluid collector may be attached to the cartridge, removably
attachable to the cartridge, or may be provided separately from the cartridge. The bodily fluid
collector may or may not be integral to the sample collection unit. The cartridge may then be
inserted into the device. Alternatively, the sample may be provided directly to the device, which
may or may not utilize the cartridge. The cartridge may comprise one or more reagents, which
may be used in the operation of the device. The reagents may be self-contained within the
cartridge. Reagents may be provided to a device through a cartridge without requiring reagents
to be pumped into the device through tubes and/or tanks of buffer. Alternatively, one or more
reagents may already be provided onboard the device.

[00144] A bodily fluid collector or any other collection mechanism can be disposable. For
example, a bodily fluid collector can be used once and disposed. A bodily fluid collector can

have one or more disposable components. Alternatively, a bodily fluid collector can be reusable.
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The bodily fluid collector can be reused any number of times. In some instances, the bodily fluid

collector can include both reusable and disposable components.

[00145] A sample collection unit and/or any other portion of the device may be capable of
receiving a single type of sample, or multiple types of samples. For example, the sample
collection unit may be capable of receiving two different types of bodily fluids (e.g., blood,
tears). In another example, the sample collection unit may be capable of receiving two different
types of biological samples (e.g., urine sample, stool sample). Multiple types of samples may or
may not be fluids, solids, and/or semi-solids. For example, the sample collection unit may be
capable of accepting one or more of, two or more of, or three or more of a bodily fluid, secretion
and/or tissue sample.

[00146] A device 110 may be capable of receiving a single type of sample, or multiple
types of samples. The device may be capable of processing the single type of sample or multiple
types of samples. In some instances, a single bodily fluid collector may be utilized.
Alternatively, multiple and/or different bodily fluid collectors may be utilized.

[00147] The device may have a communication unit that may be capable of transmitting
the information stored within the device. The communication unit may also receive a query for
information from the device. The device may be capable of two-way communication with one
or more external device. The external device may provide instructions to the device and/or have
additional information stored about the subject or back-end support. The external device may
have one or more medical records, or other records stored thereon. Alternatively, the medical
records, or other records may be stored on the device.

[00148] In some examples, a device may be an ingestible device such as a pill, an
implantable device such as a subcutancous device, or a wearable device such as a patch. The
device may be configured to obtain a sample and perform one or more sample processing step on
the sample. For example the device may be configured to perform an assay and/or analysis. The
sample collection, sample processing and/or analysis step may be performed on a periodic basis.
The periodic basis may be at regular or irregular time intervals. The device may receive
instructions for sample collection, sample processing and/or analysis step may be performed on a
periodic basis. Alternatively, the device may perform sample collection, sample processing
and/or analysis steps and/or receive instructions and/or be programmed to perform sample
collection, sample processing and/or analysis steps on a non-periodic basis.

[00149] If the device is in contact with the subject, such as through an ingestible,
implantable, and/or wearable form, the device may be able to continuously, periodically, and/or
non-periodically obtain the sample from the subject and perform any subsequent processing

and/or analysis.
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[00150] The device may be capable of storing information related to the subject. For

example, the device may be an ingestible device such as a pill, an implantable device such as a
subcutaneous device, or a wearable device such as a patch, article of clothing, or accessory (e.g.,
bracelet, watch), that may store information about the subject that has ingested it, into whom it is
implanted, or that is wearing the device. Such information may include information that has
been collected by the device. For example, such information may include a genetic signature of
the subject, and information pertaining to one or more analysis of the subject. Such information
may also include additional information pertaining to the subject’s identity, such as the subject’s
name, address, contact information, date of birth, social security number, insurance policy
number or any other identifying information. The information may also include the subject’s
medical records, financial records, legal identity records, security information, access
information, or any other type of information discussed elsewhere herein. Alternatively, the
information within the device may be used to access information about the subject that may be
stored off board, such as the subject’s medical records, financial records, legal identity records,
security information, access information, or any other type of information discussed elsewhere
herein.

[00151] In an example, a device that may have been implanted subcutaneously may be
scanned. The information on the device, such as the subject’s identity, genetic signature, and/or
other information associated with the subject may be read. In some instances, the device may be
broadcasting the information. In other instances, the device may send the information in
response to a query. The device may send all information, or may send information only specific
to the query.

[00152] The information may be useful to gather information about the subject. For
example, a subject may be unconscious. A device on or in the subject may be scanned to collect
information about the subject. As previously mentioned, such information may include
information about the subject’s identity, records associated with the subject, and/or information
about subject based on a sample collected from the subject (e.g., latest analyte levels).

[00153] The device may be capable of releasing a therapeutic agent. For example, the
device may have one or more drug reservoir that may store a therapeutic agent therein. In
response to one or more command from within the device, or generated off-board the device, the
device may release one or more therapeutic agent. The device may have one or more
communication unit that may be capable of receiving instructions from an external device. The
instructions may or may not be associated with the subject’s genetic signature. In some
instances, the therapeutic agent may be released only if the subject’s genetic signature matches

the genetic signature associated with the instructions.
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[00154] The amount, timing, and/or rate of therapeutic agent released may be controlled.

In some instances the device may contain a plurality of therapeutic agents. One or more desired
therapeutic agents may be selected and may be released in a controlled manner. For example, an
ingestible device may be within a subject’s gastrointestinal tract and may release one or more
therapeutic agent at one or more desired point in time. A subcutaneous device may release one
or more therapeutic agent. In some instances, the therapeutic agent may be released on a
periodic basis, or at any point in time. Similarly, a wearable device, such as a patch, may release
one or more therapeutic agent in accordance with a release profile. The release profile may
include information about which therapeutic agents to release, the amount of therapeutic agent to
release, the timing of the release (which may be one-time or multiple times), and/or the rate of
release (which may be constant or may vary). Such a release profile may be predetermined or
generated in real time.

[00155] In some instances, a release profile and/or instructions relating to release of
therapeutic information may be generated based on information about a sample collected from
the subject. For example, the same device may collect the sample and/or release the therapeutic
agent. Alternatively, different devices may be used to collect the sample and/or release the
therapeutic agent.

[00156] The device may process the biological sample and deliver all or part of the
processed material back into the patient. The biological sample may be stored in the device
before processing. The processed material may be stored before delivering into the patient. The
timing of collection, processing, and delivery of the processed material into the patient may be
predetermined and/or generated based on information about a sample collected from the subject
and/or other information stored about the subject or collected from an external device. The
sample processing steps may be may be predetermined and/or generated based on information
about a sample collected from the subject and/or other information stored about the subject or
collected from an external device. The amount of processed material delivered to the patient
may be may be predetermined and/or generated based on information about a sample collected
from the subject and/or other information stored about the subject or collected from an external
device.

[00157] The device may be controlled and/or activated by voice commands and may use
voice recognition algorithms.

[00158] One or more device may be acquiring data from a single subject at a time. For
example, a plurality of devices may simultaneously collect data about a single subject. The
plurality of devices may substantially simultaneously collect a sample from the subject, process

the sample (e.g., perform a preparation and/or assay step), and/or analyze the sample. In one
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example, a plurality of patches may be worn by the subject simultaneously. Any combination of

the devices described herein may be used simultaneously for a single subject (e.g., a subject may
wear one or more patches while having swallowed an ingestible device and/or providing a
sample to a bench-top device).

[00159] The device may be loaded or preloaded with information, such as reference
genomic sequence data, to be used for subsequent subject identification. The assay results in
said device may be analyzed and compared to data stored on said device (and/or external to the
device). The assay results may be analyzed to determine the identification of an individual. If
more than one device is being used simultaneously for the testing of single subject, the devices
may communicate with one another and/or transmit data/results. For example, the devices may
communicate directly with one another (e.g., multiple patches communicating with one another).
The devices may communicate with an intermediary device or an external device that may
optionally communicate with others of the devices (e.g., multiple patches communicating with a
base station).

[00160] When periodic sampling is conducted, fewer sequences may be assayed at a given
time to confirm a subject’s identification than if periodic sampling is not conducted. Similarly, if
two or more devices are collecting samples from the same subject simultaneously, fewer
sequences may be assayed to confirm the subject’s identification than if a single device is being
used. This may reduce the testing time. The genomic sequences assayed to confirm the subject
identification may be chosen at random or per an algorithm. If two or more devices are
performing analysis at the same time, they may analyze different or the same genomic
sequences. Similarly, if a single device is performing analysis on the same subject at different
points in time, the device may analyze different or the same genomic sequences at those points in
time. Any combination of single or multiple devices, and/or collecting/processing/analyzing
samples at a single point in time or multiple points in time may be utilized.

[00161] For example, if a single device is accepting a sample from a subject one time, the
device may analyze or provide data that may be used to analyze 13 genomic sequences. If two
devices are accepting the sample from the subject, the devices may analyze or provide data that
may be used to analyze less than 13 genomic sequences (e.g., 7 genomic sequences each). These
may be different and/or the same genomic sequences. If three devices are accepting the sample
from the subject, the devices may analyze or provide data that may be used to analyze less than
13 genomic sequences (e.g., 5 genomic sequences each), which may be the same or different
from one another. If a single device accepts the sample from the subject multiple times (e.g.,
twice), the device may analyze less than 13 genomic sequences each time (e.g., 7 genomic

sequences each time), which may be the same or different from one another.
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[00162] In one example if a single device is accepting a sample from a subject one time,

the device analyzes or provides data that may be used to analyze » genomic sequences, where ‘n’
is a whole number greater than 1 (e.g., n=2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18,
19, or 20). In some instances, » may be a whole number sufficiently high to yield the statistical
likelihood that an individual with » analyzed genomic sequences can be identified from a
selected population pool. The population pool may vary based on situation. For example, if the
population pool is the whole world, it may be about 7 billion people. If the population pool is
individuals staying at a hotel, it may be several hundred people. If m number of devices is
accepting the sample from the subject simultaneously, the devices may analyze or provide data
that may be used to analyze less than » genomic sequences. For example, the devices may
analyze or provide data that may be used to analyze (n/m) sequences rounded up (e.g., if n=13,
and m=2, n/m rounded up = 7; if n=13, and m=3, n/m rounded up = 5; if n=13, and m=4, n/m
rounded up = 4). Similarly, if a device accepts a sample from a subject p number of times, the
device may analyze or provide data that may be used to analyze less than » genomic sequences.
For example, the devices may analyze or provide data that may be used to analyze (n/p)
sequences rounded up (e.g., if n=13, and p=2, n/p rounded up = 7; if n=13, and p=3, n/p rounded
up = 5; if n=13, and p=4, n/p rounded up = 4). If a combination is used of multiple devices
and/or multiple sample collection times, such combinations may be taken into account to further
reduce the number of genomic sequences being analyzed. For example, the devices may analyze
or provide data that may be used to analyze (n/(m x p)) sequences rounded up (e.g., if »=13, and
there are m devices, and they each sample twice from the subject p=2, (n/(m x p)) rounded up =
4). Such illustrations are provided by way of example only. Any calculation or algorithm or
random selection may be performed to determine the number of sequences to use and/or which
sequences to use.

[00163] The resulting subject identification and/or additional assay data may be
transmitted from the device over a secure communication channel, wired or wirelessly. The data
may be transmitted in an encrypted manner. The transmitted data may be received at another
device (whether it be the same type of device, different type of device, external device) having
the appropriate security permissions. The transmitted data may be decrypted by another device
having the appropriate security permissions.

[00164] FIG. 2 provides an example of a sample processing device 200 disclosed herein.
The sample processing device may comprise a sample collection unit 202, a sample processing
unit 204, a detection unit 206, and/or a transmission unit 208. The sample processing unit may

have one or more unit useful for nucleic acid amplification 210 and/or one or more unit useful
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for additional processing steps 212. The device may have a housing that may support and/or

enclose one or more of the units.

[00165] Additional components of the device may include, without limitation, a
centrifuge, magnetic separator, filter, pipette or other fluid handling system, vessels, containers,
assay units, reagent units, heater, thermal block, cytometer, light source, optical sensor,
photometer, temperature sensor, motion sensor, or sensor for electrical properties. Fluid may be
transferred from one component to another via a fluid handling system, such as a pipette,
channels, or pumps.

[00166] The device may be configured to receive a sample. A sample collection unit 202
of the device may receive the sample. The sample collection unit may have one or more of the
features described elsewhere herein.

[00167] A sample collection unit may be integral to the device. The sample collection
unit may be separate from the device. In some embodiments, the sample collection unit may be
removable and/or insertable from the device. The sample collection unit may or may not be
provided in a cartridge. A cartridge may or may not be removable from and/or insertable into
the device.

[00168] A sample collection unit may be configured to receive a sample. The sample
collection unit may be capable of containing and/or confining the sample. The sample collection
unit may be capable of conveying the sample to another portion of the device.

[00169] The sample collection unit may be in fluid communication with one or more
sample processing units of a device. In some instances, the sample collection unit may be in
permanent fluid communication with one or more sample processing unit of the device.
Alternatively, the sample collection unit may be brought into and/or out of fluid communication
with a sample processing unit. The sample collection unit may or may not be selectively
fluidically isolated from one or more sample processing unit. In some instances, the sample
collection unit may be in fluid communication with each of the sample processing units of the
device. The sample collection unit may be in permanent fluid communication with each of the
sample processing units, or may be brought into and/or out of fluid communication with each
sample processing unit.

[00170] A sample collection unit may be selectively brought into and/or out of fluid
communication with one or more sample processing unit. The fluid communication may be
controlled in accordance with one or more protocol or set of instructions. A sample collection
unit may be brought into fluid communication with a first sample processing unit and out of fluid

communication with a second sample processing unit, and vice versa.
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[00171] One or more mechanisms may be provided for transferring a sample from the

sample collection unit to a preparation and/or reaction site. In some embodiments, flow-through
mechanisms may be used. For example, a channel or conduit may connect a sample collection
unit with a preparation and/or reaction site of a sample processing unit. The channel or conduit
may or may not have one or more valves or mechanisms that may selectively permit or obstruct
the flow of fluid.

[00172] Another mechanism that may be used to transfer a sample from a sample
collection unit to a sample processing unit may utilize one or more fluidically isolated
component. The fluid may be transferred via a hydraulically disconnected mechanism. The
fluidically isolated component may be movable relative to other components of the device. For
example, a sample collection unit may provide the sample to one or more tip or vessel that may
be movable within the device. The one or more tip or vessel may be transferred to one or more
module. In some embodiments, the one or more tip or vessel may be shuttled to one or more
sample processing unit via a pipettor, robotic arm or other component of the device. In some
embodiments, the tip or vessel may be received at a sample processing unit. In some
embodiments, a fluid handling mechanism at the sample processing unit may handle the tip or
vessel. For example, a pipettor may pick up and/or aspirate a sample provided to the sample
processing unit.

[00173] A device may be configured to accept a single sample, or may be configured to
accept multiple samples. In some instances, the multiple samples may or may not be multiple
types of samples. For example, in some instances a single device may handle a single sample at
atime. For example, a device may receive a single sample, and may perform one or more
sample processing step, such as a sample preparation step, assay step, and/or detection step with
the sample. The device may complete processing a sample, before being able to accept a new
sample.

[00174] In another example, a device may be capable of handling multiple samples
simultaneously. In one example, the device may receive multiple samples simultaneously. The
multiple samples may or may not be multiple types of samples. For example the device may be
capable of accepting a bodily fluid, such as blood, and a tissue sample, such as skin cells.
[00175] Alternatively, the device may receive samples in sequence. Samples may be
provided to the device one after another, or may be provided to device after any amount of time
has passed. A device may be capable of beginning sample processing on a first sample,
receiving a second sample during said sample processing, and process the second sample in
parallel with the first sample. The first and second sample may or may not be the same type of

sample. The device may be able to parallel process any number of samples, including but not
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limited to more than, less than, and/or equal to about one sample, two samples, three samples,
four samples, five samples, six samples, seven samples, eight samples, nine samples, ten
samples, eleven samples, twelve samples, thirteen samples, fourteen samples, fifteen samples,
sixteen samples, seventeen samples, eighteen samples, nineteen samples, twenty samples,
twenty-five samples, thirty samples, forty samples, fifty samples, seventy samples, one hundred
samples.

[00176] A sample processing unit 204 of a device may be capable of processing a sample.
Sample processing may include one or more of a sample preparation step or assay step. A
sample processing unit may be a sample preparation station or an assay station. A sample
preparation station may include one or more sample preparation component, such as a centrifuge,
magnets for magnetic separation, a filter, a heater, or diluents.

[00177] One or more assay station may be provided to a sample processing device. The
assay station may include one or more component configured to perform one or more of the
following assays or steps: immunoassay, nucleic acid assay, nucleic acid amplification, receptor-
based assay, cytometric assay, colorimetric assay, enzymatic assay, electrophoretic assay,
electrochemical assay, spectroscopic assay, chromatographic assay, microscopic assay,
topographic assay, calorimetric assay, turbidimetric assay, agglutination assay, radioisotope
assay, viscometric assay, coagulation assay, clotting time assay, protein synthesis assay,
histological assay, culture assay, osmolarity assay, and/or other types of assays or combinations
thereof. Examples of such components may include, but are not limited to, a temperature control
unit, thermal block, cytometer, energy source (e.g., x-ray, light source), assay units, reagent
units, or supports.

[00178] An assay station may or may not be located separately from a preparation station.
In some instances, an assay station may be integrated within the preparation station.
Alternatively, they may be distinct stations, and a sample or other substance may be transmitted
from one station to another.

[00179] Assay units may be provided, and may have one or more characteristics as
described further elsewhere herein. Assay units may be capable of accepting and/or confining a
sample. The assay units may be fluidically isolated from one another. In some embodiments,
assay units may have a tip format. An assay tip may have an interior surface and an exterior
surface. The assay tip may have a first open end and a second open end. In some embodiments,
assay units may be provided as an array. Assay units may be movable. In some embodiments,
individual assay units may be movable relative to one another and/or other components of the
device. In some instances, one or a plurality of assay units may be moved simultaneously. In

some embodiments, an assay unit may have a reagent or other reactant coated on a surface.
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Alternatively, assay units may contain beads or other surfaces with reagents or other reactants
coated thereon. In another example, assay units may contain beads or other surfaces formed of
reagents or other reactants that may dissolve.

[00180] Reagent units may be provided and may have one or more characteristics as
described further elsewhere herein. Reagent units may be capable of accepting and/or confining
areagent or a sample. Reagent units may be fluidically isolated from one another. In some
embodiments, reagent units may have a vessel format. A reagent vessel may have an interior
surface and an exterior surface. The reagent unit may have an open end and a closed end. In
some embodiments, the reagent units may be provided as an array. Reagent units may be
movable. In some embodiments, individual reagent units may be movable relative to one
another and/or other components of the device. In some instances, one or a plurality of reagent
units may be moved simultaneously. A reagent unit can be configured to accept one or more
assay unit. The reagent unit may have an interior region into which an assay unit can be at least
partially inserted.

[00181] A support may be provided for the assay units and/or reagent units. In some
embodiments, the support may have a cartridge format or a microcard format. One or more
assay/reagent unit support may be provided within a module. The support may be shaped to hold
one or more assay units and/or reagent units. The support may keep the assay units and/or
reagent units aligned in a vertical orientation. The support may permit assay units and/or reagent
units to be moved or movable. Assay units and/or reagent units may be removed from and/or
placed on a support. The device and/or system may incorporate one or more characteristics,
components, features, or steps provided in U.S. Patent Publication No. 2009/0088336 and/or
U.S. Patent Application No. 13/244,947, which are hereby incorporated herein by reference in
their entirety for all purposes.

[00182] A sample processing unit may be provided for amplification 210. The
amplification unit may comprise one or more components useful for nucleic acid amplification.
Such components may be useful for PCR or isothermal amplification methods.

[00183] An amplification unit may include one or more chamber, well, container, vessel,
channel, tip, or any other configuration capable of containing and/or confining a sample.
Examples of amplification units may be described in greater detail elsewhere herein. These
sample holders may or may not be movable independently of one another. One or more sample
holder may be in thermal communication with a temperature control unit. In some
embodiments, all sample holders are in thermal communication with the same temperature
control unit. Alternatively, one or more sample holders may be in thermal communication with a

first temperature control unit and one or more other sample holders may be in thermal
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communication with a second temperature control unit. One or more sample holders may be in
thermal communication with multiple temperature control units.

[00184] An amplification unit may also include one or more temperature control unit. For
example, one or more temperature control unit may be provided within a device housing. A
temperature control unit may be configured to heat and/or cool a sample or other fluid. Any
discussion of controlling the temperature of a sample may also refer to any other fluid herein,
including but not limited to reagents, diluents, dyes, or wash fluid. In some embodiments,
separate temperature control unit components may be provided to heat and cool the sample.
Alternatively, the same temperature control unit components may both heat and cool the sample.
[00185] The temperature control unit may be used to vary and/or maintain the temperature
of a sample to keep the sample at a desired temperature or within a desired temperature range. In
some embodiments, the temperature control unit may be capable of maintaining the sample
within | degree C of a target temperature. In other embodiments, the temperature control unit
may be capable of maintaining the sample within 5 degrees C, 4 degrees C, 3 degrees C, 2
degrees C, 1.5 degrees C, 0.75 degrees C, 0.5 degrees C, 0.3 degrees C, 0.2 degrees C, 0.1
degrees C, 0.05 degrees C, or 0.01 degrees C of the target temperature.

[00186] The target temperature may remain the same or may vary over time. In some
embodiments, the target temperature may vary in a cyclic manner. The target temperature may
vary in a manner that may be useful for PCR. In some embodiments, the target temperature may
vary for a while and then remain the same. In some embodiments, the target temperature may
follow a profile as known in the art for nucleic acid amplification. The temperature control unit
may control the sample temperature to follow the profile known for nucleic acid amplification.
In some embodiments, the temperature may be in the range of about 30-40 degrees Celsius. In
some instances, the range of temperature is about 0-100 degrees Celsius. For example, for
nucleic acid assays, temperatures up to 100 degrees Celsius can be achieved. In an embodiment,
the temperature range is about 15-65 degrees Celsius. In some embodiments, the temperature
may be used to incubate one or more samples.

[00187] The temperature control unit may be capable of varying the temperature of one or
more samples quickly. For example, the temperature control unit may ramp the sample
temperature up or down at a rate of more than, less than, and/or equal to 1 C/min, 5 C/min, 10
C/min, 15 C/min, 30 C/min, 45 C/min, 1 C/sec, 2 C/sec, 3 C/sec, 4 C/sec, 5 C/sec, 7 C/sec, or 10
C/sec.

[00188] A temperature control unit of the system can comprise a thermoelectric device. In
some embodiments, the temperature control unit can be a heater. A heater may provide active

heating. In some embodiments, voltage and/or current provided to the heater may be varied or
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maintained to provide a desired amount of heat. A temperature control unit may be a resistive
heater. The heater may be a thermal block. A temperature control unit may employ evaporative
and/or phase change cooling. The temperature control unit may utilize conduction, convection,
radiation, and/or any combination thereof. In some instances, a temperature control unit may
utilize a heat pipe and/or plate type set-up.

[00189] The heater may or may not have components that provide active cooling. In some
embodiments, the heater may be in thermal communication with a heat sink. The heat sink may
be passively cooled, and may permit heat to dissipate to the surrounding environment. Is some
embodiments, the heat sink or the heater may be actively cooled, such as with forced fluid flow.
The heat sink may or may not contain one or more surface feature such as fins, ridges, bumps,
protrusions, grooves, channels, holes, plates, or any other feature that may increase the surface
area of the heat sink. In some embodiments, one or more fan or pump may be utilized to provide
forced fluid cooling.

[00190] In some embodiments, the temperature control unit can be a Peltier device or may
incorporate a Peltier device.

[00191] The temperature control unit may optionally incorporate fluid flow to provide
thermal control. For example, one or more heated fluid or cooled fluid may be provided to the
temperature control unit. In some embodiments, heated and/or cooled fluid may be contained
within the temperature control unit or may flow through the temperature control unit.

[00192] In some embodiments, a temperature control unit may utilize conduction,
convection and/or radiation to provide heat to, or remove heat from a sample. In some
embodiments, the temperature control unit may be in direct physical contact with a sample or
sample holder. The temperature control unit may contact a conductive material that may be in
direct physical contact with a sample or sample holder. In some embodiments, the temperature
control unit may be formed of or include<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>