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1. 

FPGA CONFIGURATION PROTECTION AND 
CONTROL USINGHARDWARE WATCHDOG 

TIMER 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates to a system and method by 

which automatic reconfiguration, such as in case of lost con 
figuration or configuration error, and Software-controlled 
reconfiguration may be provided. 

2. Background of the Prior Art 
A field programmable gate array (FPGA) is a semiconduc 

tor device containing programmable logic components and 
programmable interconnects. The programmable logic com 
ponents can be programmed to duplicate the functionality of 
basic logic gates such as AND, OR, XOR, and NOT, or more 
complex combinational functions such as decoders or simple 
math functions. In most FPGAs, these programmable logic 
components (or logic blocks, in FPGA parlance) also include 
memory elements, which may be simple flip-flops or more 
complete blocks of memories. 
A hierarchy of programmable interconnects allows the 

logic blocks of an FPGA to be interconnected as needed by 
the system designer. These logic blocks and interconnects can 
be configured by programming the FPGA after the manufac 
turing process by the customer/designer (hence the term 
“field programmable”) so that the FPGA can perform what 
ever logical function is needed. EEPROM based FPGAs may 
only be programmed once, and thereafter do not need further 
programming. However, SRAM based FPGAs lose their con 
figuration data when power is removed from the FPGA. 
These types of FPGAs must be reconfigured every time power 
is applied. The configuration data is typically stored in a 
non-volatile memory, such as an EEPROM or FLASH 
memory, and is loaded into the FPGA after power up. In many 
cases, this occurs automatically after the power Supplies 
reach acceptable levels, thus, providing an instant-on Solution 
similar to an ASIC. 
A number of problems may arise with FPGAs that are 

configured in this manner. First, the initial configuration 
attempt may fail and the device may be left permanently in the 
unconfigured State. Second, the device may configure Suc 
cessfully only to lose configuration at a later time. Conven 
tionally, the only solution to these problems is to add more 
intelligence to the board via a CPLD or processor to detect 
and recover from these error conditions. In itself, the proces 
sor provides a viable solution only if the FPGA being config 
ured does not contain processor related glue logic. Otherwise, 
the processor would not have the Supporting logic required to 
implement the configuration monitor function. If neither of 
these conventional approaches are utilized, a technician 
would be required to manually repair the board, such as by 
re-seating the board. In addition, under certain circum 
stances, software may wish to perform a race free reconfigu 
ration of a non-volatile memory configured FPGA. An intel 
ligent device, such as a processor, could perform this task, 
unless the FPGA contains glue logic that is needed in order 
for the processor to operate. Conventionally, reconfiguration 
of Such a system was possible only if an extra device was 
added to the board, which provided the essential glue logic 
required to keep the processor up and running. Most board 
designs require Some instant-on logic, such as glue logic. In 
addition, many board designs require a large FPGA that is 
under Software control. Conventionally, the only way to pro 
vide such logic is by using additional non-programmable 
extra devices on the board. 
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2 
Thus a need arises for a technique by which automatic 

reconfiguration, such as in case of lost configuration or con 
figuration error, and Software-controlled reconfiguration may 
be provided that does not require the use of additional 
devices. 

SUMMARY OF THE INVENTION 

The present invention provides a system and method by 
which automatic reconfiguration, such as in case of lost con 
figuration or configuration error, and Software-controlled 
reconfiguration may be provided that does not require the use 
of additional devices. With the present invention, automatic 
reconfiguration will occur (entirely in hardware) if configu 
ration is lost for any reason. The glue logic may be absorbed 
into the EEPROM configured FPGA (saving board space) 
while still providing a software controlled reconfiguration 
path. The present invention also provides the capability for 
the instant-on logic and large FPGA(s) to be combined onto 
one device, which saves cost and board space. 
An apparatus for FPGA configuration protection com 

prises watchdog signal generator circuitry in the FPGA con 
figured to output a watchdog signal when the FPGA is prop 
erly configured and watchdog circuitry configured to receive 
the watchdog signal and to initiate reconfiguration of the 
FPGA if the watchdog signal is not received for or within a 
predetermined time. The watchdog circuitry is external to the 
FPGA. The watchdog circuitry comprises a timer. The cir 
cuitry in the FPGA is configured to receive a signal from a 
processor and to output the watchdog signal when the signal 
from the processor is received. 
A method of FPGA configuration protection comprises 

initiating configuration of the FPGA, upon Successful 
completion of configuration of the FPGA, outputting a signal 
from the FPGA, if the signal from the FPGA is received, not 
initiating reconfiguration of the FPGA, and if the signal from 
the FPGA is not received for or within a predetermined time, 
initiating reconfiguration of the FPGA. The method may fur 
ther comprise receiving a signal from a processor and output 
ting the signal from the FPGA when the signal from the 
processor is received. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is an exemplary block diagram of a system, in which 
the present invention may be implemented. 

FIG. 2 is an exemplary flow diagram of a process or FPGA 
configuration protection. 

FIG. 3 is an exemplary block diagram of an implementa 
tion of a system in which the present invention may be imple 
mented. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The present invention provides a system and method by 
which automatic reconfiguration, such as in case of lost con 
figuration or configuration error, and Software-controlled 
reconfiguration may be provided that does not require the use 
of additional devices. With the present invention, automatic 
reconfiguration will occur (entirely in hardware) if configu 
ration is lost for any reason. The glue logic may be absorbed 
into the EEPROM configured FPGA (saving board space) 
while still providing a software controlled reconfiguration 
path. The present invention also provides the capability for 
the instant-on logic and large FPGA(s) to be combined onto 
one device, which saves cost and board space. 
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An exemplary block diagram of a system 100, in which the 
present invention may be implemented, is shown in FIG. 1. 
System 100 includes an optional processor 102, and FPGA 
104, and a hardware watchdog device 106. Hardware watch 
dog device 106 provides protection against failed/lost con 
figuration and optionally software controlled re-configura 
tion. Processor 102 is not required for basic configuration 
monitoring. However, it may be used as part of a Software 
reconfiguration path. It is typically a microprocessor or 
microcomputer, but may be any processing device imple 
mented in any technology. During normal operation, after 
FPGA configuration and reset negation, processor 102 pro 
vides a signal, CPU watchdog strobe 108, which indicates 
that the processor is operating normally. CPU watchdog 
strobe 108 is generated periodically by software executing in 
processor 102 and indicates that the Software running on 
processor 102 is executing normally. Although normal soft 
ware execution in processor 102 may be interrupted due to 
problems with the software itself, it may also be intentionally 
interrupted to initiate FPGA reconfiguration. CPU watchdog 
strobe 108 is input to FPGA 104. 
FPGA 104 includes watchdog generator circuitry 110, 

which generates a signal, FPGA watchdog strobe 112, which 
indicates that the FPGA is operating normally. For example, 
if the configuration of FPGA 104 fails, then watchdog gen 
erator circuit 110 will not be properly configured, and FPGA 
watchdog strobe 112 will not be generated. FPGA 104 also 
includes a multiplexer when coupled with a local processor. 
This mux transfers watchdog strobe responsibilities to the 
processor once it has been released from reset. This additional 
logic provides a clean Software reconfiguration path while 
maintaining the basic configuration monitor function. 
A process 200 of operation of a FPGA configuration pro 

tection is shown in FIG. 2. It is best viewed in conjunction 
with FIG.1. In step 202, configuration of FPGA 104 is initi 
ated. Hardware watchdog device 106 includes a timer, such as 
a MAX6747R). When the FPGA configuration is initiated by 
a configuration signal (not shown), hardware watchdog 
device 106 starts counting. If the configuration is successful, 
the process continues with step 204, in which the FPGA 
watchdog generator 110 outputs FPGA watchdog strobe 112. 
Under normal circumstances, a typical FPGA 104 configures 
in less than 1 s and starts outputting FPGA watchdog strobe 
112, which in turn causes hardware watchdog strobe 114 to be 
output to hardware watchdog device 106. In step 206, as long 
as hardware watchdog device 106 receives hardware watch 
dog strobe 114, it will not generate a reset signal 116, and 
FPGA 104 will retain its current configuration. 

If the configuration is unsuccessful, then the process con 
tinues with step 208, in which the FPGA watchdog generator 
110 will not generate FPGA watchdog strobe 112. An unsuc 
cessful configuration means that FPGA watchdog generator 
110 is not properly configured and so it will not generate its 
output signal, FPGA watchdog strobe 112. As a result FPGA 
104 will not output hardware watchdog strobe 114 to hard 
ware watchdog device 106. Eventually, in step 210, hardware 
watchdog device 106 will trip and output reset signal 116. In 
step 212, configuration will be re-attempted. This process 
will repeat until a successful configuration occurs. 
Any loss of configuration of FPGA 104 will cause the 

FPGA's I/O to 3-state and strobing to stop. Hardware watch 
dog device 106 will trip and re-configuration will occur. If 
desired, software controlled re-configuration by processor 
102 may be enabled. After configuration completes, FPGA 
104 will continue to strobe hardware watchdog device 106 
until processor 102 has been released from reset. Once this 
occurs, the responsibility of strobing hardware watchdog 
device 106 Switches to processor 102. Ifat any time processor 
102 wishes to re-configure the FPGA 104, the hardware 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
watchdog device 106 is simply allowed to trip. If during 
normal operation the FPGA 104 loses configuration, the I/O 
will 3-state, the watchdog will trip and reconfiguration will 
OCCU. 

An example of an implementation of a system in which the 
present invention may be implemented is shown in FIG. 3. In 
this example, FPGA 104 is implemented using a XILINX(R) 
XC2VP7 VIRTEX-II Pro(R) FPGA, hardware watchdog 
device 106 is implemented using a MAXIMR MAX6747 
microprocessor reset circuit, and the configuration memory 
device 302 for FPGA 104 is implemented using a XILINX(R) 
XCF08P programmable read-only memory (PROM). It is to 
be noted that this system and these components are merely 
examples of devices that may be used to implement the cir 
cuitry and functions of the present invention. The present 
invention contemplates application to any devices that imple 
ment the required circuitry and functions. 

Although specific embodiments of the present invention 
have been described, it will be understood by those of skill in 
the art that there are other embodiments that are equivalent to 
the described embodiments. Accordingly, it is to be under 
stood that the invention is not to be limited by the specific 
illustrated embodiments, but only by the scope of the 
appended claims. 
The invention claimed is: 
1. An apparatus for FPGA configuration protection com 

prising: 
watchdog signal generator circuitry in the FPGA config 

ured to output a watchdog signal when the FPGA is 
properly configured; 

watchdog circuitry configured to receive the watchdog sig 
nal, to initiate reconfiguration of the FPGA with a reset 
signal if the watchdog signal is not received for or within 
a predetermined time, and to repeat until a successful 
configuration occurs; 

circuitry in the FPGA configured to receive a signal from a 
processor and to output the watchdog signal when the 
signal from the processor is received; and 

a multiplexer which transfers watchdog signal responsi 
bilities to the processor after the processor is released 
from reset. 

2. The apparatus of claim 1, wherein the watchdog circuitry 
is external to the FPGA. 

3. The apparatus of claim 1, wherein the watchdog circuitry 
comprises a timer. 

4. A method of FPGA configuration protection compris 
1ng: 

initiating configuration of the FPGA: 
upon successful completion of configuration of the FPGA, 

outputting a signal from the FPGA: 
if the signal from the FPGA is received, not initiating 

reconfiguration of the FPGA: 
if the signal from the FPGA is not received for or within a 

predetermined time, initiating automatic reconfigura 
tion of the FPGA, repeating until a Successful configu 
ration occurs; 

receiving a signal from a processor, 
outputting the signal from the FPGA when the signal from 

the processor is received, 
outputting the signal from the FPGA after configuration of 

the FPGA is completed until the processor is released 
from reset; 

Switching responsibility of outputting the signal to the 
processor, and 

initiating software-controlled reconfiguration of the FPGA 
when the processor wishes by allowing a watchdog 
device to trip. 


