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METHOD AND SYSTEM FOR PROVIDING AN 
ACTIVE ROUTING ANTENNA 

CROSS-REFERENCES TO RELATED 
APPLICATION(S) 

0001. The present application claims the benefit of pri 
ority under 35 U.S.C. S 119 from U.S. Provisional Patent 
Application Ser. No. 60/403,786 entitled “SYSTEM FOR 
MOBILE BROADBAND NETWORKING USING 
DYNAMIC QUALITY OF SERVICE PROVISIONING", 
filed on Aug. 14, 2002, the disclosure of which is hereby 
incorporated by reference in its entirety for all purposes. 

BACKGROUND OF THE INVENTION 

0002 The present invention relates in general to network 
communications and, more specifically, to a method and 
system for providing an active routing antenna for use in 
conjunction with fixed and mobile wireless transceivers with 
dynamic routing based on quality-of-service (QoS) criteria 
in order to optimize data transfers in a network with dynami 
cally changing topology. 
0003 Wireless networks are gaining in popularity. Stan 
dards such as EEE 802.11a, 802.11 b, 802.11g, Bluetooth, 
Ultra Wideband (UWB), etc., allow users to connect wire 
lessly via portions of the radio-frequency spectrum. As the 
cost of wireless network systems decreases and their popu 
larity increases, these systems are becoming more prevalent. 
Some provide channels for relatively unrestricted transfer of 
information among various devices. The devices can be 
owned or operated by different users without formal licens 
ing registration, certification, administrator approval or 
other access restrictions. In cases where mobile wireless 
transceivers are used, there can be a constant change in the 
number and type of devices accessing a wireless network. 
0004 The types of wireless systems available today have 
shortcomings for some applications. The EEE 802.11a, 
802.11b and 802.11g standard systems have two modes of 
operation: infrastructure and Ad-Hoc. The infrastructure 
mode uses a dedicated radio controller and is primarily 
designed to provide a direct wireless link to a standard 
Ethernet network connection. The "Ad Hoc' approach 
allows for peer-to-peer networking, so that a very Small 
network of several PCs on the same wireless channel can 
share files. The nodes in this network control their own 
access to the wireless media. The Ad Hoc mode is primarily 
used to temporarily interconnect a few computers together 
where an Ethernet backbone may not be available or an 
emergency network is required. There is no means of 
gaining access to the corporate Ethernet network or an 
Internet connection. As such, neither scheme is designed for 
“multi-hop' transmission. In a “multi-hop' scheme, data is 
transferred to intermediary wireless transceivers before 
arriving at a final target receiving device. 
0005 Generally, the quality of a communications channel 
in a wireless network is not guaranteed so that, for example, 
a Software process executing on a device is not guaranteed 
a specific transfer rate over any given interval of time. This 
makes it very difficult to provide, e.g., streaming media Such 
as video and audio. 

0006 Other approaches to wireless communications do 
not provide a comprehensive system design approach. For 
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example, UWB only defines a radio physical layer. This 
merely defines how bits will be transmitted on the radio 
interface physical connection. There is no definition for a 
flexible protocol to allow coordination of devices, channels, 
links, etc., within a UWB wireless network. Bluetooth does 
include several features for point-to-point communications 
between devices, but does this based on a master-slave 
relationship that is difficult to use in a network with chang 
ing topology, Such as one made up of mobile wireless 
transceivers. In addition, all the nodes within the Bluetooth 
network must be able to communicate at least with the 
master for coordination purposes. This clearly limits the 
operational range of the network. 
0007. Other considerations for a flexible wireless com 
munication system include Scalability, range, coverage, user 
interface presentation and options, network management, 
minimization of radio interference, compliance with appli 
cable regulations, creation of user features to generate 
market desirability, security and access controls, physical 
design, features and operation of the devices, etc. 
0008 Furthermore, wireless communications are typi 
cally implemented using radio frequency (RF). Typically, a 
radio network is made up of a number of base transmitting 
stations (BTSs), each connected to a wired network. Each 
BTS provides a region of RF coverage (also called cells) for 
users of the network. The radio frequencies used by the 
BTSs may be in a licensed or ISM band. Devices then 
communicate with the wired network using the radio fre 
quency associated with a BTS. Adjoining BTSS may use 
different frequencies to improve use of the radio resources. 
0009. The radio network as described above suffers from 
a number of shortcomings. These shortcomings include, for 
example, link inefficiency, security problems, roaming 
issues and network deployment issues. 
0010 With respect to link inefficiency, most of the cur 
rent radio technologies rely on a Media Access Control 
(MAC) layer to provide shared access to the radio media. 
However, the current MAC layers are designed to deal with 
a single point-to-point link, that is, one mobile user/terminal 
device in communication with one BTS radio link. This 
leads to a number of problems in the design of the MAC 
layer. For example, the MAC layer is not designed to 
coordinate transmissions from multiple BTSS, or peer nodes, 
but only terminal devices. The MAC layer also does not 
generally provide any quality of service functions, since it is 
not required to by the nature of the communication link. In 
addition, in some networks, the MAC layer must sense the 
radio media before transmission, which means that the best 
link may not be utilized. 
0011. With respect to network security, the radio network 

is inherently a shared medium. Hence, anyone equipped 
with Suitable receiver equipment can eavesdrop on the 
network. Many attempts have been made to prevent eaves 
dropping, for example, by encrypting the radio link based on 
some shared key or other algorithm. In public cellular 
systems, the keys are usually generated and stored in a 
central database, which can lead to security problems with 
respect to access. Other techniques that have been used 
include end-to-end encryption using IPSec or secure shells. 
However, these techniques require software to run above the 
radio connection and must also be run by the user prior to 
any communication between the user and the network. 
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0012. With respect to roaming, handover techniques 
could be used in a radio network to allow the user to roam 
within the bounds of the network. However, the problem 
remains that as the user moves from one BTS to another, the 
point of attachment to the network changes. In an IP 
network, this may mean that the Subnet that the user is 
originally registered on may change thereby leading to loss 
of connection. Existing solutions to this problem mainly rely 
on the use of mobile IP and its variants. These solutions 
remain unsatisfactory in that as the user moves around more 
and more, nodes in the network may become tied up with 
carrying traffic that is merely transiting the node and not 
terminating the IP traffic, thereby leading to very inefficient 
use of network resources. Some Such solutions may attempt 
to clear up the network trails but may also provide disruption 
problems for real time traffic. 
0013 With respect to network deployment, in order to 
provide radio network coverage, it is generally necessary for 
the operator of the network to install BTSs in areas to 
provide coverage and then to link these BTSs back to the 
main network. This can be an expensive and time-consum 
ing process. Furthermore, the positioning of the BTSs is 
generally dictated by physical constraints of the locale and 
may be suboptimal. 

0014) An alternative to the Fixed BTS-Mobile Terminal 
network architecture is an "Ad Hoc' wireless network. In 
this type of network, many or all the nodes of the network 
could be in motion. Consequently, it is difficult to know the 
relative location of the two wireless nodes that may wish to 
communicate. Hence, it is also difficult to determine a “best 
path' to the destination or recipient node without generally 
flooding the network with route requests the essentially 
search every possible path for a route to the destination. The 
foregoing method of establishing links between two wireless 
nodes is very inefficient, wasting a large amount of band 
width in the process. In addition, the foregoing method also 
limits the number of nodes that could be supported. In effect, 
the network becomes self-limiting because of the lack of 
node location information. 

0015. In order to improve the performance of an ad hoc 
network, it is possible to provide location information to 
various wireless nodes using, for example, the Global Posi 
tioning System (GPS). Use of GPS, however, is generally 
quite expensive in terms of product cost and power drain on 
each node. In addition, GPS has certain coverage limitations 
which prevent it from being used in some physical locations, 
Such as, inside a building structure. 
0016 Hence, it would be desirable to provide a wireless 
network with dynamically changing topology that is capable 
of accommodating and handling heterogeneous user traffic 
from multiple devices in a more efficient manner. 

BRIEF SUMMARY OF THE INVENTION 

0017. The method and system of the present invention 
allows multiple wireless transceivers to flexibly communi 
cate in a managed and optimized manner in a network that 
has a dynamic topology. In a preferred embodiment, two 
types of transceivers are used. One is a mobile radio unit 
(MRU or “mobile unit”) and one is a semi-fixed, or fixed 
radio unit (FRU or “fixed unit”). The mobile unit could be 
a handheld or portable computing device equipped with 
radio-frequency (RF) send and receive capability. In one 
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embodiment, the fixed unit is a larger processing system, 
Such as a personal computer, server, etc., that typically 
includes a more powerful radio transceiver and, therefore, 
longer range RF transmission capabilities. 

0018. The mobile units are equipped to present con 
Sumer-oriented features such as music (or other audio) 
playback and recording, address book, calendar, data storage 
and transfer, etc. Other features can include digital tele 
phone, local, downloaded or streamed video playback, etc. 
Contents from a mobile unit can be made available without 
the need to synchronize information stored on the mobile 
unit with a stored database in a fixed unit or another mobile 
unit or vice-versa. Various aspects of the hardware, software 
and physical design of the mobile units are further described 
below. 

0019. In a preferred embodiment of the present invention, 
fixed units are envisioned to reside in a home with one or 
more mobile units registered to a specific fixed unit. Both 
fixed and mobile units can communicate with each other 
over short or longer range radio channels. The units transfer 
data or communicate over one or more “hops, where a 
“hop' allows a communication between two units whether 
fixed or mobile, in which a first unit communicates with a 
second unit that is outside of the range of the first unit but 
communication is achieved through transfer of data through 
intermediary units so that the data can ultimately be relayed 
through the intermediary units to the second unit. “Hopping 
refers also to dynamically changing one or more interme 
diary units to add, delete, change or modify the intermediate 
relay points. 

0020 Since the majority of the units in the network are 
mobile, the unique procedures elaborated in the present 
invention are able to perform routing in a wireless network 
environment or topology which is continuously changing. 
This means that data is transferred between fixed or mobile 
units by “hopping between dynamically changing interme 
diate units. Importantly, the fixed units may act as interme 
diate units under the “hopping method of the present 
invention. The best path between a sending and receiving 
unit can change from transmission to transmission, or even 
within a single transmission, as the underlying topology of 
the network changes, mobile units are moved or their 
availability changes for other reasons. 

0021 One feature of the wireless system of the present 
invention is a routing process that tracks unit locations and 
inter-unit channel conditions. The routing process uses char 
acteristics of the channels between two or more units. Such 
as but not limited to, the data rate, reliability, number of unit 
hops, load, congestion, requested Quality of Service (QoS). 
etc. Additional factors can be used in routing evaluation, 
such as, desired QoS to be provided to a user, device or 
process. For example, where a user is using a voice feature 
of a device, the routing process attempts to ensure at least a 
minimum data rate or time delay with no dropouts to make 
Sure the Voice quality is maintained. This feature has a 
higher level of service than, for example, downloading a file 
since a pause in file downloading does not have as critical an 
effect on the user. One advantage of the present invention is 
the capability to determine the required level of service 
based upon the feature requested by the user of the network. 
Therefore, the user does not have to be concerned about the 
network conditions, whereas, in other networks, the user 
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may have to stop the conversation or take other actions until 
the radio conditions improve. 
0022. Other aspects of the routing process include regis 
tration or detection of transceiver location. Where fixed units 
are installed in homes, the user can manually describe the 
location so that, for example, latitude and longitude coor 
dinates could be derived. A built-in GPS receiver could also 
perform the same task. Another approach is to triangulate 
transceiver location by using the known or derived locations 
of other transceivers. Data about various characteristics of 
units that is useful for routing purposes is maintained in 
tables (or other forms of storage) in various units, in a central 
location or both. As units are brought into, taken from, or 
moved within the network, the routing process (or pro 
cesses) attempts to maintain desired levels of service. 
0023. One feature of the RF transmitters used in the 
present invention is the use of antenna arrays for directional 
transmission. This allows transmitters So-equipped to 
“steer a radio beam to specific receivers so that greater 
distance with less power is achieved. The receiving ability of 
Such antennas is also directional so that receiver sensitivity 
to specific units at known locations can be increased. Fur 
ther, this approach reduces the interference from potentially 
competing signals. This, in turn, increases network effi 
ciency and can, therefore, enhance network density and 
performance. 

0024 Units can be connected to other wireless or wired 
networks, such as but not limited to, the Internet, corporate 
or campus intranets, home networks, etc. Services, such as, 
streaming of media can be provided within a household or 
to other designated recipients. Security and access controls 
are provided. One aspect of the system allows units to relay 
information without storing the information in order to 
comply with typical media licenses or copyrights. The 
system provides flexible permission granting, control and 
other features to manage use of media, objects or other data. 
0.025 Generally, all the data can be relayed securely 
without the ability to interpret data that is in transit through 
a node or nodes. The system allows for end-to-end encryp 
tion to protect traffic being routed along the communication 
route. Alternatively, some portions or links of the commu 
nication route are protected with encryption while other 
portions are not, and different portions of the communication 
route can be protected using different encryption codes or 
technologies. This is advantageous for a number of reasons. 
For example, in order to comply with certain country 
specific regulatory or other issues, it may be necessary to 
terminate the secure link at one or more intermediary nodes 
and then forward the traffic using a different encryption code 
or in clear text; in another instance, it may also be required 
to re-encrypt the already encrypted channel with another 
encryption code. 

0026. Other aspects of the present invention include user 
interfaces of the units, scalability of the network, etc. 
0027. In one embodiment, the FRU includes an array 
antenna that facilitates transmission of data with other 
FRUs. The array antenna includes a number of antenna 
panels arranged in an hexagonal shape, one or more array 
control elements controlling the antenna panels, and one 
antenna routing element controlling the one or more array 
control elements. 
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0028. Furthermore, according to a method of the present 
invention, a receiving FRU is able to determine the direction 
of a transmitting FRU or node using an antenna array having 
a number of panels. Each panel is configured to receive 
signals. According to one aspect of the method, again table 
is constructed for each of the panels, the gain table having 
a number of gain values corresponding to a number of 
angles. Each of the panels may be directed to receive signals 
from a different transmitting node or nodes. For each panel, 
a first table having data representing received signal power 
difference between the panel and a first neighboring panel 
and a second table having data representing received signal 
power difference between the panel and a second neighbor 
ing panel are constructed. 

0029 Next, the panel receiving signals with the maxi 
mum received power is identified. If two or more panels 
receive signals with the same maximum received power, 
then the panel that has the minimum signal power difference 
is selected using the first and second tables associated with 
the two or more panels. For the identified panel, the gain 
tables associated with its first and second neighboring panels 
are searched to identify first and second transmission angles, 
if any. If either the first transmission angle or the second 
transmission angle or both are available, a transmission 
angle relative to the transmitting node is determined using 
the first and second transmission angles. If the first and 
second transmission angles are null, then the transmission 
angle is set based on the direction being faced by the 
identified panel. 
0030) Reference to the remaining portions of the speci 
fication, including the drawings and claims, will realize 
other features and advantages of the present invention. 
Further features and advantages of the present invention, as 
well as the structure and operation of various embodiments 
of the present invention, are described in detail below with 
respect to accompanying drawings, like reference numbers 
indicate identical or functionally similar elements. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0031 FIG. 1 is a simplified schematic block diagram 
illustrating one exemplary embodiment of the present inven 
tion; 

0032 FIG. 2 is a simplified schematic block diagram 
illustrating an exemplary embodiment of an array control 
element that is used to control an antenna element in 
accordance with the present invention; 

0033 FIG. 3 is a simplified schematic block diagram 
illustrating a data path associated with the array control 
element shown in FIG. 2; 

0034 FIG. 4 is a simplified schematic block diagram 
illustrating one exemplary embodiment of an antenna rout 
ing element in accordance with the present invention; 

0035 FIGS. 5A and 5B are simplified schematic block 
diagram illustrating various configurations of the array con 
trol element and the antenna routing element in accordance 
with the present invention; 

0036 FIG. 6 is a simplified schematic block diagram 
illustrating an exemplary embodiment of a wireless node 
within the network in accordance with the present invention; 
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0037 FIG. 7 is a representative table showing the mea 
Surements taken during the calibration process in accordance 
with the present invention; 
0038 FIG. 8 is a simplified schematic block diagram 
illustrating a number of wireless nodes within the network; 
and 

0039 FIG. 9 is a representative table showing data 
obtained from various antennas within a wireless node in 
accordance with the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0040. The present invention in the form of one or more 
exemplary embodiments will now be described. FIG. 1 is a 
simplified schematic block diagram illustrating one exem 
plary embodiment of the present invention. In this exem 
plary embodiment, the network 10 includes a number of 
mobile radio units (each an MRU) 12 and a number of 
semi-fixed or fixed radio units 14 (each an FRU). Based on 
the disclosure and teachings provided herein, a person of 
ordinary skill in the art will appreciate that other types of 
devices that are able to send and receive signals, i.e., 
transceivers, can be used as MRUs or FRUs in accordance 
with the present invention. 
0041. In one exemplary embodiment, the MRU 12 is a 
user portable device that is capable of handling wireless 
communications. The MRU 12 includes two types of high 
bandwidth radio, one is used for long range relay commu 
nication and the other for shorter range local communica 
tion. The MRU 12 is capable of communicating with nearby 
MRUs and FRUs 14. The MRU 12 is also capable of 
communicating with local accessory devices, such as but not 
limited to, wireless keyboard, wireless mouse, wireless 
audio devices, etc. 

0042. The MRU 12 also includes communication com 
ponents that are capable of communicating with a secure 
token, Such as but not limited to, a Smartcard 16, a Subscriber 
identity module (SIM) card and other types of authentication 
devices. As will be further described below, the Smartcard 16 
is used to store user and security information that is specific 
to a user. The user and security information can be used to 
provide end-to-end encryption, that is, the user data is 
encrypted on the MRU 12 and only decrypted by the 
receiving node. Alternatively, the encryption of the user data 
can also take place at any intermediate node. In addition, the 
use of multiple Smartcards 16 allows a single MRU 12 to be 
shared by many different users. 
0043. The FRU 14 is a device that utilizes high band 
width long range radio for communication. The FRU 14 also 
uses short range radio for local communication with MRUs 
12. The FRU 14 is capable of communicating with other 
FRUs and the MRUs 12. The FRU 14 is also capable of 
communicating with a number of entities including data 
storage devices, such as but not limited to, hard disks and 
DVD/CD-ROM drives, fixed networks, such as but not 
limited to, the Internet 18, a public switched telephone 
network (PSTN), and an integrated services digital network 
(ISDN), and wireless networks, such as but not limited to, a 
public land mobile network (PLMN), a wireless local area 
network and a cellular network (e.g., CDMA, GSM and 
TDMA). In one exemplary implementation, the FRU 14 
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communicates with a media server that controls access to 
media and fixed network services. Furthermore, in one 
exemplary embodiment, the FRU 14 provides an open 
accessible radio interface (open domain) as a backbone 
network and a closed radio access (closed domain) for 
MRUs 12 and their users that are registered with that FRU. 
As will be further described below, information or services 
that are available in the open domain allow, amongst other 
things, communications with other FRUs. In the closed 
domain, information or services can only be accessed by 
MRUs or users that are registered with that FRU. Informa 
tion and services that are available respectively from the 
open and closed domains of an FRU may vary depending on 
each specific FRU. Such information and services that are 
available from an FRU include, for example, applications 
Such as but not limited to games and other utility programs, 
audio data Such as music, video data Such as pictures and 
images, and audio/video data Such as movies. There maybe 
a further subdivision of the closed domain that is used by, for 
example, media content providers. This could include copy 
right or other material that has either been purchased or 
rented by the one or more user(s) of the FRU. In other words, 
the closed domain may be further subdivided amongst the 
users that are registered with that FRU, meaning that dif 
ferent users may have different access rights to contents in 
the closed domain. 

0044) The network 10 operates in the following exem 
plary manners. The network 10 has a number of different 
types of connections. A semi-fixed long range high band 
width (HBLR) connection that is used to interconnect the 
FRU relay points. A short range high bandwidth connection 
also exists on the MRU and the FRU, that is used to 
interconnect those devices. The MRU also has a very short 
range medium bandwidth connection to allow for radio 
communications with local MRU accessory devices. 

0045. When a new FRU is first introduced into the 
network, the new FRU engages in an initialization mode. 
When in this mode, the new FRU uses its HBLR connection 
to listen to or detect other FRUs in the network that are in 
its locale or coverage area. Upon detecting other FRUs, the 
new FRU attempts to establish connections with these other 
FRUs. Other FRUs are detected, for example, by monitoring 
their radio links or pilot information that maybe periodically 
broadcast by each device. The pilot information that is sent 
may include, but is not limited to, FRU identity, status, 
power information, channel information etc. From these 
other FRUs, the new FRU determines its relative position in 
terms of location within the network. Based on this infor 
mation, the new FRU assigns itself a unique address in the 
network. In carrying out these actions, the new FRU builds 
up a table of local FRUs, their respective addresses, radio 
frequencies that these local FRUs may be using and the 
quality of the radio links amongst the local FRUs. The 
position of the new FRU can be determined in a number of 
ways including, for example, triangulation, GPS receiver or 
direct knowledge from data input to the device (which can 
in turn be verified by other means). It should be noted that 
the new FRU may generate for itself an address that is 
already in use. When a duplicate address is generated, the 
neighboring FRUs inform the FRU that its self-assigned 
address needs to be changed as soon as the FRU uses that 
address on the network. The FRU MAC address is used to 
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identify the duplicate address. This allows the network 
addressing to remain homogeneous without duplicate 
addresses. 

0046 By using the foregoing approach, the new FRU is 
able to establish information about its location in the net 
work and how to route traffic within the network. Once the 
new FRU has determined its location in the network, the 
new FRU then announces its presence to other FRUs. The 
other FRUs within radio contact range of the new FRU then 
add the new FRU to their route tables and make note of the 
radio link quality associated with the new FRU. By 
announcing its presence to other FRUs, the new FRU 
effectively provides another optional route to these other 
FRUs for routing their traffic. For example, due to the 
superior quality of the radio link associated with the new 
FRU with respect to a particular FRU, this particular FRU 
is able to provide better QoS using the new FRU. 
0047 Once the new FRU is introduced into the network, 
the FRU acts as an intelligent relay point. A sending FRU 
wishing to route data to a specific destination looks to 
transmit the data to a receiving FRU. This decision to 
transmit the data to the receiving FRU is based on a number 
of factors, including but not limited to, link quality, radio 
link quality, number of hops to destination, traffic load 
conditions, application requesting the data transfer, type of 
data to be transferred and requested or permitted QoS. Once 
the receiving FRU is identified, the sending FRU transmits 
the packet that it wishes to send and the receiving FRU 
acknowledges receipt of the packet if the packet is Success 
fully received. Alternatively, the receiving FRU may nega 
tively acknowledge receipt of the packet indicating that the 
receiving FRU either has received a bad packet or has no 
route for the packet. In the event that the sending FRU does 
not receive any acknowledgement, which indicates that the 
transmitted packet was lost, the sending FRU may then 
optionally look for an alternative route in the form of another 
FRU to resend the packet. Each packet is associated with the 
required QoS. This QoS may range from high, for real time 
traffic, to low, for best effort traffic. In one exemplary 
embodiment, there are at least four levels of QoS. However, 
based on the disclosure and teachings provided herein, a 
person of ordinary skill in the art will appreciate that there 
could be more or fewer levels of QoS depending on network 
and/or design requirements or other determinants. 
0.048. An FRU having traffic to send may also act as a 
relay point for packets arriving from other FRUs that are in 
contact with such FRU. Based on the respective sources of 
the received packets, the FRU is able to determine a more 
efficient route for packets that it originates and wishes to 
send. More specifically, upon receiving a packet destined for 
another FRU or node, the Media Access Control (MAC) 
layer of the FRU examines the QoS associated with the 
packet and determines which queue to use for forwarding 
the packet. Different queues correspond to different routes in 
the network that are available to the FRU for forwarding 
packets. Generally, higher QoS packets take priority; how 
ever, in order to avoid congestion or packet starvation in the 
network, lower QoS packets are still serviced in the network 
depending on the length of the queues. Queuing algorithms 
are well known in the art. Based on the teachings and 
disclosure provided herein, a person of ordinary skill in the 
art will appreciate how to select the appropriate queuing 
algorithm for use in connection with the present invention. 
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In the case of the network described herein, additional 
parameters such as radio link quality may also be factored 
into the QoS algorithm, something that is not normally 
considered. 

0049. The present invention has many benefits and 
advantages. For example, one of the advantages of the 
present invention is that the FRUs can be placed anywhere 
in the network and can then establish their own routes within 
the network. Indeed, there is no need for any centralized 
control as maybe found in a traditional wireless or wired 
network. The present invention provides for a network that 
is decentralized and can perform peer-to-peer routing with 
out the intervention of a third node or central control to 
provide routing information. In addition, as more and more 
FRUs are installed, the average distance between FRUs 
decreases and this decrease in distance accordingly 
improves the radio link quality between FRUs. The 
improvement in radio link quality, in turn, brings about 
higher bandwidth links between FRUs thereby improving 
the overall performance of the network. 
0050. The routing algorithm used in each FRU takes into 
consideration several aspects or characteristics of the net 
work. Each FRU receives information relating to such 
aspects or characteristics from its MAC and radio physical 
layer. One such characteristic is the quality of the radio links 
offered to the FRU. Another such characteristic is the 
congestion level of the network. Additionally, by modifying 
the power used and bandwidth of the transmission, the FRU 
may decide to link with another FRU that is not one of the 
nearest neighbors. This could be used to reduce the number 
of hops on the route between the source and destination. This 
could be important in reducing the delays associated with 
the traffic being sent. Based on the teachings and disclosure 
provided herein, a person of ordinary skill in the art will 
appreciate other network characteristics that can be used in 
connection with the routing algorithm of the present inven 
tion. 

0051. Furthermore, the routing algorithm also uses con 
ditions specified in a packet. Such conditions include, for 
example, QoS. Using network characteristics and packet 
specified conditions as criteria, the routing algorithm then 
determines the route to be used to relay a packet. For 
example, if a packet specifies a high QoS, this may require 
the FRU to identify the shortest route between two network 
nodes. Consequently, the routing algorithm optimizes a 
route so that it does not hop through redundant nodes. This 
could be performed by any node in the network that deter 
mines it is not using an optimum route to the destination. 
The optimum route to the destination can be determined 
based on a number of factors. For example, an optimum 
route can be based on the lowest number of intermediary 
units or a number of intermediary units that is equal to or 
fewer than a predetermined threshold. Furthermore, inter 
mediary units in the optimum route can be selected based on 
different factors. For example, one intermediary unit may be 
included in the optimum route based on its radio link quality; 
another intermediary unit may be included based on a 
different criterion Such as data rate or congestion. Moreover, 
the factors or criteria that are used to select an intermediary 
unit may vary over time. Based on the disclosure and 
teachings provided herein, a person of ordinary skill in the 
art will know of other factors that can be used to determine 
the optimum route to a destination as well as intermediary 
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units to be used in the optimum route. In addition, since the 
network is radio-based, FRUs may disappear or otherwise 
become unavailable for a number of reasons including, for 
example, power failure, thus rendering one or more entries 
in routing tables obsolete. When an FRU becomes unavail 
able, the routing algorithm attempts to re-route traffic around 
the unavailable FRU. If possible, the FRU will alert the 
network to its offline status by, for example, sending out a 
broadcast message. This greatly simplifies the network 
maintenance. 

0.052 Moreover, each FRU also collects routing and 
device information from MRU(s) that are available within 
its coverage area. As will be further described below, the 
MRU(s) can also be used for forwarding traffic. Hence, such 
information can be used by the routing algorithm of the FRU 
to generate an optimum route. 
0053 Based on the teachings and disclosure provided 
herein, it can be seen that, when directed to do so, the routing 
algorithm associated with each FRU continuously selects the 
optimum route based on both user application and traffic 
requirements. Unlike conventional wireless technologies 
that often utilize worst case RF design principles, the present 
invention as described above is capable of optimizing its 
own performance in response to prevailing conditions. For 
example, an FRU may have initially selected the route with 
the best link quality in order to maximize Success of the 
transmission. However, if other links appear with a better 
quality, then the FRU has the option to switch to those other 
links, even in the middle of packet transfers. 
0054 Another advantage of the present invention is that 

it can take into consideration congestion on the network. In 
most current wireless systems, the capacity of the network 
is designed for worst case conditions. This usually means 
that several nodes are much larger and therefore more 
expensive than would normally be required under average 
conditions. However, in the network described above, the 
network is able to take into account congestion problems 
that may occur Subsequently and re-route traffic further 
upstream thus avoiding the congestion point. Hence, nodes 
in the network only need to be designed to carry the average 
load, thereby significantly reducing the cost of the network 
deployed. 

0055. In addition to having the capability to communicate 
with other FRUs, each FRU optionally includes the capa 
bility to access one or more fixed networks in order to 
provide connectivity to various other types of services, such 
as, web or voice services. In one exemplary implementation, 
an FRU includes a set of fixed connections that allow 
communications with other fixed networks, such as, the 
Internet and the PSTN. By having access to one or more 
fixed networks, the FRU allows a user to enjoy additional 
services provided by such networks. 
0056. In one exemplary embodiment of the present 
invention, MRUs can also be used to facilitate communica 
tions in the network. Each MRU includes a similar short 
range high bit rate radio connection (HBSR). The use of the 
HBSR connection allows an MRU to communicate with the 
FRUs and/or other MRUs in its locality. Communications 
with other MRUs effectively allow smaller networks to be 
set up within the network, especially if an MRU is not within 
range of an FRU. The MRU uses the same routing algorithm 
as described above in connection with the FRU to route 
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traffic to a nearby FRU or MRU. Therefore, it is possible for 
the network to take advantage of a cluster of MRUs to route 
traffic through a congested area. The MRU initially looks to 
route any data it may have to send to an FRU first. However, 
if the MRU is located on the edge of the network, the MRU 
can use the routing algorithm to direct traffic via one or more 
MRUs to reach an FRU. Also, congestion is likely to occur 
where MRUs cluster due to traffic generated by such MRUs. 
Such MRU cluster can be used to reduce congestion. Instead 
of traffic going through nearby FRUCs), traffic can be routed 
through one or more MRUs within the MRU cluster thereby 
avoiding overloading any nearby FRUCs). By using the 
foregoing approach, network capacity is created dynami 
cally and does not need to be statically set as would be 
required in a traditional wireless network. 
0057. Furthermore, the connectivity of the MRU is not 
fixed. An MRU can take advantage of any other connectivity 
that might be available. An MRU is able to identify the most 
appropriate FRUCs) and/or MRU(s) for transmitting traffic 
on a dynamic basis depending on the network conditions. 
For example, even when the MRU remains temporarily 
fixed within a certain area, an FRU or MRU that was 
previously used by the MRU to route traffic may become 
unavailable. When this occurs, the MRU uses its associated 
routing algorithm to dynamically select another FRU or 
MRU that is most suitable or effective for routing its traffic. 
In another example, the MRU physically roams from one 
area to another. As a result, the previously selected FRU or 
MRU may no longer be the most suitable or effective for 
routing traffic for the roaming MRU. Hence, the roaming 
MRU may similarly use its associated routing algorithm to 
dynamically select another FRU or MRU for routing its 
traffic. 

0058 Since the MRU is capable of communicating and 
exchanging traffic with the FRUCs) and other MRU(s), the 
routing algorithm used by the MRU utilizes information 
received from the FRUCs) and/or other MRU(s) as well as 
other information to identify the most appropriate FRU(s) 
and/or MRU(s) for routing its traffic. For example, the MRU 
may detect all the FRUCs) and/or MRU(s) that are available 
to it for routing traffic and the routing algorithm associated 
with the MRU then determines which one or more of the 
detected FRUCs) and/or MRU(s) are most appropriate for 
routing its traffic. In determining the most appropriate 
FRUCs) and/or MRU(s), the MRU may evaluate a number of 
factors including, for example, the radio link quality of the 
detected FRUCs) and/or MRU(s) and routing information 
already collected by the respective detected FRUCs) and/or 
MRU(s). For example, an MRU that is trying to communi 
cate with another MRU that is in its radio range may choose 
to use an intermediary MRU or FRU in order to improve the 
bandwidth or other QoS that may be required for the active 
service. Based on the teachings and disclosure provided 
herein, a person of ordinary skill in the art will appreciate 
how to select factors that can be used in determining the 
most appropriate FRUCs) and/or MRU(s) in accordance with 
the present invention. 
0059) The MRU is further capable of communicating 
with other local devices using its short range medium 
bandwidth radio. These local devices include, for example, 
headsets, LCD screens or other accessories that are designed 
to provide or receive information from the MRU. For 
instance, the FRU may transmit music in the form of audio 
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data to the MRU. The MRU, in turn, forwards the audio data 
to a headset which allows a user to listen to the music. 
Similarly, the FRU may transmit video images in the form 
of video data to the MRU. The MRU then forwards the video 
data to a LCD screen which allows the user to view the video 
images; alternatively, the video data maybe further for 
warded to a suitably equipped nearby television or other 
display means for display. 

0060. As described above, the topology of the network of 
the present invention is dynamic. Since the topology of the 
network is dynamic, the coverage of the network can expand 
or contract depending on the number of FRU(s) and MRU(s) 
that are currently operational at any instant. Furthermore, as 
more and more FRU(s) and MRU(s) are added to the 
network, the network can perceivably extend to cover large 
geographical areas. 

0061 Also as mentioned above, an MRU 12 is capable of 
accommodating a secure token, such as but not limited to, a 
smartcard 16, a SIM card and other types of authentication 
devices. Information stored on the smartcard 16 includes 
user and security information relating to the user, Such as but 
not limited to, serial number, biometric data, keys associated 
with the user. Such information can be used to provide 
end-to-end encryption on the network to improve security. 
When a user attempts to access the Internet, user data or any 
entity associated with the FRU, the control logic associated 
with the FRU recognizes the destination for the issued 
command and uses the security information (such as, the 
keys associated with the user) extracted from the Smartcard 
16 to authenticate the user (or the MRU) and encrypt the 
data stream. When the data arrives at the destination FRU, 
the data can be decoded only if the source of the data is from 
an authentic MRU. Furthermore, in one exemplary imple 
mentation, the authentication is location dependent, mean 
ing that the user (or the MRU) is only authenticated when 
the user (or the MRU) is located at a specific geographic or 
physical location, or alternatively, when the user (or the 
MRU) communicates with a specific FRU. By using the 
foregoing approach, data can be encrypted and the user 
sending the data can also be authenticated. Encryption and 
authentication techniques are well known in the art. Based 
on the teachings and disclosure provided herein, a person of 
ordinary skill in the art will know how to select and 
implement the appropriate encryption and/or authentication 
techniques for use in connection with the present invention. 
Since the encryption is end to end, this approach allows the 
user to employ relay nodes secure in the knowledge that the 
intermediate nodes cannot eavesdrop on the transmission. 
0062. In addition to providing end-to-end encryption, 
alternatively, Some portions or links of the optimum route 
are protected with encryption while other portions are not, 
and different portions of the optimum route can be protected 
using different encryption codes or technologies. This is 
advantageous for a number of reasons. For example, in order 
to comply with certain country specific regulatory or other 
issues, it may be necessary to terminate the secure link at one 
or more intermediary nodes and then forward the traffic 
using a different encryption code or in clear text; in another 
instance, it may also be required to re-encrypt the already 
encrypted channel with another encryption code. 

0063. From a user perspective, the network 10 can be 
used to send and receive data in an efficient and simple 
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manner as illustrated below. A user (or alternatively, an 
MRU) is registered to a user FRU. User and security 
information associated with the user is stored in a Smartcard. 
Such information is used to identify and authenticate the 
user when a local MRU being used by the user attempts to 
establish communication with the user FRU. Once the user 
is authenticated, information or services that are available 
from the closed domain of the user FRU can be accessed by 
the user using the local MRU. Such information or services 
from the closed domain include, for example, a song or a 
movie that has been stored by the user in a storage device 
that is accessible to the user FRU. 

0064. In one situation, the local MRU being used by the 
user is in direct communication with the user FRU. In other 
words, there are no intermediate FRUCs) and/or MRU(s) 
between the local MRU and the user FRU. 

0065. In a second and perhaps more common situation, 
the user wishes to use a remote MRU to retrieve information 
and/or services from the closed domain of the user's FRU. 
The remote MRU is located out of range of the user FRU 
and, hence, direct communication is not possible. Conse 
quently, as described above, an appropriate route having 
intermediate unit(s) is identified by the remote MRU in 
order to allow the remote MRU to communicate with the 
user FRU. The intermediate unit(s) include one or more 
FRUCs) and/or MRU(s). Similarly, information stored in the 
smartcard is retrieved by the remote MRU and is used to 
authenticate the user to the user FRU. Information from the 
Smartcard further allows secure transmission on the route 
established between the remote MRU and the user FRU. 
Once the route is identified, information and services that are 
available from the closed domain of the user FRU can be 
provided to the user via the remote MRU. As mentioned 
above, the route used for communications between the 
remote MRU and the user FRU may change on a dynamic 
basis depending on a number of factors, such as, existing 
network conditions and conditions specified in the packets to 
be transmitted. In other words, the intermediate unit(s) that 
are used to carry traffic between the remote MRU and the 
user FRU may change dynamically from time to time. 

0066. In one exemplary embodiment, the present inven 
tion is designed to operate in the 5GHz NNII/JUNII bands. 
However, based on the disclosure and teaching provided 
herein, it should be appreciated by one of ordinary skill in 
the art that the present invention could be used at any 
frequency. 

0067. In one exemplary embodiment, the FRU includes 
an array antenna that is designed to facilitate routing of 
traffic in the network as described above. In one embodi 
ment, the array antenna includes six (6) antenna panels or 
elements arranged in an hexagonal shape. Each antenna 
panel contains a number of patch antennas, the combination 
and number of these patch antennas define the gain and 
bandwidth of the antenna panel. Each individual antenna 
panel is capable of providing approximately seventeen (17) 
dBi of directional gain, the half power beam width is 
approximately sixty (60) degrees. Different beam widths and 
antenna gains can be configured by changing the etched 
antenna pattern. Similarly, the number of panels can be 
changed while still adhering to the algorithms described 
herein. Moreover, in one embodiment, the antenna panels 
can be used in combination from one (1) to six (6) to provide 
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the desired level of gain for the location of the receiving 
FRU. In other words, in addition to the ability to use each 
antenna panel individually, two or more or all of the antenna 
panels can be active or used simultaneously for transmitting 
signals. Control of the beam could be performed by adjust 
ing the amplitude and phase weights of the signal directed 
toward each antenna panel or by simply Switching the RF 
signal between each panel. Based on the disclosure and 
teachings provided herein, it will be appreciated by a person 
of ordinary skill in the art that control can be provided by 
low cost hardware. 

0068. Using the foregoing approach allows the network 
to use a lower gain antenna when the FRUs are in close 
proximity and provides a directional antenna that is capable 
of broadcasting two or more different signals in two or more 
directions at different frequencies simultaneously or in quick 
Succession. 

0069 FIG. 2 is a simplified block diagram illustrating an 
exemplary embodiment of an array control element 20 that 
is used to control an antenna panel or element 22 in 
accordance with the present invention. Referring to FIG. 2, 
in one exemplary embodiment, the RF signal being used is 
either TDD (time division duplex) or CSMA (carrier sense 
multiple access). Alternatively, other schemes can be used in 
connection with the array control element 20 as shown in 
FIG. 2. The antenna element 22 connects via a switch 24 to 
an receiving Low Noise Amplifier (LNA) 26 and a trans 
mitting Power Amplifier (PA) 28. The LNA26 and the PA 
28 could be separate low cost devices or, alternatively, could 
be integrated into an integrated circuit. The array control 
element 20 also includes an I/Q down converter 30 and an 
I/Q up converter 32 for the I/O baseband signal. An RF data 
path associated with the array control element 20 is shown 
in FIG. 3. As shown in FIGS. 2 and 3, when a signal is 
received by the antenna element 22, the signal is relayed via 
the switch 24 to the LNA26. The LNA 26, in turn, outputs 
the signal to the I/O down converter 30. Outputs from the 
I/Q down converted 30 are then forwarded to a demodulator 
36 to generate the corresponding packet. When a packet is 
to be transmitted, the packet is forwarded to a modulator 38. 
Outputs from the modulator 38 are then provided to the I/O 
up converter 32. Output from the I/O up converter 32 is then 
forwarded to the PA 28. Output from the PA 28 is then 
provided to the antenna element 22 via the switch 24 for 
transmission. In one exemplary embodiment, OFDM 
(orthogonal frequency division multiplexing) is used as the 
modulation scheme. Based on the disclosure and teachings 
provided herein, a person of ordinary skill in the art will 
appreciate other modulation Schemes that can be used. 
0070). As shown in FIG. 2, the signals “reference” and 
“offset are used to control a divider PLL (phase lock loop) 
34 which, in turn, controls the I/O down and up converters 
30 and 32. The “reference” and “offset' signals control the 
array control element 20 such that the antenna element 22 
can be part of the array antenna so as to provide the desired 
directional beam. In one exemplary embodiment, these 
signals originate from a digital-to-analog converter which is 
embedded within the same integrated circuit as the array 
control element 20. Alternatively, the digital-to-analog con 
verter may be external to the integrated circuit containing 
the array control element 20. 
0071. In one exemplary embodiment, the antenna ele 
ment 22 is designed Such that the antenna element 22 can 
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transmit or receive the packet data itself. The demodulator 
36 and the modulator 38 can be integrated into the integrated 
circuit containing the array control element 20; or alterna 
tively, they may be external to the integrated circuit. 
0072 The array control element 20 is able to generate 
data related to link quality and received power/signal 
strength. In addition, the array control element 20 is also 
able to control the transmit power of the FRU. In an 
exemplary embodiment where TDD or CSMA is used, array 
control element 20 allows the FRU to determine which other 
FRUs are located nearby. The direction of any transmission 
can also be estimated by examining the received power or 
signal quality from the antenna element 22. Data relating to 
transmission direction can be tagged onto the end of the 
received data packet as the packet is forwarded by the array 
control element 20 to other components of the FRU. 
0073. As mentioned above, one of the operational aspects 
of the FRU is its ability to route or relay traffic through the 
network formed by the FRUs. In one exemplary implemen 
tation, in order to reduce impact on the central processing 
unit used in the MRU and make the relay function more 
efficient, at least the relay function is performed within one 
or more ASICs (application specific integrated circuits). 
0074 FIG. 4 is a simplified block diagram illustrating 
one exemplary embodiment of an antenna routing element in 
accordance with the present invention. In one exemplary 
embodiment, the antenna routing element 40 is implemented 
within an ASIC. The antenna routing element 40 is used to 
handle the traffic relay function. As shown in FIG. 4, the 
antenna routing element 40 interacts with the array control 
elements 20 to perform packet routing functions. The 
antenna routing element 40 accepts input from the array 
control elements 20. The input provided by the array control 
elements 20 includes, for example, raw packet data, direc 
tional data and received power information. Such input 
provided by the array control elements 20 also allows the 
antenna routing element 40 to perform a number of other 
functions, including, for example, determining signal quality 
and signal strength of a received signal. 
0075. In one exemplary implementation, each packet 
being sent around the network via FRUs includes a header 
and payload data. Preferably, the payload data is encrypted. 
The encryption is performed by the originating entity, i.e., 
either another MRU or FRU. The keys used to encrypt the 
payload data may be different for the receive and transmit 
paths. As shown in FIG. 4, the antenna routing element 40 
is equipped to perform encryption and decryption functions 
with respect to received and transmitted packets. 
0076. The header includes the destination and sources 
addresses in clear text, although these addresses may not be 
the real MRU or FRU addresses since proxies may be in use. 
The header also contains information regarding QoS 
expected for the packet. Other QoS schemes are possible 
using flow control or other methods. Furthermore, the 
header may also include other information that can be used 
to assist in the efficient routing of the packet including, for 
example, time to live (TTL) information or sequence num 
bers. By using the information provided in the header, the 
antenna routing element 40 is able to check the validity of 
a packet and discard those packets that are corrupted thereby 
reducing waste of resources. 
0077. The antenna routing element 40 includes memory 
that is used to store routing tables of interest to an FRU. 
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Each routing table includes information related to routing to 
address locations and information related to direction from 
which the transmission was received. When an incoming 
packet is received and validated, the packet is checked 
against information stored in the routing tables. In one 
exemplary implementation, the check is performed using 
content addressable memory (CAM) that is indexed by 
header information. It should be understood that other 
options are available for use to perform the check. The CAM 
includes information related to destination, QoS and TTL 
etc. By using the CAM, the antenna routing element 40 is 
able to determine the next port on which to route the packet. 
If it is determined that the packet need not be routed any 
further, i.e., the FRU that received the packet is its final 
destination, then the packet is forwarded to a decryption 
module and onto lower layers of the FRU for additional 
processing. If it is determined that the packet is to be further 
routed to another entity, then the packet is tagged with 
additional information that provides the settings for the 
corresponding array control element 20 including QoS and 
queue information for transmission. In an exemplary 
embodiment, the FRU maintains several queues to provide 
differentiated levels of QoS for packet transmission. 
0078 If a data packet (not a control packet) is received 
from the FRU, the payload data is first encrypted. The proper 
route for the packet is then determined and the packet is then 
sent to the routing queue for transmission. 

0079 When the packet is sent for transmission, the 
additional bits tagged onto the end of the packet are stripped 
off and used to set the control data on the antenna elements 
in the corresponding array control elements 20. This pro 
vides directionality to the data being sent and also indicates 
other information such as, for example, power levels from 
the FRU. 

0080 Control of the antenna routing element 40 is pro 
vided by a control interface within the FRU. The control 
interface provides encryption information for encoding and 
decoding packet data. The control interface also allows the 
FRU to insert control information into the data stream as 
well as data packets to be sent. Control information may 
include, for example, identity of the FRU, name, location; 
route broadcasts, availability, congestion level, cache 
resources, network management and configuration data, 
synchronization data. Preferably, control packets are short 
and have the highest priority. 

0081 Furthermore, if the FRU is powered down for 
whatever reason, the antenna routing element 40 autono 
mously detects the loss of power and transmits a "discon 
nect’ message to the network Such that any neighboring 
FRUs and MRUs can promptly detect the loss of this FRU 
as a node. Reconnection to the network is under the control 
of the FRU. 

0082 In one exemplary embodiment, the array antenna is 
implemented in a silicon or GaAs integrated circuit for use 
in the FRU. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art will know of other 
ways and/or methods to implement the array antenna in 
accordance with the present invention. 
0083. The antenna elements 22, the array control ele 
ments 20 and the antenna routing element 40 can be 
arranged in various configurations in an FRU. FIGS. 5A 

Apr. 6, 2006 

and 5B show two illustrative configurations. For example, 
in one embodiment shown in 5A, one array control element 
20 is coupled to one antenna element 22. A number of array 
control elements 20 in turn are coupled to one antenna 
routing element 40. In another embodiment shown in FIG. 
5B, one array control element 20 is coupled to a number of 
antenna elements 22 via a switch (not switch). The switch 
allows one antenna element 22 to be coupled to the array 
control element 20 at any one time. The array control 
element 20 in turn is coupled to an antenna routing element 
40. 

0084. In one exemplary embodiment, the network also 
allows a wireless node to determine the direction of a source 
or transmitting node relative to itself. FIG. 6 is a simplified 
schematic diagram illustrating an exemplary embodiment of 
a wireless node within the network in accordance with the 
present invention. As shown in FIG. 6, the wireless node 50 
includes an antenna array 52 which is made up of six (6) 
switched panel antennas 54-64 controlled by an antenna 
Switch 66. In this exemplary embodiment, six (6) antennas 
54-64 are used; however, fewer or more can be used. The 
panel antennas 54-64 are linked to a wireless transceiver 68. 
In turn, the wireless transceiver 68 is linked to a controller 
70. The controller 70 can be a microprocessor or an ASIC on 
the transceiver 68. The controller 70 effects the switching of 
the antennas 54-64 within the antenna array 52 via the 
transceiver 68 and the antenna Switch 66. 

0085. Before the wireless node 50 can be used to deter 
mine the direction of a transmitting node, the antenna array 
52 is first calibrated. More specifically, each antenna 54-64 
within the antenna array 52 is calibrated to provide the 
calibration data. The calibration process includes measuring 
the antenna gain at various angles in the azimuth. This 
results in a beam pattern which relates to angle and antenna 
gain. FIG. 7 is a representative table showing the measure 
ments taken during the calibration process. As shown in 
FIG. 7, the measurements are taken every 5°. Alternatively, 
the measurements can be taken every 1' or at other appro 
priate degree increments. Optionally, additional measure 
ments can be interpolated as needed at the time of use. These 
measurements are then stored as tables in a memory in the 
wireless node for subsequent use as will be further described 
below. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art will know how 
to make and store the appropriate measurements. From these 
tables, a “delta table' is produced for each antenna panel and 
its neighbor, this table is generated by Subtracting the main 
antenna panel gain data from the left or right neighbor 
patterns for each of the matching angles, for example, the 0 
degree gain for the main antenna panel would correspond to 
the 60 degree gain for the left neighbor and similarly the 300 
degree gain would correspond to the 0 degree gain for the 
right neighbor. Since the antenna array 52 is symmetrical, it 
is only necessary to store two delta tables: left and right 
neighbors. These tables are then used in the method 
described below. 

0086 FIG. 8 is a simplified diagram showing a number 
of wireless nodes within the network and their projected 
antenna beam patterns. Wireless node 72 is the source or 
transmitting node and wireless node 74 is the destination or 
receiving node. Wireless node 76 is another node that is used 
to provide another possible reference point. In this example, 
the transmitting node 72 transmit its signals on a known 
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frequency to the receiving node 74. In its simplest form, the 
signals transmitted include a known repeating pattern which 
could be used to determine when a signal is a reflection or 
there is multi-path reception to further improve performance 
of the wireless node 72 in terms of providing better direc 
tional resolution. Optionally, the transmitting node 72 also 
transmits information related to its longitude and latitude 
and the RF power being used to transmit the signals. In 
addition, the node 72 may also measure the reception bit 
error rate to determine the quality of the signal being 
received. 

0087. In order to determine the direction of the transmit 
ting node 72, the receiving node 74 directs the antenna array 
52 to cycle through all the antenna panels 54-64 using the 
antenna switch 66. Data from each antenna panel 54-64 is 
then captured. FIG. 9 is a representative table showing data 
from the various antenna panels 54-64. As shown in FIG. 9. 
the representative table includes data related to the received 
signal strength for each of the antenna panels 54-64. As will 
be further described below, the captured data is used in 
conjunction with the calibration measurements to determine 
the direction of the transmitting node 72 relative to the 
receiving node 74. 
0088 But before the captured data from the various 
antenna panels 54-64 is used to determine the direction of 
the transmitting node 72, the receiving node 74 first ascer 
tains or validates that the captured data indeed can be used 
for that purpose. For example, if it was determined that 
readings from an antenna panel was not a direct path to the 
transmitting node 72, then results from that antenna panel 
could be eliminated from further consideration. In another 
example, the antenna panel facing most directly to the 
transmitting node may be obstructed, in which case, the 
neighboring antennas may show spuriously high results 
which, in turn, may indicate that the transmitting node 
cannot be used to determine direction. Other schemes could 
be used to eliminate false or misleading readings taken by 
the receiving node 74. Consequently, based on the disclosure 
and teachings provided herein, a person of ordinary skill in 
the art will know how to validate the captured data in 
accordance with the present invention. 
0089. After the captured data has been validated, the 
wireless node 74 performs the following analysis to deter 
mine the direction of the transmitting node 72. First, from 
the captured data, the wireless node 74 determines which of 
the antenna panels 54-64 within the antenna array 52 
receives signals with the maximum received power. Since 
directional information is available for each of the antenna 
panels 54-64, the direction of the transmitting node 72 can 
be determined once the antenna panel receiving signals with 
the maximum received power is identified. 
0090 The method used by the receiving antenna array 52 
in an FRU or receiving node 74 to determine the direction 
of the transmitting node 72 is illustrated with the pseudo 
code shown in Table 1 below. The numbered lines will be 
used to discuss the pseudo-code in Table 1. 

TABLE 1. 

1. {For # of panels determine Panel with Max Receive Power. 
2. If two or more panels = Max Receive Power then 
3. Calculate Min power difference between 

Max Received Power Panel and Left and Right neighbor 
Panels. 

4. Set Selected Panel = Max Receive Power Panel 
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TABLE 1-continued 

5. Right Delta = Max Receive Power Panel - Right Panel Power 
6. Left Delta = Max Receive Power Panel - Left Panel Power 
7. For angle = 0 to 60 
8. Search Panel Azimuth Gain table 
9. If Power match found then 
10. Right Panel Angle = Found Angle 
11. else 
12. No Result 

13. For angle = 300 to 0 
14. search Panel Azimuth Gain table 
15. If Power match found then 
16. Left Panel Angle = Found Angle 
17. else 
18. No Result 

19. Min Angle Delta (Left Panel Angle, Right Panel Angle) 
20. Angle from Max Receive Power Panel = Min Angle Delta f 2 

0091. The method is shown as pseudo-code. However, it 
should be understood by a person of ordinary skill in the art 
that the method could be implemented in any modern 
programming language or in digital hardware or a combi 
nation of both. Referring to Table 1, lines 1 . . . 3 are used 
to filter the raw readings. The intent is to select at least three 
panel readings that are closest since they will provide the 
most accurate direction options. The scheme calculates the 
power differences between the antenna panel with the maxi 
mum received signal strength and its left and right neigh 
bors. If there are two antenna panels that report an identical 
maximum signal strength, the minimum delta is then 
selected for use in the next steps. In some implementations, 
it should be noted that the maximum power reading is 
provided with an upper and lower bound due to inherent 
quantization errors in reading data with a digital to analog 
converter. Lines 4. . . 6 set the data for the next steps with 
the selected antenna panel. Lines 7 . . . 12 are used to search 
the previously stored azimuth delta power gain data to look 
for a match on the calculated power differences generated in 
lines 1 ... 3. In one embodiment, the search is restricted to 
a 60 degree window since this not only speeds up the search, 
but more importantly, it represents the maximum overlap for 
the two antenna panels (right neighbor and “max gain 
antenna'). However, it should be understood that the search 
angle can be varied in practical use. The angle searched 
would be different depending upon the number of antenna 
panels in the antenna array. It should also be understood that 
there may be an instance when no match can be found 
meaning that the outcome is a null. 
0092 Lines 13 ... 18 simply repeat the above process for 
the left neighbor antenna panel. This process generates an 
angle of incidence as the highest likelihood for the position 
of the transmitting node 72. Lines 19 . . . 20 use the angle 
results generated by the preceding lines to calculate the final 
results. Line 19 calculates the “Minimum Angle between 
the two generated results. Line 20 then divides this by 2 and 
adds/subtracts it to/from the angle of the antenna panel with 
the maximum received signal strength to produce the final 
angle of incidence to the transmitting node 72. In this case, 
using the “Minimum Angle' found in the searches described 
above eliminates the case where no solution is found in one 
of the searches. If no solution is found in either search, then 
the angle defaults to the angle of the antenna panel with the 
maximum received signal strength. Once the angle is 
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selected, the delta is then the average of the two angles. The 
delta is then used to produce an offset from the main antenna 
panel. 
0093. Upon completing the foregoing analysis, the 
receiving node 74 is able to obtain information relating to a 
bearing from the transmitting node 72 relative to itself. This 
information can then be used with information from another 
node, for example, node 76, in a triangulation analysis to 
determine the relative location of the receiving node 74. If 
longitude or latitude information from the transmitting node 
72 is known to the receiving node 74, then it is possible for 
the receiving node 74 to calculate a sufficiently accurate 
position that can be used to determine its location address 
within the network. Based on the disclosure and teachings 
provided herein, a person of ordinary skill in the art will 
appreciate how to utilize triangulation analysis and longi 
tude or latitude information to determine the optimum route 
in the network in accordance with the present invention. 
0094 Optionally, in another exemplary embodiment, the 
receiving node 74 also performs a number of additional 
analyses or functions to further improve the accuracy of the 
directional determination relative to the transmitting node 
72. Such additional analyses or functions include, for 
example, an analysis that is performed to eliminate reflec 
tions. By monitoring the delay of data arriving at each 
antenna, the receiving node 74 can determine which signals 
have been reflected before they arrive at the antenna. By 
eliminating any data that is due to reflections and amending 
the captured data to provide a more accurate power reading, 
the receiving node 74 is able to increase the accuracy of the 
directional determination with respect to the transmitting 
node 72. 

0.095) Another additional analysis or function that can be 
performed by the receiving node 74 includes power deter 
mination. If the transmitting node 72 indicates the RF power 
being used to transmit the signals, then the receiving node 74 
can utilize an RF model to roughly predict the distance to the 
transmitting node 72. This distance can be averaged over the 
various antennas 54-64 to provide a more accurate resolu 
tion on the distance. Furthermore, if a number of other nodes 
are also monitored, then it is possible to more accurately 
locate the receiving node 74. This especially true if there are 
no direct paths between two nodes. 
0096). Yet another additional analysis or function that can 
be performed by the receiving node 74 includes analysis of 
GPS information. The transmitting node 72 can be equipped 
with a GPS receiver which provides accurate longitude and 
latitude information. This information can be transmitted 
with other signals by the transmitting node 72 to the receiv 
ing node 74. If sufficient GPS-equipped transmitting nodes 
are located in the network, then GPS information can be 
forwarded to various nodes making it possible for all non 
GPS-equipped nodes to determine their own respective 
longitudes and latitudes. 
0097. It should be understood that the foregoing descrip 
tion provided with respect to directional determination by a 
wireless node applies equally to both static and mobile 
nodes. For example, the MRU and the FRU as described 
above are both capable of making directional determination 
in accordance with the present invention. 
0098. It should be understood that the present invention 
can be implemented in the form of control logic using 
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software, hardware or a combination of both, in a modular, 
distributed or integrated manner. Based on the teachings and 
disclosure provided herein, a person of ordinary skill in the 
art will know of other ways and/or methods to implement the 
present invention. 
0099 Although the present invention has been described 
with reference to specific embodiments thereof, these 
embodiments are merely illustrative, and not restrictive, of 
the present invention. For example, although the system has 
primarily been described with respect to radio-frequency 
transmissions, any type of communication link that permits 
mobile transceivers is possible. For example, infrared or 
other portions of the electromagnetic wave spectrum, acous 
tic or other communication links can be used. Fixed and 
mobile units can be provided with many different types of 
processing ability, or very minimal, or no, processing ability. 
For example, a device may merely act as a repeater to send 
data along to another device. 
0100. It is understood that the examples and embodi 
ments described herein are for illustrative purposes only and 
that various modifications or changes in light thereof will be 
suggested to persons skilled in the art and are to be included 
within the spirit and purview of this application and scope of 
the appended claims. All publications, patents, and patent 
applications cited herein are hereby incorporated by refer 
ence for all purposes in their entirety. 

1. An array antenna comprising: 
a plurality of antenna panels each configured to transmit 

and receive signals: 
one or more array control elements, each array control 

element configured to couple to at least one antenna 
panel or to couple via a switch to any one of the 
plurality of antenna panels and further configured to 
process the transmitted and received signals; and 

an antenna routing element configured to 
communicate with the one or more array control ele 

ments; 

route packets generated based on the received signals 
and to forward packets that are destined for trans 
mission; and 

issue a "disconnect message when the array antenna is 
powered down. 

2. The array antenna of claim 1 wherein the plurality of 
antenna panels are arranged in a hexagonal configuration. 

3. A fixed radio unit incorporating the array antenna as 
recited in claim 1. 

4. The array antenna of claim 1 wherein two or more of 
the plurality of antenna panels are capable of being used 
simultaneously for transmitting respective signals. 

5. The array antenna of claim 1 wherein at least one of the 
array control element includes: 

a switch coupled to an antenna panel; 
a low noise amplifier coupled to the switch to receive the 

received signals from the antenna panel and generate an 
output; 

an I/Q down converter configured to receive the output 
from the low noise amplifier and generate a first output 
and a second output; 
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a demodulator configured to receive the first and second 
outputs from the I/O down converter and generate a 
received packet; 

a modulator configured to receive a packet to be trans 
mitted and generate a first output and a second output 
based on the packet to be transmitted; 

an I/O up converter configured to receive the first and 
second outputs from the modulator and generate an 
output; and 

a power amplifier configured to receive the output from 
the I/O converter and generate an output, the power 
amplifier further coupled to the switch to forward its 
output to the antenna panel for transmission; 

wherein the switch is controlled by logic to couple the 
antenna panel to either the low noise amplifier or the 
power amplifier depending on whether signals are to be 
received or transmitted. 

6. The array antenna of claim 5 wherein the antenna 
routing element is further configured to generate and for 
ward the packet to be transmitted to the one or more array 
control elements for transmission; 

wherein the antenna routing element further includes a 
routing table having routing information; and 

wherein the antenna routing element is further configured 
to receive the received packet from the at least one of 
the array control elements and forward the received 
packet based on routing information in the routing 
table. 

7. The array antenna of claim 5 wherein the received 
packet includes header and payload information; and 

wherein the header information includes information 
relating to a quality of service for the received packet. 

8. An integrated circuit having the one or more array 
control elements and the antenna routing element as recited 
in claim 1. 

9. The array antenna of claim 1 wherein the antenna 
routing element is further configured to check the validity of 
the packets generated based on the received signals before 
Such packets are routed further. 

10. The array antenna of claim 1 wherein the one or more 
array control elements are assigned respective transmission 
priorities; and 

wherein the antenna routing element is further configured 
to forward the packets destined for transmission to the 
one or more array control elements depending on a 
quality of service criterion associated with each packet. 

11. (canceled) 
12. The array antenna of claim 1 wherein the antenna 

routing element is further configured to determine signal 
quality of the received signals. 

13. The. array antenna of claim 1 wherein the antenna 
routing element is further configured to determine signal 
strength of the received signals. 

14. The array antenna of claim 1 wherein the antenna 
routing element is further configured to provide encryption 
and decryption capabilities for use in connection with the 
transmitted and received signals. 

15. A fixed radio unit having an array antenna, the array 
antenna comprising: 
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a plurality of antenna panels each configured to transmit 
and receive signals; 

one or more array control elements, each array control 
element configured to couple to one or more antenna 
panels and further configured to process the transmitted 
and received signals; and 

an antenna routing element configured to: 
communicate with the one or more array control ele 

ments; 

route packets generated based on the received signals 
and to forward packets that are destined for trans 
mission; and 

issue a “disconnect’ message when the array antenna is 
powered down. 

16. The array antenna of claim 15 wherein the plurality of 
antenna panels are arranged in a hexagonal configuration. 

17. The array antenna of claim 15 wherein at least one of 
the one or more array control elements is further configured 
to couple via a Switch to any one of the plurality of antenna 
panels. 

18. The array antenna of claim 15 wherein two or more of 
the plurality of antenna panels are capable of becoming 
active for transmitting respective signals. 

19. The array antenna of claim 15 wherein at least one of 
the array control element includes: 

a Switch coupled to an antenna panel; 
a low noise amplifier coupled to the switch to receive the 

received signals from the antenna panel and generate an 
output; 

an I/O down converter configured to receive the output 
from the low noise amplifier and generate a first output 
and a second output; 

a demodulator configured to receive the first and second 
outputs from the I/O down converter and generate a 
received packet; 

a modulator configured to receive a packet to be trans 
mitted and generate a first output and a second output 
based on the packet to be transmitted; 

an I/O up converter configured to receive the first and 
second outputs from the modulator and generate an 
output; and 

a power amplifier configured to receive the output from 
the I/O converter and generate an output, the power 
amplifier further coupled to the switch to forward its 
output to the antenna panel for transmission; 

wherein the switch is controlled by logic to couple the 
antenna panel to either the low noise amplifier or the 
power amplifier depending on whether signals are to be 
received or transmitted. 

20. The array antenna of claim 19 wherein the antenna 
routing element is further configured to generate and for 
ward the packet to be transmitted to the one or more array 
control elements for transmission; 

wherein the antenna routing element further includes a 
routing table having routing information; and 

wherein the antenna routing element is further configured 
to receive the received packet from the at least one of 
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the array control elements and forward the received 
packet based on routing information in the routing 
table. 

21. The array antenna of claim 19 wherein the received 
packet includes header and payload information; and 

wherein the header information includes information 
relating to a quality of service for the received packet. 

22. An integrated circuit having the one or more array 
control elements and the antenna routing element as recited 
in claim 15. 

23. The array antenna of claim 15 wherein the antenna 
routing element is further configured to check the validity of 
the packets generated based on the received signals before 
Such packets are routed further. 

24. The array antenna of claim 15 wherein the one or more 
array control elements are assigned respective transmission 
priorities; and 

wherein the antenna routing element is further configured 
to forward the packets destined for transmission to the 
one or more array control elements depending on a 
quality of service criterion associated with each packet. 

25. (canceled) 
26. The array antenna of claim 15 wherein the antenna 

routing element is further configured to determine signal 
quality of the received signals. 

27. The array antenna of claim 15 wherein the antenna 
routing element is further configured to determine signal 
strength of the received signals. 

28. The array antenna of claim 15 wherein the antenna 
routing element is further configured to provide encryption 
and decryption capabilities for use in connection with the 
transmitted and received signals. 

29. An array antenna comprising: 
a plurality of antenna panels each configured to transmit 

and receive signals; 
an array control element configured to couple via a Switch 

to one or more of the plurality of antenna panels and 
further configured to process the transmitted and 
received signals; and 

an antenna routing element configured to: 
communicate with the array control element: 
route packets generated based on the received signals 

and forward packets that are destined for transmis 
sion; and 

issue a “disconnect’ message when the array antenna is 
powered down. 

30. The array antenna of claim 29 wherein the plurality of 
antenna panels are arranged in a hexagonal configuration. 

31. A fixed radio unit incorporating the array antenna as 
recited in claim 29. 

32. The array antenna of claim 29 wherein two or more of 
the plurality of antenna panels are capable of becoming 
active for transmitting respective signals. 

33. The array antenna of claim 29 wherein the array 
control element includes: 

a Switch coupled to one of the plurality of antenna panels; 
a low noise amplifier coupled to the switch to receive the 

received signals from one of the plurality of antenna 
panels and generate an output; 
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an I/O down converter configured to receive the output 
from the low noise amplifier and generate a first output 
and a second output; 

a demodulator configured to receive the first and second 
outputs from the I/O down converter and generate a 
received packet; 

a modulator configured to receive a packet to be trans 
mitted and generate a first output and a second output 
based on the packet to be transmitted; 

an I/O up converter configured to receive the first and 
second outputs from the modulator and generate an 
output; and 

a power amplifier configured to receive the output from 
the I/O converter and generate an output, the power 
amplifier further coupled to the switch to forward its 
output to one of the plurality of antenna panels for 
transmission; 

wherein the switch is controlled by logic to couple one of 
the plurality of antenna panels to either the low noise 
amplifier or the power amplifier depending on whether 
signals are to be received or transmitted. 

34. The array antenna of claim 33 wherein the antenna 
routing element is further configured to generate and for 
ward the packet to be transmitted to the array control 
element for transmission; 

wherein the antenna routing element further includes a 
routing table having routing information; and 

wherein the antenna routing element is further configured 
to receive the received packet from the array control 
element and forward the received packet based on 
routing information in the routing table. 

35. The array antenna of claim 33 wherein the received 
packet includes header and payload information; and 

wherein the header information includes information 
relating to a quality of service for the received packet. 

36. An integrated circuit having the array control element 
and the antenna routing element as recited in claim 29. 

37. The array antenna of claim 29 wherein the antenna 
routing element is further configured to check the validity of 
the packets generated based on the received signals before 
Such packets are routed further. 

38. The array antenna of claim 29 wherein the plurality of 
antenna panels are assigned respective transmission priori 
ties; 

wherein the antenna routing element is further configured 
to forward the packets destined for transmission to the 
array control element; and 

wherein the array control element is further configured to 
forward the packets destined for transmission to the 
plurality of antenna panels depending on a quality of 
service criterion associated with each packet. 

39. (canceled) 
40. The array antenna of claim 29 wherein the antenna 

routing element is further configured to determine signal 
quality of the received signals. 
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41. The array antenna of claim 29 wherein the antenna and decryption capabilities for use in connection with the 
routing element is further configured to determine signal transmitted and received signals. 
strength of the received signals. 

42. The array antenna of claim 29 wherein the antenna 
routing element is further configured to provide encryption k . . . . 


