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decision for each of the broadcast events may be identified where the consensus decision indicates whether there is a consensus among 

participants in the blockchain that a corresponding broadcast event should be added as a new node to the blockchain. A success rate 
may be calculated for the participant based the identified broadcast decision provided by the participant for each of the broadcast events 
and the identified consensus decision for each of the broadcast events. Based on the success rate, the decision reliability score for the 
participant may be increased, decreased, or maintained.
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ADJUSTING WEIGHTS OF WEIGHTED CONSENSUS ALGORITHMS FOR 

BLOCKCHAINS 

TECHNICAL FIELD 

5 [0001] The present disclosure generally relates to computer security and more 

particularly to utilizing machine intelligence to analyze online digital content in real time to 

identify sanctionable individuals or entities according to various embodiments. This 

disclosure also includes blockchain related embodiments that describe consensus weighting 

mechanisms, particularly in regard to scoring and penalization schemes, which may be 

10 applied generally and also within the context of identifying sanctionable individuals or 

entities.  

BACKGROUND 

[0002] Regulatory entities typically have a list of sanctioned individuals and/or entities 

15 with whom regulated individuals or entities may not conduct transactions. However, the 

time that it takes to update and distribute such lists is generally slow. Bad actors can take 

advantage of the slow updates and distributions of lists by performing transactions online 

before the lists are updated and distributed to the regulated individuals or entities. By doing 

this, the bad actors are sometimes able to avoid being blocked from performing transactions.  

20 The regulated individuals or entities can result in costly penalties and fees imposed by the 

regulatory entities for permitting the bad actors to use their services in performing 

transactions. With the growing volume of transactions being performed online, there is a 

need for an improvement in the field of computer security and machine intelligence to 

identify the bad actors in real-time and block them from unauthorized use of online computer 

25 systems.  

SUMMARY 

[0002A] According to a first aspect of the invention, there is provided A system related to 

blockchain decision reliability score adjustment, comprising: a non-transitory memory; and 

one or more hardware processors coupled to the non-transitory memory and configured to 

30 read instructions from the non-transitory memory to cause the system to perform operations



comprising: accessing broadcast events in a blockchain, wherein the broadcast events 

correspond to a historic period of time; identifying a broadcast decision provided by a 

participant in the blockchain for each of the broadcast events; identifying a consensus 

decision for each of the broadcast events, wherein the consensus decision indicates whether 

5 there is a consensus among participants in the blockchain that a corresponding broadcast 

event should be added as a new node to the blockchain; calculating a success rate for the 

participant based on the identified broadcast decision provided by the participant for each of 

the broadcast events and the identified consensus decision for each of the broadcast events; 

and based on the success rate, increasing or decreasing a decision reliability score for the 

10 participant, wherein the decision reliability score comprises a weight applied to broadcast 

decisions provided by the participant in future broadcast events for the blockchain.  

[0002B] According to a second aspect of the invention, there is provided a method for 

adjusting blockchain participant reliability scores, the method comprising: accessing 

broadcast events in a blockchain, wherein the broadcast events correspond to a selected 

15 period of time in a past; identifying a broadcast decision provided by a participant in the 

blockchain for each of the broadcast events corresponding to the selected period of time; 

identifying a consensus decision for each of the broadcast events corresponding to the 

selected period of time, wherein the consensus decision indicates whether there is a 

consensus among participants in the blockchain that the broadcast event should be added as a 

20 new node to the blockchain; determining a success rate for the participant based on the 

identified broadcast decision provided by the participant for each of the broadcast events and 

the consensus decision for each of the broadcast events; and based on the success rate, 

increasing or decreasing a decision reliability score for the participant, wherein the decision 

reliability score comprises a weight applied to broadcast decisions provided by the 

25 participant in future broadcast events for the blockchain.  

[0002C] According to a third aspect of the invention, there is provided a non-transitory 

machine-readable medium having stored thereon machine-readable instructions executable to 

cause a machine to perform operations comprising: identifying historic broadcast events in a 

blockchain; identifying a broadcast decision provided by a participant in the blockchain for 

30 each of the historic broadcast events; identifying a consensus decision for each of the historic



broadcast events, wherein the consensus decision indicates whether there is a consensus 

among participants in the blockchain that the broadcast event should be added as a new node 

to the blockchain; determining a success rate for the participant based on the identified 

broadcast decision provided by the participant for each of the historic broadcast events and 

5 the consensus decision for each of the historic broadcast events; and based on the success 

rate, decreasing a decision reliability score for the participant, wherein the decision reliability 

score comprises a weight applied to broadcast decisions provided by the participant in future 

broadcast events for the blockchain determining that the decision reliability score for the 

participant is a greatest decision reliability score among all participants in the blockchain; 

10 determining that the greatest decision reliability score is less than a ceiling decision 

reliability score for the blockchain; and increasing decision reliability score corresponding to 

each participant in the blockchain by an amount equal to a difference between the ceiling 

decision reliability score and the greatest decision reliability score.  

[0002D] By way of clarification and for avoidance of doubt, as used herein and except 

15 where the context requires otherwise, the term "comprise" and variations of the term, such as 

"comprising", "comprises" and "comprised", are not intended to exclude further additions, 

components, integers or steps.  

BRIEF DESCRIPTION OF THE FIGURES 

20 [0003] Fig. 1A illustrates a block diagram of a networked system suitable for 

implementing one or more embodiments of the present disclosure.  

[0004] Fig. 1B illustrates a flow diagram of a process for identifying sanctionable 

persons based on electronic content sources in accordance with one or more embodiments of 

the present disclosure.  

25 [0005] Figs. IC and ID illustrate a data table stored in a data store in accordance with 

one or more embodiments of the present disclosure.  

[0006] Figs. 2A and 2B illustrate a flow diagram of a process for identifying sanctionable 

individuals in accordance with one or more embodiments of the present disclosure.  

-2A-



[0007] Fig. 3 illustrates a flow diagram of a process for adding a block to a blockchain in 

accordance with one or more embodiments of the present disclosure.  

[0008] Fig. 4 illustrates a flow diagram of a process 400 for adjusting blockchain 

consensus reliability scores in accordance with one or more embodiments of the present 

5 disclosure.  

[0009] Fig. 5 illustrates a block diagram of a computer system in accordance with one or 

more embodiments of the present disclosure.  

[0010] Embodiments of the present disclosure and their advantages are best understood 

by referring to the detailed description that follows. It should be appreciated that like 

10 reference numerals are used to identify like elements illustrated in one or more of the figures, 

wherein showings therein are for purposes of illustrating embodiments of the present 

disclosure and not for purposes of limiting the same.  

DETAILED DESCRIPTION 

15 [0011] The detailed description set forth below is intended as a description of various 

configurations of the subject technology and is not intended to represent the only 

configurations in which the subject technology can be practiced. The appended drawings are 

incorporated herein and constitute a part of the detailed description. The detailed description 

includes specific details for the purpose of providing a thorough understanding of the subject 

20 technology. However, it will be clear and apparent to those skilled in the art that the subject 

technology is not limited to the specific details set forth herein and may be practiced using 

one or more embodiments. In one or more instances, structures and components are shown 
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in block diagram fon in order to avoid obscuring the concepts of the subject technology.  

One or more embodiments of the subject disclosure are illustrated by and/or described in 

connection with one or more figuresand are set forth in the claims.  

[00121 The present disclosure describes systems and methods for identifying a sanctioned 

5 individual using machine intelligence to analyze electronic content from a plurality of 

sources. In an embodiment, a system monitors electronic content sources, Using trained 

sentiment analysis machine learning classifier, the system may determine a classification for 

a particular content item from the electronic content sources. In response to the determined 

classification being associated with sanctionable conduct, the system may identify, based on 

10 an electronic textual analysis of a user-authored text of the particular content item, one or 

more individual names within the particular content item. The system may electronically 

store, in a database table, an indication that the one or more individual names have been 

identified as individuals who maybe subject to one or more sanction requirements that 

prohibit one or more types of electronic transactions. In some embodiments, additional 

15 metadata from the particular content item may be stored along with the indication of the one 

or more individual names. A confidence score may be calculated for the one or more 

individual names based on other data that is collected from other electronic content items.  

For example, the data store may contain a plurality of different instances where the one or 

more individuals was identified from different electronic content items and/or different 

20 electronic content sources. As such, the present disclosure describes a system that allows for 

real-time identification of sanctionable persons by streaming data frorn disparate sources 

where the data may be aggregated and used in a holistic analysis to determine whether an 

individual is associated with sanctionable conduct. In some embodiments, sanctionable 

conduct may be financial crimes, country-specific crimes, and other conduct that may lead to 

25 an individual or individuals being placed on the Specially Designated Nationals (SDNs) list, 

which lists people, organizations,and vessels with whom U.S. citizensand penanent 

residents are prohibited from doing business.  

[00131 Although the present description describes individuals and names of individuals, 

in various embodiments, individuals may also include organizations, entities, and/or artificial 

30 intelligence (e.g., bots or other computerized entities or systems acting as individuals).
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[00141 The present disclosure additionally describes blockchain systems and methods 

that may be used in auditing blockchain participants to adjust decision reliability scores used 

in a weighted consensus algorithm for the blockchain. In an embodiment, a system may 

access broadcast events in a blockehain where the broadcast events correspond to a historic 

5 period of time for the blockchain. The system may identify a broadcast decision provided by 

a participant in the blockchain for each of the broadcast events. The system may further 

identify a consensus decision for each of the broadcast events where the consensus decision 

indicates whether there is a consensus arniig participants in the blockehain that a 

corresponding broadcast event should be added as a new node to the blockehain. The system 

10 may calculate asuccess rate forthe participant based on the identified broadcast decision 

provided by the participant for each of the broadcast events and the identified consensus 

decision for each of the broadcast events. Based on the calculated success rate, the system 

may increase or decrease a decision reliability score forthe participant where the decision 

reliability score comprises a weight applied to broadcast decisions provided by the 

15 participant in future broadcast events for the blockchiain. Each participant in the blockchain 

may have its decision reliability score adjusted as needed to correlate to the participant's 

accuracy in the blockchain. According to various embodiments, subsequent to increasing, 

decreasing, or maintaining the decision reliability score for each of the participants to the 

blockchain, the system may determine that a greatest reliability score among the participants 

20 is less than a maximum (e.g.,ceiling) reliability score. In such cases, the system may 

increase the decision reliability score for each participant by an amount equal to a difference 

between the greatest reliability score and the maximum reliability score. Thus, the present 

disclosure provides a fault tolerant mechanism forachieving an agreement on a single data 

value or a single state of the network among distributed computer processes or multi-agent 

25 computer systems such as blockchain systems.  

[00151 In some embodiments, participants may include artificial intelligence such as bots 

or other computerized entities or systems acting as or on behalf of individuals, entities, 

service providers, etc.  

[00161 Fig. 1 illustrates a networked system 100 according to one or more embodiments 

30 of the present disclosure. System 100 includes a service provider server 104 that is 

comnmunicativelv coupled with various electronic content servers 102a-102c (e.g., social 
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media servers and web servers) via a network 106. Network 106, in one embodiment, may 

be implemented as a single network or a combination of multiple networks. For example, in 

various embodiments, network 106 may include the Internet and/or one or more intranets, 

landline networks, wireless networks, and/or other appropriate types of communication 

5 networks. In another example., network 160 may comprise a wireless telecommunications 

network (e.g., cellular phone network) adapted to communicate with other communication 

networks, such as the Internet, 

[00171 Each of electronic content servers 102a-102c may be configured to maintain a 

social media platform in some ebodiments. Example social media platforms include 

10 Twitter@, Facebook, Instagram, Snapchat@, TumbirK, Linkedln@, WhatsApp, 

Pinterestt Reddit@, YouTube@, Twitch, SoundCloud@, Yelp@, News \ebsites, and 

similar electroniccontent producing.media platforms. In some embodiments, after a user has 

registered an account with a social media platform, the user maybegin to submit online posts 

and receive feeds of online posts generated by other users (e.g., posts generated by friends, 

15 connections, subscription channels and message threads) through the social media platform.  

As such, each social media server is configured to maintain and manage feeds of online posts 

and facilitate generation and presentation of the online posts. It is noted that while only three 

electronic content servers are shown in Fig. 1, service provider server 104 may be connected 

with as many (or as few) electronic content servers via network 106 as necessary or desired 

20 to perform the functions described herein.  

[00181 According to some embodiments, service provider server 104 includes a web 

server 108, an accounts database 110, an identification module 112, and a blockchain module 

114. Web server 108 may be configured to process hypertext transfer protocol (HTTP) 

requests. When web server 108 receives an HTTP request, web server 108 may collect web 

25 content in responseto the request. Although only one web server 108 is shown in Fig. 1, it 

will be appreciated that service provider server 104 may be connected to as many (or as few) 

web servers as necessary or desired via the network 106 to perform the functions described 

herein.  

[00191 Service provider server 104, according to some embodiments, may be maintained 

30 by an online service provider, such as PayPal, Inc. of San Jose, CA. which may provide
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services related to detection and identification of sanctionable individuals or entities 

including maintaining a pennissioned blockchain with controlled access provided to various 

participants, 

[00201 According to one or more embodiments of the present disclosure, identification 

5 module 112 maybe configured to perform the automated identification functionalities as 

described herein. For example, identification module 112 may include machine learning 

models configured to perform various tasks as discussed herein where the machine learning 

models may be regularly trained to improve output accuracy over time.  

[00211 In some embodiments, blockchain module 114 maybe configured to 

10 comnmunicatively couple to a blockchain network and perform automated functionalities as 

described herein.  

[00221 According to one or more embodiments, accounts database 110 may store 

information related to user accounts that were registered with the service provider server 104.  

The information of a user account stored in accounts database 110 may include a user name.  

15 a password (or other types of authentication credentials such as fingerprint information), 

contact information (resident address, including country. state, city, zip code), other personal 

information of the user, transaction history related to the user account, available finds of the 

useraccount, and other user account related information. Service provider server 104 may 

include other applications and may also be in communication with one or more external 

20 databases (not shown), that may provide additional information to be used by the service 

provider server 130. In some embodiments, the oneor more external databases may be 

databases maintained by third parties, and may include third party account information of 

users who have user accounts with service provider server 104.  

[00231 Fig.l B illustrates a flow diagram of a process 101 for identifying sanctionable 

25 individuals in accordance with one or more embodiments of the present disclosure. For 

explanatory purposes, process 101 is primarily described herein with reference to Figs. IA, 

IC and ID; however, process 101 is not limited to such figures. The operations of process 

101 are described herein as occurring in serial, or linearly (e.g., one after another). However, 

multiple operations of process 101 may occur in parallel. In addition, the operations of 

30 process 101 need not be performed in the order shown and/or one or more of the operations 

-6-
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of process 101 need not be performed. In various embodiments, one or more operations of 

process 101 may be performed by service provider server 104, or any other computer system.  

In some embodiments, service provider server 104 may execute all operations indicated in 

Fig IB, while in other embodiments, all or part of one or more operations maybe omitted.  

5 [00241 Atoperation 116. a system may monitor one or more electronic content source(s) 

(referred to variouslyherein as electronic content source(s)). For example, to monitor the 

electronic content source(s), the system may include a streaming application programming 

interfaces (API) module configured to communicate with an API corresponding to one or 

more electronic content servers (such as electronic content servers 102a-102c) for streaming 

10 real-time electronic content from platforms (e.g., social media platfonns) running on the 

electronic content servers. In sone embodiments, the streaming API module may be part of 

identification module 112 of Fig. I In an embodiment, a Hadoop cluster may be utilized for 

collecting and analyzing the data from the electronic content sources. In some embodiments, 

Kafka may be utilized to collect the data from the electronic content sources. Income 

15 implementations, Kafka may be used to feed the Hadoop cluster. For example. Kafka may 

be used as a pipeline that collects data from the electronic content sources in real-time and 

pushes such to the Hadoop cluster, where Hadoop cluster may process and store the data.  

[00251 Examples of electronic content include online posts generated and posted through 

useraccounts registered to a social media platform. The online posts may include user

20 authored/ser-generated posts, status updates, tweets, videos, messages, images, comments, 

threads, blog posts, digital news articles, or any other digital content item associated with a 

social media platform.' hus, an electronic content source may be any website and/or 

computer service platform that provides such content. Electronic content may include content 

posted through ion-social media platforns as well-for example, a news website such as 

25 thoseprovided by the Wall Street JournalV, CNNTM, etc. may be an electronic content 

source. Accordingly, in various embodiments, electronic content that is monitored is not 

necessarily linked to a specific registered user account of a social media platform.  

[00261 In some embodiments, real-time monitoring may be substantially close to the time 

that an event occurs (e.g. within the last five seconds, within the last two minutes, two hours, 

30 or some other specified time frame). As such, the streaming API module enables the system 
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to continuously detect and receive online posts almost immediately as new online posts are 

posted on a social media platform. A real-time social media feed may include one or more 

onlineposts. Itis noted that an electronic content item such as an online post may include 

information related to a user account with the electronic content server that generated the 

5 online post as well as additional information related to the online post. For example, an 

online post may be a tweet that includes metadata such as a timestamp, time zone, tweet 

identification number, user-authored string text of the tweet, user identification number, user 

account screen name, user account holder name, user location (e.g., GPS location) at time of 

tweet, user location at time of generation of the user-generated portion of tweet (e.g.,location 

10 where video or image in tweet was captured), tweet URL, whether account is a verified user, 

follower count, friends count, favorites count, retweets/favorites count, language of tweet, 

and/or user account profile image.  

[00271 At operation 118, the system may classify an electronic content item obtained 

from an electronic contentsource. For illustrative purposes reference is made herein to one 

15 electronic content item, however, the system may classify more than one electronic content 

item obtained from each of the electronic content sources.  

100281 The system may classify the electronic content item using a trained sentiment 

analysis machine learning classifier. For example, the trained sentiment analysis machine 

leading classifier may be trained using reference electronic content items from various 

20 electronic content sources (e.g., training datasets). The reference electronic content items 

may have been labeled as either containing sanctionable sentiment or not containing 

sanctionable sentiment to facilitate the training. In this regard, a machine leading model fed 

a substantial number of text documents containingpre-tagged examples may learn to 

automatically detect sentiment analysis in future documents post-training. For example, in 

25 one implementation25,000 labeled tweets may be used in supervised training ofa classifier 

so that the classifier may learn what tweets contain sanctionable conduct. In sonic cases, the 

tweets may be cleaned and prepared for the training as training data sets by, for example, 

removing stop words or words that are not relevant for learning sentiment ofthe tweet. In 

other cases, tweets are not cleaned so that the classifier does not become biased in learning 

30 sentiment.  

-8-
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[00291 In an embodiment, electronic content items streamed from the electronic content 

sources may be stored as part of training data sets. Broadcast decisions and consensus 

decisions as further discussed below may be combined with the electronic content items 

streamed from the electronic content sources to create new training data sets from which the 

5 sentiment analysis machine learning classifier may learn. In this regard, a feedback loop may 

be used to retrain the classifierusing blockchain. Asanillustrativeexampleindividual 

names broadcasted out to the blockchain and the consensus decision about the individual 

name may be used to label the electronic content item from which the individual name was 

identified. As such, the electronic content item may be used to train the classifier under 

10 supervised training, In some embodiments, after a predetermined numberof broadcast 

decisions and consensus decisions, the classifier may be retrained to learn from recent 

examples to create an automated feedback loop for training.  

[00301 There may be a variety of natural language processing machine leading 

classification algorithms that may be used to perform the classification. For example, sonic 

15 implementations include Naive Bayes Classifier, Linear Regression, or Support Vector 

Machines (SVM).  

100311 As an illustrative example, an electronic content item may include user-authored 

text that reads: "BREAKING: Bombing at Gas Station in Hometownville. Rob 

Yuhovurmony responsible for the bombing." Using the trained sentiment analysis machine 

20 learning classifier, and based at least in part on the text, the electronic content item may be 

classified as containing potential sanctions.  

[00321 As another illustrative example, an electronic content item may include user

authored text that reads: "Sidney Banjo wins Nobel Peace prize for his efforts against 

terrorism." Using the trained sentiment analysis machine learning classifier, and based at 

25 least in part on the text, the electronic content item may be classified as not containing 

potential sanctions.  

[00331 In some embodiments, the electronic content item may be further classified based 

on sentiment gathered from metadata of the electronic content item such as a timestamp, time 

zone, online post identification number, user identification number, user account screen 

30 name, user account holder name, user location (e.g., GPS location) at time of online post, 
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user location at time of generation of the user-generated portion of online post (e.g., location 

where video or image in online post was captured), tweet URL, whether the user account is a 

verified account, follower count, friends count, favorites count, number of subscribers, 

retweets/favorites count, language of tweet, hashtags and/or useraccount profile image.  

5 [00341 Atoperation 120, the system may determine/identify one or more individual 

names corresponding to the electronic contentitem. The system mayidentifytheoneor 

more individual names by perforning an electronic textual analysis of text included in the 

electronic content item to extract the one or more individual names. For example, the text 

may include user-authored textand/or text from metadata of the electronic content item. In 

10 some embodiments, the system may identify theone or more individual names in response to 

a determination that the electronic content item has been classified as being associated with 

sanctionable conduct.  

[00351 In some embodiments, a named entity recognizer (NER) may be utilized to 

extract the one or more individual names from the text using natural language processing.  

15 Several source libraries maybe used to perform named entity recognition such as SpaCy and 

Stanford NER tagger. In some embodiments, the system may identify an alias name of the 

one or more individuals and compare the alias name to a database storing matching alias 

names to known individual names. As such, the system may be able to determine an actual 

name based on the alias name.  

20 [00361 As an illustrative example, an electronic content item may be a tweet. The user

created content of the tweet may be text that reads: "BREAKING: Bombing at Gas Station in 

Hometownville. Rob Yuhovurmony responsible for the bombing." Thesystem may extract 

the name "Rob Yuhovurnmony" from the tweet.  

[00371 At operation 122, the extracted one or more individual names and metadata (such 

25 as discussed above) may be converted into a standardized forinat for storage in a structured 

data store. In the embodiment shown in Fig 1C, a data set stored in a structured data store 

132 includes an identifier, an identified sanctioned name, an electronic content source, a user 

who generated the electronic content item on the electronic content source, a timestamp for 

creation of the electronic content item, and a verification status for the user. A verification 
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status nay be an indication that the user has proven their identity to a controlling entity for 

the electronic content source (e.g., a blue checkmark verification on Twitter).  

[00381 At operation 124, the system may remove false positive data sets from the data 

store. The system may compare users (e.g., user accounts) who generated the electronic 

5 content items against a blacklist of users known to create false information on corresponding 

electronic content sources.  

[00391 Fig. IC shows an illustrative example of data store 132. In the illustrative 

example, user account "Fake News" may be on a blacklist for Facebook as "Fake News"has 

been determined to be a false information publisher on Facebook. "Fake News" may have 

10 posted on Facebook about'"Jane Doe" and the system, according to the previous operations, 

may have stored Jane Doe and metadata associated with the Facebook post about Jane Doe to 

data store 132 as a data set. The system may remove false positives in the datastore by 

comparing user accounts to blacklists for various electronic content sources. Fig. ID shows 

data store 132 with data set identifier 3 removed from data store 132 because Jane Doe has 

15 been determined to be a false positive for an identified sanctionable individual since "Fake 

News" matched a blacklisted account from Facebook.  

[00401 In some cases, the blacklists may be received from service providers associated 

with the electronic content sources. The blacklists may be lists generated by the service 

providers in various ways. For example, service providers may receive reports on a post by a 

20 user, where the reports are from other users who report that the user is generating false 

information on the platform of the electronic content source such as Facebook,Twitter, 

Instagram, etc.  

[00411 At operation 126, the system calculates a confidence score for the one or more 

individual names of the data sets in the data store. The confidence score may indicate a level 

25 of confidence that a name is associated with a sanctionable person. The confidence score 

may be calculated based on frequency and recency. For example, how many posts, articles, 

or other electronic content items have been publishedabout the identified sanctionable 

person as well how recent the posts, articles, or other electronic content items were published 

may be used to calculate the confidence score. For example, a number greater than a 

30 threshold number of posts about an individual within a short time frame may be used to 
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calculate a higher confidence score than when there are fewer posts about the one or more 

individual names over a greater time frame. In calculating the confidence score, weight may 

be given to frequency and recency. Such weight may be adjusted to tune the confidence 

score calculation.  

5 [00421 The confidence score may also be calculated based on metadata associated with 

the identified sanctionable person such as which electronic content source was used to 

identify the sanctionable person. As an example, more weight may be given to a Twitter 

tweet than a Facebook post such that an individual name identified through aTwitter tweet 

may have a greater confidence score than the same individual name identified through a 

10 Facebook post.  

[00431 As another example, the confidence score maybe calculated basedon the 

diversity of sources that each instance of the individual name was identified from. For 

example, an individual's name that has been identified through Facebook, YouTube, Twitter.  

Linkedin, and Instagram may have a greater confidence score than an individual name only 

15 identified from Snapchat.  

100441 In some embodiments, the calculated confidence score may be used to remove 

false positives. For example, individual names with a calculated confidence score below a 

predetermined threshold will be removed as false positives.  

[00451 In various embodiments, the calculated confidence score may be used to boost an 

20 original confidence score given to the individual name from previous operations in process 

101. For example, one or more previous operations of process 101 may be performed and 

one or more operations may tack on a confidence score amount to a confidence score for an 

individual name, then at operation 126, the calculated confidence score is added on to the 

accumulated confidence score from the other operations as a boost, The system may 

25 determine whether the boosted confidence score is below a predetermined threshold, and if 

so, the system may remove the corresponding individual name as a false positive.  

[00461 As an illustrative example, after operation 120, the system may have a confidence 

score indicating that the one or more individual names identified are associated with a 

sanctionableperson. For example the confidence score may be 60%atthis point. After 

30 operation 126, the calculated confidence score may be boosted to over 80% based on the 
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frequency and recency calculation for example. Whether an individual name meets a 

particular confidence score threshold may dictate whether remedial actions are taken against 

a user of a financial transaction platform. such as transaction blocking, heightened account 

secity requirements, and/oraccount restrictions, 

5 [00471 Atoperation 128, the system adds the one or more individual names that were not 

removed as false positives to a sanction list. For example, the system may electronically 

store, in a database table, an indication that the names identified as individuals who may be 

subject to one or more sanction requirements. In some cases, the system may determine user 

accounts associated with the individual names. The system may place restrictions on the user 

10 accounts such as prohibiting one or more types of electronic transactions using a service 

provided by the system in response to the individual's names being placed on the sanction 

list, 

[00481 At operation 130, the system broadcasts the individual's name and other data 

included in the dataset associated ith the individual's nanie including metadata to a 

15 blockchain network for potential addition in a block in a blockchain.  

100491 In some embodiments, the blockchain network may be a private or permissioned 

blockchain network where service provider entities or investigation entities would add 

potentially sanctioned individuals. For a block to be validated and accepted into the 

blockchain, a proof of investigation model may be used where each participant in the 

20 blockchain would investiate data associated with a broadcasted individual and determine 

whether or not the data supports an affirmation that the individual name should be added to 

the blockchain as a sanctioned person.  

[00501 After each participant (e.g.node) has broadcasted a decision, the broadcasted 

data node will either be accepted into the blockchain or discarded as a false positive 

25 according to some embodiments. In some cases, a consensus algorithm as discussed below 

may be used in determining whether broadcasted data will be included in a block of the 

blockchain.  

100511 Fig. 2A illustrates a flow diagram of a process 200 for identifying sanctionable 

individuals in accordance with one or more embodiments of the present disclosure. In 

30 various embodiments, one or more operations of process 200 may be performed by service 
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provider server 104, or any other computer system. In some embodiments service provider 

server 104 may execute all operations indicated in Fig. 2A, while in other embodiments, all 

or part of one or more operations may be omitted.  

[00521 According to some embodiments, an event listener module 204 may stream data 

5 feeds 202a-c. Event listener module 204 may performoperation 116 ofprocess 101 ofFig.  

Bin some embodiments. Each event may be recently posted electronic content item on a 

mediaplatform. An event processing stream 206 may include a plurality ofelectronic 

content items that are streamed to natural language processing (NLP)classifier 208. NLP 

classifier 208 may classify each ofthe electronic content items ofevent processing stream 

10 206 as either containing sanctionable conduct or not containing sanctionable conduct. In 

some embodiments, NLP classifier 208 may perform operation 120 ofprocess 101 ofFig.  

IB. In sonic embodiments, NLP classifier 208 may first determine a language oftext in an 

electronic content item. Once the language oftext has been determined, NLP classifier may 

access a library corresponding to the language to perforn the classification of the electronic 

15 content item.  

[00531 Ifan electronic content item is not classified as containing sanctionable conduct, 

itisremoved210from further processing. Ifan electronic content item is classified as 

containing sanctionable conduct, it is provided as input to named entity recognizer 212.  

Named entity recognizer 212 may parse text ofthe electronic content item to determine one 

20 or more individual names associated with the electronic content item. Named entity 

recognizer may perform operation 120 ofprocess 101 ofFig. 1B in some embodiments.  

[00541 In various embodiments, individual names 216 determined by named entity 

recognizer 212 are passed to a false positive reduction and blockchain broadcasting module 

214 as shown furtherin Fig. 2B. At block 218, module 214 may convert individual names 

25 216 and related data from the electronic content item from which the name was derived into a 

format suitable for storage in a data store (e.g., data store 132 of Fig. IC-ID). At block 220, 

module 214 performs false positive reduction using blacklists. For example. the user 

accounts that generated electronic content items from which the individual names were 

identified may be comparedagainst blacklists received from electronic content source service 

30 providers. The blacklist may be a list of user accounts that are known by the electronic 
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content source service provider to publish false information on the service provider's 

platform. If a user account matches a user account on the blacklist, module 214 may remove 

the individual's name identified from an electronic content item generated by the user 

account as a false positive in the data store.  

5 [00551 At block 222, module 214 may perform false positive reduction using frequency 

andrecencyanalysis. For example, module 214 may perform false positive reduction using 

frequency and recency analysis as discussed above at operation 126 of process 101 of Fig.  

1B. Individual names that remain after false positive reduction may be broadcasted to a 

blockchain network as a potential block or potential inclusion in a block in a blockchain 

10 according to various embodiments.  

[00561 Fig. 3 illustrates a flow diagram of a process 300 for adding a block to a 

blockchain in accordance with one or more embodiments of the present disclosure, For 

explanatory purposes, process 300 is primarily described herein with reference to Figs. 1A

2B; however, the process 300 is not limited to such figures. The operations of process 300 

15 are describedherein as occurring in serial, orlinearly (eg., one afteranother). However, 

multiple operations of process 300 may occur in parallel. In addition, the blocks of process 

300 need not be performed in the order shown and/or one or more of the blocks of process 

300 need not be performed (as is true for all flo diagrams herein). In various embodiments., 

one or more operations of process 300 may be perfonned by service provider server 104, or 

20 any other computer system. In some embodiments, service provider server 104 may execute 

all operations indicated in Fig. 3, while in other embodiments, all or part of one or more 

operations maybe omitted.  

10057 At block 302, a potential data node may be broadcasted to a blockchain network.  

For example, a participant in the blockchain may have performed process 101 to determine 

25 an individual's name as a potentially sanctionable person. The participant may broadcast the 

individual's name, including data relevant to identifying the individual's name, to the 

blockchain network as a potential data node. In some embodiments, the individual's name 

and relevant data being broadcasted to the blockchain network may be a broadcast event.  

100581 At block 304, the participants in the blockchain network may validate the 

30 broadcast event according to proof of investigation mining. A participant may perform the 
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proof of investigation mining by investigating whether the broadcasted individual's name is a 

sanctionable person. For example, the participant may use the individual's name and the data 

broadcasted to perform its own process (e.g., process 101 of Fig. lB or another proprietary 

process) to decide as to whether the individual's name is associated with a sanctionable 

5 person. In another example, the participant may have its own proprietary process for 

determining whether the individual's name is associated with a sanctionable person. Invet 

another example, the participant may have already performed an independent investigation 

and independently identified the broadcasted individual's name, and need only confirm that 

the broadcasted individual's name matches a name of its own record of individuals' names.  

10 [00591 At block 306, if the participant determines that, after its own investigation, that 

the individual's name is riot associated with sanctionable conduct (depicted as "safe" in Fig.  

3), then the participant may broadcast a "NO" decision to the other participants in the 

blockchain network at block 308 for the broadcast event.  

[00601 If the participant determines that, after its own investigation, that the individual's 

15 name is associated with sanctionable conduct (depicted as "unsafe" in Fig. 3), then the 

participant may broadcast a "YES" decision at block 310, In various embodiments, the 

participant may share its investigation data with the other participants in the blockchain 

network at block 310 whether the participant makes a "YES" or "NO" broadcast decision.  

[00611 At block 312, peer validation occurs in the blockehain network. For example, all 

20 participants in the blockchain may have broadcasted their respective decisions about the 

broadcast event to the blockchain network, According toone or more emibodiments, a 

consensus algorithm may be used to determine whether the potential data. node will be added 

to the blockehain at block 312.  

[00621 In some embodiments, the consensus algorithm may be a weighted consensus 

25 algorithm. In an embodiment, the weighted consensus algorithm may operate as follows.  

Each participant in the blockchain network may have a decision reliability score based on 

their decision history. A consensus contribution score may be used to compute a score for 

each participant for each broadcast event (e.g. potential data node) based on the participant's 

decision reliability score and the participant's broadcast decision for the broadcast event. A 

30 node consensusscore may be a cumulative score calculated based on a broadcast decision 
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and decision reliability score from all participants in the blockchain network. A node 

acceptance score may be a threshold score where a node consensus score above the node 

acceptance score indicates that a data node will be accepted as a block in a blockchain.  

[00631 In some cases., every participant in the blockchain network starts with a maximum 

5 decision reliabilityscore For example if there are four participants (a, b. e, and d), each 

participant starts with decision reliability score of 100 (100 being amaximum decision 

reliability score for this example).  

[00641 When a participant broadcasts a "YES"decision, then the decision reliability 

score of the participant is used as a consensus contribution score for the participant When a 

10 participant broadcasts a "NO" decision, then a difference between a maximum decision 

reliability score and the participant's decision reliability score is used as a consensus 

contribution score for the participant. For example, a participant with a decision reliability 

score of 100 that broadcasts a"'YES" will have a consensus contribution score of 100. As 

another example, a participant with a decision reliability score of 80 that broadcasts a "YES" 

15 will have a consensus contribution score of 80. As another example, a participant with a 

decision reliability score of 100 that broadcasts a "NO" will have a consensus contribution 

score of 0. As another example, a participant with a decision reliability score of 80 that 

broadcasts a "NO" will have a consensus contribution score of 20.  

[00651 A node consensus score may be calculated by first multiplying a decision 

20 reliability score (e.g., 100) of a top participant and multiplying it by the number of 

participants (e.g., 4)to determineamaximum node consensus score possible. Theconsensus 

contribution score from each participant may then be summed and divided by the maximum 

node consensus score to determine the node consensus score for a particular broadcast event.  

[00661 If the node consensus score is greater than the node acceptance score, the data 

25 node is added to the blockchain at block 314. If the node consensus score is less than the 

node acceptance score, the data node is not added to the blockchain.  

[00671 Fig. 4 illustrates a flow diagram of a process 400 foradjusting blockchain 

consensus reliability scores in accordance with one or more embodiments of the present 

disclosure. For explanatory purposes, process 400 is primarily described herein with 

30 reference to Figs. iA-3; however, process 400 is not limited to such figures. The operations 
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of process 400 are described herein as occurring in serial, or linearly (e.g., one after another).  

However, multiple operations of process 400 may occur in parallel. In addition, the 

operations of process 400 need not be performed in the order shown and/or one or more of 

the operations of process 400 need not be performed.  

5 [00681 In some embodiments, a system (e.g ,one or more servers) may act as a control 

layer in a blockchain network and govern the adjustment of consensus reliability scores for 

participants. For example, the blockehain network may be a private or permissioned 

blockchain in some embodiments. In some embodiments, process 400 for adjusting 

blockchain consensus reliability scores may be performed regularly such as periodically or 

10 according to a schedule, In other embodiments, process 400 may be automated to occur after 

a predetermined number of broadcast events have transpired. For example, after a threshold 

number of broadcast events have transpired, process 400 may be activated for the blockchain.  

[00691 At operation 402 the system accesses broadcast events in a blockchain. The 

broadcast events may correspond to a historic period of time for the blockchain. For 

15 example, the accessed broadcast events may be a number broadcast events that occurred 

between a certain timeframe (e.g., past week, past month, past year, past hour, certain weeks, 

certain months, certain hours, etc.). In some embodiments, the broadcast events may be 

stored inthe blockchain and the system may access such from the blockchain. In other 

embodiments, the system may have access to an external database outside of the blockchain 

20 where historic broadcast events including participant broadcast decisions are stored and made 

available forauditing purposes.  

[00701 At operation 404, the system identifies broadcast decisions provided by a 

participant in the blockchain for each of the broadcast events. In some embodiments, the 

system may identify the participant's broadcast decisions by accessing an external database 

25 outside of the blockchain where historic broadcast decisions are stored and made available 

for auditing puposes. In some embodiments, the broadcast decisions may be stored in the 

blockchain and the system may access such from the blockchain.  

[00711 At operation 406, the system identifies consensus decisions for each of the 

broadcastevents. Theconsenisusdecisions may indicatewhetherthereisaconseisus among 

30 participants in the blockehain that a corresponding broadcast event should be added as a new 
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node to the blockehain. In sone embodiments, the system may identify the consensus 

decisions for each of the broadcast events by accessing an external database outside of the 

blockchain where historic consensus decisions are stored and made available forauditing 

purposes. In some embodiments, the consensus decisions may be stored in the blockchain 

5 and the system may access such from the blockchain.  

[00721 At operation 408, the system calculates a success rate for the participant based on 

the identified broadcast decision provided by the participant for each of the broadcast events 

and the identified consensus decision for each of the broadcast events. For example, if the 

participant's broadcast decision of "YES"and the consensus decision was a"NO," then such 

10 instance would be a failure. If the participant's broadcast decision was 'NO" and the 

consensus decision was'"NO," then such instance would be a success. In other words, when 

the broadcast decision was the same as the consensus decision, such instance would be a 

success. Conversely when the broadcast decision was not the same as the consensus 

decision, then such instance would be a failure.  

15 [00731 Accordingly, the success rate maybe calculated by dividing the number of 

successful broadcast decisions by the total number of broadcast events (e.g.nunber of 

successes plus the number of failures).  

[00741 At operation 410, based on the calculated success rate, the system increases or 

decreases a decision reliability score for the participant. For example, if the success rate is 

20 below a predetermined threshold (e.g.70%), the decision reliability score for the participant 

is lowered by a predetermined amount. If the success rate is above the predetermined 

threshold, the decision reliability score for the participant may be raised by a predetermined 

amount up to a maximum decision reliability score. In some cases, the increase or decrease 

indecision reliability score may becorrelated to rangesof success rate. For example 

25 success rate of 0-20% may equate to a decrease in decision reliability score of40, a success 

rate of 21-60% may equate to a decrease in decision reliability score of 15, a success rate of 

61-80% may equate to no change in decision reliability score, and a success rate of 81-100% 

may equate to an increase in decision reliability score of 30 (up to a maximum decision 

reliability score).  
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[00751 Reference is made to a single participant in process 400, however, process 400 

may be performed for each participant in the blockchain. Subsequent to increasing or 

decreasing the decision reliability score for each participant, the system may determine that 

the top participant with the greatest reliability score is still less than a maximum (e.g., 

5 ceiling) decision reliability score. In such cases, the decision reliability score for each 

participant may be increased by an amount equal to a difference between the greatest 

reliability score for the top participant and the maximum decision reliability score. Boosting 

all participant's decision reliability scores as such may be needed to maintain sufficient 

decision reliability scores for the participants to reach a node acceptance score when node 

10 consensus scores are calculated for broadcast events. Otherwise, if participants are penalized 

to a point where all participants have low decision reliability scores, then it may be difficult 

to reach the node acceptance score to add new nodes to the blockchain even when all 

participants have broadcasted a "YES" decision.  

[00761 In various embodiments, when a participant's decision reliability score is 

15 decreased to below a certain threshold, the participant may be suspended from participating 

in the blockchain. In some cases, suspending the participant may mean the participant can no 

longer access the blockchain. In other cases, suspending the participant may mean that the 

participant may still provide broadcast decisions for future broadcast events, but the 

broadcast decision provided by the participant for future broadcast events is not included in a 

20 computation of a node consensus score used to determine whether to add a new node to the 

blockchain.  

[00771 As an illustrative example, there may be four participants in a blockchain 

(Participant A, Participant B, Participant C and Participant D). Before process 400 for 

adjusting blockchain consensus reliability scores is performed, Participant A may have a 

25 decisionreliabilityscore of 100, Participant B mayhave a decision reliability score of 100, 

Participant C may have a decision reliability score of 100, and Participant D may have a 

decision reliability score of 100. A success rate for each participant may be determined 

according to operations 402-408 above. For example, Participant A may have a success rate 

of 50%. Participant B may have a success rate of 60%, Participant C may have a success rate 

30 of 80%, and Participant D may have a success rate of 80%. If the predetermined threshold 

for penalizing participants by decreasing decision reliability scores is 70%, then Participant 
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A and Participant B may have their decision reliability scores decreases by a predetermined 

amount such as 10 for this example. There may be an incentive for Participant C and D for 

being above the threshold ofan increase by 10 to their decision reliability score, but since 

Participant C and D are already at a maximum decision reliability score, their decision 

5 reliability scores will not change. Thus., after the adjustment, Participant A may have a 

decision reliability score of 90, Participant B may have a decision reliability scoreof 90, 

Participant C may have a decision reliability score of 100, and Participant D may have a 

decision reliability score of 100.  

[00781 As another illustrative example, there maybe four participants in a blockchain 

10 (Participant A, Participant B, Participant C, and Participant D). Before process 400 for 

adjusting blockchain consensus reliability scores is performed, Participant A may have a 

decision reliability score of 80, Participant B may have a decision reliability scoreof 80, 

Participant C may have a decision reliability score of 90, and Participant D may have a 

decision reliability score of 100. A success rate for each participant may be determined 

15 according to operations 402-408 above. For example, Participant A may have a success rate 

of 50%. Participant B may have a success rate of 60%, Participant C may have a success rate 

of 30%, and Participant D may have a success rate of 40%. If the predetermined threshold 

for penalizing participants by decreasing decision reliability scores is 70%, then each 

Participant A, B, C, and D may have their decision reliability scores decreased by a 

20 predeterminedamountsuchas10forthisexample. Thus, after the adjustment, ParticipantA 
avedeeii deisounelicabiitIs 

may have a decision reliability score of 70, Participant B may have a decision reliability 

score of 70, Participant C may have a decision reliability score of 801 and Participant D may 

have a decision reliability score of 90, In this case, the top participant (Participant D) has a 

decision reliability score of 90, which is below a maximum decision reliability score of 100, 

25 there may be a boost to each of the participant's score by a difference between the maximum 

decision reliability score of 100 and the top participant's score of 90, Thus, each participant 

will receive a boost to its score by 10. After the boost, Participant A may have a decision 

reliability score of 80, Participant B may have a decision reliability score of 80, Participant C 

may have a decision reliability score of 90, and Participant D may have a decision reliability 

30 score of 100. Now the top participant has the maximum decision reliability score. The boost 

may be needed so that the node acceptance score can be reached by the participants in new 
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broadcast events. In other words, if the decision reliability scores of the participants are too 

low, their node consensus score for new broadcast events may not be enough to reach the 

node acceptance score even though the participants may all agree that a new data node 

should be added to the blockchain for the broadcast event.  

5 [00791 Fig. 5 illustrates a block diagram of a computer system 500 suitable for 

implementing one or more embodiments of the present disclosure. It should be appreciated 

that each of the devices discussed herein may be implemented as computer system 500 in a 

manner as follows.  

[00801 Computer system 500 includes a bus 502 or other communication mechanism for 

10 communicating information data, signals, and information between various components of 

computer system 500. Components include an input/output (1/0) component 504 that 

processes a user action, such as selecting keys from a keypad/keyboard, selecting one or 

more buttons or links, etc., and sends a corresponding signal to bus 502. 1/0 component 504 

may also include an output component, such as a display 511 and a cursor control 513 (such 

15 as a keyboard, keypad, mouse, etc.). An optional audio input/output component 505 may 

also be included to allow a user to use voice for inputting information by converting audio 

signals. Audio 1/ component 505 may allow the user to hear audio. A transceiver or 

network interface 506 transmits and receives signals between computer system 500 and other 

devices, such as another user device or another server via a network (e.g., network 106 of 

20 Fig. IA). In one embodiment, the transmission is wireless, although other transmission 

mediums and methods may also be suitable. Processor 512, which may be one or more 

hardware processors, can be a micro-controller, digital signal processor (DSP), or other 

processing component, processes these various signals, such as for display on computer 

system 500 ortransmission to other devices via a communication link 518. Processor 512 

25 may also control transmission of information, such as cookiesor IP addresses, to other 

devices.  

[00811 Components of computer system 500 also include a system memory component 

514 (e.g, RAM), a static storage component 516 (e.g., ROM), and/or a disk drive 517 

Computer system 500 performs specific operations by processor 512 and other components 

30 by executing one or more sequences of instructions contained in system memory component
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514. Logic may be encoded in a computer-readable medium, which may refer to any 

medium that participates in providing instructions to processor 512 for execution. Such a 

medium may take inanyforms, including but not limited to, non-volatile media, volatile 

media, and transmission media. In various implementations, non-volatile media includes 

5 optical or magnetic disks, volatile media includes dynamic memory, such as system memory 

component 514 .and transmission media includes coaxial cables, copper wire, and fiber 

optics, including wires that comprise bus 502. In one embodiment, the logic is encoded in 

ion-transitorycomputer readable medium. In one example, transmission media may take the 

form of acoustic or light waves, such as those generated during radio wave, optical, and 

10 infrared data communications.  

100821 Some common forms of computer readable media include, for example, floppy 

disk, flexible disk, hard disk, magnetic tape, any other magnetic medium, CD-ROM, any 

other optical medium, punch cards, paper tape, any other physical medium with pattems of 

holes, RAM, PROM, EPROM, FLASH-EPROM, any other memory chip or cartridge, or any 

15 other medium from which a computer is adapted to read.  

[00831 In various embodiments of the present disclosure, execution of instruction 

sequences to practice the present disclosure may be performed by computer system 500. In 

various other embodiments of the present disclosure, a plurality of computer systems 500 

coupled by communication link 518 to the network (e.g., such as a LAN, WLAN, PTSN, 

20 and/or various other wired or wireless networks, including telecommunications, mobile, and 

cellular phone networks) may perform instruction sequences to practice the present 

disclosure in coordination with one another.  

100841 Where applicable, various embodiments provided by the present disclosure may 

be implementedusing hardware, software, orcombinations ofhardwareand software. Also, 

25 where applicable, the various hardware components and/or software components set forth 

herein may be combined into composite components comprising software, hardware, and/or 

both without departing from the spirit of the present disclosure. Where applicable, the 

various hardware components and/or software components set forth herein may be separated 

into sub-components comprising software, hardware, or both without departing from the
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scope of the present disclosure. In addition, where applicable, it is contemplated that 

software components may be implemented as hardware components and vice-versa.  

[00851 Software, in accordance with the present disclosure, such as program code and/or 

data, may be stored on one or more computer readable mediums. It is also contemplated that 

5 software identified herein may be implemented using oneor more general purpose or specific 

purpose computers and/or computer systems, networked and/or otherwise. Where 

applicable, the ordering of various steps described herein may be changed, combined into 

composite steps, and/or separated into sub-steps to provide features described herein.  

[00861 The foregoing disclosure is not intended to limit the present disclosure to the 

10 precise forms or particular fields of use disclosed. As such, it is contemplated that various 

alternate embodiments and/or modifications to the present disclosure, whether explicitly 

described or implied herein, are possible in light of the disclosure. Having thus described 

embodiments of the present disclosure, persons of ordinary skill in the art will recognize that 

changes may be made in form and detail without departing from the scope of the present 

15 disclosure.  
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CLAIMS 

What is claimed is: 

1. A system related to blockchain decision reliability score adjustment, comprising: 

a non-transitory memory; and 

5 one or more hardware processors coupled to the non-transitory memory and 

configured to read instructions from the non-transitory memory to cause the system to 

perform operations comprising: 

accessing broadcast events in a blockchain, wherein the broadcast events 

correspond to a historic period of time; 

10 identifying a broadcast decision provided by a participant in the blockchain 

for each of the broadcast events; 

identifying a consensus decision for each of the broadcast events, wherein the 

consensus decision indicates whether there is a consensus among participants in the 

blockchain that a corresponding broadcast event should be added as a new node to the 

15 blockchain; 

calculating a success rate for the participant based on the identified broadcast 

decision provided by the participant for each of the broadcast events and the 

identified consensus decision for each of the broadcast events; and 

based on the success rate, increasing or decreasing a decision reliability score 

20 for the participant, wherein the decision reliability score comprises a weight applied 

to broadcast decisions provided by the participant in future broadcast events for the 

blockchain.  

2. The system of claim 1, wherein the decision reliability score is decreased based on the 

25 success rate being below a predetermined threshold, wherein an amount that the decision 

reliability score is decreased by is a predetermined amount corresponding to the success rate 

being below the predetermined threshold.  

3. The system of claim 1, wherein the decision reliability score is increased based on the 

30 success rate being above a predetermined threshold wherein an amount that the decision 
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reliability score is increased by is a predetermined amount corresponding to the success rate 

being above the predetermined threshold.  

4. The system of any one of claims 1-3, wherein the operations are performed for each 

5 participant in the blockchain.  

5. The system of claim 4, wherein the operations further comprise: 

subsequent to the increasing or decreasing in the decision reliability score for each 

participant, determining that a greatest reliability score among the participants is less than a 

10 ceiling reliability score; and 

increasing the decision reliability score for each participant by an amount equal to a 

difference between the greatest reliability score and the ceiling reliability score.  

6. The system of any one of claims 1-5, wherein the success rate is within a range of a 

15 plurality of ranges, and wherein the decision reliability score is decreased or increased by an 

amount corresponding to the range.  

7. The system of any one of claims 1-6, wherein the decision reliability score for the 

participant is decreased based on the success rate, and wherein the operations further 

20 comprise suspending the participant from participating in the blockchain.  

8. The system of claim 7, wherein the suspending the participant from participating in the 

blockchain allows for the participant to provide a broadcast decision for future broadcast 

events but the broadcast decision by the participant for future broadcast events is not 

25 included in a computation of a node consensus score used to determine whether to add a new 

node to the blockchain.  

9. The system of any one of claims 1-8, wherein the operations further comprise selecting 

the historic period of time based on a number of broadcast events that have transpired.  

30 
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10. The system of claim 9, wherein the number of broadcast events that have transpired 

exceeds a predetermined threshold number of transpired broadcast events.  

11. A method for adjusting blockchain participant reliability scores, the method comprising: 

5 accessing broadcast events in a blockchain, wherein the broadcast events correspond 

to a selected period of time in a past; 

identifying a broadcast decision provided by a participant in the blockchain for each 

of the broadcast events corresponding to the selected period of time; 

identifying a consensus decision for each of the broadcast events corresponding to the 

10 selected period of time, wherein the consensus decision indicates whether there is a 

consensus among participants in the blockchain that the broadcast event should be added as a 

new node to the blockchain; 

determining a success rate for the participant based on the identified broadcast 

decision provided by the participant for each of the broadcast events and the consensus 

15 decision for each of the broadcast events; and 

based on the success rate, increasing or decreasing a decision reliability score for the 

participant, wherein the decision reliability score comprises a weight applied to broadcast 

decisions provided by the participant in future broadcast events for the blockchain.  

20 12. The method of claim 11, wherein the decision reliability score is decreased based on the 

success rate being below a predetermined threshold.  

13. The method of claim 12, further comprising suspending the participant from 

participating in the blockchain based on the decision reliability score being below a 

25 predetermined threshold indicating that a suspension is required.  

14. The method of claim 11, wherein the decision reliability score is increased based on the 

success rate being above a predetermined threshold.  

-27-



15. The method of claim 14, further comprising: 

determining that the increased decision reliability score is a greatest reliability score 

amongst participants of the blockchain; 

determining that the greatest reliability score is less than a ceiling reliability score for 

5 the blockchain; and 

increasing decision reliability scores corresponding to each participant in the 

blockchain by an amount equal to a difference between the ceiling reliability score and the 

greatest reliability score.  

10 16. A non-transitory machine-readable medium having stored thereon machine-readable 

instructions executable to cause a machine to perform operations comprising: 

identifying historic broadcast events in a blockchain; 

identifying a broadcast decision provided by a participant in the blockchain for each 

of the historic broadcast events; 

15 identifying a consensus decision for each of the historic broadcast events, wherein the 

consensus decision indicates whether there is a consensus among participants in the 

blockchain that the broadcast event should be added as a new node to the blockchain; 

determining a success rate for the participant based on the identified broadcast 

decision provided by the participant for each of the historic broadcast events and the 

20 consensus decision for each of the historic broadcast events; and 

based on the success rate, decreasing a decision reliability score for the participant, 

wherein the decision reliability score comprises a weight applied to broadcast decisions 

provided by the participant in future broadcast events for the blockchain 

determining that the decision reliability score for the participant is a greatest decision 

25 reliability score among all participants in the blockchain; 

determining that the greatest decision reliability score is less than a ceiling decision 

reliability score for the blockchain; and 

increasing decision reliability score corresponding to each participant in the 

blockchain by an amount equal to a difference between the ceiling decision reliability score 

30 and the greatest decision reliability score.  
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17. The non-transitory machine-readable medium of claim 16, wherein the operations further 

comprise subsequent to the increasing the decision reliability scores corresponding to each 

participant in the blockchain, suspending another participant from participating in the 

blockchain based on the decision reliability score corresponding to the another participant 

5 being below a predetermined threshold indicating that a suspension is required.  

18. The non-transitory machine-readable medium of claim 16, wherein the decision 

reliability score is decreased in correlation to the success rate.  

10 19. The non-transitory machine-readable medium of claim 16, wherein decision reliability 

score is decreased by an amount corresponding to a range of a plurality of ranges, wherein 

each range has (i) an indication of whether to increase or decrease and (2) a corresponding 

amount.  

15 20. The non-transitory machine-readable medium of claim 16, wherein the identifying the 

historic broadcast events in a blockchain is performed according to a scheduled audit 

frequency.  
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