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19 REMOTE SERVER ENCRYPTED DATA PROVISIONING SYSTEM AND 

METHODS

RELATED APPLICATIONS

[0001] This application claims the benefit of and priority to U.S. Provisional 

Application No, 62/107,966, filed January 26, 2015, and U.S. Provisional Application 

No. 62/056,401, filed September 26, 2014, the entire contents of which are 

incorporated herein by reference for all purposes.

BACKGROUND

[0002] In order to perform resource access transactions using a mobile device 

such as a mobile phone, a user may need to provide sensitive user data (e.g., a 

password, an account number, tokenized information, etc.) to the mobile device. For 

example, a user may key in sensitive user data into a mobile device, and it may be 

stored on the mobile device.

[0003] A problem associated with using a mobile device for resource access 

transactions is that the sensitive user data could be obtained by unauthorized 

persons while it is stored on the mobile device. For example, an unauthorized 

person could attempt to access the user sensitive data if the authentic user loses his 

mobile device or if the unauthorized person attempts to hack into the user's mobile 

device through a data or communications network.

[0004] Improved data security methods, systems and devices are needed. 

Embodiments of the invention address these and other problems, individually and 

collectively.

[0004a] A reference herein to a patent document or any other matter identified 

as prior art, is not to be taken as an admission that the document or other matter 

was known or that the information it contains was part of the common general 

knowledge as at the priority date of any of the claims.

SUMMARY OF INVENTION

[0005] Embodiments of the invention are directed to secure and efficient 

methods of communicating among the entities involved in the generation, delivery,
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19 and storage of secure user data on a mobile device. A mobile device according to an 

embodiment of the invention can provide sensitive user data (e.g. payment 

information, account number, social security number, identification number, etc.) to a 

Service provider computer (e.g., a token provider computer) in an encrypted format, 

so that the mobile device does not have access to the sensitive user data. The 

service provider computer can then generate a token (i.e., a tokenized version of the 

user data) and can then transmit the token to the mobile device. The token may be 

stored on the mobile device and may thereafter be used to conduct resource access 

transactions (e.g., payment transactions, transactions to access venues, etc.).

[0006] One embodiment of the invention includes receiving, by a mobile 

device from a remote mobile application server, encrypted user data associated with 

a user of the mobile device. The encrypted user data is generated with an encryption 

key associated with a token server computer. In some embodiments, the encryption 

key and the user data associated with the user of the mobile device are stored by 

the remote mobile application server. The mobile device generates a token request 

message including the encrypted User data and sends the token request message 

to the token server computer. The token server computer decrypts the encrypted 

user data using the encryption key, identifies an account associated with the 

decrypted user data, generates a token associated with the account, stores the 

token, and sends the token to the mobile device. The method also includes 

receiving, by the mobile device, the token associated with the encrypted user data 

from the token server computer. The mobile device stores the token in a token 

memory. In some embodiments, the token memory is managed by a token module 

(e.g. a token software development kit (SDK)) provided on the mobile device. The 

token module can be associated with the token server computer, and can facilitate 

the interaction between the mobile device and the token server computer. The token 

module may interface with an Application Programming Interface (API) of the token 

server computer.

[0007] Embodiments of the invention provide for a number of technical 

advantages. Even if the token on a mobile device is stolen by an unauthorized user, 

the impact of the theft and/or disruption to the user is minimal since the token can be 

easily replaced and/or can be updated periodically (e.g., every few transactions or at

2
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19 a predetermined time interval such as every three to four days). In the above noted 

example, the mobile device never has direct access to sensitive user data. By 

preventing the mobile device from having access to the sensitive user data (i.e., in 

an unencrypted format), the user data may be protected from being stolen, tampered 

with or otherwise compromised.

[0008] In some embodiments, storing the token in a token memory may 

include storing a token in a secure memory of the mobile device, determining a 

token key associated with the stored token, and providing the token key to a mobile 

application on the mobile device for use as a token reference identifier for the token.

[0009] In some embodiments, the method may also include requesting, by the 

mobile device, a status of the token. The method may include receiving, by the 

mobile device, a token status response from the token server computer. The mobile 

device may store the status associated with the token in the token memory.

[0010] According to various embodiments, the token request message may be 

sent to the token server computer via a token module provided on the mobile device, 

and the token associated with the encrypted user data is received from the token 

server computer by the token module.

[0011] In some embodiments, the method also includes interacting with an 

access device to initiate a transaction using a mobile application provided on the 

mobile device. The method further includes providing the token to the access 

device. The token is provided to the access device by a token module bypassing the 

mobile application. The token module is stored on the mobile device.

[0012] In some embodiments, the token request message may be sent to the 

token server computer via the remote mobile application server, and the token 

associated with the encrypted user data may be received from the token server 

computer via the remote mobile application server.

[0013] These and other embodiments are described in further detail below.

[0013a] According to one aspect of the invention, there is provided a method

comprising: receiving, by a mobile application stored on a mobile device from a 

remote mobile application server, encrypted user data associated with a user of the 

mobile device, wherein the encrypted user data is generated with an encryption key

3
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19 associated with a token server computer; generating, by the mobile application, a 

token request message, the token request message including the encrypted user 

data; sending, by a token module stored on the mobile device, the token request 

message to the token server computer, wherein the token server computer decrypts 

the encrypted user data using the encryption key, identifies an account associated 

with the decrypted user data, generates a token associated with the account, stores 

the token, and sends the token to the token module; receiving, by the token module, 

the token associated with the encrypted user data from the token server computer; 

and storing, by the token module, the token in a token memory; interacting, by the 

mobile application, with an access device to initiate a transaction; and providing, by 

the token module, the token to the access device, wherein the token is provided to 

the access device bypassing the mobile application.

[0013b] According to another aspect of the invention, there is provided a 

method comprising: receiving, by a mobile application stored on a mobile device, 

encrypted user data from a remote mobile application server, the encrypted user 

data being associated with an account of a user of the mobile device; wherein the 

encrypted user data is generated with an encryption key associated with a token 

server computer; interacting, by the mobile application, with a token module stored 

on the mobile device to request a token from the token server computer; wherein the 

token represents the encrypted user data; receiving, by the mobile application, a 

message indicating that the token associated with the encrypted user data is 

received from the token server computer; interacting, by the mobile application, with 

an access device to initiate a transaction; requesting, by the mobile application, the 

token module to provide the token to the access device; and providing, by the token 

module, the token to the access device bypassing the mobile application.

[0013c] According to a further aspect of the invention, there is provided a

mobile device comprising: a processor; and a memory element comprising code,

executable by the processor, for implementing a method comprising receiving, by a

mobile application stored on a mobile device from a remote mobile application

server, encrypted user data associated with a user of the mobile device, wherein the

encrypted user data is generated with an encryption key associated with a token

server computer; generating, by the mobile application, a token request message,

3a
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19 the token request message including the encrypted user data; sending, by a token 

module stored on the mobile device, the token request message to the token server 

computer, wherein the token server computer decrypts the encrypted user data 

using the encryption key, identifies an account associated with the decrypted user 

data, generates a token associated with the account, stores the token, and sends 

the token to the token module; receiving, by the token module, the token associated 

with the encrypted user data from the token server computer; and storing, by the 

token module, the token in a token memory; interacting, by the mobile application, 

with an access device to initiate a transaction; and providing, by the token module, 

the token to the access device, wherein the token is provided to the access device 

bypassing the mobile application.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] FIG. 1 shows an exemplary token processing system according to an 

embodiment of the invention.

3b
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[0015] FIG. 2 shows a flow diagram of a method for providing encrypted user
data to a mobile device for provisioning a token on the mobile device and using the
token to perform a transaction, according to an embodiment of the present invention.

[0016] FIG. 3 shows a series of screenshots showing a consumer's 
configuration and payment experience using a mobile application configured to be 
used with a token processing system, according to an embodiment of the present 
invention.

[0017] FIG. 4 shows a first exemplary integration where the token SDK 
directly communicates with the token server computer using token server computer 
APIs, according to an embodiment of the present invention.

[0018] FIG. 5 shows a flow diagram of an exemplary authentication process 
for a system with the first exemplary integration configuration corresponding to the 
SDK to token server computer integration configuration illustrated in FIG. 4.

[0019] FIG. 6 shows a flow diagram of an exemplary provisioning process for 
a system with the first exemplary integration configuration corresponding to the SDK 
to token server computer integration configuration illustrated in FIG. 4.

[0020] FIG. 7 show's a flow diagram of an exemplary dynamic parameter 
replenish process for a system with the first exemplary integration configuration 
corresponding to the SDK to token server computer integration configuration 
illustrated in FIG. 4.

[0021] FIG. 8 shows a flow diagram of an exemplary suspend process for a 
system with the first exemplary integration configuration corresponding to the SDK to 
token server computer integration configuration illustrated in FIG. 4.

[0022] FIG. 9 shows a second exemplary integration configuration where the 
mobile application provider (MAP) computer directly communicates with the token 
server computer using token server computer APIs, according to an exemplary 
embodiment of the present invention.

[0023] FIG. 10 shows a flow diagram of an exemplary authentication process
for a system with the second exemplary integration configuration corresponding to

4
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the MAP computer to token server computer integration configuration illustrated in
FIG. 9.

[0024] FIG. 11 shows a flow diagram of an exemplary provisioning process for 
a system with the second exemplary integration configuration corresponding to the 
MAP computer to token server computer integration configuration illustrated in FIG. 
9.

[0025] FIG. 12 shows a flow diagram of an exemplary dynamic parameter 
replenish process for a system with the second exemplary integration configuration 
corresponding to the MAP computer to token server computer integration 
configuration illustrated in FIG. 9.

[0026] FIG. 13 shows a flow diagram of an exemplary suspend process for a 
system with the second exemplary integration configuration corresponding to the 
MAP computer to token server computer integration configuration illustrated in FIG. 
9.

[0027] FIG. 14 shows a block diagram showing components in a computer 
system.

DETAILED DESCRIPTION

[0028] In order to perform a transaction accessing a resource, sensitive user 
data (e.g. account number, social security number, identification number, etc. of the 
user) can be provided to a resource providing entity. Such sensitive user data can 
be present on a mobile device if that mobile device is used to access the resource 
provided by the resource providing entity. For example, the user of the mobile 
device may wish to conduct a transaction with the mobile device. The mobile device 
should be able to access the sensitive user data to conduct the transaction. If the 
sensitive user data is on the mobile device, it is susceptible to being obtained by an 
unauthorized person.

[0029] Embodiments of the invention are directed to secure methods of
obtaining and storing sensitive user data on the mobile device, as well as efficient
methods of communicating the user data to and from entities involved in the securing
of the user data for transactions using the mobile device. Embodiments prevent the

5
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mobile device having access to and/or storing the sensitive user data in an
unencrypted format. As such, the user data protected from unauthorized persons,
even when the mobile device is lost, stolen, hacked or otherwise compromised.

[0030] Embodiments provide encrypted user data to the mobile device. A 
token module (i.e. a token software development kit (SDK)) provided on the mobile 
device may obtain a token representing the user data. The token SDK may obtain 
the token through a direct interaction with a token server computer that generates 
the token. Alternatively, the token SDK may interact with a mobile application 
provider (MAP) computer and request the MAP computer to obtain the token from 
the token server computer.

[0031] The MAP computer may create a mobile application (e.g. a software 
application with payment capability) on the mobile device. In some embodiments, 
the mobile application may conduct host-card emulation (HCE) based payments at a 
point of sale (POS) through the token SDK. For instance, embodiments may be 
used to perform a near-field communication (NFC) payment transaction at an access 
device, such as the POS of a merchant, using a token generated by a token server 
computer (also referred to as a token service, and/or token system). Once 
generated, the token can be delivered to the mobile device.

[0032] The token can a substitute for the sensitive user data. For example, a 
token may include any data that represents or is associated with a user, such as a 
payment account identifier issued by an issuer bank, a social security number of the 
user, an identification number of the user that allows the user to access secure 
document vaults, secure buildings, etc. Specifically, the token provided by token 
server computer may represent a user account for a particular mobile application 
provided on a mobile device of the user. According to some embodiments, multiple 
tokens can be associated with a single account. Tokens reduce the risk that user 
sensitive data will be used for fraudulent purposes.

[0033] Prior to discussing embodiments of the invention, description of some 
terms may be helpful in understanding embodiments of the invention.

[0034] As used herein, a “mobile device” may include any device that has one 
or more electronic components (e.g., an integrated chip) that can communicate with

6
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another device. A “portable communication device” may be a mobile device that can
be transported and operated by a user. A portable communication device may
provide remote communication capabilities to a network. The portable
communication device can be configured to transmit and receive data or
communications to and from other devices. A portable communication device may
be in the form of a mobile device such as a mobile phone (e.g., smart phone, cellular
phone, etc.), tablets, a mobile vehicle such as a car, portable media player, personal 
digital assistant devices (PDAs), wearable computing device (e.g., smart watches, 
fitness bands, ankle bracelets, rings, earrings, etc.), electronic reader device, etc., or 
in the form of a card (e.g., smart card) or a fob, etc. Examples of portable
communication devices may also include portable computing devices (e.g., laptops.
netbooks, ultrabooks, etc.).

[0035] A “payment device” may include any device that may be used to 
conduct a financial transaction, such as to provide payment account information to a 
merchant. A payment device may be in any suitable form. For example, suitable 
payment devices can be hand-held and compact so that they can fit into a 
consumers wallet and/or pocket (e.g., pocket-sized). They may include smart cards, 
magnetic stripe cards, keychain devices (such as the Speedpass™ commercially 
available from Exxon-Mobil Corp.), etc. Other examples of payment devices include 
cellular phones, personal digital assistants (PDAs), pagers, payment cards, security 
cards, access cards, smart media, transponders, 2-D barcodes, an electronic or 
digital wallet, and the like. If the payment device is in the form of a debit, credit, or 
smartcard, the payment device may also optionally have features such as magnetic 
stripes. Such devices can operate in either a contact or contactless mode. 
.According to various embodiments, a mobile device may be used as a payment 
device.

[0036] A "payment account” or an “account” (which may be associated with 
one or more payment devices) may include to any suitable payment account 
including a credit card account, a checking account, or a prepaid account.

[0037] “Account information” may include any suitable information associated 
with an account (e.g. a payment account and/or payment device associated with the 
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account). Such information may be directly related to the account or may be derived 
from information related to the account. Examples of payment account information 
may include a primary account number (PAN) or “account number”, user name, 
expiration date, CW (card verification value), dCW (dynamic card verification 
value), CW2 (card verification value 2), CVC3 card verification values, etc. CW2 is 
generally understood to be a static verification value associated with a payment 
device. CW2 values are generally visible to a user (e.g., a consumer), whereas 
CW and dCW values are typically embedded in memory or authorization request 
messages and are not readily known to the user (although they are known to the 
issuer and payment processors). Payment account information may also be used as 
authentication data.

[0038] A “token” may include any identifier for a payment account that is a 
substitute for other data. A token may include, for instance, a series of alphanumeric 
characters that may be used as a substitute for an original account identifier. For 
example, a token may be used in place of a primary account identifier or primary 
account number (PAN). In some embodiments, a token may be “format preserving”; 
it may have a numeric format that conforms to the account identifiers used in existing 
payment processing networks. In some embodiments, the token may comprise the 
same elements in the same order as a PAN. In other embodiments, the token may 
be of the same size as a PAN, but may include different elements or differently sized 
elements. In some embodiments, a token can be used in place of a PAN to initiate, 
authorize, settle or resolve a payment transaction or represent the original account 
identifier in other systems where the original account identifier (e.g., a PAN) would 
typically be used.

[0039] In some embodiments, a token value may be generated such that the 
original PAN or other account identifier associated with the token value may not be 
computationally derived solely from the token. For example, a token may comprise a 
randomly generated value associated with an original PAN in a lookup table, so that 
the token cannot be decrypted, reformatted, or otherwise reverse-engineered to 
determine the original PAN. Rather, in some embodiments, direct or indirect 
knowledge of the lookup table may be the only way to determine the original PAN 

8
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corresponding to the token. In some embodiments, an entity that maintains the
aforementioned lookup table may be referred to as a “token vault.”

[0040] In some embodiments, tokens may be device-specific such that each 
device associated with an account may be provisioned with a particular token. As 
such, if a transaction uses a token that is initiated by a different device than the 
device that the token was provisioned into, the transaction may be fraudulent. 
Accordingly, device information may be stored in the token vault and used to ensure 
that the device used in a transaction is associated with the token that is being used 
in the transaction. Additionally, because each token may be associated with a single 
device, one PAN or account may have multiple tokens associated with it, where each 
PAN may have a different token for the different devices that may be used to initiate 
a transaction associated with the PAN using a specific token. This provides 
additional security for transactions because network token systems have additional 
information to validate in order to control the use of sensitive information in a 
transaction processing system.

[0041] A token may have a number of token characteristics that prevent 
misuse. Such characteristics may include the use of a limited use key (LUK), which 
may be used to create a credential that authenticates the user at the time a 
transaction occurs. Additionally, a token’s use may be limited by the user device on 
which the token can be used. Further, a token’s use may be limited by the number 
of times a LUK can be used. Accordingly, the transaction count limitation reduces 
the chance that the token may be repeatedly misused. Furthermore, a token may be 
limited by duration. For example, a token may be limited to the life of a LUK which 
prevents the token from being used for longer than a specified duration. This may 
prevent the token from being misused over an extended period of time.

[0042] Furthermore, a token’s use may be limited to a particular 
communication channel. For instance, the token server computer may limit the way 
in which a token can be transferred, for example, by restricting the use of the token 
to NFC-based or POS-based transactions. This may prevent the token from being 
used outside its intended communication channel or domain. Additional restrictions 
include amount restrictions where token server computer limits the amount of value 
for which a token can be used. Thus, the amount limitation reduces risk by

9
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preventing a token restricted to low-value transactions from being used to make
larger purchases. Further; the token server computer may limit tokens to particular
merchants at which the token can be accepted which prevents a tokens misuse at
other merchants.

[0043] Operations on tokens can be divided into several categories: (1) 
provisioning which includes obtaining a token and activating the token on a mobile 
device: (2) active key management which includes managing the limited use key 
(LUK) for an uninterrupted consumer payment experience; and (3) lifecycle 
management which includes determining the status of a token and suspending, 
resuming, or deleting a token.

[0044] Provisioning includes the generation, delivery, and storage of a token 
on the mobile device. For example, a token may represent an account number 
(PAN). The token server computer may provide a token for each account for a 
mobile application and mobile device. For a mobile application to use a token, the 
token may be provisioned for the mobile application on the mobile device. An issuer 
of a payment instrument may authorize the mobile application provider to request 
and manage tokens associated with the issuer account. A token server computer 
may include an account registration (onboarding) process which involves collecting 
information about the mobile application provider organization and allowing for 
compliance verification. The mobile application provider may be assigned a provider 
ID, token requestor identifier, and other unique identifiers associated with the token 
server computer operations during registration.

[0045] Active Key Management includes the management and refreshing of 
limited use keys (LUKs) associated with the tokens. For example, once a token has 
been provisioned for a device, a LUK may be kept up-to-date to allow for 
transactions to be processed using the token. In some cases, the LUK can be valid 
for an extended period of time, similar to a card being issued for a year or more. In 
some embodiments, the LUK may be short in duration and may require regular 
replenishment. If a provisioned token is still provisioned on the device, its dynamic 
data can be replenished periodically, meaning that the LUK associated with the 
token is updated to extend its duration.

10
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[0046] Life-Cycle Management may include any actions to update the status 
and/or configuration of a token. For example, it may be necessary to change the 
status of a token. For instance, a mobile application might give an accountholder the 
ability to remove an account, in which case the mobile application can delete the 
token representing the account. To add the account later would require re
provisioning of the token.

[0047] A "token provisioning request message” may be an electronic message 
that is sent to request provisioning of a token on a mobile device. The token 
provisioning request message can be sent to a token server computer. The token 
provisioning request message may include information that can be used to identify 
an account. A token provisioning request message may also comprise additional 
data elements such as one or more of a service code, an expiration date, etc.

[0048] A “token provisioning response message” may be an electronic 
message reply to a token provisioning request message. The token provisioning 
response message can be generated by a token server computer. The token 
provisioning response message may include a token issued in response to the token 
provisioning request message.

[0049] The term “transaction” may include an exchange or interaction between 
two entities. In some embodiments, a transaction may refer to transfer of value 
between two users (e.g. individuals or entities). A transaction may involve the 
exchange of monetary funds, the exchange of goods or services for monetary funds, 
or the exchange of data (e.g. access data) between two parties. In other 
embodiments, a transaction may involve an individual or entity purchasing goods or 
services from a merchant or other entity in exchange for monetary funds. In other 
embodiments, the transaction may be a non-financial-related request, such as 
exchanging of data or information between two entities, such as the transfer of data.

[0050] The term “transaction data” may include information regarding a 
transaction. The information may include data for a financial transaction (e.g., 
payment data, transaction total, consumer data). The transaction data may be used 
for processing a financial transaction. Transaction data may include data for a 
specific transaction, including items purchased, item prices, total cost, consumer
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data (e.g., shipping address, email address), payment methods, authentication data, 
merchant data (e.g., merchant name, merchant iocation/address), etc. in some 
embodiments, transaction data may be generated once the user or consumer 
attempts to submit a transaction for processing, in other embodiments, transaction 
data may be generated and sent by the merchant system based on items added to a 
consumer’s shopping cart, in some embodiments, transaction data may include 
information for a non-financial transaction (e.g., alert data, incentive data, product 
data, etc.). The transaction data may be in any suitable format and may include any 
suitable information depending on the purpose of the transaction.

[0051] Transaction data may be included in a transaction authorization 
message and/or a transaction clearing and settlement message. In some 
embodiments, the transaction data may be sent in real-time as a transaction is being 
performed. In some embodiments, the transaction data may be sent after a 
transaction has been completed or performed. In some embodiments, the 
transaction data may be sent to a payment processing network.

[0052] As used herein, a “server computer” is typically a powerful computer or 
cluster of computers. For example, the server computer can be a large mainframe, a 
minicomputer cluster, or a group of servers functioning as a unit. In one example, 
the server computer may be a database server coupled to a Web server.

[0053] An “issuer” may typically refer to a business entity (e.g., a bank) that 
maintains an account for a user that is associated with a portable communication 
device.

[0054] A "merchant” may typically be an entity that engages in transactions 
and can sell goods or services, or provide access to goods or services.

[0055] An "acquirer" may typically be a business entity (e.g., a commercial 
bank) that has a business relationship with a particular merchant or other entity. 
Some entities can perform both issuer and acquirer functions. Some embodiments 
may encompass such single entity issuer-acquirers.

SYSTEM OVERVIEW
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[0056] Embodiments may be implemented using a token processing system 
100 as illustrated in FIG. 1. The token processing system provides encrypted user 
data (e.g. payment information, social security number, identification number, etc.) to 
a mobile device, according to an exemplary embodiment of the present invention. 
The system 100 may include a mobile device 110, a mobile application provider 
(MAP) computer 140, and a token server computer 160. As illustrated in FIG. 1, the 
token server computer 160 may be a part of the payment processing network 170. 
In some embodiments, the token server computer 160 may be a separate computer 
from and in electronic communication with the payment processing network 170,

[0057] The mobile device 110 may include a mobile application 111. The 
mobile application 111 may be provided to the mobile device 110 by the MAP 
computer 140. The mobile device 110 may also include a token system software 
development kit (token SDK) 112 that may obtain and securely store tokens and/or 
other secure information. In some embodiments, the tokens may be stored in a 
token memory 113.

[0058] The MAP computer 140 may provide a service for users of mobile 
devices. For example, the MAP computer 140 may be a mobile wallet provider, an 
issuer, a merchant, or any other suitable entity that provides digital content, 
applications or services to mobile/cellular device users. For example, the MAP 
computer 140 may develop, build, and/or provide the mobile application 111 for the 
mobile device 110. For example, the mobile application 111 may include a mobile- 
wallet application, issuer application, merchant application, etc., that may be 
downloaded, installed, and used on the mobile device 110. The mobile application 
111 may provide a user interface for various functions, such as mobile payments, 
account services (e.g., balance inquiry, customer service, etc.), peer-to-peer (P2P) 
money transfers, or any other relevant functionality or capability associated with a 
service provider and/or the MAP computer 140.

[0059] The MAP computer 140 may also store sensitive user data (e.g.
payment information, social security number, identification number, etc.) associated
with a user of the mobile device 110. The MAP computer 140 may also store an
encryption key associated with (and/or provided by) the token server computer 160.
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The MAP computer 140 may use the encryption key to encrypt the user data and
provide the encrypted user data to the mobile device 110.

[0060] The mobile device 110 may provide the encrypted user data to the 
token server computer 160 to receive a token representing the encrypted user data. 
For example, when the encrypted user data includes payment information (e.g. a 
payment account number), the token may be a payment token that acts as a proxy 
for the payment information. That is, the token can be provided for a transaction 
instead of the actual payment information.

[0061] According to the embodiments of the invention, token(s) can be
provisioned on the mobile device 110 in two ways: the token SDK 112 may be in 
direct communication 182 with the token server computer 160 (through the token 
server computer application programming interfaces (APIs) 180) to request and 
receive token(s) from the token server computer 160. Alternatively, the token SDK 
112 may request the MAP computer 140 to retrieve the token(s) from the token 
server computer 160. In the latter scenario, the MAP computer 140 may be in direct 
communication 184 with the token server computer 160 (through the token server 
computer APIs 180) to request and receive token(s) from the token server computer 
160.

[0062] The token server computer 160 may be a server configured to receive 
a token request (also referred as a token provisioning request or a token request 
message), decrypt encrypted user data incorporated in the token request, identify an 
account (e.g. a payment account) associated with the user data, generate a token 
associated with the account, store the token, and/or provide the token to the mobile 
device 110. The token server computer 160 may be associated with a payment 
processing network 170 (e.g., VisaNet™, MasterCard™, etc.) or any other suitable 
entity. The token server computer 160 may generate and/or receive cryptographic 
keys for encrypting and decrypting user data incorporated in a token provisioning 
request. The token server computer 160 may also provide one or more 
cryptographic keys to the MAP computer 140 so that the MAP computer 140 can 
encrypt the user data using the cryptographic keys provided by the token server 
computer 160.

14 
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Ό063] The token server computer 160 may also include or communicate with
a token vault 162 that stores a token status for the various tokens managed by the 
token server computer 160 in a token status database. The token status may 
include any of active, suspended, obsolete, deleted, and/or not jound. The token
status database may store records associated with the tokens, such as the user data
and/or account Information associated with a token, token servicing information, 
and/or whether a certain token is active, suspended, under review, canceled, etc. 
The token generated by the token server computer 160 may be provided to the token 
SDK 112 provided on the mobile device 110. The token SDK 112 may store the 
token at a token memory 113.

[0064] The token server computer 160 may use a range of protection controls
to harden and tamper-proof the token SDK 112 against attacks and reverse 
engineering. One of the protections is the use of white-box cryptography (WBC) to 
secure keys and sensitive token data. WBC is necessary because a mobile device 
110 operates in an untrusted, open, environment that can be observed by third 
parties. WBC protects token SDK 112 assets through data and code obfuscation by 
using additional cryptographic techniques to transform the key and related 
operations so that sensitive data cannot be discovered in such an environment.

[0065] The token SDK 112 may comprise any application programming 
interface (API), service, application, applet, or other executable code suitable to 
communicate with the mobile application 111 and/or the token server computer 160. 
The token SDK 112 may be associated with the token server computer 160, the 
payment processing network 170, or any other suitable entity. The token SDK 112 
may be configured to allow the mobile application 111 to interface with the token 
server computer 160. Thus, the token SDK 112 may receive commands associated 
with the token server computer 160 from the mobile application 111 and may be 
configured to receive encrypted user data (e.g. encrypted payment information) from 
the MAP computer 140 through the mobile application 111. The token SDK 112 may 
interface with the token server computer 160 through the token server computer 
APIs 180 to process and store the token at the token memory 113. The token 
memory 113 may be memory on the mobile device 110 for storing encrypted user
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data, tokens (e.g. payment tokens), and any other suitable information. The token
memory 113 may be secure for storing payment information.

[0066] The token SDK 112 may be in direct communication 182 with the token 
server computer 160 (through the token server computer APIs 180) and request 
payment tokens from token server computer 160. Moreover, the token SDK 112 

may be able to provide payment information for a mobile payment transaction in 
response to a request from the mobile application 111 in order to complete a 
payment transaction with an access device 120.

[0067] According to various embodiments, actual tokens may be stored 
securely at the token memory 113 and may not be exposed to the mobile application 
111. Rather, the token SDK 112 may generate a token key for each token. The 
token key may be a unique number, symbol, string or a combination thereof that 
identifies the token in the token memory 113. However, the token key may not be 
used in place of the token. For example, if the token key is generated for a payment 
token, the token key cannot be used to conduct a payment transaction. The token 
key may be provided to the mobile application 111. The mobile application 111 may 
provide the token key io the token SDK 112 during a transaction and request (or 
automatically cause) the token SDK 112 to retrieve the payment token from the 
token memory 113. Accordingly, the mobile application may not have access to the 
user data in a decrypted format or the token representing the user data. This may 
prevent unauthorized access to the secure data when the mobile device is lost, 
stolen or compromised. The token SDK 112 may manage the token data to, for 
example, (1) identify a specific token based on a request by the mobile application 
111, (2) conduct a transaction on behalf of the mobile application 111 using the 
token, (3) send requests to token server computer 160, and/or (4) manage lifecycle 
of tokens, including the use of Limited Use Keys (LUKs).

[0068] in some embodiments, the token SDK 112 may have various 
capabilities. For example, the token SDK 112 may (1) provide an orchestration 
service that meets the needs of the mobile device 110 using the token server 
computer APIs 180; (2) enable communication between the mobile device 110 and 
the access device 120 using the mobile application (e.g., Visa™ payWave™)
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standards; (3) provide device identification information to ensure that the token is 
bound to a specific mobile device; and (4) manage the stored token and associated 
account parameters (e.g., using a token key), the user data, and API authorization 
and channel encryption. Overall, the token SDK 112 may ensure the security of 
sensitive token data. The token SDK 112 may combine multiple functional 
components that implement these foregoing capabilities within the token SDK 112 or 
may provide separation of capabilities to make them independently available such 
that each component may be implemented as a plugin, e.g. a storage plugin from a 
third-party.

[0069] According to various embodiments, the capabilities of the token SDK 

112 may allow a user of the mobile device to: (1) add a payment account (e.g. a 
credit or debit card) to the mobile device; (2) use the payment account to conduct a 
transaction at an access device (e.g. using NFC capability); (3) reverse the payment 
transaction (e.g. when returning previously purchased items); and (4) delete a token 
previously provisioned to the mobile device without the need to cancel and reissue a 
payment device. The token SDK 112 may user token server computer APIs 180 to 
handle these foregoing operations related to application and token manipulation.

[0070] In some embodiments, a status check method may be implemented to 
check the status of a token. The status data may be fetched and returned to the 
token SDK 112 so the token statuses can be stored locally. The token status may 
include any of active, suspended, obsolete, deleted, and/or not_found. The token 
status may be stored at a token status database stored at the token memory 113, 
The token status database may be periodically or continuously updated with token 
status information. For example, if a token is reported as compromised, the token 
status database may update the record for that token.

[0071] The token SDK 112 may periodically request token status information 
from the token server computer 160. The token SDK 112 may send a token status 
request message including one or more tokens or token keys stored at the token 
memory 113. The token server computer 160 may identify the status of the one or 
more tokens in the token status database, and may provide the token status 
information to the token SDK 112. The token SDK 112 may then store the token
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status information at the token memory 113. Thus, the mobile device 110 may
maintain updated information about the status of any stored tokens.

[0072] In some embodiments, the token SDK 112 may request token status 
updates after a certain predetermined time-period (e.g. 1 week or 2 months). In 
some embodiments, the token SDK 112 may request token status updates after a 
token expires or after a certain number of uses. In some embodiments, if a token 
status indicates that a token is suspended and under review, the token SDK 112 
may check for status updates from the token server 160 more frequently. In some 
embodiments, the token sever 160 may push token status updates to the mobile 
device 110.

[0073] In some embodiments, a token may expire after a certain time period 
or a certain number of uses, and the token SDK 112 may retrieve a replacement 
token from the token server 160.

METHODS FOR PROVISIONING TOKEN(S) ON A MOBILE DEVICE

[0074] As provided above, the systems illustrated in FIG. 1 may be used to 
provision token(s) on a mobile device 110. According to various embodiments, the 
MAP computer 140 may provide encrypted user data to the mobile device 110. The 
mobile device 110 may request, from a token server computer 160, a token 
representing the encrypted user data. The mobile device 110 may request the token 
from the token server computer 160 via the token SDK 112 or the MAP computer 
140. The token may then be used to conduct transactions using the mobile device 
110. Accordingly, the sensitive user data is never provided to and/or stored on the 
mobile device 110 in an unencrypted format. Thus, the user data is protected from 
security attacks or when the mobile device 110 is lost or stolen.

[0075] FIG. 2 shows a flow diagram of a method for providing encrypted user 
data to a mobile device for provisioning a token on the mobile device and using the 
token to perform a transaction, according to an exemplary embodiment of the 
present invention. The flow diagram illustrated in FIG. 2 may be grouped into three 
phases: a user authentication phase 250, a token provisioning phase 252 and 
conducting a transaction phase 254.
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[0076] The user authentication phase 250 may start at step 202 with a user of 
the mobile device 110 signing in at the mobile application 111. For example, the 
user may provide credentials (e.g. username and password) to the mobile 
application 111. The mobile application 111 may send the user’s credentials to the 
MAP computer 140 for authentication. The MAP computer 140 may authenticate the 
credentials against a stored set of user credentials which may be created when the 
user previously registers with the MAP computer 140.

[0077] The user authentication phase 250 may continue at step 204 with the 
MAP computer 140 sending a response to the mobile application 111 confirming that 
the user was authenticated. For example, the MAP computer 140 may send a 
cryptogram, (e.g. an encoded string, a user identity token or a JSON Web Token 
(JWT)) to the mobile application 111 that asserts the identity of the user 101. The 
MAP computer 140 may provide multiple cryptograms to the mobile application 111. 
Each cryptogram may be associated with a piece of sensitive user data such as an 
account number, a social security number, an identification number, etc.

[0078] At step 206, the mobile application 111 may request the token SDK 
112 to authenticate the user with the cryptogram. The token SDK 112 may then 
send the cryptogram to the token server computer 160.

[0079] The user authentication phase 250 may end at step 208 where, after 
the token server computer 160 successfully authenticates the cryptogram, the token 
server computer 160 responds to the token SDK 112 with an access token. The 
access token may be different than a payment token. The access token may not be 
used to conduct a payment transaction. Rather, the access token may be managed 
by the token SDK 112, and may allow the mobile application 111 to access the token 
server computer 160 for a certain amount of time (also referred as time to live (TTL)). 
The access token may bind the cryptogram (e.g. JWT) provided by the MAP 
computer 140 to the mobile application 111 requesting token system interaction. 
This binding may enable the MAP computer 140 to enhance and control the user 
experience. The MAP computer 140 may also choose when to authenticate the 
consumer (when TTL. for access token expires) for continuing to use the token server 
computer 160.
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[0080] FIG. 3 shows screenshots of the mobile application 111 for a number
of steps discussed in connection with FIG. 2. Specifically, FIG. 3 shows a series of
screenshots showing a user configuration and payment experience using a mobile
application configured to be used with a token processing system, according to an
exemplary embodiment of the present invention.

[0081] The first screenshot shown in FIG. 3 illustrates a sign in screen 302 
which corresponds to the step 202 of FIG. 2. In the sign in screen 302, the user may 
enter their credentials, such as username and password to access/sign in to the 
mobile application 111. Once the user provides their credentials on the sign in 
screen 302, authentication phase steps 204-208 discussed above may occur in the 
background, i.e. the mobile device screen may not display these steps.

[0082] After authentication, an access token may be created by the token
SDK 112 on the mobile device 110 to identify the user in other calls through the 
token SDK 112. The use of the access token may be transparent to the mobile 
application 111. However, the mobile application 111 can keep the access token 
alive by re-authenticating the user before the access token expires.

[0083] The token provisioning phase 252 of FIG. 2 is discussed next.

[0084] The token provisioning phase 252 may start at step 210 with the user
101 choosing the user data to be provisioned with token(s) from the list of available 
user data displayed through the mobile application 111. For example, the user may 
wish to provision one or more account numbers on the mobile device 110. The 
mobile application 111 may display a list of available account numbers for 
provisioning.

[0085] Exemplary screenshots of the payment account selection 304 and 
payment account selection confirmation 306 are illustrated in FIG. 3. The payment 
account selection screenshot 304 displays a list of available user data for 
provisioning in the mobile device 110. In the exemplary embodiment illustrated in 
FIG. 3, the user may select the last credit card displayed on the screen for 
provisioning. The payment account selection confirmation screenshot 306 displays 
the selected user data (e.g. selected credit card) and asks the user whether the user 
wishes to set up the account to be used in transactions, or perform other action with
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the account (e.g. pay balance, view transactions, etc.). The set up screenshot 308 
may provide the user with other user data (e.g. other payment accounts) that may be 
provisioned along with the selected user data. The user may simply select more 
than one of the displayed user data for concurrent provisioning. In some 
embodiments, tokens may be pre-provisioned for payment accounts that are 
associated with an issuer that supports token provisioning without the user 
requesting each specific account to be provisioned. Thus, the user selection of the 
payment account(s) may merely activate a pre-provisioned token. Alternatively, 
when the pre-provisioned token exists, no selection may be necessary in order to 
provision the account information.

[0086] The token provisioning phase 252 may continue at step 212 where the 
mobile application 111 requests the MAP computer 140 to send user data (e.g. 
account number, identification number, etc.) for the selected account(s). In some 
embodiments, step 212 may be optional and the MAP computer 140 may send the 
encrypted user data to the mobile application 111 without being prompted by the 
mobile application 111.

[0087] At step 214, the MAP computer 140 may use an encryption key 
associated with the token server computer 160 (e.g. an encryption key previously 
provided to the MAP computer 140 by the token server computer 160) to encrypt the 
user data . The MAP computer 140 may securely store the encryption key and the 
user data. For example, the MAP computer 140 may encrypt a primary account 
number (PAN), expiration date, CW, name, address, social security number, 
identification number or any other suitable information associated with the user. Ln 
some embodiments, the MAP computer 140 may encrypt and send encrypted 
payment information for each payment account that is configured and/or has the 
ability to be tokenized. The MAP computer 140 may send the encrypted user data to 
the mobile application 111. The mobile device 110 receives the encrypted user data 
sent from the MAP computer 140.

[0088] For example, some embodiments may use JSON Web Encryption to
encrypt sensitive information. Accordingly, the MAP computer 140 may wrap the
user data in a JSON Web Encrypted (JWE) object) and send the JSON Web
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Encrypted (JWE) object to the mobile device 110 for each piece of sensitive user 
data. Typically, encrypted input parameters may be constructed on the MAP 
computer 140 and sent to the mobile application 111. Sensitive data involved with 
encryption may not be stored in the mobile application 111 itself. For example, API 
keys, shared secrets, user information and/or payment information (e.g. PAN) may 
not be transmitted to the mobile device 110 unencrypted in some embodiments. 
According to various embodiments, user data may be encrypted using the JSON 
Web Token (JWT) Utility.

[0089] As part of the token provisioning phase 252, at step 216, the mobile 
application 111 may request that the token SDK 112 generate a token provisioning 
request message for the selected user data (e.g. selected account number(s)). The 
token provisioning request message may include the encrypted user data received 
from the MAP computer 140. For example, the mobile application 111 may request 
the token SDK 112 to obtain or retrieve tokens for the received encrypted user data 
associated with the one or more accounts issued by the issuer 150 and managed by 
the payment processing network 170. The token SDK 112 may then generate the 
provisioning request message including the encrypted user data.

[0090] The token SDK 112 may send the provisioning request message to the 
token server computer 160 using the token server computer APIs 180, For example, 
the token SDK 112 may transmit the provisioning request message to the token 
server computer 160 via a secure communication channel. In some embodiments, 
the token SDK 112 may send the provisioning request message to the token server 
computer 160 over a representational state transfer (REST)-ful application 
programming interface (API) that connects the token SDK 112 and the token server 
computer 160.

[0091] The token server computer 160 may use an encryption key to decrypt
the user data, identify an account associated with the decrypted user data, generate
a token associated with the account, store the token and send the token to the token
SDK 112. Additionally, in some embodiments, the token server computer 160 may
determine a previously generated token associated with the decrypted user data,
obtain information (e.g. a token key identifying the token) associated with the token,
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and return the token information to the -nobHe device 110 in response to a request
from the mobile application 111 using the token SDK 112,

[0092] At step 218, the token SDK 112 may receive the token associated with 
the encrypted user data from the token server computer 160. The token SDK may 
store the token at the token memory 113 that cannot be easily accessed by other 
applications and/or parties. In some embodiments, the token SDK 112 may 
associate the token with a token key or other token reference identifier for locally 
stored tokens on the mobile device 110.

[0093] The token provisioning phase 252 may end with step 219 where the 
token key is provided to the mobile application 111. The token key may be used by 
the token SDK 112, stored in the token memory 113, and/or the mobile application 
111 to identify the token. The token key may not be used by third parties to initiate 
transactions, i.e, the token key may not replace or act as a token. Rather, the token 
key may serve as at token reference identifier that identifies the token. Accordingly, 
the token key provides additional security and can be shared with the mobile 
application 111 because the token key is not an account, substitute and cannot be 
used to process a transaction outside of the mobile payment application 111 or token 
SDK 112 on the mobile device 110. In some embodiments, the token SDK 112 may 
generate the token key, while in other embodiments, the token server computer 160 
may provide the token key to the token SDK 112 or the mobile application 111. For 
example, the token key may include a random generated number that is associated 
with the actual token to identify the token and/or corresponding account that is the 
subject of the initial token provisioning request.

[0094] The user may be informed of the successful completion of the token 
provisioning phase 252 with the confirmation screenshot 310 illustrated in FIG. 3.

[0095] Next, the token provisioning method may be called to create the token 
provisioning request. The request may be handled by the token server computer 
160, which creates the token and returns information about the token to the token 
SDK 112. This information is stored securely in a token memory 113 on the mobile 
device 110 by the token SDK 112. /3 token key to the token may be made available
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to the mobile application 111. The token key may be used by the mobile application
111 in other calls to the token SDK 112 to identify the token.

[0096] The conducting a transaction phase 254 of FIG. 2 is discussed next.

[0097] Steps 220-226 illustrated in FIG. 2 may fall under the conducting a 
transaction phase 254. Specifically, conducting a transaction phase 254 starts at 
step 220 when the user selects an account via the mobile application 111 to initiate a 
transaction. For example, the user may select a payment account to be used in a 
mobile payment transaction. The token SDK 112 may be notified of the account 
selection.

[0098] At step 222, in order to initiate the transaction using the mobile 
application 111, the user may bring the mobile device 110 in proximity of a short 
range communication-enabled access device 120 (e.g. NFC-enabled merchant POS 
terminal) to interact with the access device 120.

[0099] At step 224, the access device 120 may send an application protocol 
data unit (APDU) message to the mobile application 111, beginning a series of 
APDU messages being transferred between the access device 120 and the mobile 
application 111.

[0100] At step 226, the token SDK 112 processes the APDU message 
received by the mobile application 111 using a mobile payment application (e.g., 
Visa™ PayWave™, etc.) configured to perform a contactless communication 
protocol exchange and/or NFC transaction. The SDK 112 may respond to the 
access device 120 with its own APDU messages. The mobile application 111 may 
pass the requests received from the access device 120 to the token SDK 112. 
Similarly, the mobile application 111 may receive responses from the token SDK 112 
and passes the responses to the access device 120. For example, the mobile 
application 111 may send the token key associated with the selected account to the 
token SDK 112, and the token SDK 112 may retrieve the token associated with the 
token key from the token memory 113. Then, the token SDK 112 may instruct a 
short range communication component on the mobile device 110 (e.g., an NFC 
transmitter) to provide the token to the access device 120 for the transaction. As
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such, the token may be provided to the access device 120 from the token SDK 112,
bypassing the mobile application 111.

[0101] During conducting a transaction phase 254, the card selecting method 
may be called, specifying a token key, to select the card (e.g. payment account) for 
NFC tap-and-pay transactions.

[0102] After completing the token SDK integration, the mobile application 111 
may be ready to respond to the access device during a transaction.

Token System Integration Configurations

[0103] According to various embodiments, the communication between the 
mobile device 110 and the token server computer 160 to send the token provisioning 
request and receive the provisioned token may be implemented by two different 
token server computer integration configurations: in a first integration illustrated in 
FIGs. 4-8, the token server computer SDK 112 communicates with the token server 
computer 160 directly; in a second integration option illustrated in FIGs, 9-13, the 
token server computer SDK 112 communicates with the token server computer 160 
through the MAP computer 140. Each of these options is discussed next,

I■ Token SDK-to-Token server computer Integration Option

[0104] FIG, 4 illustrates the token SDK-to-token server computer integration 
where the mobile application 111 interacts with the token server computer 160 
through the token SDK 112.

[0105] As discussed above, the mobile application 111 may receive encrypted 
user data (e.g. encrypted payment data such as encrypted payment account 
number) from the mobile application provider (MAP) computer 140. The mobile 
application 111 may pass the encrypted user data to the token SDK 112 for 
obtaining a token representing the account associated with the encrypted user data. 
The mobile application 111 may request the token SDK 112 to obtain the token from 
the token server computer 160.

[0106] In this first exemplary integration configuration, the token SDK 112
directly communicates with the token server computer 160 using token server

25



WO 2016/049636 PCT/US2015/052667

computer APIs 180. In the token SDK-to-token server computer integrations, the 
token SDK 112 hides the complexity of communicating with the token server 
computer 160. The token SDK 112 handles all interaction with token server 
computer 160 and provides a result to the mobile application 111. For example, 
when the token SDK 112 receives the request from the mobile application 111, the 
token SDK 112 sends a token request message to the token server computer 160. 
The token request message may include the encrypted user data provided by the 
MAP computer 140 to the mobile application. When the token SDK 112 receives a 
token from the token server computer 160, the token SDK 112 may notify the mobile 
application 111 that the token has been successfully received, without passing the 
token to the mobile application 111. In some embodiments, the token SDK 112 may 
generate a token key representing the token. Alternatively, the token server 
computer 160 may provide the token key along with the token to the token SDK 112. 
The token SDK 112 may send the token key to the mobile application 111, without 
passing the token to the mobile application 111.

[0107] The communication between the mobile application 111 and the token 
SDK 112 may be handled by calling methods. The token request method may take 
an object containing input parameters (e.g. the encrypted user data) and a callback 
object (requesting the token SDK 112 notify the mobile application 111 when/if the 
token is received). For example, in some embodiments, the mobile application 
developer may define a callback class from which the callback object is created. 
The callback class may define two methods, success (successful receipt of the 
token) and failure (the token is not provided to the mobile device), in which the 
mobile application developer specify the actions to take for success and failure 
methods, respectively. The callback may return either a response object or an error 
object to communicate information from the token SDK 112 to the mobile application 
111. Accordingly, the token SDK APIs may implement a callback that informs the 
mobile application 111 of success or failure of a requested operation.

[0108] FIGs. 5-8 illustrate flow diagrams for various processes performed by
the token SDK-to-token server computer integration system illustrated in FIG. 4.
Specifically, FIG. 5 shows a flow diagram of an exemplary authentication process;
FIG. 6 shows a flow diagram of an exemplary' provisioning process; FIG. 7 shows a
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flow diagram of an exemplary dynamic parameter replenish process; and FIG. 8
shows a flow diagram of an exemplary suspend process of the system illustrated in
FIG. 4. Each flow diagram is discussed next.

[0109] FIG. 5 shows a flow diagram of an exemplary authentication process 
500 for a system with the first exemplary integration configuration corresponding to 
the token SDK-to-token server computer integration configuration. At step 502, the 
mobile application may create an instance of the token SDK that will encrypt 
sensitive data with security module and store it on the token SDK data store. The 
token SDK instance communicates with the token server computer to request an 
access token and conduct mobile device registration activities.

[0110] At step 504, the application authenticates the user upon the user 
providing their credentials (such as user name and password) to sign on to the 
application. At step 506, the application may request a JSON Web Token (JWT) that 
asserts the identity of the user from the MAP computer. The MAP computer may 
compile the JWT by populating the necessary authentication parameters and 
encoding them with the JSON Web Encryption (JWE) framework. The MAP 
computer may provide the generated JWT authentication token to the mobile 
application.

[0111] At step 508, the mobile application may create an authentication 
parameters object with the JWT authentication token. The authentication 
parameters object may be sent to the token SDK to obtain a token from the token 
server computer using the JWT authentication token. The mobile application may 
also create a response callback object defining success and failure methods, 
described above. The success and failure methods may be used by the token SDK 
to notify the mobile application whether a token is received from the token server 
computer.

[0112] The token server computer may receive the JWT via a token API and 
provides the access token to the token SDK via the token API. The token server 
computer may also receive the mobile device information via a device registration 
API and returns a conversation ID to the mobile device via the device registration 
API. The conversation ID may indicate that the communication is coming from an
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authenticated device. Authentication may return the access token and TTL for the
access token. These are stored securely by the token SDK for subsequent use.

[0113] FIG. 6 shows a flow diagram of an exemplary provisioning process 600 
for a system with the first exemplary integration configuration corresponding to the 
token SDK-to-token server computer integration configuration. As illustrated in FIG. 
6, the token provisioning method may be called by the mobile application to retrieve 
and store token information for a particular account and/or channel. The token 
provisioning method provisions a token representing information associated with an 
account. A callback to the mobile application may indicate the successful handling 
of the token provisioning method and provide a token provisioning response which 
may contain the token key uniquely identifying the provisioned token to the mobile 
application. The mobile application may hold onto the token key in order to make 
subsequent calls that pertain to that stored token. These steps are discussed below.

[0114] At step 602, the mobile application may prompt the user to provide 
user data (such as payment information) that the user would like to reside on the 
mobile device. However, the user data are not stored on the mobile device as 
provided by the user. Specifically, the mobile application requests the MAP 
computer to encrypt the user data. At step 604, the user credentials are provided to 
the MAP computer for encryption. The MAP computer provides encrypted user data 
object to the mobile application.

[0115] At step 606, the mobile application may create a provision token 
parameters object containing the encrypted user data received from the MAP 
computer. The mobile application may also create a response callback object 
defining the success and failure methods. The response callback object may be 
used to receive response values from the token SDK. As provided above, when the 
token SDK receives a token from the token server computer, the token SDK does 
not provide the token to the mobile application. However, the token SDK may notify 
the mobile application whether a token is received (success) or not (failure).

[0116] At step 608, the token SDK may communicate with the token server
computer to request tokenization of the encrypted user data (such as payment
information). The token server computer may receive the encrypted user data,
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identify an account associated with the user data, create a token to represent the 
account, store the token, and send the token to the token SDK. The token SDK may 
utilize the token instead of the user data when needed. Upon receiving the token 
from the token server computer, the token SDK may store the token and notify the 
mobile application regarding the successful receipt of the token. In some 
embodiments, the token SDK may provide a token key identifying the token to the 
mobile application, at step 610.

[0117] FIG. 7 shows a flow diagram of an exemplary dynamic parameter 
replenish process 700 for a system with the first exemplary integration configuration 
corresponding to the token SDK-to-token server computer integration configuration. 
As illustrated in FIG. 7, the dynamic data replenishing method may be called by the 
token SDK to replenish the dynamic data for a provisioned token, for example by 
extending the duration of the limited use key (LUK). This method is available for the 
application to make a replenish request as needed. The token SDK may set the 
timers to track LUK time to live (TTL) through the mobile payment application (e.g., 
pay Wave ™) component. Because the token SDK knows when a transaction occurs, 
the token SDK is able to track the number of transactions against a token issuer 
value of number of transactions risk threshold. Accordingly, it is not necessary for 
the mobile application to track or provide this information to the token SDK. To 
manage limited use key replenishment, the token SDK may provide two methods: a 
first method for checking periodically (e.g., each hour) whether a limited use key time 
to live threshold has expired and triggering a replenish intent when time to live (TTL) 
expires, and a second method for catching the replenish intent triggered by the first 
method.

[0118] At step 702, the mobile application may identify that the TTL of the 
token is nearing expiration and begins to compile objects needed to replenish token 
request. At step 704, the mobile application may create a replenish parameters 
object containing the encrypted user data. The replenish parameters object may 
also contain the token key identifying the token. The mobile application may also 
create a response callback object defining success and failure methods.
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[0119] At step 706, the token SDK may retrieve the token identified by the 
token key and communicate with the token server computer to request 
replenishment of the dynamic parameters of the token. The token sewer computer 
may replenish the token LUK and associated TTL information. The token server 
computer may return the information to the token SDK which may, in turn, inform the 
mobile application that the replenish process was either a success or failure.

[0120] Further, in some embodiments, after every transaction attempt initiated 
by the user, using a given token, token SDK may check if the number of transactions 
threshold for replenishing LUK has been exceeded. When the number of 
transactions threshold increases, token SDK may initiate LUK replenishment.

[0121] Additionally, a status check method may be implemented which may 
be called by the token SDK to get the statuses of all the locally provisioned tokens. 
The status check method may check the status of ail provisioned tokens tor the 
mobile application. Subsequent actions can take place as a result of the statuses 
found. In some embodiments, the mobile application can call the status check 
method to check the status of tokens provisioned in the token SDK against the status 
of the same tokens in token server computer.

[0122] FIG. 8 shows a flow diagram of an exemplary suspend process 800 for 
a system with the first exemplary integration configuration corresponding to the token 
SDK-to-token server computer integration configuration. At step 802, the mobile 
application platform may send a message to the mobile application to suspend a 
token loaded on the mobile device.

[0123] At step 804, the mobile application may make a request to suspend the 
token(s) associated with an account. The mobile application may generate an 
application object including the token key identifying the token to be suspended. The 
mobile application may also generate a response callback object defining the 
success and failure methods. The mobile application may pass the application 
object and the response callback object to the token SDK.

[0124] At step 806, the token SDK may communicate with the token server 
computer to request the token server computer to suspend the token associated with 
the account. Upon receiving the request (message), the token server computer may 
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suspend the token and returns a suspended token to the token SDK. The token
SDK may store the suspended token and notify the mobile application.

[0125] As illustrated in FIG. 8, the suspend token process includes a lifecycle 
management call to suspend a token or multiple tokens. A call is made to the token 
server computer and when a successful response confirming token suspension is 
received, the state ofthe token is changed in token SDK data storage to the new 
state. Similar flows may be provided for the token resume method for activating a 
suspended token in the token server computer, followed by activation ofthe token on 
the user device, and the delete token method for deleting a token from the token 
server computer, followed by deletion from the user device.

Ik Mobile Application Provider Computer-to-Token Server Computer 
Integration Option

[0126] In some embodiments, the token SDK may be integrated with the 
mobile application and the token server computer via the mobile application provider 
(MAP) computer. The mobile application may use the token SDK primarily to initiate 
access to the token server computer in this kind of integration. However, the 
integration between the mobile application and token server computer is through the 
MAP computer. That is, the token SDK does not interact directly with token server 
computer.

[0127] FIG. 9 illustrates the MAP computer-to-token server computer 
integration where the mobile application 111 interacts with the token server computer 
160 through the MAP computer 140.

[0128] As discussed above, the mobile application 111 may receive encrypted 
user data (e.g. encrypted payment data such as encrypted payment account 
number) from the MAP computer 140. The mobile application 111 may pass the 
encrypted user data to the token SDK 112 for obtaining a token representing the 
account associated with the encrypted user date. The mobile application 111 may 
request the token SDK 112 to obtain the token from the token server computer 160 
by sending a token provisioning request message to the token SDK (step 901). The 
token SDK 112 may generate a token provisioning request message and send the
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message to the token server computer 160 via the MAP computer 140 (steps 902,
903 and 904).

[0129] This integration pattern may allow the application developer to connect 
with the token server computer through their application such as using the MAP 
computer. In some embodiments, to standardize the process for application 
developers, the token SDK may provide an interface called Token Provider to 
implement a variety of different methods.

[0130] The token provider may implement a token request method to reach 
out to token server computer 160 through its MAP computer 140. The token SDK 
112 may call this method on the token provider object passed by the mobile 
application 111 in the provisioning request message (sent at step 901). Specifically, 
at step 901, the mobile application 111 may call a token SDK method, specifying a 
request, a callback to the mobile application, and an object that connects with a 
token provider, which typically represents a server on the MAP computer 140. The 
token provider object specifies a response to be populated and another callback, 
referred as the SDK callback, which may be used to call back to the token SDK 112 
from the token request method.

[0131] At step 902, token SDK 112 may prepare the request and provide the 
request to the mobile application 111. Specifically, the token SDK 112 may call the 
token provider object’s token request method, specifying the request parameters and 
a reference to the SDK callback.

[0132] At step 903, the mobile application 111 may provide the request to the 
MAP computer 140. That is, the token request method executes the actions 
specified by the mobile application 111 to connect with the MAP computer 140 and 
to obtain information (e.g. a token) from token server computer 160 at step 904, The 
MAP computer 140 may interact with the token server computer 160 through the 
token server computer APIs 180 to request and receive the token (step 904).

[0133] Once the MAP computer 140 receives a response from the token 
server computer 160, the MAP computer 140 may foiward the received message to 
the mobile application 111 (step 905). The mobile application may convert the 
response to a format that may be read and used by the token SDK 112. For
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example, the response may originally be received in a JSON format and may be
converted to a Java object format specified by the token SDK 112. At step 906, the
mobile application 111 may forward the formatted response from the token server
computer 160 to the token SDK 112.

[0134] At step 906, the mobile application 111 may populate the response 
object (specified in the token provider’s callback) with the response received from 
MAP computer 140. The mobile application returns the response object to the token 
request method. The mobile application 111 calls a success method or a failure 
method on the providers callback and passes the response object in these methods. 
The mobile application 111 may do this from within token request method.

[0135] There may be at least two callbacks implemented by the mobile 
application 111. One callback may be for the mobile application 111 to notify the 
token SDK 112 of success or failure of the token request method discussed above. 
When the mobile application 111 gets a success response to its request to the MAP 
computer 140 (e.g. the token request method ), then the mobile application 111 may 
provide the response object containing data to be stored in token SDK 112 (step 
906). If the token request method fails, then application calls failure function on the 
callback. Additionally, when the mobile application 111 has notified token SDK 112 
of success or failure of the request made to MAP computer 140, token SDK 112 may 
then call the second callback to let the mobile application 111 know of 
success/failure of the provisioning request (step 907). Specifically, the token SDK 
112 callback may call the mobile application callback’s success method or failure 
method to return the response to the mobile application 111. The mobile 
application’s callback is the standard callback the mobile application 111 specified 
when making the request in step 901.

[0136] in this second exemplary integration configuration, the mobile
application 111 communicates with the MAP computer 140 (step 903), and the MAP
computer 140 handles the interaction with token server computer 160 (step 904).
The MAP computer 140 then provides the response data, received from token server
computer 160, to the mobile application 111 (step 905). The mobile application 111
provides the response from the MAP computer 140 to the token SDK 112 (step 906).
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Similar to the first exemplary integration configuration, the token SDK 112 provides
the result (indicating whether the token is successfully provisioned) to the mobile
application 111 using a callback (step 907).

[0137] FIGs. 10-13 illustrate flow diagrams for various processes performed 
by the MAP computer-to-token server computer integration system illustrated in FIG. 
9. Specifically, FIG. 10 shows a flow diagram of an exemplary authentication 
process; FIG. 11 shows a flow diagram of an exemplary provisioning process; FIG. 
12 shows a flow diagram of an exemplary dynamic parameter replenish process; and 
FIG. 13 shows a flow diagram of an exemplary suspend process of the system 
illustrated in FIG. 9. Each flow diagram is discussed next.

[0138] FIG. 10 shows a flow diagram of an exemplary authentication process 
1000 for a system with the second exemplary integration configuration 
corresponding to the MAP computer-to-token server computer integration 
configuration. At step 1002, the mobile application may create an instance of the 
token SDK that will encrypt sensitive data with security module and store it on the 
token SDK data store.

[0139] At step 1004, the mobile application authenticates the user upon the 
user providing their credentials (such as user name and password) to sign on to the 
application. At step 1006, the mobile application receives the device data necessary 
for authentication from the token SDK. The mobile application then calls the MAP 
computer for authentication with the token server computer. The MAP computer 
may compile the necessary information for authentication. For example, the MAP 
computer may compile the JWT for access token authentication method. A call to 
the token API to get an access token may be required. The token server computer 
may accept the JWT and provide the access token. The token server computer may 
also register the device and return a conversation ID in response to the device 
details.

[0140] At step 1008, the mobile application may receive an indication that the 
authentication is complete.

[0141] FIG. 11 shows a flow diagram of an exemplary provisioning process
1100 for a system with the second exemplary integration configuration
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corresponding to the MAP computer-to-token server computer integration 
configuration. At step 1102, the mobile application may create the objects needed 
for the token provisioning request (e.g. the token provisioning method). The mobile 
application may create a provision token parameters object containing the encrypted 
user data. The mobile application also creates a token provider object containing the 
functionality to communicate with the MAP computer for token provisioning. The 
mobile application may also create a response callback object defining the success 
and failure methods. The mobile application may pass the provision token 
parameters, token provider and response callback objects to the token provisioning 
method. As illustrated in FIG. 11, the token provisioning method may be called by 
the mobile application to retrieve and store token information for a particular account 
and/or channel.

[0142] At step 1104, the token provisioning method may call a token SDK 
method to communicate with the token server computer to request tokenization of 
the encrypted user information. This call may be passed to the MAP computer at 
step 1106. This call may allow the MAP computer to implement the token provider 
method, allowing the MAP computer to implement their own network call to collect 
the token. Specifically, the MAP computer may interact with the token server 
computer. The token server computer may receive the encrypted user data, identify 
an account associated with the encrypted user data, generate a token representing 
the account, store the token and send the token to the MAP computer. The MAP 
computer may pass the token to the token SDK in the callback. The token SDK 112 
may then store the token.

[0143] At step 1108, the outer callback may then return success to the mobile 
application, handing back a response to the token provisioning request which may 
contain a token key uniquely identifying the provisioned token. The mobile 
application may hold onto the token key in order to make subsequent calls that 
pertain to the associated token. The mobile application does not have access to the 
token itself.

[0144] In this integration model, the mobile application does not need to 
provide user data (e.g. payment account information such as a PAN or a PAN
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reference identifier). The MAP computer provides the token data from the token
server computer in response to the provision request made by the MAP computer.
The MAP computer provides the token to the token SDK through the inner callback.

[0145] FIG. 12 shows a flow diagram of an exemplary dynamic parameter 
replenish process 1200 tor a system with the second exemplary integration 
configuration corresponding to the MAP computer-to-token server computer 
integration configuration. The dynamic data replenishing method may be called by 
the mobile application with a custom replenishment provider (e.g., a network caller) 
to replenish the dynamic data for a token. For example, the token SDK may provide 
two methods to manage limited use key replenishment: a first method for checking 
periodically (e.g., each hour) whether a limited use key time to live threshold has 
expired and triggering a replenish intent when time to live (TTL) expires, and a 
second method for catching the replenish intent triggered by the first method.

[0146] At step 1202, the mobile application may identify that the TTL of the 
token is nearing expiration and begins to compile objects needed to replenish token 
request. The mobile application may create a replenish parameters object 
containing the encrypted user data. The replenish parameters object may also 
contain the token key identifying the token. The mobile application also creates a 
replenishment provider object containing the functionality to communicate with the 
MAP computer for token replenishment. The mobile application may also create a 
response callback object defining success and failure methods. The mobile 
application may pass the replenish parameters, replenish provider and response
callback objects to a dynamic data replenishing method.

[0147] At step 1204, the dynamic data replenishing method may call a token 
SDK method to communicate with the token server computer to request 
replenishment of dynamic token parameters and provide the associated token data. 
This call may be passed to the MAP computer at step 1206. This call may allow» the 
MAP computer to implement the Replenishment Provider method, allowing the MAP 
computer to implement their own network call to collect the token replenish 
response. Specifically, the MAP computer may interact with the token server 
computer. The token server computer may receive the replenish request,
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replenishes the token LUK and associated TTL information. The MAP computer
may pass the replenished token LUK and associated TTL. information to the token
SDK 112 in the callback. The token SDK 112 may then store the information.

[0148] At step 1208, the outer callback may then return success to the mobile 
application, handing back a response to the token provisioning request which may 
contain a token key uniquely identifying the provisioned token. The mobile 
application may hold onto the token key in order io make subsequent calls that 
pertain to the associated token. The mobile application does not have access to the 
token itself.

[0149] FIG. 13 shows a flow diagram of an exemplary suspend process 1300 
a system with the second exemplary integration configuration corresponding to the 
MAP computer-to-token server computer integration configuration. .At step 1302, the 
mobile application platform may send a message to the mobile application to 
suspend a token loaded on the mobile device.

[0150] At step 1304, the mobile application may make a request to suspend 
the token(s) associated with an account. The mobile application may generate a 
parameters application object including the token key identifying the token to be 
suspended and, if applicable, a reason code indicating why the token should be 
suspended along with a description of the reason. The mobile application also 
creates a suspend token object containing the functionality to communicate with the 
MAP computer for the suspend request. The mobile application may also create a 
response callback object defining success and failure methods. The mobile 
application may pass the parameters, suspend token provider and response callback 
objects to a token suspending method.

[0151] At step 1306, the token suspending method may call a token SDK 
method to communicate with the token server computer to request suspending the 
token. The token suspending method may suspend a token in the token server 
computer, followed by suspension of the token on the user device. The call to the 
token SDK may be passed to the MAP computer at step 1308. This call may allow 
the MAP computer to implement their own network call to collect the token status 
response. Specifically, the MAP computer may interact with the token server
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computer. The token server computer may receive the suspend token request,
suspends the token and sends an updated token status (i.e. suspended) to the MAP
computer. The MAP computer may pass the updated token status to the token SDK
112 in the callback. The token SDK 112 may then store the token status in token
memory.

[0152] At step 1310, the outer callback may then return success to the mobile 
application.

[0153] The token suspending method illustrated in FIG. 13 may include a 
lifecycle management call to suspend a token or to suspend multiple tokens. A call 
may be made to the token server computer and when a successful response 
confirming token suspension is received, the state of the token may be changed in 
the token SDK data storage. In some embodiments, one token can be suspended at 
a time.

Exemplary Computer System

[0154] The various participants and elements shown in FIGS. 1A-1B may 
operate one or more computer apparatuses (e.g., a server computer) to facilitate the 
functions described herein. Any of the elements in FIG, 1A-1B may use any suitable 
number of subsystems to facilitate the functions described herein. Examples of such 
subsystems or components are shown in FIG. 14. The subsystems such as a printer 
1408, keyboard 1416, fixed disk 1418 (or other memory comprising computer 
readable media), monitor 1412, which is coupled to a display adapter 1410, and 
others are shown. Peripherals and input/output (I/O) devices, which couple to I/O 
controller 1402, can be connected to the computer system by any number of means 
known in the art, such as serial port 1414. For example, serial port 1414 or external 
interface 1420 can be used to connect the computer apparatus to a wide area 
network such as the Internet, a mouse input device, or a scanner. The 
interconnection via system bus allows the central processor 1406 to communicate 
with each subsystem and to control the execution of instructions from system 
memory 1404 or the fixed disk 1418, as well as the exchange of information between 
subsystems.
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[0155] Specific details regarding some of the above-described aspects are
provided below. The specific details of the specific aspects may be combined in any
suitable manner without departing from the spirit and scope of embodiments of the
invention.

[0156] Storage media and computer readable media for containing code, or 
portions of code, may include any appropriate media known or used in the art, 
including storage media and communication media, such as but not limited to volatile 
and non-volatile, removable and non-removable media implemented in any method 
or technology for storage and/or transmission of information such as computer 
readable instructions, data structures, program modules, or other data, including 
RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM, digital 
versatile disk (DVD) or other optical storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, data signals, data 
transmissions, or any other medium which may be used to store or transmit the 
desired information and which may be accessed by the computer. Based on the 
disclosure and teachings provided herein, a person of ordinary skill in the art may 
appreciate other ways and/or methods to implement the various embodiments.

[0157] It should be understood that the present invention as described above 
may be implemented in the form of control logic using computer software in a 
modular or integrated manner. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art may know and appreciate other ways 
and/or methods to implement the present invention using hardware and a 
combination of hardware and software.

[0158] It should be understood that the present invention as described above 
may be implemented in the form of control logic using computer software in a 
modular or integrated manner. Based on the disclosure and teachings provided 
herein, a person of ordinary skill in the art may know and appreciate other ways 
and/or methods to implement the present invention using hardware and a 
combination of hardware and software.

[0159] Any of the software components or functions described in this
application, may be implemented as software code to be executed by a processor
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19 using any suitable computer language such as, for example, Java, C++ or Perl 

using, for example, conventional or object-oriented techniques. The software code 

may be stored as a series of instructions, or commands on a computer readable 

medium, such as a random access memory (RAM), a read only memory (ROM), a 

magnetic medium such as a hard-drive or a floppy disk, or an optical medium such 

as a CD-ROM. Any such computer readable medium may reside on or within a 

single computational apparatus, and may be present on or within different 

computational apparatuses within a system or network.

[0160] The above description is illustrative and is not restrictive. Many 

variations of the invention may become apparent to those skilled in the art upon 

review of the disclosure. The scope of the invention should, therefore, be 

determined not with reference to the above description, but instead should be 

determined with reference to the pending claims along with their full scope or 

equivalents.

[0161] One or more features from any embodiment may be combined with 

one or more features of any other embodiment without departing from the scope of 

the invention.

[0162] A recitation of "a", “an” or "the" is intended to mean “one or more" 

unless specifically indicated to the contrary.

[0163] Where any or all of the terms "comprise", "comprises", "comprised" or 

"comprising" are used in this specification (including the claims) they are to be 

interpreted as specifying the presence of the stated features, integers, steps or 

components, but not precluding the presence of one or more other features, 

integers, steps or components.
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19 WHAT IS CLAIMED IS:

1. A method comprising:

receiving, by a mobile application stored on a mobile device from a 

remote mobile application server, encrypted user data associated with a user of the 

mobile device, wherein the encrypted user data is generated with an encryption key 

associated with a token server computer;

generating, by the mobile application, a token request message, the 

token request message including the encrypted user data;

sending, by a token module stored on the mobile device, the token 

request message to the token server computer, wherein the token server computer 

decrypts the encrypted user data using the encryption key, identifies an account 

associated with the decrypted user data, generates a token associated with the 

account, stores the token, and sends the token to the token module;

receiving, by the token module, the token associated with the 

encrypted user data from the token server computer; and

storing, by the token module, the token in a token memory;

interacting, by the mobile application, with an access device to initiate 

a transaction; and

providing, by the token module, the token to the access device, 

wherein the token is provided to the access device bypassing the mobile application.

2. The method of claim 1, wherein storing the token in the token 

memory includes;

determining, by the token module, a token key associated with the 

stored token, and

providing, by the token module, the token key to the mobile application 

on the mobile device for use as a token reference identifier for the token.

3. The method of claim 1, further comprising:

requesting, by the mobile device, a status of the token;

receiving; by the mobile device, a token status response from the token 

server computer; and
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19 storing, by the mobile device, the status associated with the token in 

the token memory.

4. The method of claim 1, wherein the encryption key and the user 

data associated with the user of the mobile device are stored by the remote mobile 

application server.

5. The method of claim 1, wherein the token memory is managed 

by the token module provided on the mobile device, the token module being 

associated with the token server computer such that the mobile device interfaces 

with the token server computer via the token module.

6. The method of claim 5, wherein the token module interfaces 

with an Application Programming Interface (API) of the token server computer.

7. The method of claim 1, wherein the token request message is 

sent to the token server computer via the remote mobile application server, and the 

token associated with the encrypted user data is received from the token server 

computer via the remote mobile application server.

8. A method comprising:

receiving, by a mobile application stored on a mobile device, encrypted 

user data from a remote mobile application server, the encrypted user data being 

associated with an account of a user of the mobile device; wherein the encrypted 

user data is generated with an encryption key associated with a token server 

computer;

interacting, by the mobile application, with a token module stored on 

the mobile device to request a token from the token server computer; wherein the 

token represents the encrypted user data;

receiving, by the mobile application, a message indicating that the 

token associated with the encrypted user data is received from the token server 

computer;

interacting, by the mobile application, with an access device to initiate 

a transaction;
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19 requesting, by the mobile application, the token module to provide the 

token to the access device; and

providing, by the token module, the token to the access device 

bypassing the mobile application.

9. The method of claim 8, further comprising:

receiving, by the mobile application, a token request message from the 

token module; wherein the token request message includes the encrypted user data 

and is generated by the token module;

sending, by the mobile application, the token request message to the 

remote mobile application server; wherein the remote mobile application server 

obtains the token from the token server computer using the token request message;

receiving, by the mobile application, a token response message from 

the remote mobile application server; and

sending, by the mobile application, the token request message to the 

token module, wherein the token module stores the token.

10. The method of claim 8, further comprising:

generating, by the token module, a token request message including 

the encrypted user data,

sending, by the token module, the token request message to the token 

server computer,

receiving, by the token module, a token from the token server 

computer; and

storing, by the token module, the token.

11. A mobile device comprising:

a processor; and

a memory element comprising code, executable by the processor, for

implementing a method comprising

receiving, by a mobile application stored on a mobile device

from a remote mobile application server, encrypted user data associated with

a user of the mobile device, wherein the encrypted user data is generated

with an encryption key associated with a token server computer;
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19 generating, by the mobile application, a token request message, 

the token request message including the encrypted user data;

sending, by a token module stored on the mobile device, the 

token request message to the token server computer, wherein the token 

server computer decrypts the encrypted user data using the encryption key, 

identifies an account associated with the decrypted user data, generates a 

token associated with the account, stores the token, and sends the token to 

the token module;

receiving, by the token module, the token associated with the 

encrypted user data from the token server computer; and

storing, by the token module, the token in a token memory;

interacting, by the mobile application, with an access device to 

initiate a transaction; and

providing, by the token module, the token to the access device, 

wherein the token is provided to the access device bypassing the mobile 

application.

12. The mobile device of claim 11, wherein storing the token in the 

token memory includes:

determining, by the token module, a token key associated with the 

stored token, and

providing, by the token module, the token key to the mobile application 

on the mobile device for use as a token reference identifier for the token.

13. The mobile device of claim 11, wherein the token request 

message is sent to the token server computer via the remote mobile application 

server, and the token associated with the encrypted user data is received from the 

token server computer via the remote mobile application server.

14. The mobile device of claim 11, wherein the method further 

comprises:

requesting, by the mobile device, a status of the token;

receiving, by the mobile device, a token status response from the token 

server computer; and
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19 storing, by the mobile device, the status associated with the token in 

the token memory.

15. The mobile device of claim 11, wherein the token memory is 

managed by the token module provided on the mobile device, the token module 

being associated with the token server computer such that the mobile device 

interfaces with the token server computer via the token module.

16. The mobile device of claim 15, wherein the token module 

interfaces with an Application Programming Interface (API) of the token server 

computer.
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