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METHODS AND SYSTEMS FOR

AUTOMATED FINGERPRINT RECOGNITION

FIELD OF THE INVENTION

The present invention relates generally to fingerprint recognition technology and,

more specifically, to methods and systems for automated fingerprint recognition.

BACKGROUND OF THE INVENTION

The need to identify and authenticate individuals is greater today than it has ever

been, and is particularly acute for applications such as homeland security, law

enforcement electronic commerce, access control and privacy protection, to name a

few.

The use of biometrics in general, and fingerprint recognition in particular, to identify

and authenticate humans is a proven method that dates back several centuries.

However, to perform identification and authentication in many of the applications

envisaged today, speed is of the essence. Thus, there is a need for automated

(computer-assisted) fingerprint recognition, where delays due to human intervention

are kept to a minimum or eliminated altogether, but without sacrificing accuracy.

While popular television shows and movies portray computer-assisted fingerprint

recognition as a seemingly perfected technology, it is known in the biometrics

community that serious impediments remain in at least two areas.

Firstly, conventional algorithms used by computers to conclude whether or not there

is a "match" between a subject fingerprint image and a reference fingerprint image

tend to fail to reach the correct conclusion in cases where the subject fingerprint

image exhibits an unstable pattern of minutiae. Such instability arises largely due to

the necessity of having a thin liquid layer on top of the fingertip (and, notably, within

the valleys of the epidermis of the fingertip) to provide continuity for light wave



propagation in so-called dark field image acquisition. Because liquid molecules

trapped inside the valleys during the impression-taking process move in a dynamic

fashion (e.g., due to blood flow under the skin and fluctuation in the applied pressure),

there will result a significant difference in the minutia pattern under machine

detection from one impression to the next, for the same finger. This instability

renders the matching score achievable by conventional fingerprint recognition

techniques low in comparison with certain other biometric technologies, such as iris

scan, for example.

Secondly, recognizing that many fingerprint images available today for comparison

were taken at some time in the past, it will be appreciated that such images cannot

realistically be re-captured and re-entered into a database. Thus, depending on the

conditions under which such "legacy" fingerprint images were taken, they may not be

in an ideal coordinate system for reliable machine comparison relative to a subject

fingerprint image. This again leads to the instability issue mentioned above as well as

other problems.

Thus, there is a need in the fingerprint recognition art for a technological solution that

overcomes at least in part the aforesaid deficiencies.

SUMMARY OF THE INVENTION

According to a first broad aspect, the present invention seeks to provide a method of

populating a database for use in fingerprint recognition, comprising: acquiring a

fingerprint image associated with a person of interest, the fingerprint image exhibiting

a pattern of minutiae; deriving an index code associated with the fingerprint image;

deriving a match code associated with the fingerprint image, the match code having

greater information content than the index code; and storing the index code and the

match code in the database in association with identity information regarding the

person of interest.

According to a second broad aspect, the present invention seeks to provide a system

for populating a database for use in fingerprint recognition, comprising: a fingerprint



acquisition device configured to acquire a fingerprint image associated with a person

of interest, the fingerprint image exhibiting a pattern of minutiae; and a processing

entity configured to derive an index code associated with the fingerprint image; derive

a match code associated with the fingerprint image, the match code having greater

information content than the index code; and store the index code and the match code

in the database in association with identity information regarding the person of

interest.

According to a third broad aspect, the present invention seeks to provide a computer-

readable medium comprising computer-readable program code which, when

interpreted by a computing apparatus, causes the computing apparatus to execute a

method of populating a database for use in fingerprint recognition. The computer-

readable program code comprises first computer-readable program code for causing

the computing apparatus to acquire a fingerprint image associated with a person of

interest, the fingerprint image exhibiting a pattern of minutiae; second computer-

readable program code for causing the computing apparatus to derive an index code

associated with the fingerprint image; third computer-readable program code for

causing the computing apparatus to derive a match code associated with the

fingerprint image, the match code having greater information content than the index

code; and fourth computer-readable program code for causing the computing

apparatus to store the index code and the match code in the database in association

with identity information regarding the person of interest.

According to a fourth broad aspect, the present invention seeks to provide a method of

identifying a donor of a fingerprint image exhibiting a pattern of minutiae,

comprising: deriving a donor index code associated with the donor fingerprint image;

deriving a donor match code associated with the donor fingerprint image; accessing a

database of records, each record being associated with an identity and being indicative

of a respective index code and a respective match code, in an attempt to identify at

least one of said records for which the respective index code corresponds to the donor

index code; responsive to said attempt being successful: determining whether the at

least one of said records includes a particular record for which the respective match

code corresponds to the donor match code; and, upon determining that the at least one

of said records includes a particular record for which the respective match code



corresponds to the donor match code, generating an output indicative of a conclusion

that the donor of the fingerprint image has the identity associated with the particular

record.

According to a fifth broad aspect, the present invention seeks to provide a computer-

readable medium comprising computer-readable program code which, when

interpreted by a computing apparatus, causes the computing apparatus to execute a

method of identifying a donor of a fingerprint image exhibiting a pattern of minutiae.

The computer-readable program code comprises first computer-readable program

code for causing the computing apparatus to derive a donor index code associated

with the donor fingerprint image; second computer-readable program code for causing

the computing apparatus to derive a donor match code associated with the donor

fingerprint image; third computer-readable program code for causing the computing

apparatus to access a database of records, each record being associated with an

identity and being indicative of a respective index code and a respective match code,

in an attempt to identify at least one of said records for which the respective index

code corresponds to the donor index code; and fourth computer-readable program

code for causing the computing apparatus to act in response to said attempt being

successful, by (i) determining whether the at least one of said records includes a

particular record for which the respective match code corresponds to the donor match

code and, upon determining that the at least one of said records includes a particular

record for which the respective match code corresponds to the donor match code, (ii)

generating an output indicative of a conclusion that the donor of the fingerprint image

has the identity associated with the particular record.

According to a sixth broad aspect, the present invention seeks to provide a method of

authenticating a provider of a donor fingerprint image exhibiting a pattern of

minutiae, comprising: obtaining information regarding an identity of the provider;

deriving a donor index code from the donor fingerprint image; deriving a donor match

code from the donor fingerprint image; accessing a database of records associated

with respective identities to obtain therefrom a particular index code and a particular

match code held in association with the identity of the provider; responsive to the

donor index code not corresponding to the particular index code, generating an output

indicative of a conclusion indicating that the provider is an impostor; and responsive



to the donor index code corresponding to the particular index code, effecting a

comparison between the donor match code and the particular match code to confirm

whether the provider is genuine.

According to a seventh broad aspect, the present invention seeks to provide a

computer-readable medium comprising computer-readable program code which,

when interpreted by a computing apparatus, causes the computing apparatus to

execute a method of authenticating a provider of a donor fingerprint image exhibiting

a pattern of minutiae. The computer-readable program code comprises first

computer-readable program code for causing the computing apparatus to obtain

information regarding an identity of the provider; second computer-readable program

code for causing the computing apparatus to derive a donor index code from the donor

fingerprint image; third computer-readable program code for causing the computing

apparatus to derive a donor match code from the donor fingerprint image; fourth

computer-readable program code for causing the computing apparatus to access a

database of records associated with respective identities to obtain therefrom a

particular index code and a particular match code held in association with the identity

of the provider; fifth computer-readable program code for causing the computing

apparatus to act in response to the donor index code not corresponding to the

particular index code, by generating an output indicative of a conclusion indicating

that the provider is an impostor; and sixth computer-readable program code for

causing the computing apparatus to act in response to the donor index code

corresponding to the particular index code, by effecting a comparison between the

donor match code and the particular match code to confirm whether the provider is

genuine.

According to an eighth broad aspect, the present invention seeks to provide an image

acquisition system, comprising a dark field image acquisition device for producing a

first output representative of a finger, a bright field image acquisition device for

producing a second output representative of the finger and a processing entity

configured to combine the first and second outputs to create a composite fingerprint

image representative of the finger.



These and other aspects and features of the present invention will now become

apparent to those of ordinary skill in the art upon review of the following description

of specific embodiments of the invention in conjunction with the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

In the drawings:

Fig. IA depicts an image acquisition device for obtaining a live-scan image of a

finger 114 of a person of interest, in accordance with a specific non-limiting

embodiment of the present invention;

Fig. 1B illustrates a fingerprint image output by joint processing of the output of a

bright field camera and a dark field camera used in the image acquisition device of

Fig. IA;

Fig. 1C shows measurement of an angle between a horizontal axis and a tangent to the

curve of a ridge in the fingerprint image of Fig. IB;

Fig. 2 illustrates the contents of a database used in a fingerprint recognition process in

accordance with a specific non-limiting embodiment of the present invention;

Fig. 3 shows an example of a reference fingerprint image exhibiting a minutiae

pattern;

Fig. 4A shows derivation of an index code from the fingerprint image of Fig. 3 in

accordance with a specific non-limiting embodiment of the present invention;

Fig. 4B shows derivation of a match code from the fingerprint image of Fig. 3 in

accordance with a specific non-limiting embodiment of the present invention;



Fig. 5 shows a system for acquiring and processing a fingerprint image in accordance

with a specific non-limiting embodiment of the present invention;

Fig. 6 is a flowchart showing steps in an identification process in accordance with a

specific non-limiting embodiment of the present invention; and

Fig. 7 is a flowchart showing steps in an authentication process in accordance with a

specific non-limiting embodiment of the present invention.

DETAILED DESCRIPTION OF NON-LIMITING EMBODIMENTS

The fingerprint recognition process comprises two main phases, namely an enrollment

phase and an active phase. During the enrollment phase, a database of records is

populated with fingerprint data regarding a plurality of persons of interest, for

eventual comparison with fingerprint data obtained from a subject during the active

phase. Enrollment of persons of interest may be done by processing live-scan

fingerprint images (obtained in situ) or by processing legacy fingerprint images, such

as inked impressions, obtained previously.

With reference to Fig. 2, there is shown a database 26, which comprises a plurality of

records 28. The database 26 may be centralized (as in a fingerprint repository) or

distributed (as in a plurality of fingerprint scanners). For instance, where the

application at hand involves attempting to determine a subject's presence on an

international no-fly list, the database 26 may span the intelligence services of multiple

countries. Alternatively, where the application at hand involves controlling a

subject ' s access to resources of a company having a single geographic location, the

database 26 may store data regarding a set of employees in a local manner, e.g., in a

desktop, a laptop or a networked personal digital assistant implementing a fingerprint

scanner. Still other configurations and implementations are possible without

departing from the scope of the present invention.

The records 28 may be stored in the form of a table, list, or other data structure (or

combination of data structures) known to those of skill in the art. As shown in Fig. 2,



each of the records 28 comprises an identifier field 202, which stores a unique

identifier associated with a person of interest. Thus, each of the records 28 in the

database 26 is associated with a person of interest. The unique identifier stored in the

identifier field 202 can take the form of a name, number, address, etc.

Each of the records 28 further comprises a respective index field 204 and a respective

match field 206, which store, respectively, an "index code" and a "match code", both

of which have been derived (in the manner to be described later) from a reference

fingerprint image obtained from the person of interest associated with the unique

identifier stored in the identifier field 202. The index code and the match code stored

in the index field 204 and the match field 206, respectively, can take the form of a

string expressed using numbers, characters, letters, symbols or any conceivable

variant or combination thereof.

Although only one index code and one corresponding match code are shown as

forming part of each record, it is within the scope of the present invention to provide

multiple index codes and multiple corresponding match codes within a given record in

order to represent, for example, multiple fingers or multiple impression-taking

sessions for a given person of interest. Similarly, although only one record is shown

as being associated with each person of interest, it is within the scope of the present

invention to provide multiple records for a given person of interest to represent, for

example, multiple fingers or multiple impression-taking sessions for the given person

of interest.

Each of the records 28 may optionally comprise an image field 210, which can store

the reference fingerprint image from which the respective index code and match code

were derived {e.g., in a digital image file format such JPEG, bitmap or other

compressed or uncompressed digital image file format, for example). In addition,

each of the records 28 may optionally comprise a template field 212, which can store

a template {i.e., a parametric representation) of the respective reference fingerprint

image.

A description of how a reference fingerprint image can be obtained from a given

person of interest during the enrollment phase is now provided. Specifically, an



image acquisition device is used to obtain a live-scan image of a finger of a person of

interest whose identity has been verified. The image acquisition device can be

implemented using a variety of technologies, including optical, capacitive or

ultrasonic sensors, for example, or combinations thereof.

In the specific non-limiting embodiment illustrated in Fig. IA, the image acquisition

device 112 includes a dark field camera 102 in combination with a bright field camera

104. A finger 114 from a person of interest is placed onto a transparent contact area

106, which in a non-limiting embodiment can be a glass prism under frustrated total

internal reflection, and a light source 108 shines light at an angle, from below the

contact area 106. The light arriving obliquely from the light source 108 enters a thin

liquid layer (natural or artificial) at the boundary between the contact area 106 and the

finger 114 which partially fills the valleys between the ridges of the epidermis of the

finger 114. In order to differentiate valleys from ridges, it is desirable for the image

acquisition device 112 to preserve the valleys in the form of air pockets and the ridges

in the form of absorbing material capable of causing random scattering of the incident

light. Suppose now in Fig. IA that there is a situation where the dark field camera

102 is placed at the "critical angle" with the finger 114 removed. Incident light at the

critical angle to the contact area 106 from underneath will cause total internal

reflection at the glass/air boundary according to Snell's law, provided that the

boundary condition that a light wave be continuous across the interface is satisfied.

The direction of light propagation is reversed with finger 114 being pressed on the

surface of contact area 106. In other words, light waves will be reflected by the air

pockets trapped in the valleys, and when they acquire an angle of incidence of 90

degrees to the normal line perpendicular to the boundary in a limiting case, these light

waves will be refracted, first through the liquid layer and then the glass medium of the

prism at exit angles of refraction (to the normal line) equal to or less than the critical

angle. As a result, a certain field of view underneath the contact area 106 will remain

dark above the critical angle, which is referred to as the "dark field"', while at the edge

of this dark field, reflected light will be visible below the critical angle. Since the

refractive index of liquid is closer to that of glass than that of air, the function of the

liquid layer is to serve as a 'filler' to equalize the uneven heights of the ridges in order

to satisfy the continuity boundary condition for Snell's law to apply. If there is an air

gap between the top of a short ridge and the liquid, the ridge will disappear ("dry



finger" condition). On the other hand, if the liquid fills up a valley, the valley will

disappear ("wet finger" condition). Therefore, fluctuation of the thickness of the

liquid layer under such optical fingerprint impression taking is identified as the main

source of instability for fingerprint minutiae detection. So far, the aspect of reflection

caused by ridges has been ignored in the above description, because the amount of

light wave energy captured by the dark field camera 102 from such off-ridge

reflection has been found insignificant due to absorption and random scattering at the

ridges. Upon capture by the dark field camera 102, this dark / light pattern will

indicate the location of the valleys of the finger 114. The sought-after ridge pattern is

obtained by inverting the valley pattern.

Meanwhile, the bright field camera 104 takes an image of the finger 114 from directly

below the contact area 106 and in so doing captures a contour of the finger 114 and

possibly also the first flexion crease of the finger 114. It is noted that the contour and

the first flexion crease are features that are substantially invariant to conditions such

as pressure and dryness of the finger 114, although both of these factors can affect the

image captured by the dark field camera 102.

The output of the bright field camera 104 and the dark field camera 102 can be

combined and jointly processed by a processing entity 122, which formulates a

reference fingerprint image, an example of which is shown in Fig. IB in magnified

form. Specifically, the reference fingerprint image includes a ridge pattern 120 of the

epidermis, as well as the aforesaid contour (denoted 110 in Fig. 1B) and the aforesaid

first flexion crease (denoted 118 in Fig. IB).

In an alternative embodiment of the present invention, the bright field camera 104

can be replaced by a 3-D surface profiler (not shown), which has the capability of

resolving variations in depth at the surface of the epidermis, allowing it to reproduce a

ridge pattern similar to that shown in Fig. 1B. Moreover, such a 3-D surface profiler

may even output a measure of the depth at various points in the reference fingerprint

image.

In some embodiments, it may be desirable to orient the finger 114 in such a way as to

improve the alignment accuracy with which comparisons are made with an eventual



subject fingerprint image during the active phase. To this end, and in a specific non-

limiting example, it is within the scope of the present invention to derive a reference

frame for the reference fingerprint image and to ensure that the reference frame is

always in the same relative orientation to the reticle (or graticule) of the contact area

106. For example, the reference frame can be defined by an "x" axis formed by the

first flexion crease 118 of the finger 114 and a "y" axis perpendicular to the "x" axis

that intersects the x" axis a certain number of millimeters to the left of a pre

determined line (e.g., a vertical line through the tip of the contour 110, having the

greatest "y" distance from the "x' " axis, or a vertical line bisecting the contour into

two substantially equal left and right portions bounded by the contour 110 and the

first flexion crease 118). When the "x" and "y" axes so defined are aligned with the

left and bottom edges of the graticule (reticle) of the contact area 106, then the

orientation of the finger 114 is declared acceptable for capture, otherwise the finger

114 needs to be realigned by the person of interest until alignment is obtained. A

feedback mechanism (e.g., audio, visual, via a technician, or other) can be provided

which allows the person of interest (or the technician) to gauge whether the finger 14

has been properly aligned.

In other embodiments, the reference fingerprint image will have been previously

obtained by photographing an inked impression of the finger 114 (known as a legacy

fingerprint image). If the first flexion crease 118 is visible in the image, and if the

contour 110 can be estimated, then a certain amount of re-alignment of the reference

fingerprint image may be possible prior to proceeding with the remainder of the

enrollment process. However, if the first flexion crease 118 is not visible, then re¬

alignment may not be possible. In this scenario, additional processing will ultimately

need to be effected during the active phase of the recognition process. Alternatively,

the flexion crease 118 can be obtained by examining a "ten-print card " where plain

impressions are taken with the four fingers pressed together side by side.

As can be appreciated from Fig. 3, the reference fingerprint image (denoted by the

numeral 302) exhibits a pattern of minutiae, which is a term used to describe ridge

characteristic features of interest appearing in the reference fingerprint image 302.

Each of the minutiae is classified as being of a certain "type", which may include

(without limitation):



core;

- delta;

bifurcation;

- ridge ending;

island (including dot);

- lake;

crossover;

- spur;

double bifurcation;

trifurcation; and

scar.

Further details regarding the above classification scheme can be found by consulting

"Advances in Fingerprint Technology", 2n edition, edited by Lee H.C. and Gaensslen

R.E., CRC Press, New York, 2001, Chapter 9 by David A. Stoney, hereby

incorporated by reference herein. Other classification schemes are of course possible

without departing from the scope of the present invention. In what follows, minutiae

that are classified as bifurcations or ridge endings are referred to as "fundamental"

minutiae, while any other type of minutiae are referred to as "compound" minutiae, as

they can be expressed as singularities or as compositions of the aforementioned

fundamental minutiae.

In the specific non-limiting example of the reference fingerprint image 302, twelve

(12) minutiae have been identified, and have been numbered, from left to right as

follows: Fl, F2, C3, C4, F5, C6, F7, C8, F9, FlO, FI l and C12. The prefix "F" is

used to denote a fundamental minutia, whereas the prefix "C" is used to denote a

compound minutia. In the reference fingerprint image 302 illustrated in Fig. 3,

minutiae Fl, F2, F7, FlO and FI l are bifurcations, minutiae F5 and F9 are ridge

endings, minutiae C3 and C6 are crossovers, minutia C4 is a delta, minutia C8 is a

core and minutia Cl 2 is a lake.

It should be understood that the reference fingerprint image 302 illustrated in Fig. 3 is

being used merely as an example, and that other reference fingerprint images are



highly likely be different from the one illustrated due to the fact that each human has a

distinctive pattern of ridges and valleys on the epidermis of each of his fingers.

Those skilled in the art will appreciate that commonly available commercial or free

software or hardware can be used to identify and classify individual minutiae in a

fingerprint image such as the reference fingerprint image 302. A non-limiting

example of such software is the NIST FINGERPRINT IMAGE SOFTWARE 2

(NFIS2), available from the National Institute of Standards and Technology, 100

Bureau Drive, Stop 8940, Gaithersburg, Maryland, 20899, USA. Other hardware

and/or software will be known to those of skill in the art.

Those skilled in the art will also appreciate that depending on the conditions under

which the reference fingerprint image 302 is acquired, the minutiae pattern that is

discernible will vary. For example, movement of the liquid molecule in the interface

between the finger 114 and the contact area 106 during dark field image acquisition

will cause dynamic disappearance and appearance of minutiae under machine

detection. In the case of inked impressions that are later digitized, the finger pressure

during the impression and the amount of ink applied will also affect the minutiae

pattern, possibly leading to an over-inked or under-inked condition.

It is therefore within the scope to apply measures that increase the stability (i.e.,

reduce the tendency to appear / reappear under different impression taking sessions)

of the compound and fundamental minutiae in the reference fingerprint image 302.

This includes, for example, the process of retaining only those minutiae that can be

extracted from both the individual image produced by the dark field camera 102 and

the individual image produced by the bright field camera 104 (or 3-D surface

profiler). Alternatively or in addition, a set of fingerprint images can be taken in rapid

sequence and either the best image or a combination (e.g., average) thereof can be

retained as the reference fingerprint image 302. For example, the chosen image may

be the one that best displays the delta. Alternatively or in addition, the image

acquisition device 112 can provide instructions to the person of interest to orient the

finger in a suitable way, e.g., by varying the pitch, roll and/or yaw of the finger 114

(and/or its Cartesian position of within the graticule of the contact area 106), thereby

to increase the range of possible images among which the best or a combination will



be retained as the reference fingerprint image 302. The instructions can be provided

as real-time feedback based on current measures of the orientation of the finger 114.

Having obtained the reference fingerprint image 302 for the person of interest, and

having identified the minutiae therein, the following presents a description of how a

template, an index code and a match code are derived from the reference fingerprint

image 302, for storage in a record of the database 26.

The template (or parametric representation) of the reference fingerprint image 302 is a

collection of minutiae vectors, each of which pertains to a different one of the

minutiae. A given minutia vector , can take the form , = ((y/?e,x/,j,, θ,,.D), where

type is the minutia type (ridge ending, bifurcation, etc.); x and y are the x- and y-

coordinates of the location of the minutia within the reference frame, respectively; θ

is the angle (with respect to an axis of the reference frame) of a tangent to the curve at

the minutia location (see Fig. 1C for an example). In addition, and optionally, D is an

average depth of the valleys around the minutiae point, which can be measured using

a 3-D surface profiler.

The resultant template can be stored in the template field 212 of the particular one of

the records 28 associated with the person of interest. In addition, or instead, the

reference fingerprint image 302 can itself be stored in the image field 210 of the

particular one of the records 28 associated with the person of interest.

The index code derived from the reference fingerprint image 302 is intended to allow,

during the active phase of the recognition process, a quick comparison with a similar

index code derived from a subject fingerprint image, thereby to allow a fast

determination of whether or not there is a likelihood that there is a match between the

provider of the subject fingerprint image and the person of interest associated with the

reference fingerprint image 302.

Accordingly, with reference to Fig. 4A, the derivation of an index code 402 from the

reference fingerprint image 302 begins with selection of a reference minutia 304 and

identification of the compound minutiae, namely C3, C4, C6, C8 and C12. In a

specific non-limiting example, the reference minutia can be selected to be one of the



compound minutiae and, more particularly, one of the compound minutiae of a type

of which precisely one minutia is typically found. An example of a minutia type

expected to meet this criterion is the core (in this case, minutia C8), although this

need not be the case in every embodiment of the present invention. In any event, after

selection of the reference minutia 304 as the core (C8) and identification of the other

compound minutiae C3, C4, C6 and C12, one can designate these other compound

minutiae as vertices of a polygon 306. Adjacent vertices are joined to create edges

312, 314, 316, 318 of the polygon 306 surrounding the reference minutia 304.

Those skilled in the art will appreciate that certain reference fingerprint images may

include only one compound minutia other than the core. If this is the case, then the

resultant polygon would become a single point and it is within the scope of the

present invention to designate at least one of the fundamental minutiae as a virtual

compound minutia. For example, the extreme leftmost fundamental minutia can be

designated as a virtual compound minutia. Of course, the rule used to decide which

fundamental minutia to designate as a virtual compound minutia is flexible.

Those skilled in the art will also appreciate that certain reference fingerprint images

may not comprise any compound minutiae other than the core. If this is the case, then

it is within the scope of the present invention to designate at least two of the

fundamental minutiae as virtual compound minutiae. For example, the two leftmost

fundamental minutiae can be designated as virtual compound minutiae. Of course,

the number of virtual compound minutiae that can be designated is not limited by the

present invention, and neither is the rule used to decide which fundamental minutiae

to designate as virtual compound minutiae.

Those skilled in the art will further appreciate that certain reference fingerprint images

may comprise more than one core. This can appear to present a difficulty when

selecting a reference minutia. In these cases, it is within the scope of the present

invention to apply a rule that results in the selection of only one of the cores as the

one for the purposes of constructing a polygon. For example, this may be the core

that "points" most upwards. In another example, this may be the core that "points"

most downwards. Of course, the rule used to decide which core to select as the

reference minutia is flexible and not particularly limited. The core(s) not selected as



the reference minutiae can be considered as "ordinary" compound minutiae and thus

can still figure in the construction of the polygon.

Having constructed a polygon as described above, beams having a finite width are

drawn from each of the compound minutiae to the reference minutia (or, equivalently,

from the reference minutia to each of the compound minutiae). This will result in the

creation of sectors defined by the angular positions of the compound minutiae relative

to the reference minutia. In the specific example of Fig. 4A, there are four compound

minutiae C3, C4, C6 and Cl 2 surrounding the reference minutia 304, leading to the

creation of four (4) sectors denoted 322, 324, 326 and 328.

Next, each sector's "minutiae load'" is recorded. More specifically, the fundamental

minutiae in each of the sectors 322, 324, 326, 328 are counted, and a minutiae load

within each sector is noted, e.g., by absolute number of fundamental minutiae or

share/percentage of total fundamental minutiae. In the specific example of Fig. 4A,

there is a total of seven fundamental minutiae Fl, F2, F5, F7, F9, FlO, FI l that are

divided amongst the four sectors 322, 324, 326, 328. Specifically, sector 322 includes

one fundamental minutia (namely, F5); sector 324 includes two fundamental minutiae

(namely, F9, FI l); sector 326 includes one fundamental minutia (namely, FlO); and

sector 328 includes three fundamental minutiae (namely, Fl, F2, F7).

Thus, when the distribution of fundamental minutiae is expressed in terms of absolute

number, this distribution amongst the four sectors 322, 324, 326, 328 is therefore,

respectively, 1, 2, 1, 3. On the other hand, when the per-sector minutiae load is

expressed as a percentage of the fundamental minutiae, this distribution amongst the

four sectors 322, 324, 326, 328 is therefore, respectively, 14, 29, 14, 43 (rounded to

the nearest percentage point), corresponding to 1/7, 3/7, 2/7, 1/7, respectively,

recalling that the total number of fundamental minutiae is seven (7).

Next, the distribution recorded in the previous step is ordered, starting with a

designated first sector selected according to a certain rule. In accordance with a

specific non-limiting embodiment of the present invention, the designated first sector

will have an easily and consistently identifiable feature, such as, for example, the

extreme upper, lower, leftmost or rightmost fundamental or compound minutia (with



respect to the reference frame). In other embodiments, the designated first sector can

be the largest sector, or the smallest sector, or the one that includes the most or the

least number of fundamental minutiae.

Continuing to refer to Fig. 4A, and in the specific case where the designated first

sector is the one that includes the extreme upper compound minutia (in this case, C3),

the designated first sector will be sector 322. The number of fundamental minutiae

associated with this sector is 1 and the corresponding percentage is 14. The

designated next, i.e., second, sector can be the neighbouring sector in either the

clockwise or counter-clockwise direction. If it is the clockwise direction, then the

designated second sector would be sector 324. The number of fundamental minutiae

associated with this sector is 2 and the corresponding percentage is 29. Continuing

with the clockwise direction of rotation, the designated next, i.e., third, sector would

be sector 326. The number of fundamental minutiae associated with this sector is 1

and the corresponding percentage is 14. Finally, the designated fourth sector would

be sector 328. The number of fundamental minutiae associated with this sector is 3

and the corresponding percentage is 43.

The index code 402 can then be created as a concatenation of the four percentages in

the above order, namely 14 29 14 43. Of course, it should be understood that the

manner of expressing the index code 402, as well as the manner of ordering the

sectors 322, 324, 326, 328, and the manner in which the minutiae load within the

sectors 322, 324, 326, 328 is measured (e.g., as a percentage, fraction, absolute

number, etc. of the fundamental minutiae) are all characteristics that can be varied

without departing from the scope of the present invention. However, once a selection

is made regarding the parameters [e.g., ordering, measurement, etc.) applied in the

generation of the index code 402, it would be advantageous to maintain these

parameters consistent throughout the enrollment process.

Persons skilled in the art will appreciate that a beam of finite width emanating from

the reference minutia 304 may capture a cluster of more than one compound minutia.

In such cases where such a cluster of compound minutiae appears at substantially the

same angular position around the reference minutia 304, it is within the scope of the

present invention to select only one of the compound minutiae in this cluster for the



purposes of constructing the polygon 306. For example, this can be the compound

minutia in the cluster which is closest to the reference minutia 304. Alternatively, this

can be the compound minutia in the cluster which is farthest from the reference

minutia 304.

It should further be appreciated that the index code 402 can also be supplemented

with additional information, which can include one or more of: the number of

minutiae of a certain type (e.g., core, delta), the number of minutiae of all types, the

number of fundamental minutiae, the number of compound minutiae, the number of

sectors, etc. In the specific case where the index code is preceded by data indicative

of (i) the number of minutiae that are categorized as a core (in this case, 1); (ii) the

number of minutiae that are categorized as a delta (in this case, 1) and (iii) the total

number of compound minutiae (in this case, 5), it will be apparent that in the

illustrated embodiment, the index code 402 could be expressed as a concatenation of

values as follows (with brackets being used simply to illustrate different information

elements):

[I] [I] [05] [14] [29] [14] [43].

This concatenation of values can be expressed as a single string or in a variety of

alternative formats without departing from the scope of the present invention. For

instance, the index code 402 can be expressed in binary-coded decimal format for

each digit (i.e., binary-coded decimal of 1 1 0 5 1 4 2 9 1 4 4 3), which is 0001 0001

0000 0101 0001 0100 0010 1001 0001 0100 0100 001 1. Thus, a total of only six (6)

bytes will be required to express the index code 402. In another non-limiting

embodiment, the index code 402 can be expressed as the binary equivalent of the

decimal number 14291443. Still other formats and encoding schemes are within the

scope of the present invention.

It should also be appreciated that the index code 402 is relatively short and less

unstable compared with a template (i.e., parametric representation). The reasoning is

that the core, the delta and other compound minutiae all have low uncertainty for error

in machine recognition. Fundamental minutiae on the other hand appear more often

as a 'miss " or a 'false target' under dark-field image acquisition. Also, depending on



the total number of fundamental minutiae, the percentage change is less unstable than

the absolute change, since all changes occur in the same positive or negative direction

in both the numerator and the denominator. Additional improvement in feature

extraction stability should in principle render a higher matching score between

reference and subject over time, thereby lowering the false rejection rate without

incurring a higher false acceptance rate.

Therefore, the stability of the index code 402 for a given person of interest

advantageously allows the rapid determination, during the active phase of the

recognition process, of whether or not there is a even a chance of there being a match

between a subject and the person of interest. In other words, the absence of a "match"

between the index codes (without implying that matching index codes must be

identical) instantly reflects a "no match" condition between the subject and the person

of interest, without having to go through a derivation / comparison of match codes. A

more detailed discussion of what qualifies as a "match" between two index codes is

provided later on in this specification.

For its part, the match code derived from the reference fingerprint image 302 is

intended to allow a positive determination of whether or not a subject fingerprint

image submitted during the active phase of the recognition process was provided by

the person of interest associated with the reference fingerprint image 302.

With reference to Fig. 4B, the derivation of a match code 404 from the reference

fingerprint image 302 begins with the previously mentioned polygon 306 of

compound minutiae surrounding the reference minutia 304. Specifically, the match

code 404 comprises a first portion 406 and a second portion 408. The first portion

406 includes an ordered sequence of minutia type indicators, each minutia type

indicator specifying the minutia type of one of the compound minutiae that is a vertex

of the polygon 306. For the sake of illustration, the various minutia types may be

associated with single-letter minutia type indicators in the following way using letters

of the alphabet:

- core: C;

- delta: D;



- island: R;

lake: L;

crossover: H;

spur: Y;

- double bifurcation: W;

- tiϊ furcation: T;

scar: S.

Of course, one can utilize a different association between the various minutia types

and corresponding minutia type indicators without departing from the scope of the

present invention. For example, variants utilizing binary codes are possible, and in no

way should the above example be considered limiting.

The ordering of the minutia type indicators within the first portion 406 of the match

code 404 may begin with the minutia type indicator associated with an easily and

consistently identifiable vertex of the polygon 306, e.g., the extreme upper, lower,

leftmost or rightmost vertex (relative to the reference frame). The next minutia type

indicator may be the one associated with the compound minutia forming a

neighbouring vertex of the polygon 306 in either a clockwise or counter-clockwise

direction around the reference minutia 304 (which in the present non-limiting

example is the core C8). This process continues until the all the compound minutiae

forming vertices of the polygon 306 have been accounted for. Thus, it will be noted

that the ordering of the minutia type indicators can be the same the ordering of the

sectors for the purposes of constructing the index code, although this need not be the

case in every embodiment of the present invention.

In the specific example of the reference fingerprint image Fig. 4B, it is apparent that

the extreme upper compound minutia forming a vertex of the polygon 306, namely

C3, is a crossover (and therefore denoted by the minutia type indicator H). The

compound minutia forming a neighbouring vertex of the polygon 306 in a clockwise

direction, namely C6, is also a crossover (and therefore also denoted by the minutia

type indicator H). The next compound minutia, namely Cl 2, is a lake (denoted by the

minutia type indicator L). The next and final compound minutia, namely C4, is a

delta (denoted by the minutia type indicator D). The four minutia indicators can be



concatenated to yield the string "HHLD " as the first portion 406 of the match code

404.

Those skilled in the art will appreciate that more than one compound minutia may

reside at the same angular distance relative to a given compound minutia (i.e., when a

beam of finite width emanating from the reference minutia 304 captures more than

one compound minutia). As described earlier, it is within the scope of the present

invention to use only one of the compound minutiae in this cluster as a vertex of the

polygon 306. Nevertheless, the remaining compound minutiae in the cluster, although

not accounted for in the aforementioned index code, can be accounted for in the first

portion 406 of the match code 404.

For example, consider the situation where a beam emanating from the reference

minutia 304 towards the extreme upper compound minutia, namely C3, captured a

trifurcation (denoted by the minutia type indicator T) that is located further from the

reference minutia than C3. In this case, the first portion 406 of the match code 404

may be expressed as HT/HLD, where the suffix "/" denotes a separation between a

cluster of compound minutiae associated with a vertex of the polygon 306 and a

neighbouring vertex (or another cluster) of the polygon 306. Of course, numerous

other schemes for encoding the members of a cluster of compound minutiae

associated with a vertex of the polygon 306 are within the scope of the present

invention.

Derivation of the second portion 408 of the match code 404 is now described. The

second portion 408 of the match code 404 comprises a data element for each edge

312, 314, 316, 318 of the polygon 306 emanating (in a clockwise or counter

clockwise direction) from a corresponding one of the vertices encoded in the first

portion 406 of the match code 404. The data element for a given edge of the polygon

306 encodes features of the compound minutiae forming the given edge as well as

features of the fundamental minutiae within the sector containing the given edge.

For example, consider the case of a given edge of the polygon (e.g. , any of edges 312,

314, 316, 318), which emanates from a first hypothetical compound minutia in a

clockwise direction towards a second hypothetical compound minutia. A feature of



the hypothetical compound minutiae forming the given edge could include the length

of the given edge (e.g., expressed in mils, millimeters, tenths of a millimeter, pixels,

etc.). Another feature of the hypothetical compound minutiae forming the given edge

could be an angle (relative to the horizontal of the image frame) of the tangent to the

curve at either the first hypothetical compound minutia or the second hypothetical

compound minutia (e.g., expressed in degrees, tens of degrees, radians, etc.). Still

other features of the compound minutiae forming the given edge are within the scope

of the present invention.

A feature of the fundamental minutiae within the sector containing the given edge

could be the number of fundamental minutiae within that sector. Another feature of

the fundamental minutiae within the sector containing the given edge could be the

greatest distance (e.g., expressed in mils, millimeters, tenths of a millimeter, pixels,

etc.) between any pair of those fundamental minutiae. Still other features of the

fundamental minutiae within the sector containing the given edge are within the scope

of the present invention.

In the specific example of Fig. 4B, it is noticed that the edge emanating from

compound minutia C3 in a clockwise direction around the reference minutia 304 (in

this case, the core - C8) is edge 312. The length of edge 312 is twenty-three (23)

tenths of a millimeter (i.e., 2.3 mm), the angle (relative to the horizontal of the

reference frame in the counter-clockwise direction) of the tangent to the curve at

compound minutia C3 is four (4) tens of degrees (i.e., 40 degrees), the number of

fundamental minutiae in sector 322 that includes edge 312 is one (1) and, since there

is only one such fundamental minutia, there is no distance to be measured between

any pair of such fundamental minutiae within this sector. Therefore, the relevant

values for the first data element of the second portion 408 of the match code 404 (i.e.,

corresponding to the crossover compound minutia C3, expressed in the first portion

406 of the match code 404 as "H") are 23, 4, 1 and 0 which can be expressed as three-

digit numbers and concatenated, to yield 023 004 001 000.

A similar approach can be applied to the derivation of the second, third and fourth

data elements of the second portion 408 of the match code 404 (corresponding to

compound minutiae C6, Cl 2 and C4, expressed in the first portion 406 of the match



code 404 as "HLD '), yielding 116 007 002 019, 029 000 001 000 and 112 035 003

030, respectively. Thus, the match code 404 in its entirety may be expressed as

follows:

HHLD0230040010001 160070020190290000010001 12035003030.

The four letters in the above match code 404 (i.e., the first portion 406 of the match

code 404) represent the four compound minutiae, which are the vertices of the

polygon 306 in a sequence starting from the north-most direction along a clockwise

rotation about the core C8 (or virtual core in the case of an "arch" fingerprint pattern

that lacks a core). The first portion 406 would be 4 bytes long at one byte per letter

(ASCII), and is followed by the second portion 408 that contains four (4) numeric

fields, for each of the four (4) sectors. One non-limiting choice of units ensures that

each of the numeric fields contains a value that can be represented by a three-digit

number confined to a single byte in length (0 to 255 levels). Therefore, the total

length of the match code 404 in this example is 4 + (4*4) = 20 bytes long.

Of course, it should be understood that the manner of expressing the match code 404,

as well as the manner of ordering the data elements within the second portion 408 of

the match code 404, the ordering of the feature measurements within these data

elements, and the units used for the purposes of measurement are all characteristics

that can be varied without departing from the scope of the present invention.

However, once a selection is made regarding the parameters (e.g., units, ordering,

features, etc.) applied in the generation of the match code 404, it would be

advantageous to maintain these parameters consistent throughout the enrollment

process.

From the above, it will be appreciated that the probability that two or more of the

records 28 in the database 26 will share the same index code is greater than the

probability that two or more of the records 28 will share the same match code, i.e., the

index code is "less unique' " than the match code. This is due in part to the fact that a

greater number of bits is required to express the match code than to express an index

code. In this sense, it can be said that the match code has greater information content

than the index code, which can be particularly useful for an identification process,



where a large number of records may potentially need to be searched, and where the

index code can be used to reduce the size of the search space.

A system for use during the active phase of the recognition process is now described

with reference to Fig. 5. The system comprises an image acquisition device 512 for

acquiring a live-scan image of a subject finger 514 presented by an individual

(hereinafter referred to as a "subject") being identified or authenticated. The live-scan

image is hereinafter referred to as a "subject fingerprint image" 518.

The image acquisition device 512 may be the same as, or different from, the image

acquisition device 112 described earlier in the context of the enrollment phase. In

some embodiments, it may be desirable to orient the subject finger 514 in such a way

as to improve the accuracy or speed with which comparisons are made with the

reference fingerprint images in the database 26. To this end, and in a specific non-

limiting example, it is within the scope of the present invention to derive a reference

frame for the subject fingerprint image 518 and to ensure that the reference frame is in

the same relative orientation as was the reference frame for the reference fingerprint

image 302 described earlier. A feedback mechanism (e.g., audio, visual, via a

technician, or other) can be provided which allows the subject (or the technician) to

gauge whether the subject finger 514 has been properly oriented in terms of pitch,

yaw or roll of the subject finger 514, or in terms of its Cartesian position within the

graticule of the contact area of the image acquisition device 512 when the latter is

implemented as a 2-D scanner.

The image acquisition device 512 may have a degree of portability that ranges from

high (e.g., a hand-held device) to low (e.g., an automated teller machine - ATM).

The image acquisition device 512 is communicatively coupled to a processing

apparatus 520 where the subject fingerprint image 518 is processed in a manner that

depends on the application at hand (namely, identification or authentication).

In some embodiments, the image acquisition device 512 can be directly connected to

the processing apparatus 520 via a wireless, wired or optical link. In other

embodiments, the image acquisition device 512 and the processing apparatus 520 can

be networked computing devices connected to one another over a network, which can



be a public network (such as the Internet), a private network or a combination thereof.

In yet other embodiments, and as specifically illustrated in Fig. 5, the image

acquisition device 512 can be connected to a local computing device 522 via a

wireless, wired or optical link, and the local computing device 522 can be connected

to the processing apparatus 520 over a network 524. Still other configurations are

possible without departing from the scope of the present invention.

The processing apparatus 520 has access to the aforementioned database 26, either

directly or over the network 524 or over a different network (not shown). In a first

implementation, the processing apparatus 520 comprises suitable circuitry, software,

firmware and/or control logic for executing an identification process. By executing

the identification process, the processing apparatus 520 attempts to determine whether

the subject has an identity that corresponds to the identity of any of the persons of

interest associated with the records 28 in the database 26. This is achieved in

accordance with the following steps, described with reference to Fig. 6.

Of course, it should be appreciated that the identification process can be executed

partly or fully by the image acquisition device 512, which will be particularly true

where the image acquisition device 512 is integrated with the central processing

apparatus 520.

Step 610

The processing apparatus 520 derives a subject index code from the subject

fingerprint image 518 in substantially the same manner as has been described

above.

Step 620

The processing apparatus 520 determines whether any of the records 28 in the

database 26 comprises an index field 204 containing an index code that

matches the subject index code. If the answer is NO, the next step is step 630;

if the answer is YES, the next step is step 640.



Specifically, in this step, the condition that one index code "match" another

does not require that the index codes be identical, although if they are, a match

will certainly be declared. Rather, a NO conclusion is reached under a "no

match" condition, and a YES conclusion is reached otherwise. For instance,

due to the underlying relative stability of the compound minutiae in a given

fingerprint image, it is expected that the match codes derived from two

fingerprint images originating from the same finger will indeed exhibit the

same number of cores, the same number of deltas and the same number of

other compound minutiae (i.e., thereby setting the total number of sectors).

Therefore, portions of the index code specific to the core and delta should be

identical; if they are not, a "no match " condition is reached and the outcome of

step 620 is NO; otherwise, the outcome can be YES or a more stringent

criterion may be considered. An example of a more stringent criterion is that

the number of sectors should be identical; if they are not, a "no match"

condition is reached and the outcome of step 620 is NO; otherwise, the

outcome can be YES or an even more stringent criterion may be considered.

An even more stringent criterion can be based on the fundamental minutiae.

For instance, although their number and percentage may fluctuate, one

nevertheless expects that the sectors containing the most and least numbers of

fundamental minutiae will occur in the same positions in the two index codes

being compared. This can be extended to a rank ordering of the positions of

the sectors, based on minutiae load (e.g., number of fundamental minutiae or

relative number, share or percentage of total fundamental minutiae). Still

other methodologies and criteria for striking the appropriate threshold for

concluding that there is a "no match" condition are possible without departing

from the scope of the present invention.

Step 630

The processing apparatus 520 concludes that the subject cannot be identified.

In other words, the identity of the subject is unknown, and action can be taken

depending on the application, such as denial of access or a request for further

credentials.



Step 640

The processing apparatus 520 concludes that it may be possible to identify the

subject because there is a subset of at least one record in the database 26 for

which the contents of the index field matches the subject index code (i.e., for

which a "no match" condition has not been met). This subset of records can

be referred to as the search space. At this stage, the processing apparatus 520

derives a subject match code from the subject fingerprint image 518 in

substantially the same manner as has been described above.

Step 650

The processing apparatus 520 determines whether any of the records 28 in the

search space comprises a match field 206 containing a match code that

matches the subject match code. If the answer is YES, the next step is step

660; if the answer is NO, the next step is step 670.

Step 660

The processing apparatus 520 concludes that the subject has been successfully

identified. Specifically, the identity of the subject is deemed to be the identity

stored in the identifier field of the record for which the content of the match

field matches the subject match code. In the unlikely event that there are two

or more records meeting this condition, then a "hit list" may be issued for a

subsequent level of matching using templates or images corresponding to one

or more records, possibly including the involvement of a human to effect a

manual decision on the members of the hit list.

Step 670

Although no match has been found, it is possible that this is due to mis-

orientation of the subject fingerprint image 518 relative to the way that the

reference fingerprint image was oriented when the match code had been

derived. To this end, the subject fingerprint image 518 can be re-oriented



(either by software prompt or by asking the subject to re-orient his/her finger).

A re-oriented version of the subject fingerprint image 518 is thus obtained,

and step 650 is performed once again until the amount of re-orientation

reaches a threshold. At this point, if a match still has not been reached, the

processing apparatus 520 concludes that the subject cannot be identified at

present. In other words, the identity of the subject is unknown, and action can

be taken depending on the application at hand, such as denial of access or a

request for further credentials.

It should be appreciated that the execution of step 670 may require significant

software resources and therefore it is advantageous if the number of comparisons

performed subsequent to successive re-orientations is kept low. One effect of using

the index code is therefore to narrow down the search space and avoid the execution

of unnecessary comparisons.

In a second implementation, the processing apparatus 520 comprises suitable

circuitry, software, firmware and/or control logic for executing an authentication

process, which does not exclude the possibility of the processing apparatus 520

executing both the authentication process and the previously described identification

process. By executing the authentication process, the processing apparatus 520

attempts to confirm whether the purported identity of the subject is indeed his or her

identity. This is achieved in accordance with the following steps, described with

reference to Fig. 7.

Step 710

The processing apparatus 520 receives an indication of the identity of the

subject.

Step 720

The processing apparatus 520 consults the database 26 to determine whether

any of the records 28 has an identifier field 202 whose contents match the



purported identity of the subject. If the answer is NO, the next step is step

730; if the answer is YES, the next step is step 740.

Step 730

The processing apparatus 520 concludes that the subject is not represented in

the database 26. This does not necessarily mean that the subject is an

impostor, but instead signifies that the database 26 does not have a record

corresponding to the purported identity of the subject. At this stage, action

may be taken depending on the application, such as a request for additional

credentials or denial of access as a default measure. Alternatively, the

identification process described above with reference to Fig. 6 can be executed

in an attempt to establish the identity of the subject, assuming that a reference

fingerprint image has been previously obtained from the subject and stored in

the database 26.

Step 740

The processing apparatus 520 concludes that there is a record having an

identifier field 202 whose contents match the purported identity of the subject.

This can be referred to as a candidate record. The processing apparatus 520

derives a subject index code from the subject fingerprint image 518 in

substantially the same manner as has been described above.

Step 750

The processing apparatus 520 determines whether the subject index code

matches the contents of the index field 204 of the candidate record. If the

answer is NO, the next step is step 760; if the answer is YES, the next step is

step 770.

Specifically, in this step, the condition that one index code "match" the other

does not require that the index codes be identical, although if they are, a match

will certainly be declared. Rather, a NO conclusion is reached under a 'no



match" condition, and a YES conclusion is reached otherwise. For instance,

due to the underlying relative stability of the compound minutiae in a given

fingerprint image, it is expected that the match codes derived from two

fingerprint images originating from the same finger will indeed exhibit the

same number of cores, the same number of deltas and the same number of

other compound minutiae (i.e., thereby setting the total number of sectors).

Therefore, portions of the index code specific to the core and delta should be

identical; if they are not, a "no match" condition is reached and the outcome of

step 750 is NO; otherwise, the outcome can be YES or a more stringent

criterion may be considered. An example of a more stringent criterion is that

the number of sectors should be identical; if they are not, a "no match"

condition is reached and the outcome of step 750 is NO; otherwise, the

outcome can be YES or an even more stringent criterion may be considered.

An even more stringent criterion can be based on the fundamental minutiae.

For instance, although their number and percentage may fluctuate, one

nevertheless expects that the sectors containing the most and least numbers of

fundamental minutiae will occur in the same positions in the two index codes

being compared. This can be extended to a rank ordering of the positions of

the sectors, based on minutiae load (e.g., number of fundamental minutiae, or

relative number, share or percentage of total fundamental minutiae). Still

other methodologies and criteria for striking the appropriate threshold for

concluding that there is a "no match" condition are possible without departing

from the scope of the present invention.

Step 760

The processing apparatus 520 concludes that the subject is an impostor. This

is because, at a minimum, the subject index code should have matched the

contents of the index field 204 of the candidate record, if the subject is

genuine, i.e., the subject is who he/she says he/she is. Action can be taken

depending on the application, such as denial of access and/or transmittal of a

message to the authorities. Alternatively, for greater certainty, a template

vector can be derived from the subject fingerprint image 518 and compared to

the template vector for the candidate record (or the two raw data images can



be compared), which will confirm the "no match" condition, thereby to

validate the preliminary conclusion, namely that the subject is an impostor.

Still, alternatively, the identification process described above with reference to

Fig. 6 can be executed in an attempt to establish the true identity of the

impostor, assuming that a reference fingerprint image has been previously

obtained from the subject and stored in the database 26.

Step 770

The processing apparatus 520 derives a subject match code from the subject

fingerprint image 518 in substantially the same manner as has been described

above.

Step 780

The processing apparatus 520 determines whether the contents of the match

field 206 of the candidate record matches the subject match code. If the

answer is YES, the next step is step 790; if the answer is NO, the next step is

step 794.

Step 790

The processing apparatus 520 concludes that the subject has been successfully

authenticated, i.e., the purported identity of the subject has been confirmed as

being the actual identity of the subject.

Step 794

Although no match has been found, it is possible that this is due to mis-

orientation of the subject fingerprint image 518 relative to the way that the

reference fingerprint image was oriented when the match code had been

derived. To this end, the subject fingerprint image 518 can be re-oriented

(either by software prompt or by asking the subject to re-orient his/her finger).

A re-oriented version of the subject fingerprint image 518 is thus obtained,



and step 780 is performed once again until the amount of re-orientation

reaches a threshold (see Step 796). At this point, if a match still has not been

reached, the processing apparatus 520 concludes that the subject is an

impostor in a manner similar to that described in step 760. Action can be

taken depending on the application, such as denial of access and/or transmittal

of a message to the authorities.

It should be appreciated that although the above description has focused on fingerprint

image processing for a single finger, it is nevertheless within the scope of the present

invention to jointly process fingerprint images for multiple fingers, where available,

in order to achieve even greater accuracy.

While specific embodiments of the present invention have been described and

illustrated, it will be apparent to those skilled in the art that numerous modifications

and variations can be made without departing from the scope of the invention as

defined in the appended claims.



CLAIMS:

1. A method of populating a database for use in fingerprint recognition, comprising:

acquiring a fingerprint image associated with a person of interest, the

fingerprint image exhibiting a pattern of minutiae;

deriving an index code associated with the fingerprint image;

deriving a match code associated with the fingerprint image, the match code

having greater information content than the index code; and

storing the index code and the match code in the database in association with

identity information regarding the person of interest.

2. The method defined in claim 1, wherein deriving the match code associated the

fingerprint image comprises (i) identifying a plurality of sectors defined by

respective angular positions of a subset of the minutiae relative to a reference

minutia and (ii) generating a plurality of data elements, each of the data elements

being associated with a respective one of said sectors.

3. The method defined in claim 2, wherein the data element associated with each

particular one of said sectors is indicative of features of the minutiae within the

particular one of said sectors.

4 . The method defined in claim 3, wherein the data element associated with each

particular one of said sectors is indicative of features of those minutiae in said

subset of minutiae whose angular positions relative to the reference minutia define

the particular one of said sectors.

5. The method defined in claim 1, wherein deriving the index code associated with

the fingerprint image comprises (i) identifying a plurality of sectors defined by

respective angular positions of a subset of the minutiae relative to a reference

minutia and (ii) generating a plurality of data elements, each of the data elements

being associated with a respective one of said sectors.



6. The method defined in claim 5, wherein the data element associated with each

particular one of said sectors is indicative of a minutiae load within the particular

one of said sectors.

7. The method defined in claim 6, further comprising:

ordering the data elements within the index code on a basis of the angular

displacement of the corresponding sector around the reference minutia.

8. The method defined in claim 7, further comprising:

selecting as a first one of the ordered data elements the data element

associated with the sector of which one of the minutiae whose angular position

relative to the reference minutia defines said sector is located in an extreme

position relative to a reference frame for the fingerprint image.

9. The method defined in claim 8, further comprising:

- determining said reference frame for the fingerprint image.

10. The method defined in claim 9, wherein said fingerprint image exhibits a flexion

crease defining an axis, wherein said reference frame for the fingerprint image

comprises an axis substantially parallel to the axis defined by said flexion crease.

11. The method defined in claim 6, wherein deriving the match code associated the

fingerprint image comprises generating a plurality of second data elements, each

of the second data elements being associated with a respective one of said sectors.

12. The method defined in claim 11, wherein the second data element associated with

each particular one of said sectors is indicative of features of the minutiae within

the particular one of said sectors.

13. The method defined in claim 12, wherein said features of the minutiae within the

particular one of said sectors comprise at least one geometric feature of the

minutiae within the particular one of said sectors.



14. The method defined in claim 13, wherein the at least one geometric feature of the

minutiae within the particular one of said sectors comprises a maximal distance

between any pair of minutiae within the particular one of said sectors.

15. The method defined in claim 14, wherein said features of the minutiae within the

particular one of said sectors further comprise a minutiae load within the

particular one of said sectors.

16. The method defined in claim 13, wherein the second data element associated with

each particular one of said sectors is indicative of features of the minutiae whose

angular positions relative to the reference minutia define the particular one of said

sectors.

17. The method defined in claim 16, wherein said features of the minutiae whose

angular positions relative to the reference minutia define the particular one of said

sectors comprise at least one geometric feature.

18. The method defined in claim 17, wherein the at least one geometric feature

comprises a distance, within the fingerprint image, between the minutiae whose

angular positions relative to the reference minutia define the particular one of said

sectors.

19. The method defined in claim 16, wherein the second data element associated with

each particular one of said sectors is further indicative of an angle spanned by the

particular one of said sectors.

20. The method defined in claim 19, further comprising:

ordering the data elements within the index code on a basis of the angular

displacement of the corresponding sector around the reference minutia.

2 1. The method defined in claim 20, further comprising:

ordering the second data elements within the match code on a basis of the

angular displacement of the corresponding sector around the reference

minutia.



22. The method defined in claim 11, wherein the match code comprises a plurality of

third data elements, each of the third data elements being associated with a

respective one of said sectors, the third data element associated with a particular

one of said sectors being indicative of a minutia type of at least one of the

minutiae whose angular positions relative to the reference minutia define the

particular one of said sectors.

23. The method defined in claim 11, wherein the minutiae comprise a plurality of

fundamental minutiae and a plurality of compound minutiae.

24. The method defined in claim 23, wherein the subset of the minutiae comprises a

subset of the compound minutiae.

25. The method defined in claim 24, wherein the minutiae load within the particular

one of said sectors comprises a count of the fundamental minutiae within the

particular one of said sectors.

26. The method defined in claim 24, wherein the minutiae load within the particular

one of said sectors comprises a relative number of fundamental minutiae within

the particular one of said sectors.

27. The method defined in claim 26, wherein said relative number is encoded as a

percentage of total fundamental minutiae.

28. The method defined in claim 24, further comprising:

selecting the reference minutia.

29. The method defined in claim 28, wherein the reference minutia is one of the

compound minutiae.

30. The method defined in claim 28, wherein the fingerprint image exhibits a core,

and wherein selecting the reference minutia comprises selecting the core as the

reference minutia.



31. The method defined in claim 28, wherein the fingerprint image exhibits a plurality

of cores, and wherein selecting the reference minutia comprises selecting one of

the cores as the reference minutia.

32. The method defined in claim 28, wherein selecting the reference minutia

comprises selecting as the reference minutia one of the compound minutiae that is

not a core.

33. The method defined in claim 1, further comprising:

- receiving the identity information regarding the person of interest.

34. The method defined in claim 1, wherein the fingerprint image is a live-scan image

of a finger belonging to the person of interest.

35. The method defined in claim 34, wherein acquiring the fingerprint image

comprises re-orienting the fingerprint image using software.

36. The method defined in claim 35, further comprising:

providing feedback to the person of interest indicative of whether or not the

finger is oriented within a contact area graticule.

37. The method defined in claim 34, wherein acquiring the fingerprint image

comprises utilizing a dark field camera in combination with a bright field camera.

38. The method defined in claim 37, wherein acquiring the fingerprint image

comprises jointly processing an output of the dark field camera with an output of

the bright field camera.

39. The method defined in claim 37, wherein acquiring the fingerprint image

comprises jointly processing an output of the dark field camera with an output of a

three-dimensional surface profiler to capture minutiae in the dark field.

40. The method defined in claim 1, wherein the fingerprint image is a legacy image of

a finger belonging to the person of interest.



4 1. A system for populating a database for use in fingerprint recognition, comprising:

- a fingerprint acquisition device configured to acquire a fingerprint image

associated with a person of interest, the fingerprint image exhibiting a pattern

of minutiae;

a processing entity configured to:

derive an index code associated with the fingerprint image;

- derive a match code associated with the fingerprint image, the match code

having greater information content than the index code; and

store the index code and the match code in the database in association with

identity information regarding the person of interest.

42. A computer-readable medium comprising computer-readable program code

which, when interpreted by a computing apparatus, causes the computing

apparatus to execute a method of populating a database for use in fingerprint

recognition, the computer-readable program code comprising:

first computer-readable program code for causing the computing apparatus to

acquire a fingerprint image associated with a person of interest, the fingerprint

image exhibiting a pattern of minutiae;

second computer-readable program code for causing the computing apparatus

to derive an index code associated with the fingerprint image;

third computer-readable program code for causing the computing apparatus to

derive a match code associated with the fingerprint image, the match code

having greater information content than the index code; and

fourth computer-readable program code for causing the computing apparatus

to store the index code and the match code in the database in association with

identity information regarding the person of interest.

43. A method of identifying a donor of a fingerprint image exhibiting a pattern of

minutiae, comprising:

deriving a donor index code associated with the donor fingerprint image;

- deriving a donor match code associated with the donor fingerprint image;

- accessing a database of records, each record being associated with an identity

and being indicative of a respective index code and a respective match code, in



an attempt to identify at least one of said records for which the respective

index code corresponds to the donor index code;

- responsive to said attempt being successful:

determining whether the at least one of said records includes a particular

record for which the respective match code corresponds to the donor match

code;

upon determining that the at least one of said records includes a particular

record for which the respective match code corresponds to the donor match

code, generating an output indicative of a conclusion that the donor of the

fingerprint image has the identity associated with the particular record.

44. The method defined in claim 43, wherein the index code for a particular record is

deemed to correspond to the donor index code when a no match condition is not

met.

45. The method defined in claim 44, wherein the no match condition is met under at

least one test scenario.

46. The method defined in claim 45, wherein the at least one test scenario includes a

scenario under which the index code for a particular record is identical to the

donor index code.

47. The method defined in claim 46, wherein the at least one test scenario includes a

second scenario under which a first portion of the index code for a particular

record is identical to a corresponding first portion of the donor index code.

48. The method defined in claim 47, wherein the first portion of the index code for the

particular record and the corresponding first portion of the donor index code are

representative of compound minutia content in the respective fingerprint images.

49. The method defined in claim 48, wherein the first portion of the index code for the

particular record and the corresponding first portion of the donor index code are

representative of the number of cores and deltas in the respective fingerprint

images.



50. The method defined in claim 47, wherein the at least one test scenario includes a

third scenario under which a second portion of the index code for a particular

record has a number of sub-elements that is identical to the number of sub-

elements in a corresponding second portion of the donor index code.

51. The method defined in claim 50, wherein the number of sub-elements in the

second portion of the index code for the particular record and the number of sub-

elements in the corresponding second portion of the donor index code are

representative of the number of compound minutiae in the respective fingerprint

images.

52. The method defined in claim 50, wherein the at least one test scenario includes a

fourth scenario under which the sub-elements in the second portion of the index

code for a particular record contain data that follows a certain order and which is

the same order followed by data contained in the sub-elements in the

corresponding second portion of the donor index code.

53. The method defined in claim 43, further comprising:

responsive to said attempt not being successful, generating an output

indicative of a conclusion that the donor of the fingerprint image is not

represented in the database.

54. The method defined in claim 43, further comprising:

responsive to determining that the at least one of said records does not include

any record for which the respective match code corresponds to the donor

match code, generating an output indicative of a conclusion that the donor of

the fingerprint image is not represented in the database.

55. The method defined in claim 43, further comprising:

responsive to determining that the at least one of said records does not include

any record for which the respective match code corresponds to the donor

match code, re-orienting the donor fingerprint image and re-executing the

steps of deriving and the step of accessing.



56. The method defined in claim 43, wherein the donor fingerprint image is a live-

scan image of a finger of the donor.

57. The method defined in claim 56, further comprising:

responsive to determining that the at least one of said records does not include

any record for which the respective match code corresponds to the donor

match code, instructing the donor to re-orient said finger, and re-executing the

steps of deriving and the step of accessing.

58. The method defined in claim 57, further comprising acquiring the donor

fingerprint image with a dark field camera in combination with a bright field

camera.

59. The method defined in claim 43, wherein deriving the donor index code comprises

(i) identifying a plurality of sectors defined by respective angular positions of a

subset of the minutiae relative to a reference minutia and (ii) generating a plurality

of data elements, each of the data elements being associated with a respective one

of said sectors.

60. The method defined in claim 59, wherein the data element associated with each

particular one of said sectors is indicative of a minutiae load within the particular

one of said sectors.

6 1. The method defined in claim 60, wherein deriving the donor match code

comprises generating a plurality of second data elements, each of the second data

elements being associated with a respective one of said sectors.

62. The method defined in claim 61, wherein the minutiae comprise a plurality of

fundamental minutiae and a plurality of compound minutiae.

63. The method defined in claim 62, wherein the subset of the minutiae comprises a

subset of the compound minutiae.



64. The method defined in claim 63, wherein the minutiae load within the particular

one of said sectors comprises a count of the fundamental minutiae within the

particular one of said sectors.

65. A processing entity configured to execute the method of claim 43.

66. A computer-readable medium comprising computer-readable program code

which, when interpreted by a computing apparatus, causes the computing

apparatus to execute a method of identifying a donor of a fingerprint image

exhibiting a pattern of minutiae, the computer-readable program code comprising:

- first computer-readable program code for causing the computing apparatus to

derive a donor index code associated with the donor fingerprint image;

second computer-readable program code for causing the computing apparatus

to derive a donor match code associated with the donor fingerprint image;

third computer-readable program code for causing the computing apparatus to

access a database of records, each record being associated with an identity and

being indicative of a respective index code and a respective match code, in an

attempt to identify at least one of said records for which the respective index

code corresponds to the donor index code; and

- fourth computer-readable program code for causing the computing apparatus

to act in response to said attempt being successful, by (i) determining whether

the at least one of said records includes a particular record for which the

respective match code corresponds to the donor match code and, upon

determining that the at least one of said records includes a particular record for

which the respective match code corresponds to the donor match code, (ii)

generating an output indicative of a conclusion that the donor of the

fingerprint image has the identity associated with the particular record.

67. A method of authenticating a provider of a donor fingerprint image exhibiting a

pattern of minutiae, comprising:

obtaining information regarding an identity of the provider;

deriving a donor index code from the donor fingerprint image;

deriving a donor match code from the donor fingerprint image;



accessing a database of records associated with respective identities to

obtain therefrom a particular index code and a particular match code held

in association with the identity of the provider;

responsive to the donor index code not corresponding to the particular

index code, generating an output indicative of a conclusion indicating that

the provider is an impostor; and

responsive to the donor index code corresponding to the particular index

code, effecting a comparison between the donor match code and the

particular match code to confirm whether the provider is genuine.

68. The method defined in claim 67, wherein the particular index code is deemed to

correspond to the donor index code when a no match condition is not met.

69. The method defined in claim 68, wherein the no match condition is met under at

least one test scenario.

70. The method defined in claim 69, wherein the at least one test scenario includes a

scenario under which the particular index code is identical to the donor index

code.

71. The method defined in claim 70, wherein the at least one test scenario includes a

second scenario under which a first portion of the particular index code is

identical to a corresponding first portion of the donor index code.

72. The method defined in claim 71, wherein the first portion of the particular index

code and the corresponding first portion of the donor index code are representative

of compound minutia content in the respective fingerprint images.

73. The method defined in claim 72, wherein the first portion of the particular index

code and the corresponding first portion of the donor index code are representative

of the number of cores and deltas in the respective fingerprint images.

74. The method defined in claim 71, wherein the at least one test scenario includes a

third scenario under which a second portion of the particular index code has a



number of sub-elements that is identical to the number of sub-elements in a

corresponding second portion of the donor index code.

75. The method defined in claim 74, wherein the number of sub-elements in the

second portion of the particular index code and the number of sub-elements in the

corresponding second portion of the donor index code are representative of the

number of compound minutiae in the respective fingerprint images.

76. The method defined in claim 74, wherein the at least one test scenario includes a

fourth scenario under which the sub-elements in the second portion of the

particular index code contain data that follows a certain order and is the same

order followed by data contained in the sub-elements in the corresponding second

portion of the donor index code.

77. The method defined in claim 67, further comprising:

responsive to said comparison being indicative of the donor match code

corresponding to the particular match code, generating an output indicative of

a conclusion that the provider is genuine.

78. The method defined in claim 67, further comprising:

- responsive to said comparison being indicative of the donor match code not

corresponding to the particular match code, generating an output indicative of

a conclusion that the provider is an impostor.

79. The method defined in claim 67, further comprising:

responsive to said comparison being indicative of the donor match code not

corresponding to the particular match code:

accessing the database to obtain therefrom a particular template held in

association with the identity of the provider;

effecting a comparison between a donor template derived from the donor

fingerprint image and the particular template to confirm whether the

provider is genuine



80. The method defined in claim 79, wherein the particular template and the donor

template are representative of minutiae data in the respective fingerprint images.

8 1. The method defined in claim 80, wherein the minutiae data for a given minutia in

a given fingerprint image comprises data indicative of an angle of a tangent to

curvature at the given minutia.

82. The method defined in claim 80, wherein the minutiae data for a given minutia in

a given fingerprint image comprises position data of the given minutia within a

reference frame.

83. The method defined in claim 80, wherein the minutiae data for a given minutia in

a given fingerprint image comprises data indicative of a depth of at least one

valley in a vicinity of the given minutia.

84. The method defined in claim 67, further comprising:

responsive to said comparison being indicative of the donor match code not

corresponding to the particular match code, re-orienting the donor fingerprint

image and re-executing the steps of deriving and the step of accessing.

85. The method defined in claim 67, wherein the donor fingerprint image is a live-

scan image of a finger.

86. The method defined in claim 85, further comprising:

responsive to said comparison being indicative of the donor match code not

corresponding to the particular match code, instructing the provider to re

orient said finger, and re-executing the steps of deriving and the step of

accessing.

87. The method defined in claim 86, further comprising acquiring the donor

fingerprint image with a dark field camera in combination with a bright field

camera.



88. The method defined in claim 67, wherein deriving the donor index code comprises

(i) identifying a plurality of sectors defined by respective angular positions of a

subset of the minutiae relative to a reference minutia and (ii) generating a plurality

of data elements, each of the data elements being associated with a respective one

of said sectors.

89. The method defined in claim 88, wherein the data element associated with each

particular one of said sectors is indicative of a minutiae load within the particular

one of said sectors.

90. The method defined in claim 89, wherein deriving the donor match code

comprises generating a plurality of second data elements, each of the second data

elements being associated with a respective one of said sectors.

91. The method defined in claim 90, wherein the minutiae comprise a plurality of

fundamental minutiae and a plurality of compound minutiae.

92. The method defined in claim 91, wherein the subset of the minutiae comprises a

subset of the compound minutiae.

93. The method defined in claim 92, wherein the minutiae load within the particular

one of said sectors comprises a count of the fundamental minutiae within the

particular one of said sectors.

94. A processing entity configured to execute the method of claim 67.

95. A computer-readable medium comprising computer-readable program code

which, when interpreted by a computing apparatus, causes the computing

apparatus to execute a method of authenticating a provider of a donor fingerprint

image exhibiting a pattern of minutiae, the computer-readable program code

comprising:

first computer-readable program code for causing the computing apparatus to

obtain information regarding an identity of the provider;



second computer-readable program code for causing the computing apparatus

to derive a donor index code from the donor fingerprint image;

- third computer-readable program code for causing the computing apparatus to

derive a donor match code from the donor fingerprint image;

- fourth computer-readable program code for causing the computing apparatus

to access a database of records associated with respective identities to obtain

therefrom a particular index code and a particular match code held in

association with the identity of the provider;

- fifth computer-readable program code for causing the computing apparatus to

act in response to the donor index code not corresponding to the particular

index code, by generating an output indicative of a conclusion indicating that

the provider is an impostor; and

sixth computer-readable program code for causing the computing apparatus to

act in response to the donor index code corresponding to the particular index

code, by effecting a comparison between the donor match code and the

particular match code to confirm whether the provider is genuine.

96. An image acquisition system, comprising:

a dark field image acquisition device for producing a first output

representative of a finger;

- a bright field image acquisition device for producing a second output

representative of the finger;

a processing entity configured to combine the first and second outputs to

create a composite fingerprint image representative of the finger.

97. The image acquisition system defined in claim 96, further comprising a

transparent surface on which the finger is placed.

98. The image acquisition system defined in claim 97, further comprising a light

source for shining light from underneath the surface at an angle to the surface.

99. The image acquisition system defined in claim 98, wherein the dark field image

acquisition device is positioned so as to capture light reflected by valleys of a

finger and refracted by the surface.



100. The image acquisition system defined in claim 99, wherein the dark field

image acquisition device is located underneath the surface.

101 . The image acquisition system defined in claim 100, wherein the first output is

representative of a ridge/valley pattern of the finger.

102. The image acquisition system defined in claim 101, wherein the second output

is representative of a contour of the finger.

103. The image acquisition system defined in claim 102, wherein the composite

fingerprint image comprises the contour and the ridge/valley pattern.

104. The image acquisition system defined in claim 103, wherein the bright field

image acquisition device comprises a camera.

105. The image acquisition system defined in claim 103, wherein the bright field

image acquisition device comprises a 3-D profiler.
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Box No. II Observations where certain claims were found unsearchable (Continuation of item 2 of the first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following
reasons

1 [ ] Claim Nos

because they relate to subject matter not required to be searched by this Authority, namely

Claim Nos

because they relate to parts of the international application that do not comply with the prescribed requirements to such an extent
that no meaningful international search can be carried out, specifically

3 [ ] Claim Nos

because they are dependant claims and are not drafted in accordance with the second and third sentences of Rule 6 4(a)

Box No. Ill Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows

Group I (claims 1-95) are directed to a method and system for automated fingerprint recognition based on deriving an index and match
codes associated with a fingerprint image

Group π (claims 96-105) are directed to an image acquisition system based on creating a composite fingerprint image from the outputs of
dark field and bright field image acquisition devices

1 [ ] As all required additional search fees were timely paid by the applicant, this international search report covers all

searchable claims

2 [X] As all searchable claims could be searched without effort justifying additional fees, this Authority did not mvite

payment of additional fees

3 [ ] As only some of the required additional search fees were timely paid by the applicant, this international search report

covers only those claims for which fees were paid, specifically claim Nos

4 [ ] No required additional search fees were timely paid by the applicant Consequently, this international search report is

restricted to the invention first mentioned in the claims, it is covered by claim Nos

Remark on Protest [ ] The additional search fees were accompanied by the applicant's protest and, where applicable,

the payment of a protest fee

[ ] The additional search fees were accompanied by the applicant's protest but the applicable protest

fee was not paid within the time limit specified in the invitation

[ ] No protest accompanied the payment of additional search fees
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C (Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No

A US 20060083408 Al, "Biometπc Tokenless Electronic Rewards System and 1-95
Method", HOFFMAN et al , April 20, 2006 (20-04-2006)
*** whole document ***

A US 4817183 A, "Fingerprint Recognition and Retrieval System", SPARROW, M 1-95
K , March 28, 1989 (28-03-1989)
*** whole document ***

A US 5796857 A, "Apparatus for Fingerprint Verification Using Different 1-95
Verification Method in Accordance with Quality Grade Data", HARA, M ,
August 18, 1998 (18-08-1998)
*** whole document ***

A US 5838812 A, "Tokenless Biometric Transaction Authorization System", PARE, 1-95
D r et al, November 17, 1998 (17-1 1-1998)
*** whole document ***

A US 6898299 Bl, "Method and System for Biometric Recognition Based on 1-95
Electric and/or Magnetic Characteristics", BROOKS, J, May 24, 2005 (24-05-
2005)
*** whole document ***

A US 20050168729 Al, "Method for Inspecting a Wafer", JUNG et al , 4 August 96-105
2005 (04-08-2005)
[0064], [0070]

A US 20050122508 Al, "Method and Apparatus for Reviewing Defects", UTO et 96-105
al , 9 June 2005 (09-06-2005)
[001 1], claim 7

A US 20040032581 Al, "Systems and Methods for Inspection of Specimen 96-105
Surfaces", NKOONAHAD et al , 19 February 2004 (19-02-2004)
[0091], [0092], [0100]

A US 6643390 Bl, "Compact Fingerprint Identification Device", CLARK et al , 4 96-105
November 2003 (04-1 1-2003)
Claim 1
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