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FIG. 1

(57) Abstract: A method of connecting a mobile station to a communications network is provided. The method includes perform-
ing an authentication of the mobile station at the network. A secure identifier is received at a gateway node of the network and at
an access node from an authentication node of the network if it is determined by the authentication that the mobile station is a sub-
scriber to the network. The secure identifier is generated at the mobile station if it is determined by the authentication that the mo-
bile station is a subscriber to the network. A first secure communications tunnel is established from the access node to the mobile
station using a value of the secure identifier and a second secure communications tunnel is established from the access node to the
gateway node of the network using the value of the secure identifier. The first and second communications tunnels are bound to-
gether to form a communications path between the mobile station and the network
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DESCRIPTION

TITLE
METHOD OF CONNECTING A MOBILE STATION TO A COMMUNICATIONS
NETWORK

FIELD OF THE INVENTION

The invention generally relates to a method of connecting a
mobile station to a communications network. More particu-
larly, the invention relates to a method for allowing a mo-
bile station to establish a connection with and access a

wireless communications network over an air interface.

BACKGROUND OF THE INVENTION

Mobile (cellular) network operators operating wireless net-
works defined by the 3GPP standard are experiencing a massive
growth in the use of mobile broadband data. Customers of the
network operators are carrying a new generation of smart
phones enhanced for the use of data services such as Web
browsing, music and video streaming, access to email, and ac-

cess to corporate networks.

A problem is that mobile networks based on cellular radio
technology have a limited capacity for supporting the ever-
increasing amount of mobile broadband data that they are re-
quired to handle. Recently discussed solutions to this prob-
lem include offloading the increasing data traffic from the
cellular radio technology, which has limited capacity and is
rather costly for standard broadband services, to Femtocells

or approaches based on WLAN in unlicensed frequency bands.
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In WLAN technology, current interworking solutions are either
insecure, lack support for a reasonable business relation be-
tween the WLAN operator and the cellular operator, and/or are
not compatible with the solutions specified in 3GPP. Fur-—
thermore, WLAN solutions are generally fully device based.
There is either no relation between the cellular operator and
the WLAN operator or infrastructure, or the devices do not

offer any specific support.

Mobile network operators provide a set of credentials to al-
low their cellular subscribers to also access the operator’s
WLAN infrastructure. However, these solutions are considered
quite inefficient due to the following:

Manual actions from the end user are typically required when
accessing WLAN using the mobile network operator’s infra-
structure due to separate WLAN security credentials (like
username/password compared to a SIM card for cellular ac-

cess).

The operator is burdened with managing separate sets of secu-

rity credentials for each access technology.

WLAN solutions do not provide any means of accessing operator
services (such as those that can be reached exclusively
through the operator’s IP core network) via WLAN access, due
to a lack of authentication and tunnelling procedures. Fur-
thermore, they do not allow the network operator to control

security when connecting to the WLAN access.

Femto solutions (Home NodeB networks) are similar to WLAN so-
lutions for offloading traffic from the 3GPP network, in that

they target deployment of customer premises equipment (CPE).
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Such solutions, however, suffer from a major disadvantage
that they operate in a licensed spectrum coming from the
spectrum resources of the mobile network operator. The radio
technology i1s the same as for the mobile operator’s network.
This creates numerous problems related to efficient spectrum
usage between regular and Femto base stations (the CPE de-
vices in the latter case), and Femto CPEs disturbing regular
operation. Furthermore, due to the use o0f cellular radio
technology, Femto-enabled CPE devices are typically much more
expensive than common CPE devices that are only provided with

WLAN radio technology.

Therefore an inexpensive, reliable and efficient solution is
required, which allows traffic from a mobile station to be
offloaded from a mobile network operator’s network, while
still allowing the mobile station to have access to services

offered by the mobile network operator.

SUMMARY OF THE INVENTION

Accordingly, the invention provides a method of connecting a
mobile station to a communications network. The method in-
cludes performing an authentication of the mobile station at
the network, receiving a secure identifier at a gateway node
of the network and at an access node from an authentication
node of the network if it is determined by the authentication
that the mobile station is a subscriber to the network, gen-
erating the secure identifier at the mobile station if it is
determined by the authentication that the mobile station is a
subscriber to the network, establishing a first secure commu-
nications tunnel from the access node to the mobile station
using a value of the secure identifier, establishing a second

secure communications tunnel from the access node to the
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gateway node of the network using the value of the secure
identifier, and binding together the first and second commu-
nications tunnels to form a communications path between the

mobile station and the network.

In this case, a “subscriber” has a contractual relationship
with the cellular operator and owns credentials to access the
communications network, like a SIM card, soft sim, or user-—

name/password.

The mobile station may be a mobile phone, smart phone, laptop
computer etc that is used by the subscriber and that accesses
a cellular and/or a WLAN infrastructure for getting broadband

data connectivity based on the subscriber’s credentials.

Once the mobile station has been authenticated by the network
(for example by an AAA server in the core network) as being a
network subscriber, the network provides a secure identifier
to the gateway node of the network and to an access node.

The mobile station also generates this secure identifier af-
ter successful authentication. The value of the secure iden-
tifier is then used to establish a first secure communica-
tions tunnel from the access node to the mobile station and a
second secure communications tunnel from the access node to
the gateway node of the network. A secure communications
path from the mobile station to the network is then formed by
binding the first and second communications tunnels. The ac-
cess node acts as a delegate for securing the mobile station
accessing the network (the mobile network operator’s core
network and services). In particular, the access node pro-
vides security (IPSec security) in the name of the mobile

station.

In this way, user traffic from the mobile station can be off-

loaded from the network, while still ensuring access to ser-
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vices provided by the operator of the network. Existing so-
lutions can then be re-used with minimal modifications; for
example, no modification is required to the mobile station
and only minimal modifications are required to the access
node, such as a software upgrade. Furthermore, the user of
the mobile station is not required to make any changes or
manually enter authentication data, since authentication of
the mobile station and access node is combined. This means
that the invention provides an efficient and inexpensive

method for offloading user traffic from the network.

Preferably, the first communications tunnel is established
using a wireless encryption protocol over an air interface
(for example a WLAN protocol such as WPA or WPAZ) and the
second communications tunnel is a secured IP tunnel (for ex-—
ample an IPSec tunnel). Since the first communications tun-
nel is secured over an air interface using a wireless proto-
col, this provides the advantage of a reduced processing
power required by the mobile station. Furthermore, access to
services provided by the operator of the network is possible
using both the network operator’s authentication credentials
and existing WLAN access technology. The access node can
then be just a simple, existing WLAN router. 1In this case,
the subscriber may use the same subscription and also the
same credentials to make use of the operator-provided or con-

trolled WLAN access.

The secure identifier may be a first key, a second key,
and/or a third key. The first key can be a temporary key,
such as a master session key (MSK), received at the access
node and gateway node from an authentication node of the net-
work, for example an AAA server, then generated by the mobile
station once it has been authenticated as being a subscriber

station to the network. The second key may be provided by an
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operator of the network to the gateway node and the access
node (for example at the time of installation) such that a
value of the second key is predefined. Then the third key
may be derived from a value of the first key and the value of
the second key and provided to the access node and the gate-

way node.

There are three options for establishing the first and second
secure communications tunnels. In a user-specific case, ei-
ther both the first and second tunnels are established using
the value of the first key, or the first tunnel is estab-
lished using the wvalue of the first key and the second tunnel
is established using a value of the third key. Both the
first and second secure communications tunnels are then spe-
cific to one particular (user of a) mobile station and can
only be used for that mobile station. For a non user-—
specific case, the first tunnel can be established using the
value of the first key and the second tunnel can be estab-
lished using a value of the second key. This means that,
once established, the second secure communications tunnel can
be re-used for any mobile station or device requiring access
to services through the gateway node. If the access node
connects to more than one gateway node, a separate second
communications tunnel is then required for connection of the

access node to each gateway node.

Preferably, the value of the second key is stored in the ac-
cess node and in the gateway node. The first key may be se-
curely processed in the access node and gateway node. Op-
tionally, the access node may receive IP configuration infor-
mation, which it can then forward to the mobile station upon
request of the mobile station. Advantageously, the network
may provision the access node with additional configuration

information for the mobile station, such as IP configuration
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information and traffic forwarding information, instead of
directly provisioning the mobile station. The access node may
act as a “DHCP proxy” entity to provision IP configuration

information to the mobile station via regular DHCP operation.

The access node may also filter traffic from the mobile sta-
tion in the access node to identify traffic intended for the
network. This traffic identified by the filtering process
may then be directed to the network. For example, the access
node may be capable of directing traffic from the mobile sta-
tion to the network, which could be a 3GPP network, for exam-
ple, and to the Internet. The filtering step would filter
out the traffic intended for the 3GPP network from the traf-
fic intended for the Internet and direct only the filtered
traffic to the 3GPP network.

The invention also provides a device for establishing a con-
nection from a mobile station to a communications network.
The device includes an access node, which has a trans-
mit/receive unit for establishing a first secure communica-
tions tunnel from the access node to the mobile station using
a value of the secure identifier. The device further in-
cludes a controller coupled with the transmit/receive unit
for establishing a second secure communications tunnel from
the access node to a gateway node of the network using the
value of the secure identifier. The controller includes a
receiver for receiving a secure identifier from an authenti-
cation node of the network if it is determined by the authen-
tication node that the mobile station is a subscriber to the
network. Furthermore, the controller is configured to bind
together the first and second communications tunnels to form
a communications path between the mobile station and the net-

work.,
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The controller may either be located within the access node
or outside the access node. In both cases, the controller
will be coupled, either directly or indirectly, with the

transmit/receive unit, for example a radio front end.

Preferably, the device further includes a secure processing
module for processing the secure identifier. 1In this way,
the device 1s secured against malicious software modifica-
tions by implementing a trusted computing environment.
Trusted, tamper-proof storage hardware may also be provided
for storing the secure identifier(s). A filter may also be
provided for filtering out traffic from the mobile station
intended for the network and directing the traffic towards

the network through the second secure communications tunnel.

The invention further provides a gateway node for a communi-
cations network. The gateway node includes a trans-
mit/receive unit for forwarding messages from a mobile sta-—
tion to an authentication node of the network, for performing
an authentication of the mobile station at the network, and
for receiving a secure identifier if it is determined by the
authentication that the mobile station is a subscriber to the
network. A storage medium is also provided for storing the
secure identifier. The transmit/receive unit is adapted to
establish a secure communications tunnel to an access node

using the value of the secure identifier.

The invention therefore provides a solution having major sim-
plifications for WLAN offload and interworking solutions. In
particular the proposed solution does not require the instal-
lation of a 3GPP specific VPN client on the mobile sta-

tion/terminal.
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The invention will now be described, by way of example only,
with reference to specific embodiments, and to the accompany-

ing drawings, in which:

BRIEF DESCRIPTION OF THE DRAWINGS

- Figure 1 is a simplified schematic diagram of a communi-
cations network in which a method according to an em-

bodiment of the invention may be implemented;

- Figure 2 is a simplified schematic diagram of a device
for establishing a connection from a mobile station to a
communications network according to an embodiment of the

invention; and

- Figure 3 1s a schematic message flow diagram illustrat-
ing a method according to an embodiment of the inven-

tion.

DETATILED DESCRIPTION OF EXEMPLARY EMBODIMENTS

Figure 1 shows a communications network accessible by a WLAN
enabled mobile station UE (which can be any portable device
such as a mobile telephone, a smart phone, laptop computer,
etc) via an access point AP, which can be a WLAN router, for

example.

The access point AP is shown in Figure 2 and includes a radio
front end RFE having four parts FE1l, FE2, FE3 and FE4 coupled
to a controller CTRL, which may be a radio front end control-

ler or a WLAN switch, for example. The access point AP is
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secured against malicious software modification and extrac-—
tion of secret keys, etc. This can be achieved by ensuring
software integrity, implementing a trusted computing environ-
ment within the access point AP, or storing secret keys and
credentials in trusted tamper-proof hardware in the access

point AP.

The radio front end RFE of the access point AP is adapted for
establishing a secure communications tunnel Tl with the mo-
bile station UE over an air interface and the controller CTRL
is adapted for establishing a secure communications tunnel T2
with the core network part CN of a mobile network (e.g. a
3GPP network) belonging to a mobile network operator MNO and
with the Internet. Such a communications tunnel is estab-
lished via a packet data gateway PDG of the core network CN.
The controller CTRL may also filter user traffic from the mo-
bile station UE destined for the network MNO and direct that

traffic to the network MNO.

The core network part CN of the mobile network MNO further
includes an authentication server AAA coupled to a home sub-
scriber server HSS. The home subscriber server HSS contains
the home location register, which includes data relating to
the users subscribing to the network MNO. This data can be
used by the authentication server AAA to authenticate the mo-
bile station UE when it requests to connect to the network

MNO.

Figure 3 illustrates how a connection between the mobile sta-
tion UE and the mobile network MNO may be established using a

method according to a first embodiment of the invention.

In step S1, the mobile station UE belonging to a subscriber

of the network MNO discovers and selects the WLAN access
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point AP, which provides interworking or offload features as
part of the subscription. This could be indicated by a dedi-
cated SSID that is pre-configured in the mobile station UE,

for example.

In step S2, the mobile station UE authenticates with the au-
thentication server AAA server through the WLAN access point
AP acting as an authenticator based on the EAP protocol and
an appropriate EAP authentication method such as EAP-SIM or
EAP-AKA . In step 2a, as an additional optional feature, the
3G authentication server AAA may interact with the home sub-
scriber server HSS for authentication of the mobile station

UE.

If authentication is successful; i.e., if it is determined by
the authentication that the mobile station is a subscriber to
the network, the 3G authentication server AAA generates an
MSK key, which is sent in step S3 to the packet data gateway
PDG and is also passed as part of an Access-—-Accept response

to the access point AP.

In step S4, the mobile station UE and access point AP secure
a WLAN radio link with common procedures, for example accord-
ing to the WPA2-ENTERPRISE profile, by using the MSK key to
form the first secure communications tunnel Tl over an air

interface using a WLAN protocol.

In step S5, the access point AP establishes a second secure
communications tunnel T2 with the packet data gateway PDG,
which is an IPSec protected tunnel. The IPSec tunnel T2 is
terminated at the controller CTRL in the access point AP.

For establishing security and authentication, the access
point AP and the packet data gateway PDG use the IKE or IKEvZ2

protocol with pre-shared key authentication. The pre-shared
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key 1s generated from the device-specific MSK and an authen-
tication key apk that is pre-configured in the access point
AP and in the packet data gateway PDG by the operator of the
network MNO. The value of the authentication key apk is pre-
defined by the operator of the network MNO. The packet data
gateway PDG is required to allow the mobile network operator
of the network MNO to authenticate that the access point AP
is allowed to provide interworking or an offload functionali-
ty for traffic from the mobile station UE. The two keys MSK
and apk then bind the IPsec tunnel T2 and the WLAN tunnel T1
to the specific device (the mobile station UE) and the access

point AP.

In this embodiment, the preshared key psk used for IKE au-

thentication can be computed by the following formula:

psk = HMAC-SHA256 (MSK, apk, usage-data | UE-NAI),

where usage-data i1s a static text string and UE-NAI 1is the
NAT used by the mobile station UE in the EAP authentication

procedure.

In step S6, the mobile station UE can now make use of the IP
connectivity provided by the binding of the IPSec tunnel T2
with the access point AP, WLAN secure tunnel Tl and mobile
station UE and securely communicate through the packet data
and access IP-based services provided by the operator of the

network MNO.

In addition to the above-described method, IP configuration
information of the mobile station UE (IP address, DNS server,
standard gateway, etc.) may be sent in step S3 from the 3G
authentication server AAA as part of the AAA authentication

signaling with the access point AP (for example, signaling
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based on the RADIUS or Diameter protocol). For example, the
AAA authentication signaling may carry IP configuration in-
formation by using additional data objects (attributes for
RADIUS or AVPs for Diameter). Transfer of the IP configura-
tion information as part of the AAA signaling allows for
amendment by IP filter and forwarding rules to realize func-
tions in the WLAN access point AP equivalent to the behavior

known in 3GPP as LIPA and SIPTO.

Alternatively, the IP configuration information of the mobile
station UE may be sent in step 5 from the packet data gateway
PDG to the access point AP by using an IKE(vZ2) Configuration
Payload. In this case, the access point AP then performs
regular DHCP signaling with the mobile station UE and uses

the received IP configuration parameters within the DHCP.

In a second embodiment of the invention, connection of a mo-
bile station to the network MNO may be implemented by estab-
lishing an IPsec tunnel T2 between the access point AP and
the packet data gateway PDG that does not depend on a specif-
ic device. This alternative method performs authentication
of IKE(v2) without using the MSK key, so that no MSK key is
used for establishing the tunnel T2 and the wvalue of the psk
key is set to that of the apk key. Once established, the IP-
sec tunnel T2 can then be re-used for any device that re-
quires access to data services provided by the network MNO
through the packet data gateway PDG. The access point AP
may also connect to more than one packet data gateway (for
example 1f there are different operators for different devic-
es using a single WLAN access point AP). In this case, there
is a separate IPsec tunnel T2 for providing connection to
each packet data gateway. This embodiment does not allow
binding of each device to a specific IPsec tunnel but

slightly reduces the overall number of IPsec tunnels per GW.
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In larger WLAN networks, a potentially larger number of APs
is controlled (and therefore logically grouped) by a central
controller that is often called a WLAN-Switch. In a third em-
bodiment, the functionality provided by the controller CTRL
inside the access point AP (termination of the IPsec tunnel
T2, for example) is performed by a WLAN-Switch node located
outside the access point AP. In this case, all communication
between the access point AP and the WLAN-Switch is suffi-

ciently locally secured to avoid man-in-the-middle attacks.

Although the invention has been described hereinabove with
reference to specific embodiments, it is not limited to these
embodiments and no doubt further alternatives will occur to
the skilled person, which lie within the scope of the inven-

tion as claimed.
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CLAIMS

1. A method of connecting a mobile station to a communica-

tions network, the method comprising:

performing an authentication of the mobile station

at the network;

receiving a secure identifier at a gateway node of
the network and at an access node from an authentication node
of the network if it is determined by the authentication that
the mobile station is a subscriber to the network;

generating the secure identifier at the mobile sta-
tion i1f it is determined by the authentication that the mo-
bile station is a subscriber to the network;

establishing a first secure communications tunnel
from the access node to the mobile station using a value of
the secure identifier;

establishing a second secure communications tunnel
from the access node to the gateway node of the network using
the value of the secure identifier; and

binding together the first and second communica-
tions tunnels to form a communications path between the mo-

bile station and the network.

2. The method according to claim 1, wherein the first
communications tunnel is established using a wireless encryp-
tion protocol over an air interface and the second communica-

tions tunnel is a secured IP tunnel.

3. The method according to c¢laim 1 or claim 2, wherein

the secure identifier is a first key.

4, The method according to claim 3, wherein the first
secure communications tunnel is established using a value of

the first key.
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5. The method according to claim 4, further comprising
providing a second key to the gateway node and the access

node.

6. The method according to c¢laim 5, wherein the second
key 1s provided by an operator of the network and a value of

the second key is predefined.

7. The method according to c¢laim 5 or c¢laim 6, wherein
the second secure communications tunnel is established using

the value of a second key.

8. The method according to claim 5 or c¢laim 6, further
comprising deriving a third key from a value of the first key
and the value of the second key and providing the third key

to the access node and the gateway node.

9. The method according to c¢laim 8, wherein the second
secure communications tunnel is established using the wvalue

of the third key.

10. The method according to any of claims 5 to 9, fur-
ther comprising storing the wvalue of the second key in the

access node and in the gateway node.

11. The method according to any of claims 1 to 10, fur-
ther comprising receiving IP configuration information at the
access node and forwarding the information to the mobile sta-

tion upon request of the mobile station.

12. The method according to any of claims 1 to 11, fur-

ther comprising filtering traffic from the mobile station in
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the access node to identify traffic intended for the network

and directing said traffic to the network.

13. A device for establishing a connection from a
mobile station to a communications network, the device com-
prising:

an access node including

a receiver for receiving a secure identifier from
an authentication node of the network if it is determined by
the authentication node that the mobile station is a sub-
scriber to the network, and

a transmit/receive unit for establishing a first
secure communications tunnel from the access node to the mo-
bile station using a value of the secure identifier; and

a controller coupled with the transmit/receive unit for
establishing a second secure communications tunnel from the
access node to a gateway node of the network using the wvalue
0of the secure identifier, wherein the controller is config-
ured to bind together the first and second communications
tunnels to form a communications path between the mobile sta-

tion and the network.

14, The device according to claim 13, wherein the con-

troller i1s located within the access node.

15. The device according to claim 13, wherein the con-

troller is located outside the access node.

16. The device according to any of claims 11 to 13,
further comprising a secure processing module for processing

the secure identifier.

17. The device according to any of claims 11 to 14,

further comprising a filter for filtering out traffic in-
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tended for the network and directing said traffic towards the

network through the second secure communications tunnel.

18. A gateway node for a communications network, the
5 gateway node comprising:

a transmit/receive unit for forwarding messages from a
mobile station to an authentication node of the network, for
performing an authentication of the mobile station at the
network, and for receiving a secure identifier if it is de-

10 termined by the authentication that the mobile station is a
subscriber to the network; and

a storage medium for storing the secure identifier,

wherein the transmit/receive unit is adapted to es-
tablish a secure communications tunnel to an access node

15 using the value of the secure identifier.



PCT/EP2011/055400

WO 2011/151095

1/3

pror
Fladd
s

-

dv

l "Old

3N




PCT/EP2011/055400

WO 2011/151095

2/3

¢ Ol

1410

|

odd

-7

YOUMS NV TM
/ Js]jonuoD 34 olpey

dv

44

34

/

=

¢34

AN

134

pug juoi Olpey




PCT/EP2011/055400

WO 2011/151095

3/3

¢ Old

paysl|gelss [suun] 29sd|

NVIM
2Inosg

SSH

| S2INIBS LOHEQQO 98 9]
__ =
uoneoljusIne (Z Al mw\
oWk L vswes
Wiy &W Y)V-dva ¢S
—
JOAIBS VYV O¢ IMIS 5y _

Joiesado

dv

an



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2011/055400

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4W92/02 HO4L12/46
ADD.

HO4W12/06

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

HO4W HOAL

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, INSPEC

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X WO 03/105493 A2 (THOMSON LICENSING SA 1-18
[FR]; VERMA SHAILY [IN]; WANG CHARLES
CHUANMING [) 18 December 2003 (2003-12-18)
abstract; figures 1,3

page 4, line 29 - page 5, line 14

page 6, line 16 - line 25

page 8, line 1 - page 10, Tine 31

X US 2004/066769 Al (AHMAVAARA KALLE [FI] ET 1,13,18
AL) 8 April 2004 (2004-04-08)
abstract; figures 1,10

paragraph [0026] - paragraph [0027]
paragraph [0041] - paragraph [0044]
paragraph [0058] - paragraph [0063]
paragraph [0083] - paragraph [0094]

See patent family annex.

D Further documents are listed in the continuation of Box C.

* Special categories of cited documents : . . . .

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
merr:ts, such combination being obvious to a person skilled
inthe art.

"&" document member of the same patent family

Date of the actual completion of the international search

13 July 2011

Date of mailing of the international search report

19/07/2011

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Figiel, Barbara

Form PCT/ISA/210 (second sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2011/055400
Patent document Publication Patent family Publication

cited in search report date member(s) date

WO 03105493 A2 18-12-2003 AU 2003240944 Al 22-12-2003
BR 0305017 A 09-02-2005
CN 1659908 A 24-08-2005
EP 1523859 A2 20-04-2005
JP 4412604 B2 10-02-2010
JP 2005529560 A 29-09-2005
JP 2010050977 A 04-03-2010
MX  PAD4012156 A 19-04-2005

US 2004066769 Al 08-04-2004 AU 2003264941 Al 04-05-2004
CA 2501309 Al 22-04-2004
CN 1689369 A 26-10-2005
EP 1604536 A2 14-12-2005
WO 2004034720 A2 22-04-2004
JP 3984993 B2 03-10-2007
JP 2006502647 A 19-01-2006
KR 20050057628 A 16-06-2005
RU 2304856 C2 20-08-2007

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - wo-search-report
	Page 24 - wo-search-report

