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(57) Abréegée/Abstract:

A system for time validation comprises a terminal (1) with means (7,7") for tuning in to a number of different carrier frequencies (a-
e), an authorisation device (6), e.g. a smart card, capable of communicating with the terminal (1) and means (2,5) to transmit time
stamps, using a modulated signal having a carrier frequency, to the terminal (1). The authorisation device (6) comprises means (8)
for selecting a carrier frequency to tune In to for retrieving a time stamp. A terminal (1) and authorisation device (6) are provided for
use In the system. A computer program Is suitable for loading into a programmable device, e.g. a smart card, to use It as an
authorisation device (6) for use Iin such a system.
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ABSTRACT

A system for time validation comprises a termi-
nal (1) with means (7,7') for tuning in to a number of
different carrier frequencies (a-e), an authorisation de-
vice (6), e.g. a smart card, capable of communicating wlith
the terminal (1) and means (2,5) to transmit time stamps,
using a modulated signal having a carrier frequency, to the
terminal (1). The authorisation device (6) comprises
means (8) for selecting a carrier frequency to tune in to
for retrieving a time stamp. A terminal (1) and authorisa-
tion device (6) are provided for use in the system. A
computer program is suitable for loading into a programmable
device, e.g. a smart card, to use 1t as an authorisation de-

vice (6) for use in such a system.
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Time validation system

Background of the invention

The invention relates to a system for time valida-
tion, comprising a terminal with means for tuning in to a
number of different carrier frequencies, an authorisation
device, e.g. a smart card, capable of communicating with the
terminal and means to transmit time stamps, using a modu-
lated signal having a carrier frequency, to the terminal.
The invention also relates to a terminal and to an authori-
sation device in such a system. The invention further
relates to a computer program for loading onto a programma-
ble device e.g. a smart card, in order to use 1t as an
authorisation device 1n such a system.

When a user of the terminal in such a system 1s
only privileged to make use of it at certailn times, a repre-
sentation of the current time in the terminal must be
validated to check whether the current time 1s such a cer-
tain time. Some systems keep time using only the time
stamps. Others can comprise a clock in the terminal 1n order
to keep the time. The time according to clock and time
stamps can be validated by checking the two values agailnst
each other.

Existing systems for time validation are, however,
generally not reliable. In order to keep the complexity and
costs of such systems down, only the authorisation device 1s
usually made secure against tampering. Terminals are usually
of a standard type, not made to withstand hacking. A clock
in the terminal could be set to a different time or perhaps
slowed down or speeded up. Time stamps transmitted to the
terminal can be recorded and played back later in a 'spoof-

ing' attack.
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Summary of the invention
To obtain a system to reliably validate the time, the

system according to the invention i1s characterised 1in

that the authorisation device comprises means for selecting a
carrier frequency to tune in to for retrieving a time stamp. It 1s
thus impossible to provide a false time stamp to the terminal, since
one would have to know beforehand at which carrier frequency to

transmit it. Such knowledge can only be obtained from the

authorisation device, which 1s secure.

In a preferred embodiment of the system according to the
present invention, time stamps are transmitted at a number of
different carrier frequencies, which exceeds the
number of carrier frequencies a terminal can simultaneously tune 1n
to. This makes transmission of false time stamps at several different
carrier frequencies 1nfeasible.

In another preferred embodiment of the system according
to the present invention, each time stamp comprises
a field identifying the carrier frequency, a field repre-

senting the date, a field representing the time, and an encrypted

signature. This signature provides a further way for the smart card
to verify that an authentic time stamp has been transmitted to the
terminal. '

In an advantageous embodiment of the system ac-
cording to the present invention, the authorisation device comprises
means to randomly select a carrier frequency to tune in to for
retrieving a time stamp. Thus, it is not even theoretically possible
to predict beforehand, which carrier
frequency will be selected to retrieve a time stamp.

In accordance with a further aspect of the present
invention there is provided a system for time validation,
comprising a terminal with means for tuning in to a number of
different carrier frequencies (a - e), an authorisation device for
communicating with the terminal and means to transmit time stamps,
using a modulated signal having a carrier frequency, to the
terminal, wherein the authorisation device comprises means Ior
selecting a carrier freguency to tune in to for retrieving a time

stamp.
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Brief description of the drawings

The invention will now be described in further de-
tail with reference to the enclosed drawings of which

Fig. 1 shows a schematic example of a pay-TV sys-
tem with features of a system according to the present
invention.

Fig. 2 shows a schematic diagram of an embodliment
of a system according to the present invention.

Fig. 3 exemplifies a time stamp.

Fig. 4 shows a flow diagram of a process carrled

out in a system according to the present invention.

Detailed description of the Ereferred.embodiments

A pay-TV system, such as that of Fig. 1, 1s a
typical example of a system in which reliable time valida-
tion is required. Each subscriber has a terminal 1 for
receiving signals broadcast to it. The terminal 1 can be ge-
neric, 1.e. suited for use in a number of different pay-TV
systems. An owner of a terminal 1 can change his subscrip-
tion or subscribe to several services without changing the
terminal 1. In this case, some means for allowing use of the
terminal 1 in the pay-TV system subscribed to are provided
to the owner by the broadcasting organiSation, for instance
a code or a smart card for insertion into the terminal 1.
The terminal 1 could also be specific to the broadcaster. In
this case, it generally comes as part of the subscription.
It could still be necessary to use a smart card with the
terminal 1, depending on the particular pay-TV system used
by the broadcaster.

The terminal 1 in Fig. 1 1s connected to a satel-
lite dish 2. The terminal 1 is used to tune 1n to a carrier
frequency and make information transmitted at thils frequency
available to a TV 3. The information 1s broadcast to the re-
ceiver from a broadcast station 4, via a satellite 6. The

broadcast station 4 broadcasts information at a number of
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different carrier frequencies. The broadcast station 4 can
broadcast information to the terminal 1, in digital or ana-
logue form. The signal may be compressed or encrypted, to
prevent its contents becoming accessible to non-subscribers.

Although Fig. 1 shows a pay-TV system maklng use
of satellite communication, the invention 1s not restricted
to broadcasts via satellite. Other pay-TV systems use net-
works of fibre-optic or electrically conducting cables. Pay-
TV systems with terrestrial broadcasts, using antennae for
transmitting and picking up the signal, can also make use of
the invention. Additionally, a recorded signal, e.g. from a
video or DVD, can be played to the tuner. In this case, the
video signal is used by the playback device, for instance
the video recorder, which can then be regarded as the broad-
cast station 4, to generate a modulated signal having a
carrier frequency. In each case, the terminal 1 comprises,
or is attached to, the appropriate means for tuning to the
carrier frequency and retrieving transmitted 1nformation.

To prevent someone with a terminal 1 but no sub-
scription from receiving the information, the broadcaster
issues authorisation devices 6, like the smart card 1in
Fig. 1. A device similar to a smart card, for instance a
transponder key, could also be used. As mentioned above, the
information transmitted to the terminal 1 can be encrypted
or compressed before transmission. The authorisation de-
vice 6 can then contain a key for enabling decompression oOr
decryption by the terminal 1. A combination of encryption,
compression and scrambling could also be envisaged, 1n which
case the authorisation device 6 and terminal 1 must perform
a number of processes to make the broadcast information
available to the user.

To explain in more detail the various components
of the system, reference 1s made to Fig. 2. Here, the termi-
nal 1 comprises means 7, 7' for tuning to a carrier
frequency. In the shown embodiment, the terminal 1 can tune
in to two different frequencies at any one time. This 1is
symbolised by the two means 7,7', although they could be
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sub-circuits in one single tuning circuit. The broadcast
station 4 broadcasts information to the terminal 1 at one or
more carrier frequencies a-e. Again, how the transmission 1s
achieved is immaterial, as long as the signals are used to
generate modulated signals with defined carrier frequencies.

Time stamps are transmitted with the information
in which the user is interested. Thus, the information 1s
linked to the time at which it was made available to the
user of the terminal 1. Restriction of access to the infor-
mation to a certain period of time i1s thereby made possible.
In addition, recording and playback of the signal at a later
time is prevented. The terminal 1 must retrieve the time
stamps, which are also comprised 1n one or more modulated
signals characterised by one of a number of available car-
rier frequencies a-e. Time-related access control 1is
provided by the fact that only an authorised terminal 1 can
tune in to the correct carrier frequency at the correct mo-
ment for retrieving a time stamp, as will be described

hereinafter.
Since the terminal 1 in the example of Fig. 2 can

simultaneously tune to two different carrier frequencies, 1t
1s advantageous to distribute time stamps using at least
three different carrier frequencies. If time stamps are not
simultaneously transmitted on all carrier frequencies, but
transmitted using differing carrier frequenciles, repeated
switches between carrier frequencies a-e by the terminal
tuning means 7,7' will be necessary.

The authorisation device 6, connected to the ter-
minal 1, comprises a micro-controller 8 with associated
memory, which selects the frequency to tune in to for re-
trieving a time stamp. The authorisation device © 1is
provided with rules for selecting a frequency. These rules
are kept secret. It 1is also possible to provide the device 6
with a random number generator, making 1t theoretically im-
possible to guess which of the carrier frequencies a-e will

be chosen next.
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The terminal 1, or maybe the authorisation de-
vice 6, comprises a real-time clock 9. This clock 9 keeps
time using the same format and reference time as the broad-
caster uses for the time stamps. The first retrieved time
stamp is used to start the clock 9 with the correct time.
The purpose of the real-time clock 9 is to be able to allow
the user of the terminal 1 access at certain times or during
a certain interval of time. This depends on the conditions
of the subscription, as set by the broadcaster. The time ac-
cording to the real-time clock 9 1s checked against the time
at which access is allowed. In this way, someone who has
paid to watch a TV-programme only once, cannot record the
signal to play it back at a later time.

To make sure the real-time clock 9 is not tampered
with after it has been set, it is advantageous to regularly
check it. This can easily be done using further retrieved
time stamps. The time according to these time stamps 1s then
compared with that according to the real-time clock 9. If
the difference in time falls outside a certain time window,
the terminal 1 is disabled. The time window allows for 1nac-
curacies in the comparison and any inevitable time lags due
to signal processing and transmission. Validation of the
time according to the real-time clock 9 ensures that a
viewer cannot set the clock 9 back to watch a recorded sig-
nal a second time.

In the usual case when the user wants access to
information comprised in one or more of the modulated sig-
nals having a carrier frequency, the terminal 1 comprises
means 10 for allowing use of the terminal, which selectively
make the information available to an authorised user. These
means 10 will, as a rule, be in the form of a mi-
cro-controller with associated memory.

Selective access to the information can be af-
forded by these means 10 in a variety of ways, depending on
the particular system. In a simple embodiment, the terminal
is completely shut down when the user has no authorisation

and powered up, if the user is authorised. Alternatively,
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access to certain channels can be blocked or released de-
pending on the results of the user authorisation process. As
another alternative, the information from the broadcast sta-
tion 4 can be encrypted, encoded, or scrambled. The means 10
for allowing use of the terminal then comprise modules for
decrypting, decoding or descrambling the information when 1t
has been determined that the user 1s authorilised to access
the information.

In the example of Fig. 2, the means 10 for allow-
ing use of the terminal comprise a decryptor 11, using a key
stored in the authorisation device 6. If the authorisation
device 6 determines that use of the terminal 1 should be
disabled, decryption stops. This can occur when the time in-
terval allowed for use has elapsed, or when the system has
been tampered with.

It 1s advantageous to change the key for decrypt-
ing the information often. Thilis can be done by sendling new
keys in encrypted form. Means for decrypting keys are pro-
vided by entitlement management messages, provided to the
user at longer intervals. An entitlement management message
can be valid for a certain period of time. Accordingly, 1it
is advantageous to time stamp entitlement management mes-
sages, to ensure that they are only usable during a certain
period, just as i1nformation 1s time-stamped to ensure that
it 1s only accessible during a certain period. An embodiment
of the present invention can easily comprise this feature,
for example by adding the entitlement management message to
the time stamp, or sending the message with the time-stamped
broadcast information.

The terminal 1 shown in Fig. 2 can simultaneously tune
to two carrier frequencies. This can be used to advantage.
One of the means 7,7' can be used to tune to the carrier
frequency from which to retrieve a time stamp, whilst the
other stays tuned to the carrier frequency at which the in-
formation is transmitted. This would prevent interruption in
the delivery of the signal to the connected device 3 when

the time stamp 1s not broadcast with the same carrier fre-
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quency as the information. Alternatively, or additionally,
the terminal 1 can have some kind of storage means 12 for
storing demodulated signals before decryption, in order to
prevent disruption of viewing during the short period of
time needed for retrieving a time stamp.

Fig. 3 shows an example of a time stamp with four
fields. One data field contains the date 31, another con-
tains the time 32. Of course, these two fields could be
combined into one. A third data field contains the carrier
identification 33, i.e. an indication of which carrier fre-
quency is used to transmit this particular time stamp. The
last field of the time stamp is an encrypted signature 34.
The signature is specific for each carrier frequency. De-
cryption of the encrypted signature 34 gilves information on
one or all of the other data 31,32,33 in the signature. This
is a protective measure against false time stamps, to fur-
ther increase the reliability of the system. In cases where
an entitlement message is included in the time stamp, 1t can
be contained in a further field in the time stamp, not shown
in Fig. 3.

To summarise the important aspects mentioned above,
Fig. 4 shows an example of a process of time validation as
carried out by the system. After the terminal 1 has been ‘
switched on, the authorisation device 6 selects a carrier
frequency to tune in to for retrieving a time stamp. Ide-
ally, this is done using a random number generator. A
request for a time stamp is sent to the terminal 1, along
with the carrier frequency to tune in to for retrieving this
time stamp. The authorisation device 6 keeps track of the
requested frequency, so that it can be checked agailnst the
carrier identification 33 and encrypted signature 34 com-
prised in the retrieved time stamp. These should, of course
correspond, when the authorisation device 6 is authentic.

The terminal 1 receives the request for a time stamp
and the relevant carrier frequency to use to retrieve 1it.
One of the tuning means 7,7' tunes in to the carrier fre-

quency and the time stamp is retrieved. Either the time
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stamp is sent directly to the authorisation device 6, or the
signature is first decrypted i1n the terminal 1, using a key
supplied by the authorisation device 6. At any rate, the de-
crypted signature 34 proves that the time stamp has indeed
been retrieved from the signal with the requested carriler
frequency. The time 32 can then be retrieved from the time
stamp.

If this is the first retrieved time stamp, it is used
to initialise the real-time clock 9. The whole process can
then be repeated to retrieve a second time stamp. Any time
stamp that is not the first retrieved time stamp can be used
to validate the time, 1.e. check that the real-time clock 9
is still set to the correct time. The size of the difference
between the time according to the real-time clock 9 and that
according to the latest time stamp 1s determined. If this
size 1s smaller than a certailin permissible window, then the
time 1s correct. Providing the user of the terminal 1 1is
authorised to receive the information at that moment in
time, the received information can be decrypted in the de-
cryptor 11, and passed on to the device, for instance the
TV 3, attached to the terminal 1. After a certain time de-
lay, the process of time validation 1s repeated agailn.

It is clear that the invention 1s not limited to
the above-described embodiments, given by way of example.
The invention can be varied within the scope of the claims.
Thus, all communication methods that allow the use of modu-
lated signals having a carrier frequency can be used in the
system according to the invention. Whether and, 1f so, what
kind of information is transmitted with the time stamps is

also i1rrelevant.
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What 1s claimed is:

1. A system for time validation, the system including:

a terminal with at least one tuner to tune in to any one of a number of different
carrier frequencies;

an authorisation device capable of communicating with the terminal; and

a transmitter to transmit time stamps, using a modulated signal having a carrier
frequency, to the terminal, wherein the authorisation device includes a selector including

a random number generator to randomly select a carrier frequency to tune in to for

retrieving a time stamp.

2. The system of claim 1, wherein time stamps are transmitted at a number of

different carrier frequencies, which exceeds the number of different carrier frequencies

the terminal can simultaneously tune in to.

3. The system of claim 1, wherein the time stamp comprises a field identifying the
carrier frequency, a field representing a date, a field representing a time, and an encrypted

signature.

4, The system of claim 1, the terminal with a capability to allow use of the terminal

during a specified time interval.

5. The system of claim 1, the authorization device with a capability to add

information to the time stamps and insert into at least one of the modulated signals.

6. The system of claim 1, further comprising a pay-TV broadcast station, with a

capability to transmit at differing carrier frequencies to the terminal.

7. The system of claim 1, including a programmable device suitable for loading into
the programmable device a computer program in order to use the programmable device,

when programmed, as the authorisation device in the system.
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8. A system for time validation, the system including:

a terminal with at least one tuner to tune in to any one of a number of different
carrier frequencies;

an authorisation device capable of communicating with the terminal, the
authorisation device including a selector to select a carrier frequency to tune in to for
retrieving a time stamp; '

a transmitter to transmit time stamps, using a modulated signal having a carrier
frequency, to the terminal; and

a real-time clock, capable of being set to a time retrieved from a time stamp;

wherein the authorisation device includes a selector including a random number

generator to randomly select a carrier frequency to tune in to for retrieving the time

stamp.

9. The system of claim 8, the terminal with a capability repeatedly to retrieve further
time stamps and to compare a time retrieved from at least one of the retrieved time

stamps with a time according to the real-time clock.

10.  The system of claim 9, the terminal with a capability to allow use of the terminal,

when a result of the comparison is smaller than a specified time window.
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