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(57) Abstract: A symmetric triple parity (TP) technique in an array comprising a number p of storage devices, such as disks, with
p being a prime number is provided. The p disks are organized as one row parity disk, two symmetric parity disks andp-3 data
disks. Phantom diagonal and anti-diagonal parity disks assumed to be present are further assumed to contain a predetermined value,
thereby enabling parity encoding/decoding utilizing the phantom (anti-) diagonal disks. Row parity and symmetric parity values are
included within the computation of the diagonal and anti-diagonal parities; accordingly, the two symmetric parity and the row parity
values may be computed using the same technique as used for a triple parity erasure, i.e., in a symmetric fashion.



SYSTEM AND METHOD FOR SYMMETRIC TRIPLE PARITY

FIELD OF THE INVENTION

The present invention relates to arrays of storage systems and, more specifically,

to a technique for symmetric parity computation and reconstruction to tolerate up to three

failing storage devices of a storage array.

BACKGROUND OF THE INVENTION

A storage system typically comprises one or more storage devices into which data

may be entered, and from which data may be obtained, as desired. The storage system

may be implemented in accordance with a variety of storage architectures including, but

not limited to, a network-attached storage environment, a storage area network and a disk

assembly directly attached to a client or host computer. The storage devices are typically

disk drives, wherein the term "disk" commonly describes a self-contained rotating mag¬

netic media storage device. The term "disk" in this context is synonymous with hard disk

drive (HDD) or direct access storage device (DASD).

The disks within a storage system are typically organized as one or more groups,

wherein each group is operated as a Redundant Array of Independent (or Inexpensive)

Disks (RAID). Most RAID implementations enhance the reliability/integrity of data

storage through the redundant writing of data "stripes" across a given number of physical

disks in the RAID group, and the appropriate storing of redundant information with re-

spect to the striped data. The redundant information enables recovery of data lost when a

storage device fails.

In the operation of a disk array, it is anticipated that a disk can fail. A goal of a

high performance storage system is to make the mean time to data loss (MTTDL) as long

as possible, preferably much longer than the expected service life of the system. Data

can be lost when one or more disks fail, making it impossible to recover data from the

device. Typical schemes to avoid loss of data include mirroring, backup and parity pro¬

tection. Mirroring is an expensive solution in terms of consumption of storage resources,



such as disks. Backup does not protect data modified since the backup was created. Par¬

ity schemes are common because they provide a redundant encoding of the data that al¬

lows for a single erasure (loss of one disk) with the addition of just one disk drive to the

system.

Parity protection is used in computer systems to protect against loss of data on a

storage device, such as a disk. A parity value may be computed by summing (usually

modulo 2) data of a particular word size (usually one bit) across a number of similar disks

holding different data and then storing the results on an additional similar disk. That is,

parity may be computed on vectors 1-bit wide, composed of bits in corresponding posi-

tions on each of the disks. When computed on vectors 1-bit wide, the parity can be either

the computed sum or its complement; these are referred to as even and odd parity respec¬

tively. Addition and subtraction on 1-bit vectors are both equivalent to exclusive-OR

(XOR) logical operations. The data is then protected against the loss of any one of the

disks, or of any portion of the data on any one of the disks. If the disk storing the parity

is lost, the parity can be regenerated from the data. If one of the data disks is lost, the

data can be regenerated by adding the contents of the surviving data disks together and

then subtracting the result from the stored parity.

Typically, the disks are divided into parity groups, each of which comprises one

or more data disks and a parity disk. A parity set is a set of blocks, including several data

blocks and one parity block, where the parity block is the XOR of all the data blocks. A

parity group is a set of disks from which one or more parity sets are selected. The disk

space is divided into stripes, with each stripe containing one block from each disk. The

blocks of a stripe are usually at the same locations on each disk in the parity group.

Within a stripe, all but one block are blocks containing data ("data blocks") and one

block is a block containing parity ("parity block") computed by the XOR of all the data.

If the parity blocks are all stored on one disk, thereby providing a single disk that con¬

tains all (and only) parity information, a RAID-4 implementation is provided. If the par¬

ity blocks are contained within different disks in each stripe, usually in a rotating pattern,

then the implementation is RAID-5. The term "RAID" and its various implementations

are well-known and disclosed in A Casefor Redundant Arrays of Inexpensive Disks



(RAID), by D. A. Patterson, G. A . Gibson and R. H. Katz, Proceedings of the Interna¬

tional Conference on Management of Data (SIGMOD), June 1988.

As used herein, the term "encoding" means the computation of a redundancy

value over a predetermined subset of data blocks, whereas the term "decoding" means the

reconstruction of a data or parity block by using a subset of data blocks and redundancy

values. If one disk fails in the parity group, the contents of that disk can be decoded (re¬

constructed) on a spare disk or disks by adding all the contents of the remaining data

blocks and subtracting the result from the parity block. Since two's complement addition

and subtraction over 1-bit fields are both equivalent to XOR operations, this reconstruc-

tion consists of the XOR of all the surviving data and parity blocks. Similarly, if the par¬

ity disk is lost, it can be recomputed in the same way from the surviving data.

Parity schemes generally provide protection against a single disk failure within a

parity group. These schemes can also protect against multiple disk failures as long as

each failure occurs within a different parity group. However, if two disks fail concur-

rently within a parity group, then an unrecoverable loss of data is suffered. Failure of two

disks concurrently within a parity group is a fairly common occurrence, particularly be¬

cause disks "wear out" and because of environmental factors with respect to the operation

of the disks. In this context, the failure of two disks concurrently within a parity group is

referred to as a "double failure".

A double failure typically arises as a result of a failure of one disk and a subse¬

quent failure of another disk while attempting to recover from the first failure. The re¬

covery or reconstruction time is dependent upon the level of activity of the storage sys¬

tem. That is, during reconstruction of a failed disk, it is possible that the storage system

remains "online" and continues to serve requests (from clients or users) to access (i.e.,

read and/or write) data. If the storage system is busy serving requests, the elapsed time

for reconstruction increases. The reconstruction process time also increases as the size

and number of disks in the storage system increases, as all of the surviving disks must be

read to reconstruct the lost data. Moreover, the double disk failure rate is proportional to

the square of the number of disks in a parity group. However, having small parity groups

is expensive, as each parity group requires an entire disk devoted to redundant data.



Another failure mode of disks is media read errors, wherein a single block or sec¬

tor of a disk cannot be read. The unreadable data can be reconstructed if parity is main¬

tained in the storage array. However, if one disk has already failed, then a media read

error on another disk in the array will result in lost data. This is a second form of double

failure. It can easily be shown that the minimum amount of redundant information re¬

quired to correct a double failure is two units. Therefore, the minimum number of parity

disks that can be added to the data disks is two. This is true whether the parity is distrib¬

uted across the disks or concentrated on the two additional disks.

A known double failure correcting parity scheme is an EVENODD XOR-based

technique that allows a serial reconstruction of lost (failed) disks. The EVENODD tech¬

nique is disclosed in an article of IEEE Transactions on Computers, Vol. 44, No. 2, titled

EVENODD: An Efficient Schemefor Tolerating Double Disk Failures in RAID Architec¬

tures, by Blaum et al, Feb., 1995. A variant of EVENODD is disclosed in U.S. Patent

Number 5,579,475, titled METHOD AND MEANS FOR ENCODING AND

REBUILDING THE DATA CONTENTS OF UP TO TWO UNAVAILABLE DASDS

IN A DASD ARRAY USING SIMPLE NON-RECURSIVE DIAGONAL AND ROW

PARITY, by Blaum, et al., issued on November 26, 1996. The above-mentioned article

and patent are hereby incorporated by reference as though fully set forth herein.

In certain storage environments, it is common to utilize a significant number of

lower quality disk drives, such as, e.g., in near line storage systems for use as short term

storage before data is backed up to tape or other long-term archival systems. However,

as the number of disks in an array increases, the probability that multiple failures will oc¬

cur also increases. The probability is exacerbated by a lower mean time to failure

(MTTF) of less expensive storage devices. Thus, it is possible to have storage systems

experiencing triple failures, that is, the concurrent failures of three devices in the storage

array. Furthermore, numerous storage protocols, such as Serial Attached SCSI (SAS),

Fibre Channel (FC), etc., have resulted in increasingly complex architectures for disk

shelves which have resulted in a concomitant increase in the number of failures experi¬

enced by the disk shelves, thereby resulting in loss of access to each disk connected to a

failed disk shelf.



One technique for correcting triple failures is an extension of the EVENODD

technique termed the STAR technique, which is described in Efficient and Effective

Schemesfor Streaming Media Delivery, by Cheng Wang, dated August 2005, the con¬

tents of which is hereby incorporated by reference.

A noted disadvantage of such EVENODD and/or STAR techniques is that they

utilize asymmetric parity algorithms that require different computational steps when en¬

coding and/or decoding parity. Furthermore, asymmetric algorithms imply that each disk

is not treated identically. As a result, configuration management tasks must know and

identify whether a disk is of a particular type, e.g., whether a disk is a parity disk and/or a

data disk. For example, a reconstruction technique may involve a plurality of differing

algorithms depending on the number of failed data and/or parity disks as well as the type

of failed parity disks, e.g., row parity, diagonal parity, etc. The asymmetric nature of

these algorithms imposes additional computational complexity when implementing par¬

ity-based systems. This additional complexity may be especially noticeable when utiliz-

ing embedded systems to implement parity-based computations.

A further noted disadvantage of asymmetric parity algorithms is that utilization of

floating parity, i.e., parity stored on any of the storage devices within a parity group in¬

stead of on one or more dedicated parity storage devices, is not feasible when utilizing

asymmetric parity algorithms. This is because floating parity relies on a scheme where

some blocks on the newly added disk(s) are re-assigned as parity, converting their old

locations within the parity set to data. However, because of the special properties of

some of the parity disks, e.g., diagonal/anti-diagonal, asymmetric algorithms cannot

move/relocate parity blocks on these disks to newly added disks.

SUMMARY OF THE INVENTION

The present invention comprises a symmetric triple parity (TP) technique that

utilizes an algorithm for parity computation is identical to that used for triple reconstruc¬

tion. The TP technique is preferably used in an array comprising a number/? of storage

devices, such as disks, with/? being a prime number. The disks are divided into blocks

and the blocks are organized into stripes. The blocks of rows selected to form a stripe are



typically contiguous on each disk, although this is not a requirement of the invention.

Illustratively, the/? disks are organized as three symmetric parity disks and /7-3 data disks.

Furthermore, in the illustrative embodiment, phantom diagonal and anti-diagonal parity

disks are assumed to be present in the array. Moreover, the contents of the phantom di-

agonal and/or anti-diagonal parity disk are assumed to be a predetermined value, for ex¬

ample, zero, thereby enabling parity encoding/decoding utilizing the phantom (anti-) di¬

agonal disks. By assuming that the phantom (anti-)diagonal disks contain a predeter¬

mined value, missing values may be computed among the data, symmetric parity and/or

row parity disks in accordance with a symmetric algorithm.

The technique further assumes that the phantom diagonal parity disk stores parity

information computed along diagonal parity sets ("diagonals") of the array. The blocks

in a stripe are organized into/? diagonals, each of which contains /7-1 blocks from the

data, symmetric parity and row parity disks, and all but one of which stores its parity in a

block on the diagonal parity disk. Similarly, the technique assumes that the phantom

anti-diagonal parity disk stores parity information computed along anti-diagonal parity

sets ("anti-diagonals") of the array. Notably, the anti-diagonals have a slope that is or¬

thogonal to the diagonals.

In the event of a triple failure, the symmetric TP technique is invoked by comput¬

ing a total ofp 4-tuple sums along an intermediate (i.e., middle) disk of the failed disks

via generation of a number of crosses. The 4-tuple sums are thereafter reduced to a total

of /7-1 pairwise sums on the middle disk. The reduced pairwise sums form a solvable

system of linear equations. Illustratively, the data on the middle disk is first recovered by

solving the system of equations. Once a first block on the middle disk has been resolved,

its solution may be substituted into other equations until all blocks on the middle disk

have been recovered. Once the middle disk has been recovered, the system performs a

row-diagonal parity technique to recover the remaining two disks. In the case of an initial

write operation, encoding of the initial parity information on the three parity disks utilizes

the same algorithm as recovering three failed disks.

In accordance with the illustrative embodiment, the three parity values are in-

eluded within the computation of the phantom diagonal and phantom anti-diagonal pari-



ties. The three parity values may be computed using the same technique as used for a tri¬

ple parity erasure. During an initial write operation, a TP computation algorithm of the

technique utilizes the "a priori" knowledge that the (anti-) diagonal parity values are set

to a predetermined value, so that when thep-3 data blocks are written, the values of the

three parity disks may be computed using TP reconstruction algorithm, thereby generat¬

ing appropriate parity values to store on the parity disks. In the event of a failure of up to

three disks of the array, data is reconstructed using the same algorithm as utilized for ini¬

tial parity computation, i.e., in a symmetric fashion.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be better understood by

referring to the following description in conjunction with the accompanying drawings in

which like reference numerals indicate identical or functionally similar elements:

Fig. 1 is a schematic block diagram of a storage system environment including a

storage system in accordance with an embodiment of the present invention;

Fig. 2 is a schematic block diagram of an exemplary storage operating system for

use on the storage system of Fig. 1 in accordance with an embodiment of the present in¬

vention;

Fig. 3 is a schematic block diagram of a disk array showing disk identifiers in ac¬

cordance with an embodiment of the present invention.

Fig. 4 is a block diagram of a disk array organized in accordance with an em

bodiment of the present invention;

Fig. 5 is a schematic block diagram of a disk array showing diagonal parity stripes

in accordance with an embodiment of the present invention;

Fig. 6 is a schematic block diagram of a disk array showing anti-diagonal parity

stripes in accordance with an embodiment of the present invention; and

Fig. 7 is a flowchart detailing the steps of a procedure for performing symmetric

triple parity computation in accordance with an embodiment of the present invention.



DETAILED DESCRIPTION OF THE ILLUSTRATIVE EMBODIMENTS

A. Storage System Environment

Fig. 1 is a schematic block diagram of an environment 100 including a storage

system 120 that may be advantageously used with the present invention. The inventive

technique described herein may apply to any type of special-purpose (e.g., file server or

filer) or general-purpose computer, including a standalone computer or portion thereof,

embodied as or including a storage system 120. Moreover, the teachings of this invention

can be adapted to a variety of storage system architectures including, but not limited to, a

network-attached storage environment, a storage area network and a disk assembly di-

rectly-attached to a client or host computer. The term "storage system" should therefore

be taken broadly to include such arrangements in addition to any subsystems configured

to perform a storage function and associated with other equipment or systems.

In the illustrative embodiment, the storage system 120 comprises a processor 122,

a memory 124, a network adapter 125 and a storage adapter 128 interconnected by a sys-

tern bus 132. The memory 124 comprises storage locations that are addressable by the

processor and adapters for storing software program code and data structures associated

with the present invention. The processor and adapters may, in turn, comprise processing

elements and/or logic circuitry configured to execute the software code and manipulate

the data structures. A storage operating system 200, portions of which are typically resi-

dent in memory and executed by the processing elements, functionally organizes the sys¬

tem 120 by, inter alia, invoking storage operations executed by the storage system. It

will be apparent to those skilled in the art that other processing and memory means, in¬

cluding various computer readable media, may be used for storing and executing program

instructions pertaining to the inventive technique described herein.

The network adapter 125 comprises a plurality of ports adapted to couple the stor¬

age system 120 to one or more clients 110 over point-to-point links, wide area networks,

virtual private networks implemented over a public network (Internet) or a shared local

area network (hereinafter "network 105"). The network adapter 125 thus may comprise

the mechanical, electrical and signaling circuitry needed to connect the storage system to

the network 105, such as a computer network. Illustratively, the network 105 may be



embodied as an Ethernet network or a Fibre Channel (FC) network. Each client 110 may

communicate with the storage system 120 over network 105 by exchanging discrete

frames or packets of data according to pre-defined protocols, such as TCP/IP.

The storage adapter 128 cooperates with the storage operating system 200 execut-

5 ing on the system 120 to access information requested by a user (or client). The informa¬

tion may be stored on any type of attached array of writeable storage device media such

as video tape, optical, DVD, magnetic tape, bubble memory, electronic random access

memory, micro-electro mechanical and any other similar media adapted to store informa¬

tion, including data and parity information. However, as illustratively described herein,

o the information is preferably stored on disks 150, such as HDD and/or DASD, of array

140. The storage adapter includes input/output (I/O) interface circuitry that couples to

the disks over an I/O interconnect arrangement, such as a conventional high-performance,

FC serial link topology.

Storage of information on array 140 is preferably implemented as one or more

s storage 'Volumes" that comprise a cluster of physical storage disks 150, defining an

overall logical arrangement of disk space. Each volume is generally, although not neces¬

sarily, associated with its own file system. The disks within a volume/file system are

typically organized as one or more groups, wherein each group is operated as a Redun¬

dant Array of Independent (or Inexpensive) Disks (RAID). Most RAID implementations

o enhance the reliability/integrity of data storage through the redundant writing of data

"stripes" across a given number of physical disks in the RAID group, and the appropriate

storing of parity information with respect to the striped data.

The present invention comprises a symmetric "triple" parity (TP) technique that

provides triple failure parity correcting recovery using row parity, symmetric parity and

5 diagonal and anti-diagonal parity in a disk array. The inventive technique is preferably

implemented by a disk storage layer (shown at 240 of Fig. 2) of the storage operating sys¬

tem 200 to provide a method and system for constructing parity in stripes across multiple

storage devices, such as disks, in a storage system. The data on the data disks is stored

"in the clear", meaning it is not further encoded for storage. The contents of the array



can be reconstructed entirely, without loss of data, after any one, two or three concurrent

disk failures.

Broadly stated, the invention comprises/? storage devices where/? is a prime num¬

ber. The storage devices are divided into blocks, where the blocks are the same size. The

blocks are then organized into stripes that contain a same number of blocks in each de¬

vice, wherein each stripe contains p-1 rows of blocks. That is, each stripe, one block is

selected from each of all but one of the devices that are not the phantom diagonal or

phantom anti-diagonal parity device in that stripe, with the further restriction that no two

of the selected blocks belong to the same row. This is called a diagonalparity set or "di-

agonal". A diagonal may be formed, for example, by numbering the data, and parity de¬

vices from 0 to p-1, numbering the rows from 0 to p-2, and then assigning the block at

device i, rowy to diagonal (/+/) mod(p). The formation of diagonals continues (e.g.,

wraps around within the group of p-1 rows) until all blocks that are not on the phantom

diagonal and anti-diagonal parity devices in the stripe are assigned to diagonals, with the

further restriction that no two diagonals exclude all blocks from the same device. There

are/? diagonals. A similar technique is utilized to assign parity and blocks to anti-

diagonalparity sets or ^anti-diagonals. " The formation of anti-diagonals continues (e.g.,

wraps around within a group of p-1 rows) until all blocks that are not on the phantom

anti-diagonal parity and diagonal devices in the stripe are assigned to anti-diagonals,

with the further restriction that no two anti-diagonals excludes all blocks from the same

device. An anti-diagonal may be formed, for example, by numbering the data, and parity

devices from 0 to p-1, numbering the rows from 0 to p-2, and then assigning the block at

device /, rowy to diagonal (p-\-i+j) mod (/?).

By assuming that the phantom (anti-)diagonal parity disks have a zero (or other

predetermined) value, a triple parity recovery technique can be made symmetric to enable

the same procedure to be performed for both encoding and decoding.

Parity is generally calculated as an exclusive-OR (XOR) of data blocks to form a

parity block. The XOR operation is generally performed over the same 1-bit field in each

input block to produce a single corresponding bit of output. As noted, the XOR operation

is equivalent to two's complement addition or subtraction of two 1-bit fields. Redundant



parity information may also be computed as the sum of same-sized multi-bit fields (e.g.,

8, 16, 32, 64, 128 bits) in all the inputs. For example, the equivalent of parity may be

computed by adding data using two's complement addition on 32-bit fields to produce

each 32 bits of redundant information. This is only the case assuming non-reliance on the

fact that an XOR operation directed to the same input twice into a block produces the

original content of the block, as the XOR of a block with itself produces zero.

It will be apparent to those skilled in the art that a block (for purposes of parity

computation) may or may not correspond to a file block, a database block, a disk sector

or any other conveniently sized unit. There is no requirement that the block size used for

parity computation have any relation to any other block sizes used in the system. How¬

ever, it is expected that one or more integer number of parity blocks will fit into a unit

defined to be one or more integer number of disk sectors. In many cases, some number

of blocks will correspond to file system or database blocks, and will typically be of size

4k (4096) bytes or some higher power of two bytes (e.g., 8k, 16k, 32k, 64k, 128k, 256k).

The illustrative system described herein preferably performs full stripe write op¬

erations. In particular, individual file blocks that are typically 4k or 8k bytes may be di¬

vided into smaller blocks used only for parity computation, so that full stripes of, e.g., 4k

byte sized blocks can be written to the disks of the array. When full stripes are written to

disk, all parity computations may be performed in memory before the results are written

to disk, thus reducing the burden of computing and updating parity on disk.

B. Storage Operating System

To facilitate access to the disks, the storage operating system 200 implements a

write-anywhere file system that cooperates with virtualization modules to provide a func¬

tion that "virtualizes" the storage space provided by disks. The file system logically or-

ganizes the information as a hierarchical structure of named directory and file objects

(hereinafter "directories" and "files") on the disks. Each "on-disk" file may be imple¬

mented as set of disk blocks configured to store information, such as data, whereas the

directory may be implemented as a specially formatted file in which names and links to

other files and directories are stored. The virtualization system allows the file system to

further logically organize information as a hierarchical structure of named virtual disks



(vdisks) on the disks, thereby providing an integrated NAS and SAN system approach to

storage by enabling file-based (NAS) access to the files and directories, while further

enabling block-based (SAN) access to the vdisks on a file-based storage platform.

In the illustrative embodiment, the storage operating system is preferably the

NetApp® Data ONTAP® operating system available from Network Appliance, Inc.,

Sunnyvale, California that implements a Write Anywhere File Layout (WAFL®) file sys¬

tem. However, it is expressly contemplated that any appropriate storage operating sys¬

tem, including a write in-place file system, may be enhanced for use in accordance with

the inventive principles described herein. As such, where the term "Data ONTAP" is

employed, it should be taken broadly to refer to any storage operating system that is oth¬

erwise adaptable to the teachings of this invention.

As used herein, the term "storage operating system" generally refers to the com¬

puter-executable code operable on a computer that manages data access and may, in the

case of a storage system, implement data access semantics, such as the Data ONTAP®

storage operating system, which is implemented as a microkernel. The storage operating

system can also be implemented as an application program operating over a general-

purpose operating system, such as UNIX® or Windows XP®, or as a general-purpose

operating system with configurable functionality, which is configured for storage applica¬

tions as described herein.

In addition, it will be understood to those skilled in the art that the inventive tech¬

nique described herein may apply to any type of special-purpose (e.g., storage serving

appliance) or general-purpose computer, including a standalone computer or portion

thereof, embodied as or including a storage system. Moreover, the teachings of this in¬

vention can be adapted to a variety of storage system architectures including, but not Hm-

ited to, a network-attached storage environment, a storage area network and disk assem¬

bly directly-attached to a client or host computer. The term "storage system" should

therefore be taken broadly to include such arrangements in addition to any subsystems

configured to perform a storage function and associated with other equipment or systems.

Fig. 2 is a schematic block diagram of the storage operating system 200 that may

be advantageously used with the present invention. The storage operating system com-



prises a series of software layers organized to form an integrated network protocol stack

or, more generally, a multi-protocol engine that provides data paths for clients to access

information stored on the multi-protocol storage system using block and file access pro¬

tocols. The protocol stack includes a media access layer 210 of network drivers (e.g.,

gigabit Ethernet drivers) that interfaces to network protocol layers, such as the IP

layer 212 and its supporting transport mechanisms, the TCP layer 214 and the User Data¬

gram Protocol (UDP) layer 216. A file system protocol layer provides multi-protocol file

access and, to that end, includes support for the DAFS protocol 218, the Network File

System (NFS) protocol 220, the Common Internet File System (CIFS) protocol 222 and

the Hypertext Transfer Protocol (HTTP) protocol 224. A VI layer 226 implements the VI

architecture to provide direct access transport (DAT) capabilities, such as RDMA, as re¬

quired by the DAFS protocol 218.

An iSCSI driver layer 228 provides block protocol access over the TCP/IP net¬

work protocol layers, while a FC driver layer 230 operates with the network adapter to

receive and transmit block access requests and responses to and from the storage system.

The FC and iSCSI drivers provide FC-specific and iSCSI-specific access control to the

luns (vdisks) and, thus, manage exports of vdisks to either iSCSI or FCP or, alternatively,

to both iSCSI and FCP when accessing a single vdisk on the storage system. In addition,

the storage operating system includes a disk storage layer 240, such as a RAID system,

that implements a disk storage protocol, such as a RAID protocol, and a disk driver

layer 250 that implements a disk access protocol such as, e.g., a SCSI protocol.

In the illustrative embodiment of the present invention, the disk storage layer

(e.g., RAID system 240) implements the novel symmetric TP technique. Illustratively,

during write operations, the RAID system 240 encodes data according to an encoding

technique described below and, in response to the detection of one or more failures of

storage devices, executes a novel TP reconstruction algorithm of the technique, also de¬

scribed further below. It should be noted that in alternate embodiments, the novel sym¬

metric TP technique may be implemented by modules of the storage operating system

other than the RAID system 240. As such, the description of the RAID system 240 im-

plementing the novel symmetric TP technique should be taken as exemplary only.



Bridging the disk software layers with the integrated network protocol stack lay¬

ers is a virtualization system 255 that is implemented by a file system 265 interacting

with virtualization modules illustratively embodied as, e.g., vdisk module 270 and SCSI

target module 260. It should be noted that the vdisk module 270, the file system 265 and

SCSI target module 260 can be implemented in software, hardware, firmware, or a com¬

bination thereof. The vdisk module 270 interacts with the file system 265 to enable ac¬

cess by administrative interfaces in response to a system administrator issuing commands

to the multi-protocol storage system 120. In essence, the vdisk module 270 manages

SAN deployments by, among other things, implementing a comprehensive set of vdisk

(lun) commands issued through a user interface by a system administrator. These vdisk

commands are converted to primitive file system operations ("primitives") that interact

with the file system 265 and the SCSI target module 260 to implement the vdisks.

The SCSI target module 260, in turn, initiates emulation of a disk or lun by pro¬

viding a mapping procedure that translates luns into the special vdisk file types. The

SCSI target module is illustratively disposed between the FC and iSCSI drivers 230, 228

and the file system 265 to thereby provide a translation layer of the virtualization sys¬

tem 255 between the SAN block (lun) space and the file system space, where luns are

represented as vdisks. By "disposing" SAN virtualization over the file system 265, the

multi-protocol storage system reverses the approaches taken by prior systems to thereby

provide a single unified storage platform for essentially all storage access protocols.

The file system 265 is illustratively a message-based system; as such, the SCSI

target module 260 transposes a SCSI request into a message representing an operation

directed to the file system. For example, the message generated by the SCSI target mod¬

ule may include a type of operation (e.g., read, write) along with a pathname (e.g., a path

descriptor) and a filename (e.g., a special filename) of the vdisk object represented in the

file system. The SCSI target module 260 passes the message into the file system 265 as,

e.g., a function call, where the operation is performed.

The file system 265 illustratively implements the WAFL file system having an

on-disk format representation that is block-based using, e.g., 4 kilobyte (KB) blocks and

using inodes to describe the files. The WAFL file system uses files to store metadata de-



scribing the layout of its file system; these metadata files include, among others, an inode

file. A file handle, i.e., an identifier that includes an inode number, is used to retrieve an

inode from disk. A description of the structure of the file system, including on-disk ino-

des and the inode file, is provided in the U.S. Patent No. 5,819,292 entitled METHOD

FOR MAINTAINING CONSISTENT STATES OF A FILE SYSTEM AND FOR

CREATING USER-ACCESSIBLE READ-ONLY COPIES OF A FILE SYSTEM, by

David Hitz, et al.

Operationally, a request from the client 110 is forwarded as a packet over the

computer network 105 and onto the storage system 120 where it is received at the net-

work adapter 125. A network driver processes the packet and, if appropriate, passes it on

to a network protocol and file access layer for additional processing prior to forwarding

to the write-anywhere file system 265. Here, the file system generates operations to load

(retrieve) the requested data from disk 150 if it is not resident "in-core," i.e., in the mem¬

ory 124. If the information is not in the memory, the file system 265 indexes into the

inode file using the inode number to access an appropriate entry and retrieve a logical

volume block number (vbn). The file system then passes a message structure including

the logical vbn to the RAID system 240; the logical vbn is mapped to a disk identifier and

disk block number (disk,dbn) and sent to an appropriate driver (e.g., SCSI) of the disk

driver system 250. The disk driver accesses the dbn from the specified disk 150 and

loads the requested data block(s) in memory for processing by the storage system. Upon

completion of the request, the storage system (and operating system) returns a reply to

the client 110 over the network 105.

It should be noted that the software "path" through the storage operating system

layers described above needed to perform data storage access for the client request re-

ceived at the storage system may alternatively be implemented in hardware. That is, in

an alternate embodiment of the invention, a storage access request data path may be im¬

plemented as logic circuitry embodied within a field programmable gate array (FPGA) or

an application specific integrated circuit (ASIC). This type of hardware implementation

increases the performance of the storage service provided by storage system 120 in re-

sponse to a request issued by client 110. Moreover, in another alternate embodiment of

the invention, the processing elements of adapter 125, 128 may be configured to offload



some or all of the packet processing and storage access operations, respectively, from

processor 122, to thereby increase the performance of the storage service provided by the

system. It is expressly contemplated that the various processes, architectures and proce¬

dures described herein can be implemented in hardware, firmware or software.

As used herein, the term "storage operating system" generally refers to the com¬

puter-executable code operable to perform a storage function in a storage system, e.g.,

that manages data access and may implement file system semantics. In this sense, the

Data ONTAP software is an example of such a storage operating system implemented as

a microkernel and including a file system layer to implement file system semantics and

manage data access. The storage operating system can also be implemented as an appli¬

cation program operating over a general-purpose operating system, such as UNIX® or

Windows XP®, or as a general-purpose operating system with configurable functionality,

which is configured for storage applications as described herein.

In addition, it will be understood to those skilled in the art that the inventive tech-

nique described herein may apply to any type of special-purpose (e.g., file server, filer or

storage system) or general-purpose computer, including a standalone computer or portion

thereof, embodied as or including a storage system 120. An example of a storage system

that may be advantageously used with the present invention is described in U.S. Patent

Application Serial No. 10/215,917 titled, MULTI-PROTOCOL STORAGE APPLIANCE

THAT PROVIDES INTEGRATED SUPPORT FOR FILE AND BLOCK ACCESS

PROTOCOLS, by Brian Pawlowski, et al., filed on August 8, 2002. Moreover, the teach¬

ings of this invention can be adapted to a variety of storage system architectures includ¬

ing, but not limited to, a network-attached storage environment, a storage area network

and disk assembly directly-attached to a client or host computer. The term "storage sys-

tern" should therefore be taken broadly to include such arrangements in addition to any

subsystems configured to perform a storage function and associated with other equipment

or systems.

C. Array Configuration

The present invention comprises a symmetric triple parity (TP) technique that re-

duces the overhead of computing parity for a storage array adapted to enable efficient re-



covery from the concurrent failure of up to three storage devices in the array. The TP

technique is preferably used in an array comprising a number/? of storage devices, such

as disks, with/? being a prime number. The disks are divided into blocks and the blocks

are organized into stripes. The blocks of rows selected to form a stripe are typically con-

tiguous on each disk, although this is not a requirement of the invention. Illustratively,

the p disks are organized as three parity disks and/>-3 data disks. Furthermore, in the il¬

lustrative embodiment, phantom diagonal and anti-diagonal parity disks are assumed to

be present in the array. Moreover, the contents of the phantom diagonal and/or anti-

diagonal parity disk are assumed to be a predetermined value, for example, zero, thereby

enabling parity encoding/decoding utilizing the phantom (anti-) diagonal disks. By as¬

suming that the phantom (anti-)diagonal disks contain a predetermined value, missing

values may be computed among the data, and symmetric parity disks in accordance with

a symmetric algorithm.

The technique further assumes that the phantom diagonal parity disk stores parity

information computed along diagonal parity sets ("diagonals") of the array. The blocks

in a stripe are organized into p diagonals, each of which contains p-\ blocks from the data

and symmetric parity disks, and all but one of which stores its parity in a block on the

diagonal parity disk. Similarly, the technique assumes that the anti-diagonal parity disk

stores parity information computed along anti-diagonal parity sets ("anti-diagonals") of

the array. Notably, the anti-diagonals have a slope that is orthogonal to the diagonals.

In the event of a triple failure, the symmetric TP technique is invoked by comput¬

ing a total ofp 4-tuple sums along an intermediate (i.e., middle) disk of the failed disks

via generation of a number of crosses. The 4-tuple sums are thereafter reduced to a total

of /7-1 pairwise sums on the middle disk. The reduced pairwise sums form a solvable

system of linear equations. Illustratively, the data on the middle disk is first recovered by

solving the system of equations. Once a first block on the middle disk has been resolved,

its solution may be substituted into other equations until all blocks on the middle disk

have been recovered. Once the middle disk has been recovered, the system performs a

row-diagonal parity technique to recover the remaining two disks. In the case of an initial

write operation, encoding of the initial parity information the three parity disks utilizes

the same algorithm as recovering three failed disks.



In accordance with the illustrative embodiment, row parity and symmetric parity

values are included within the computation of the diagonal and anti-diagonal parities. The

three symmetric parity values may be computed using the same technique as used for a

triple parity erasure. During an initial write operation, a TP computation algorithm of the

technique utilizes the "a priori" knowledge that the (anti-) diagonal parity values are set

to a predetermined value, so that when thep-3 data blocks are written, the values of the

three symmetric parity disks may be computed using TP reconstruction algorithm,

thereby generating appropriate parity values to store on the symmetric parity disks. In

the event of a failure of up to three disks of the array, data is reconstructed using the same

algorithm as utilized for initial parity computation, i.e., in a symmetric fashion.

Fig. 3 is a block diagram of a disk array 300 organized in accordance with the

novel symmetric TP technique of the present invention. Assume/? equals the number of

disks in the array, where/? =5. It should be noted that p=5 is used for exemplary purposes

only and that any prime number may be utilized. As such, it should be noted that the

principles of the present invention apply to any p. The first p-3 disks (DO-I) hold data,

while disk p (RP) holds row parity, and disks SP 1-2 hold symmetric parity information to

enable symmetric encoding and recovery of the array. It should be noted that these three

disks, i.e., disk RP and disk SPl and SP2, may be used interchangeably. As such, the

three disks may be referred to generally as symmetric parity disks. Furthermore, it

should be noted that the final row of the array is a phantom row and is shown only for

descriptive purposes, phantom disk DP holds diagonal parity and phantom disk ADP

holds anti-diagonal parity. Disks DP and ADP are assumed to store zero values in accor¬

dance with an illustrative embodiment of the invention. However, it should be noted that

in alternate embodiments phantom disks ADP/DP may be assumed to store other prede-

termined values. As such, the description of disks ADP/DP storing zero values should be

taken as exemplary only.

The data blocks, symmetric parity blocks and the row parity blocks are numbered

such that each block belongs to a diagonal parity set and, within each row, each block

belongs to a different diagonal parity set. Fig. 4 is a schematic diagram illustrating as-

signment of blocks to parity groups in accordance with an embodiment of the present in¬

vention The notation D
a

b,c and Pa ,c denotes the respective contributions of data (D) and



parity (P) blocks to specific row (a), diagonal (b) and anti-diagonal (c) parity computa¬

tions. That is, the notation D c means that those data blocks belong to the row or diago¬

nal used for purposes of computing row parity a, diagonal parity b and anti-diagonal par¬

ity c, while Pa,b,c stores the parity for row parity set a and also contributes to diagonal par-

ity set b and anti-diagonal parity c. For example, Po, 8, io - Do, 4,9 θ Do, 5, 13 θ SP0,6, 12

Φ SPo, 7, 11, wherein θ represent an XOR operation. The notation also includes the par¬

ity block used for purposes of computing the diagonal parity for a particular diagonal,

e.g., P = Do, 4,9 θ SP3,4,io θ SP2,4, i3 θ Pi, 4, 11. Note that each of the diagonal parity

blocks stored on the diagonal parity disk contains contributions from all but one of the

other disks (including the row parity disk but excluding the anti-diagonal disk) of the ar¬

ray. For example, the diagonal parity block P has contributions from D O (Do, 4, 9), SPl

(SP3,4, 1), SP2 (SP2,4, 13) and RP (Pi, 4, 11), but no contribution from Dl. Note also that the

diagonal parity for diagonal 8 (P ) is neither computed nor is it stored on the diagonal

parity disk DP.

Figs. 5 and 6 are schematic diagrams of an array showing the assignment of

blocks to diagonals and anti-diagonals, respectively. Fig. 5 shows an array 500 illustrat¬

ing the assignment of blocks to diagonals, wherein each block is labeled with a number

corresponding to the diagonal to which it belongs. Also shown (in phantom) is the

dropped diagonal that is not computed when encoding the array. Similarly, Fig. 6 shows

an array 600 illustrating the assignment of blocks to anti-diagonals, including illustration

(in phantom) of the dropped anti-diagonal that is not computed on the array. As noted

above, the assignment of blocks to (anti-)diagonals may be permuted as long as no single

disk includes two blocks of an (anti-)diagonal thereon.

D. Parity Encoding / Decoding

Fig. 7 is a flowchart detailing the steps of a procedure 700 for encoding/decoding

symmetric triple parity in accordance with an embodiment of the present invention. It

should be noted that in the illustrative embodiment, during an initial encoding operation,

i.e., in response to an initial write operation, the three symmetric parity disks are assumed

to have failed, thereby necessitating the computation of the parity that should be written

in response to the write operation. It should be noted that for a write operation, only



those parity blocks within the stripe where the write occurs need to be com¬

puted/reconstructed. This is in distinction to a disk failure where the disk(s) must be

wholly reconstructed. Thus, as used herein, the term "failed disks" may include the three

symmetric disks when performing an initial write operation.

Before initiating the encoding the parity, it should be noted that for each of the p

disks, the XOR sum of blocks along each diagonal and anti-diagonal is zero. The proce¬

dure 700 begins in step 705 and continues to step 712 where the RAID system computes

an algebraic operation, e.g., an XOR sum of the missing blocks on the three failed disks

along each of the three dimensions - row, diagonal and anti-diagonal. Illustratively, com-

puting this sum at this point helps to reduce the number of XOR operations required to

reconstruct the remaining two disks once the middle disk has been recovered.

For the purposes of description of procedure 700, assume that disks DO, D l and

SP2 have failed. For example, the row parity sum of missing blocks Doo, DOi and SP0

(blocks on the first row of Fig. 3) can be computed as

D00 ΘDoi ΘSP03 = RP0 ΘSP02

Similarly, the row parity sum of missing blocks D3o, D31, and SP33 (blocks on the fourth

row of Fig. 3) can be computed as

D30 ΘD31ΘSP33= RP3 ΘSP32

The anti-diagonal parity sum of missing blocks Doo, D i1 nd SP33 (referencing Fig 6,

these are blocks on anti-diagonal 4) can be computed as

D00 ΘD i i ΦSP33 = ADP 0 0SP 22

The diagonal parity sum of missing blocks D30, D 1 and SP03 (referencing Fig 5, these are

blocks on diagonal 3) can be computed as

D30 ΘD21 ΘSP03 = DP3 ΘSP12

The RAID system then computes a total of/? 4-tuple sums on the failed middle

disk (steps 714-718). In step 713, the disks are ordered by defining a distance between

the columns of the failed disks as:

g=Y-X



h=Z-Y

The RAID system then identifies the failed disks as X, Y and Z having a value equal to

the index of the three failed disks in the array and wherein the disks are labeled from 0-p-

1. Thus, for example, if disks DO, D l and SP2 from array 500 fail, then X=O, Y=I and

Z=3. It should be noted that other orderings of failed disks is possible. For a write op¬

eration, the failed disks are X=2, Y=3 and Z=4, ie., to compute the parity for disks SPl,

SP2 and RP. However, using the example of procedure 700 wherein X=O, Y=I and Z=3,

then g = 1-0=1 and h=3-l=2. By this definition, the Y disk is the middle disk.

In step 714, the RAID system selects a row k. For example, assume k=0. The

system then retrieves the sum of the row parity of blocks on the failing (missing) disks

corresponding to the selected row (step 715). In this example, the sum for row k = 0 was

previously computed as Doo®Doi ΘSPo3 = RPo ΘSPo2. In step 716, the system retrieves

the diagonal for the block within row k that is on disk Z. Illustratively, assuming k=0,

the sum of the missing blocks on this diagonal is D3oθ D2 i ΘSP03 = DP3 ΘSPi 2. The

RAID system then retrieves the anti-diagonal for the block on row k on disk X in step

717. Illustratively, this is equal to DOoθ D u ΘSP33 = ADP 0 ΘSP22.

As used herein, the row on which the (anti-)diagonal terminates is termed row q.

In step 718, the RAID system retrieves the row parity sum of blocks on the missing disks

corresponding to row q, which is illustratively D3oθ D3 1 ΘSP33 = RP3 ΘSP32.

In the illustrative embodiment, at each step 715-718, the retrieved sum is XORed

together with the previous sum. For the example of row k=0, the total is:

Doo θ Doi ΘSP03 D30 ΘD3 1 ΘSP33 ΘDoo ΘD π ΘSP33 ΘD30 ΘD2 ®SP 03 =

RP0 SSP 02 ΘRP3 ΘSP32 ΘADPo ΘSP22 SDP 3 θ SPi2

which reduces to:

Doi D 11ΘD21ΘD31= RP0 ΘSP02 ΘRP3 ΘSP32 ΘADPo 0SP 22 θ DP3 ΦSPi 2

The right hand side of this equation is known, thereby leaving an equation with

four unknowns on the middle disk. To solve for the missing data, p such sums are com¬

puted by starting crosses at different stripes. Since the array only contains p -1 rows, the



pth 4-tuple sum is formed by constructing a cross using the phantom row D4o, D4 1, SP42,

SP43, and RP4 and the dropped diagonal and anti-diagonal corresponding to Z and X re¬

spectively. More generally, duplicate terms in the top and bottom rows at each cross are

canceled, thereby resulting in the sum of at most four blocks on the middle disk.

In this example, the first cross (based on row 0) results in a tuple comprising

[0,1,2,3] which represents the index of the blocks on the middle disk that are summed.

By generating p crosses, the tuple corresponding to row k can be represented by [k, k+g,

k+h, k+h+g] wherein all of the addition is performed modulo p.

It should be noted that the step of computing 4-tuple sums can be performed as-

suming an arbitrary ordering of the failed disks. In the above example the order chosen is

X=O, Y=I and Z=3. Alternately, a different ordering X=O, Y=3 and Z=I could have been

chosen. In this alternate case the middle disk would be Y=2 and the values are g=Y-X = 3

and h=Z-Y = -2. It is thus apparent that for 3 disk failures there is a total of 6 possible

orderings. Since each ordering results in a different set of values for g and h, the number

of XOR operations required to solve the set of linear equations represented by the 4-tuple

sums in order to recover the middle disk is different. For example, if the middle disk is

recovered by first reducing the set of 4-tuple sums to pairwise sums, then the number of

4-tuples required would be different. Hence, to minimize the number of XOR operations

required, the ordering that results in the fewest set of tuples required to reduce to a pair-

wise sum is chosen.

Also, the distance between erasure columns is notable in this step. Clearly, if g =

h, then two additional blocks on the middle disk cancel out, thereby converting the 4-

tuple to a 2-tuple. Hence the next step is not required for equidistant failures. Also, repre¬

senting the tuple corresponding to row '0' as [0, g, h, h + g], one can generalize equidis-

tant failures to the condition g = h mod (p) or [(g - h) mod p = O]. This condition im¬

plies that the second and the third blocks within the 4-tuple are identical and hence cancel

out.

Once the 4-tuple sums have been constructed, the RAID system illustratively re¬

duces the 4-tuple sums to pairwise sums on the middle disk in step 720. To form a pair-

wise sum, the system selects a subset of the equations such that the common blocks can-



eel out leaving only two blocks. Computing the sum for the subset results in a pairwise

sum of blocks on the middle disk. It should be noted that the 4-tuple sums represent a set

of linear equations that can be solved in a number of ways. Reduction to pairwise sums

is one illustrative embodiment.

There may be multiple ways for choosing a subset of tuples to reduce them to a

pairwise sum. In one embodiment the subset of tuples is chosen by starting with a tuple

corresponding to row k and chosing subsequent tuples at an offset g (or K) from the last.

At each step, common blocks are cancelled and the process continues until only two un¬

known blocks are left remaining. This results in a pairwise sum.

For example, starting with the 4-tuple sum corresponding to row 0, i.e., [0, g, h, g

+ h], it is apparent that choosing another tuple at an offset g, helps cancel two blocks

while adding two new blocks, thus keeping the total number of unknown blocks the

same. This is because the tuple corresponding to row g is [g, 2g, h + g,-2g + h] which

helps cancel common blocks g and h+g since they are present in both tuples, (all addi-

tions and multiplications are here assumed to be modulo p). Hence, starting with the 4-

tuple corresponding to row 0 (treating this as the first step), and selecting consecutive tu¬

ples at an offset g, step m results in the sum of blocks [0, (m*g) mod p, h, (m*g + h)mod

P]-

Given that/> is a prime and the condition {g, h < p} holds, one can always find a

m (0 < m < p) such that [ (m*g + h) mod p ] = 0 is true. Similarly, one can always find a

m such that [ (m*g - h) mod p] = 0 is true. Hence, by choosing a m such that [(m*g + h)

mod p] = 0, the first and the fourth blocks in the result [0, (m*g) mod p, h, (m*g + h)mod

p ] can be cancelled after the mth step. Alternatively, by choosing a m such that'[ (m*g -

h) mod p ] = 0, the second and the third blocks can be cancelled after the /wth step. Since

only two unknown blocks are left, the process of selecting tuples can be terminated at this

step. Repeating the above step by starting with 4-tuple sums at each of thep-\ rows re¬

sults in /7-1 pairwise sums

By performing algebraic operations, one of the equations results in a single un¬

known equaling a known quantity, which in this case is zero, which may then be substi-



tuted into the previous equations to solve for all unknowns on the middle disk, thereby

recovering the middle disk in step 725.

Specifically, as the construction of the array uses only/>-l rows, the pth block on

disk Y is zero. Thus, the value of the block that is pairwise XORed with the pth block is

known at the completion of creation of the pairwise sums, i.e., an equation results with

only one unknown. By substituting the solution to the recovered block, and using the

other pairwise sums, the remaining blocks on the middle disk may be recovered. At this

point, the RAID system has reconstructed the middle disk leaving only two failed disks.

As this problem has been solved previously using row diagonal parity, the system imple-

ments such R-D parity to recover the missing two disks. Accordingly, once the middle

disk has been recovered, the RAID system utilizes R-D parity to recover the remaining

two disks in step 730 before completing in step 735. R-D parity is described in the

above-incorporated U.S. Patent Application Serial No. 10/035,607, which was filed on

December 28, 2001, by Peter F. Corbett for a ROW-DIAGONAL PARITY

TECHNIQUE FOR ENABLING EFFICIENT RECOVERY FROM DOUBLE

FAILURES IN A STORAGE ARRAY.

It should be noted that the symmetric TP technique of the present invention may

also be utilized in recovering from triple failures in other applications that rely on redun¬

dant data streams. For example, the TP technique may be utilized in data communication

applications, where additional data is transmitted to reduce the reliance on retransmis¬

sions to recover from up to three lost and/or corrupted packets. Additionally, it should be

noted that in alternate embodiments, other algebraic operations, other than XOR opera¬

tions, may be utilized.

It should be understood that the principles of the present invention may be utilized

with any asymmetrical horizontal erasure code to generate a symmetric variant thereof.

As such, the above description relating to symmetric triple erasure code algorithms is to

be taken as exemplary only. More generally, any horizontal erasure code and technique

may be modified to generate a symmetric variant in accordance with the principles of the

present invention by introducing one or more symmetric parity disks and utilizing one or



more phantom parity disks containing predetermined values to thereby enable parity en¬

coding and decoding to occur utilizing identical algorithms.

The foregoing description has been directed to specific embodiments of this in¬

vention. Additionally, the procedures, processes and/or modules described herein may be

implemented in hardware, software, embodied as a computer-readable medium having

program instructions, firmware, or a combination thereof. It will be apparent, however,

that other variations and modifications may be made to the described embodiments, with

the attainment of some or all of their advantages. Therefore, it is the object of the ap¬

pended claims to cover all such variations and modifications as come within the true

spirit and scope of the invention.

What is claimed is:



CLAIMS

1. A method for enabling recovery from three or fewer concurrent failures of storage

devices in a storage array, the method comprising the steps of:

providing the array with a predetermined number of storage devices, including a

plurality of first devices configured to store data, and symmetric parity, wherein the pre-

determined number of storage devices is p and wherein p is a prime number;

dividing each device into blocks;

organizing the blocks into stripes that contain a same number of blocks in each

device, wherein each stripe comprises p-\ rows of blocks;

defining the diagonal parity along diagonal parity sets that span the first devices,

wherein the diagonal parity sets wrap around within a group ofp-1 rows so that all blocks

belonging to diagonal parity sets of a stripe are stored in the stripe;

defining the anti-diagonal parity along anti-diagonal parity sets that span the first

devices, wherein the anti-diagonal parity set wraps around within a group ofp-1 rows so

that all blocks belonging to the anti-diagonal parity sets of a stripe are stored in the stripe;

assigning a predetermined value to the diagonal parity and anti-diagonal parity;

and

computing parity for the plurality of devices configured to store three parity val¬

ues using values written to the plurality of devices configured to store data and the prede¬

termined value assigned to the diagonal parity and anti-diagonal parity sets.

2. The method of claim 1 wherein row parity blocks in a stripe are all stored on a

single device.

3. The method of claim 1 wherein the step of computing parity comprises computing

a total of p 4-tuple sums on one of the first devices configured to store symmetric parity.



4. The method of claim 3 wherein the step of computing further comprises generat-

ing the computed 4-tuple sums using a number of crosses.

5. The method of claim 1 wherein the first devices include a plurality of data de¬

vices, and wherein the data devices are not all present and absent data devices are treated

as containing zero-valued data.

6. The method of claim 1 wherein locations of parity blocks shift from device to

device within different stripes.

7. The method of claim 1 wherein the stripes are a power of two number of bits in

size.

8. A system configured to enable recovery from three or fewer concurrent failures

of storage devices, the system comprising:

an array having a predetermined number of storage devices, including a plurality

of first devices configured to store data, and symmetric parity, wherein the predetermined

number of storage devices isp and wherein/? is a prime number;

a storage operating system including a device storage layer configured to imple¬

ment a symmetric triple parity (TP) technique that (i) computes the diagonal parity along

diagonal parity sets that span the first devices,(ii) computes the anti-diagonal parity along

anti-diagonal parity sets that span the first devices, wherein the diagonal and anti-

diagonal parity are assigned a predetermined value, (iii) computes a total of p 4-tuple

sums along an intermediate storage device of the failed storage devices; and (iv) gener¬

ates the computed 4-tuple sums using a number of crosses; and

a processing element configured to execute the storage operating system to

thereby invoke storage access operations to and from the array in accordance with the TP

parity technique.



9. The system of claim 8 wherein row parity blocks in a stripe are all stored on a

single device.

10. The system of claim 8 wherein the device storage layer is a RAID system and

wherein the storage devices are disks.

11. The system of claim 8 wherein the RAID system further divides each disk into

blocks and organizes the blocks into stripes.

12. The system of claim 11 wherein each stripe comprises p-\ rows of blocks,

wherein each row contains one block from each disk.

13. The system of claim 10 wherein the RAID system is implemented in logic cir-

cuitry.

14. The system of claim 8 wherein the devices are one of video tape, magnetic tape,

optical, DVD, bubble memory, magnetic disk, electronic random access memory and mi¬

cro-electro mechanical storage devices.

15. The system of claim 8 wherein the first devices include a plurality of data devices,

and wherein the data devices are not all present and absent data devices are treated as

containing zero-valued data.

16. A computer readable medium containing executable program instructions for

enabling recovery from three or fewer concurrent failures of storage devices in a storage

array, the executable program instructions comprising program instructions for:

providing the array with a predetermined number of storage devices, including a

plurality of first devices configured to store data, and symmetric parity, wherein the pre¬

determined number of storage devices \sp and wherein/? is a prime number;

dividing each device into blocks;



organizing the blocks into stripes that contain a same number of blocks in each

device, wherein each stripe comprises p-\ rows of blocks;

defining the diagonal parity along diagonal parity sets that span the first devices,

wherein the diagonal parity sets wrap around within a group ofp-1 rows so that all blocks

belonging to diagonal parity sets of a stripe are stored in the stripe;

defining the anti-diagonal parity along anti-diagonal parity sets that span the first

devices, wherein the anti-diagonal parity set wraps around within a group ofp-1 rows so

that all blocks belonging to the anti-diagonal parity sets of a stripe are stored in the stripe;

assigning a predetermined value to the diagonal parity and anti-diagonal parity;

and

computing parity for the plurality of devices configured to store row parity and

symmetric parity using values written to the plurality of devices configured to store data

and the predetermined value assigned to the diagonal parity and anti-diagonal parity.

17. A method for enabling recovery from three concurrent failures of storage devices in a

storage array, the method comprising the steps of:

computing an algebraic operation on missing blocks on each of a set of failed

storage devices along a row, a diagonal and an anti-diagonal, wherein a diagonal parity

value and an anti-diagonal parity value are set to a predetermined value; and

computing a set of 4-tuple sums on a middle failed storage device.

18. The method of claim 17 wherein the step of computing a set of 4-tuple sums on a

middle storage device further comprises the steps of:

ordering the failed storage devices;

for each row of the storage devices:

(a) selecting a row of the storage array;

(b) retrieving row parity sum of blocks on missing storage devices corre¬

sponding to the selected row;

(c) retrieving diagonal parity sums of blocks on missing storage devices

corresponding to the diagonal on the selected row for the third storage device;

(d) retrieving anti-diagonal parity parity sums of blocks on missing storage



devices corresponding to the anti-diagonal on the selected row for the first storage

device;

(e) retrieving row parity sum of blocks on missing storage devices corre¬

sponding to a row where the anti-diagonal and diagonal end;

performing an exclusive or (XOR) operation on the results of steps (b), (c), (d)

and (e) to form the 4-tuple sum.

19. The method of claim 17 further comprising the steps of:

reducing the 4-tuple sums to a set of pairwise sums on the middle failed storage

device;

recovering the middle storage device.

20. The method of claim 19 further comprising the step of performing a row-diagonal

parity recovery technique to recover the other failed storage devices.

2 1. The method of claim 17 wherein the storage devices are disks.

22. The method of claim 17 wherein the algebraic operation comprises an exclusive

or (XOR) sum.

23. The method of claim 17 further comprising the step of solving a set of linear

equations represented by the 4-tuple sums of blocks on the middle disk to recover the

middle disk.
















	front-page
	description
	claims
	drawings

