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UNMANNED AERIAL DELIVERY TO SECURE LOCATION

RELATED APPLICATIONS

This application claims priority to U.S. Provisional Patent Application No. 62/260,086
entitled “Unmanned Aerial Delivery to Secure Location” filed November 25, 2015, the

entirety of which is incorporated by reference herein.
FIELD

The present concepts relate generally to the delivery of goods to a predetermined location,
and more specifically, to systems and methods for transporting goods by an unmanned aerial
vehicle to a last mile location constructed to receive the goods in a controlled manner from

the unmanned aerial vehicle.
BACKGROUND

Modern commerce entails the use of trucks, vans, or other ground vehicles to deliver

goods to a consumer’s home or business, referred to as the “last mile” of a supply chain.
BRIEF SUMMARY

In one aspect, provided is a delivery management system, comprising: a communication
device that receives a notification of a communication established between an unmanned
aerial vehicle (UAV) that delivers a payload and a delivery box constructed and arranged to
receive the payload from the UAV when the UAV is a predetermined distance from the
delivery box and moving in a direction toward the delivery box, the communication including
an identity of the UAV; a verification device that processes the notification and validates the
identity of the UAV; and an instruction generator that generates an instruction to the delivery
box to open the delivery box in response to the verification device validating the identity of
the UAV and a determination by the communication device that the communication is
established between the UAV and the delivery box. The communication device includes an
autolocker communication device that outputs the instruction to the delivery box.

In some embodiments, the instruction generator generates an instruction to the delivery
box to unlock the delivery box.

In some embodiments, the instruction generator generates the instruction to open the box
or unlock the box to a robotics mechanism at the delivery box that physically opens or locks

the delivery box.
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In some embodiments, the communication device determines when the UAV is moving in
a direction away from the delivery box and is a predetermined distance from the delivery box
after delivery of the payload, and the autolocker communication device outputs an instruction
to the delivery box to close the delivery box.

In some embodiments, the determination is made when the UAV flies outside a geofence
about the delivery box, and the UAV cannot communicate with the delivery box.

In some embodiments, at least one of the UAV and the delivery box comprises at least
one of a tag for transmitting a beacon signal or a reader for reading a beacon signal.

In some embodiments, the delivery management system further comprises an order
generation unit that generates a delivery order for the payload and determines a flight path for
the UAYV to the delivery box.

In some embodiments, the delivery management system further comprises a notification
generator that generates and outputs information regarding the delivery order to an electronic
device.

In some embodiments, the delivery management system further comprises the verification
device executes an authorization process to confirm access to the delivery box.

In some embodiments, the delivery management system further comprises a blockchain
processing device that tracks, registers, and authenticates items of the payload moving
through a supply chain.

In some embodiments, validation of the UAV is accomplished through a distribution and
sharing of public and/or private keys from the locker system and the UAV, and wherein
authentication is verified by comparing acceptable keys from a peer-peer ledger system with
keys used by the UAV and locker system.

In one aspect, provided is a store item delivery system, comprising: an unmanned aerial
vehicles (UAV) that delivers a payload to a destination; a delivery box constructed and
arranged to receive the payload; a geofence system that determines when the UAV is a
predetermined distance from the delivery box; and a delivery management system that
controls access to the delivery box in response to a determination of the UAV relative to the
geofence system.

In some embodiments, the delivery management system generates an instruction to the
delivery box to unlock the delivery box.

In some embodiments, the delivery management system generates the instruction to open
the delivery box or unlock the delivery box to a robotics mechanism at the delivery box that

physically opens or locks the delivery box.
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In some embodiments, the delivery management system determines when the UAV is
moving in a direction away from the delivery box and is a predetermined distance from the
delivery box after delivery of the payload, and outputs an instruction to the delivery box to
close the delivery box.

In some embodiments, the UAV is tracked by GPS communications that is transmitted
from the UAV to the delivery management system.

In some embodiments, location data of the GPS communications is transmitted to an
electronic device, which displays the location data.

In some embodiments, at least one of the UAV and the delivery box comprises at least
one of a tag for transmitting a beacon signal or a reader for reading a beacon signal, and
wherein the GPS communications complement the beacon signal for determining a location
of the UAV and validating for security of opening and closing of the delivery box.

In some embodiments, the store item delivery system further comprising sensors to
determine when a product has been received by a locker’s payload; and sensors to determine
when the payload is clear of obstructions so the locker system can close its’ payload.

In some embodiments, the delivery management system also includes a blockchain
authentication system.

In one aspect, provided is a method for delivery, comprising: establishing a
communication between an unmanned aerial vehicle (UAV) that delivers a payload and a
delivery box constructed and arranged to receive the payload from the UAV when the UAV
is a predetermined distance from the delivery box and moving in a direction toward the
delivery box; and generating an instruction to the delivery box to open the delivery box in
response to a validation of the identity of the UAV and a determination that the

communication is established between the UAV and the delivery box.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

The above and further advantages may be better understood by referring to the following
description in conjunction with the accompanying drawings, in which like numerals indicate
like structural elements and features in various figures. The drawings are not necessarily to
scale, emphasis instead being placed upon illustrating the principles of the concepts.

FIG. 1 is an illustration of an environment in which embodiments of the present inventive
concepts can be practiced.

FIG. 2 is a diagram illustrating data exchanges between various elements of the

environment of FIG. 1, in accordance with some embodiments.



10

15

20

25

30

WO 2017/091685 PCT/US2016/063520

FIG. 3 is a block diagram of a delivery management system, in accordance with some
embodiments.
FIG. 4 is a process flow for a last mile delivery service, in accordance with some

embodiments.

DETAILED DESCRIPTION

Systems and methods in accordance with embodiments herein leverage the agility and
precision of drones or related aerial technology to improve last mile and delivery
performances.

FIG. 1 is an illustration of an environment in which embodiments of the present inventive
concepts can be practiced. The environment includes one or more unmanned aerial vehicles
(UAVs) 12, a geofence system, a delivery box 18, and a delivery management system 20.
Some or all of the UAV 12, geofence system, delivery box 18, and delivery management
system 20 can communicate with each other and/or other computer devices via a wired and/or
wireless communications network (not shown). These elements of the environment permit a
payload 13, for example, a package comprising at least one item, to be transported by a UAV
12 to a location designated for receiving delivery of the payload 13. The location for
receiving the package may include a delivery box 18 at a home 21, business, or other
location.

The UAV 12 may be remotely piloted, for example, from a ground station or control
station (not shown). Although a UAV 12 is described, other unmanned or autonomous
vehicles may equally apply, such as an autonomous ground vehicle (AGV). In addition to a
motor, rotors, and other well-known components, the UAV 12 includes components for
receiving and holding in place the payload 13, in particular, one or more packages including
items for delivery to a consumer 15, for example, hooks, clamps, prongs, base platform, and
so on. The UAV, AGYV, or the like may also be able to aid the locker system of the delivery
box in opening, closing, and/or otherwise controlling its payload mechanism.

The payload goods 13 for delivery may be provided by a store 11, or a warehouse,
commercial center, private residence or business, or other source to the UAV 12. Although a
store 11 is shown, one or more elements of a retail supply chain may participate in the
transportation of the payload items 13 to the UAV 12, for example, trucks, boats, trains,
airplanes, and so on. Although retail sales are described, embodiments may apply to personal
transactions, for example, the delivery of an item to a buyer of an item that was sold on a

classified advertisement website, online auction, and so on.
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In some embodiments, the delivery box 18, also referred to an autolocker, includes a
control mechanism 23 for opening and closing a door (see FIG. 2), lid, and may control
robotics or other mechanical devices that open, close, lock, and/or unlock the delivery box
18, which operate in response to a control signal received by the control mechanism. In some
embodiments, sensors are provided that determine if the delivery box 18 is clear for closing
its payload door, for example, to ensure that the door is not accidentally closed on a person or
object.

A geofence region 16, or electronic perimeter or boundary, is for establishing a time
and/or location of the UAV 12 relative to the delivery box 18 at which a trigger is generated
for opening, closing, locking, or unlocking the delivery box 18. The presence of the geofence
16 permits the delivery box 18 to open (prior to customer arrival) to allow the UAV 12 to
deliver the payload 13.

The geofence region 16 can be formed by telecommunications equipment, data
processing systems, and global positioning systems, along a determination of the locational
boundaries of the geofence region 16. In some embodiments, the geofence system includes a
beacon and a beacon reader for forming the geofence 16. To achieve this, in some
embodiments, a tag 14 or other electronic device that generates a beacon is affixed to the
UAYV 12 or its payload 13. The delivery box 18 includes a beacon reader 19 that tracks a
location and/or movement of the tag 14, and therefore the payload 13 and UAV 12. Here, a
beacon on the drone and a reader 19 on the delivery box 18 permits the delivery box 18 to
receive the drone’s beacon, whereby the door on the delivery box 18 may be unlocked and
opened when the delivery boxy 18 receives the drone’s beacon. Other tracking devices may
be used such as ultra-wideband (UWB), Wi-Fi, LIDAR, Bluetooth, beaconing technologies,
and so on.

The geo-fence 16 is formed at a location where the UAV’s beacon signal is within range
of the beacon reader 19 at the delivery box 18.

In other embodiments, the UAV 12 or its payload 13 includes a reader 19, and the
delivery box 18 includes a tag 14 or the like that can be read by the reader 19. In some
embodiments, three different beacons can be output from the delivery box 18, which can be
used by the UAV 12 to triangulate the position of the opening of the delivery box 18 for more
accurate delivery of the payload 13. In other embodiments, the geofence 16 is formed from
combination of a tag 14 or beacon on both the drone 12 and delivery box 18 and a reader 19
on the drone 12 and the delivery box 18, which provides additional security. The advantage

of the beacon 14 on the drone 12 is that the drone 12 would have an address of which the
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customer could authorize for the package delivery. The advantage of the beacon on the
delivery box 18 is that the drone 12 can authorize the delivery of the payload 13. In a dual
validation situation both would have beacons and both would validate that this is the correct
delivery box 18 and the correct drone for the delivery.

In other embodiments, the UAV 12 and delivery box 18 may communicate with each
other via BluetoothTM or other signaling method. Here, a BluetoothTM communication may
permit the delivery box 18 to send its identifier to the UAV 12, and for the UAV 12 to
provide its identifier for confirmation of the identity of the UAV 12 for security reasons.

In some embodiments, the UAV 12 may include a camera or related sensor for detecting
images, e.g., taking pictures of the delivery box 18 that may be output electronically to ensure
that the payload is visually clear of obstructions. For example, the UAV 12 may aid in
assisting the locker system at or in communication with the delivery box 18 in determining a
clear payload from obstructions. For example, the UAV 12 may hover in an aerial position
above the delivery box 18 checking for obstruction and communicating information with the
delivery box 18.

In some embodiments, the delivery box 18 may also include a delivery encryption system
comprising a blockchain for package tracking and authentication. Package tracking by
blockchain may include elements including but not limited to location, supply chain
transition, authentication of the courier and customer, ambient temperature of the container,
temperature of the product if available, acceptable thresholds for ambient temperature of the
product, package contents placed in the container system (products & goods), or a
combination thereof.

The blockchain may include an ongoing chain hashed with key addresses along the chain
of custody, including hashing with a seller private key address, a courier private key address
and a buyer private key address, but not limited thereto. The product’s key may be included
with a chain of custody, which may provide age-specific access for the product or person-
specific access for the product and/or temperature requirements for the product and ambient
environment required, or special handlings.

A blockchain processing device, for example, located at the delivery device 18, the
delivery management system 20, or part of another computer server or processor, or a
combination thereof, may register items to be delivered and placed within the inner volume
of the delivery box 18; and may track, register, and authenticate items moving through a
supply chain, for example, delivered to the delivery box 18 moving through a supply chain.

Initiation of this system may begin at two different points that converge, namely, a scheduled
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and accepted delivery and a product key and related information. Both the delivery and the
product establish a blockchain, which converge when the product and delivery have been
established.

In some embodiments, the blockchain associated with the contents placed in the delivery
box 18 dynamically adjusts to account for the cold chain status of an item for delivery to the
delivery box 18. A process may begin with a product of the contents having a blockchain
identifier. When the product’s identifier is scanned at or by the delivery box 18, the delivery
box 18 may receive and process product specific information. The delivery boxy 1, or more
specifically a computer processor, may then retrieve specific handling information
(temperature, etc.) from either the product’s blockchain or from a central server, which will
provide a block of information related to the product’s specific handling.

Then, as the product is in transit to the delivery location, the box 18 may monitor via
sensors and/or other detection devices information on the product’s status (temperature, etc.).
The delivery box 18 and/or computer in communication with the delivery box 18 may
supplement the delivery blockchain with information on the product’s status, and further
adjust its internal conditions (temperature, etc.) based on the findings of the product’s status
as well as the appropriate conditions that must be met. This information may continuously
update the block of information, creating additional blocks subsequent to the original, which
will be distributed to the peer-to-peer ledger system; which in turn may be accessed by
couriers, customers, retailers, etc.

The chain block of a delivery encryption system may track and authenticate each of the
contents of the delivery box 18. For example, as individuals such as consumers and/or entities
interact with a parcel or product, they may do so using a private or public key. When this
occurs, new blocks will be added to the subsequent root blocks, which will contain
information relating to the date and time a product or parcel was accessed, as well as the key
that accessed the product or parcel. The foregoing may be distributed to the peer-to-peer
ledger system or other communication system, which may be available to customers,
retailers, couriers, etc. Tracking information may include access, authentication, temperature,
location, time, etc.

Authentication and access may be restricted to specific blockchain keys to access the
contents of a parcel’s payload, and may include specific times and locations. Access to the
contents may be determined at the scheduling and purchase of a delivery or products.
Alternatively, access may be determined while a product moves through the supply chain,

such as courier acceptance, package transition from courier to home, package drop off at the
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home, etc.; all of which will require the original authenticated person, possibly the purchaser,
to access the original blockchain on the peer-peer system, where then the purchaser may
make changes to the access and authentication, allowing for dynamic and remote access to
the contents. Temporary keys may also be used to grant temporary access. The delivery
management system 20 may distribute information to a customer’s mobile electronic device
such as a smartphone or personal computer, the information including but not limited to data
regarding the package in route, package accepted by delivery box, status of package in route,
remote access, and so on, some or all of which may be communicated, distributed, and
demonstrated through blockchain.

In other embodiments, the geofence 16 is formed by a device that determines and uses the
GPS location of the delivery box 18, which can be provided by the device to the delivery
management system 20. The known GPS location of the UAV 12 is also sent to the delivery
management system 20 by the UAV 12 sending its location information to the delivery
management system 20 as it flies toward the delivery box 18. When the UAV 12 is within a
predetermined distance from the delivery box 18, the delivery management system 20
activates the control mechanism 23, for example, including robotic elements on the delivery
box 18, via the internet connection or other communication technique. When the UAV 12 is
determined to be outside the range of the delivery box 18 GPS range, the door 27 on the
delivery box 18 closes. Opening and closing the delivery box 18 in this manner is performed
by the delivery management system 20 controlling the robotics or other mechanical elements.

In some embodiments, a combination of the foregoing may be used to form the geofence
16.

In some embodiments, the reader 19 tracks the geo-fence beacon generated and output
from the UAV 12, determines when the UAV 12 is within range of the beacon emitted by the
tag 14, whereby the reader 19 and the tag 14 can exchange signals for opening (prior to
arrival of the UAV 12) and closing the delivery box 18. The geofence region 16 formed by
the reader 19 and tag 14 therefore establishes when the delivery box 18 is opened and closed.

In some embodiments, both the UAV 12 and delivery box 18 are internet-enabled so that
when the beacon reader 19 (on either the UAV 12 or delivery box 18) receives a beacon
signal (from the other of the UAV 12 or delivery box 18), a notification of the
communication established between the UAV 12 and delivery box 18 is transmitted to the
delivery management system 20 to establish the identity of the UAV 12 and confirm whether
the correct UAV 12 is approaching the delivery box 18. In particular, the reader 19 on the

delivery box 18 determines which UAYV beacon is being received, and the system 20
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validates that the UAV 12 is the correct UAV for delivering the payload 13. When the UAV
12 is within a distance from the delivery box 18 permitting communication to be established
between the UAV 12 and the delivery box 18, and the delivery management system 20
validates the identity of the UAV 12 for example using blockchain, a signal is sent to the
delivery box 18, e.g., robotics or other control device, to open and optionally unlock the
delivery box 18 for the UAV 12 to deliver the payload 13. After the payload 13 is delivered
and the UAV 12 leaves the area, i.e., flies outside the geofence 16, the beacon reader 19 can
no longer communicate with the tag 14 or the like. Here, the delivery management system 20
sends a signal to the delivery box 18, e.g., robotics or other control device, to close and
optionally lock the delivery box 18. Communications between the delivery management
system 20 and the UAV 12 and the delivery box 18 can be made via the internet or other
communications network. The UAV 12 can communicate autonomously via a cellular
service, ground station, local WiFi connection, or other wireless communications network.
The delivery management system 20 also creates order, route, and supplies lock box location.
This may be achieved by the delivery box 18 sending a notification to the delivery
management system 20, for example, via WiF1i, cellular network, BluetoothTM signal, or
other electronic communication. Once the delivery management system 20 processes this
information it then sends the corresponding customer who is associated with specified
delivery box 18 of impending arrival of the payload 13.

In some embodiments, the delivery box 18 includes or is in communication with a locker
system to assist the UAV in navigation to its payload; such as position, location, etc. This
may be accomplished through beaconing, visual approach data distributed to the UAV, and
SO on.

FIG. 2 is a diagram illustrating data exchanges between various elements of the
environment of FIG. 1, in accordance with some embodiments.

A store 11 provides (102) at least one item to a UAV 12 for delivery as a payload 13’ to a
customer 15 at a predetermined location, e.g., a home 19, a business, and so on. The UAV 13
may receive the item from the store 11 by any known delivery method.

The UAV 12 is tracked (104). In some embodiments, the UAV 12 is tracked by GPS
communications. The GPS information is transmitted by the UAV to the delivery
management system 20 through a cellular service or the like on the UAV 12 or through the
ground station it communicates with through radio. The GPS location data can then be
transmitted to the customer 15 to track the location of the UAV 12 on a map displayed upon a
display of the user’s smart device 17. The GPS device on the UAV 12 may complement the
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tag 14 on the UAV 12 with respect to establishing a location of the UAV 12 relative to the
geofence 16 and/or deposit box 18, since beacons emitted from the tag 14 may provide an
added “just-in-time” validation for security of opening and closing the door on the delivery
box 18. This is particularly beneficial where both a beacon and a reader are located on the
delivery box 18 and UAV 12 for providing dual validation. Users of the system 20 can track
the process from beginning to end from the GPS data. For example, the customer 15 may
view a video feed from an on-board camera (not shown) on the UAV 12.

Data can be collected such as distance between the UAV 12 and the delivery box 18
and/or related data. This data is used to give real time updates to customers of the standing of
estimated time until delivery of the payload 13.

In some embodiments, either a tag 14 or other beacon generator is on the UAV 12 and the
delivery box 18, and a reader is on the other of the UAV 12 and the delivery box. In
embodiments where both the UAV 12 and delivery 18 has a beacon transmitter, e.g., tag 14,
and a beacon reader 19, the delivery box beacon reader 19 receives a beacon signal from the
UAYV 12, and the UAV’s beacon reader 19 receives a beacon signal from the delivery box 18.
Here, both the delivery box 18 and UAV 12 transmit signals from each other to the delivery
management system 20 for verification. Once verification is determined, a signal is sent to
the delivery box 18 to open and/or unlock the delivery box 18. Also, a notification signal is
sent to the UAV 12 so that the UAV 12 will complete the trip and deliver (108) the payload
13 to the delivery box 18. The delivery management system 20 is involved when the UAV
12 approaches the delivery box 18 within the geofence 16 to process and provide updates to
the customer 15 of the impending arrival of the UAV 12 and delivery (108) of the payload
13.

After delivery (108), a determination is made (110), for example, by the UAV
communication device 36, that the UAV 12 has moved outside the geofence 16, whereby the
door on the delivery box 18 can be automatically closed. The determination may be made
when the delivery box 18 and UAV 12 can no longer communicate, for example, one cannot
receive a beacon from the other.

FIG. 3 is a block diagram of a delivery management system 20, in accordance with some
embodiments. In describing the delivery management system 20, reference may be made to
FIGs. 1 and 2.

The delivery management system 20 may include an order generation unit 32, an
autolocker communication device 34, a UAV communication device 36, a notification

generator 40, and a verification device 42. Some or all of these elements of the delivery
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management system 20 may be present under a same computer hardware platform. In other
embodiments, these elements may be located on two or more different computer hardware
platform, and can communicate with each other and/or other elements of the delivery
management system 20 via a communication network such as a network forming geofence
region 16, for example, a wired or wireless network that exchanges data electronically.

The order generation unit 32 may generate a delivery order, which may include delivery
details regarding a purchase item, such as a flight path from the origin of the purchased item,
e.g., a warehouse or retail store shelf, to a destination address, e.g., the location of a delivery
box 18 at a home 21 identified in the delivery order. The order generation unit 32 may
receive item purchase data from a point of sale (POS) system at a store checkout, from an
online checkout system, or the like. Flight plan data may be generated from delivery data, for
example, from the purchase location and destination identified by the customer 15. Other
information may include but not be limited to router, locker location, order updates, and so
on. The order generation unit may compare a destination identified by the customer 15 with
a list of known delivery boxes 18 which can be used to establish a flight path, or alternative
paths, of the UAV 12 carrying the purchased item 13 to its destination.

As described herein, an order generation unit 32 may determine a flight path or
alternative paths. Blockchain technology may be used to create new orders in the order
generation unit 32. When an order has been created for a customer to receive a delivery by
way of the UAV 12 to their delivery box 18, a new blockchain will be created with this order;
information will contain: location of delivery, delivery number, time of delivery, product’s
needs (temperature, fragile, etc.), authentication (keys, etc.), pickup information, etc. Here,
since blockchain is used to create the order, all other occurrences thereafter will supplement
the blockchain with additional blocks of information.

The autolocker communication device 34 communicates with a processor at the delivery
box 18 that controls the mechanism (not shown) that opens and closes the door 27 on the
delivery box 18. The delivery box 18 may include a communication device that receives
signals from the autolocker communication device 34 including instructions for opening and
closing the door 27 and/or locking and unlocking the deliverv box 18.

The autolocker communication device 34 may communicate with the tag 14 and/or reader
19 at the delivery box 18 for monitoring and/or processing location information regarding the
UAYV 12 to establish when to open, close, lock, or unlock the delivery box 18.

The UAV communication device 36 may communicate with a tag 14 and/or reader 19 at

the UAV 12 for monitoring and/or processing location information regarding the UAV 12 to
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determine whether the UAV 12 is proximal a geofence region 16, and to provide this data to
the autolocker communication device 34 for determine when to open, close, lock, and/or
unlock the delivery box 18.

The UAV communication device 36 may receive from the UAV 12 GPS information that
can be used to track the UAV 12 during delivery of the payload 13.

Thus, either the autolocker communication device 34 or UAV communication device 36
may be constructed and arranged to receive a notification of a communication established
between the UAV 12 delivering a payload 13 and the delivery box 18 constructed and
arranged to receive the payload from the UAV, which establishes that the UAV 12 is at the
geofence 16. In particular, the autolocker communication device 34 may receive a
notification of a communication established between the UAV 12 and the delivery box 18
from a beacon reader 19 when the delivery box 18 has the beacon reader 19. The UAV
communication device 34 may receive a notification of a communication established between
the UAV 12 and the delivery box 18 from a beacon reader 19 when the UAV 12 has the
beacon reader 19.

The instruction generator 38 generates an instruction for opening, closing, locking,
unlocking, or other command for controlling the operation of the delivery box 18 in response
to an authorization of the UAV 12 to deliver the payload 13 to the delivery box 18 and further
in response to a determination by devices such as sensors, optical devices, or the like, that the
UAYV 12 is a predetermined distance from the delivery box 18, i.e., at the geofence 16 formed
when a communication is established between the UAV 12 and the delivery box 18. The
instruction generator 38 may also receive an instruction, for example, to lock and/or close the
door on the delivery box 18, in the absence of a signal from the UAV 12, for example,
indicating that the UAV 12 is out of range of the box 18, which can automatically trigger the
closing and/or locking of the box 18.

The notification generator 40 can send the customer 15, or more specifically, the
customer’s electronic device 17, information on order updates, lockbox information, package
deposit notification, purchase information, and so on.

The verification device 42 validates the identity of a UAV 12 carrying a payload 13 and
communicates with the robotics or other control device at the delivery box 18 to open and
optionally unlock the delivery box 18 for the UAV 12 to deliver the payload 13. To verify a
UAY identity, the verification device 42 may process a notification received by the
autolocker communication device 34 or the UAV communication device 36 of a

communication established between the UAV 12 and delivery box 18, depending on whether

12



10

15

20

25

30

WO 2017/091685 PCT/US2016/063520

the autolocker communication device 34 or the UAV communication device 36 has a beacon
reader 19 or other receiver of a signal establishing that the UAV 12 is at the geofence 16.
The communication may include identity data related to the UAV 12 to distinguish the UAV
12 from other UAVs.

As described herein, the geofence 16 is a logical fence which is built from the location
reception area of a reader 19 in proximity to a beacon. When the reader 19 picks up a beacon,
the verification device 42 undergoes an authorization process to confirm access to the
delivery box 18. In some embodiments, blockchain keys may be used, such as the customer’s
private key hashed with a public key, allowing the customer to access the delivery box. In
another example, the UAV’s private key is hashed with its public key, allowing the UAV 12
access to the delivery box 18.

Customers 15 who retrieve a package of a received payload 13 from the delivery box 18
may use a BluetoothTM connection or the like to the delivery box 18 with their smart device
17 to unlock the delivery box 18 and gain access to the delivery box contents. This
authorization could be automated similar to keyless cars which start with a drivers proximity
to the car. Other methods such as a key pad on the lock box may be used by the customer 15
to access the delivery box 18 directly. The import aspect is that the customer 15 must be
within a close proximity of the delivery box 18 for it to open to prevent an accidental opening
of the box 18.

FIG. 4 1s a process flow 200 for a last mile delivery service, in accordance with some
embodiments. Some or all of the steps in the process flow 200 can be governed by
instructions that are stored in a memory and processed by a hardware processor of an
electronic device such as a computer with respect to a consumer 15, delivery management
system 20, UAV 17, store 11, and/or autolocker 18 described with respect to FIGs. 1-3.

At step 202, a consumer 15 may order a product that can be delivered as a payload 13 by
a UAV 12. For example, the consumer 15 may purchase an item at a store 11 and request
that the item be delivered to the consumer’s home 21 or other designed location.

At step 204, the order is generated, for example, at a store checkout counter or online
website e-commerce application. In generating the order, the delivery management system
20 may determine delivery details, such as a flight path from the origin of the purchased item,
e.g., a warehouse or retail store shelf, to the destination address, e.g., the location of a
delivery box 18 at the home 21 identified in delivery instructions received by the delivery
management system 20. In doing so, the delivery management system 20 may store a list of

delivery boxes and corresponding location information.
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At step 2006, flight plan data may be provided by the delivery management system 20 to
the UAV 12. The UAV 12 may include a processor that processes the flight plan data, for
example, automatically complies with instructions in the directional information provided
flight plan data.

At step 208, the store 11 receives the order from the delivery management system 20, and
at step 212 with the goods according to the order.

At step 210, locker information is sent to the customer. This information may include a
locker number and a locker passcode, QR code, or the like to allow only that customer to
identify and open which delivery box is for holding the customer’s product.

At step 214, the UAV 12 is launched for delivering the goods according to the order.

At step 216, an order update may be generated, and sent to the customer 15, more
specifically, the customer’s computer 17, which may communicate with the delivery
management system 20, UAV 12, and/or delivery box 18. In some embodiments, the
customer 15 is notified with each major action taken, e.g., order received, order filled, drone
launched, and/or package landed ready for pickup. The customer 15 may follow or track the
UAYV 12 from the UAV’s GPS location data, which is transmitted and processed during the
UAV’s trip to the delivery box 18.

At step 218, the UAV 12 is tracked. The UAV 12 may be tracked with an on-board GPS
signal. In some embodiments, the UAV 12 has a GPS system which establishes its position,
similar to an automobile GPS system. The UAV 12 can communicate its GPS position
through the ground station or directly through satellite or cellular service.

At step 220, the delivery management system 20 transmits a signal to open the delivery
box 18 in response to verification of authorization and identity of the UAV 12 and a
determination that the UAV 12 is inside the geofence 16. At step 222, the door 27 to the
delivery box 18 is opened, for example, by mechanical devices that receive signals from a
control device receiving the open box signal from the delivery management system 20.

At step 224, the UAV 12 delivers the payload 13 to the delivery box 18. At step 226, the
UAYV 12 departs from the deposit box 18.

Once the UAV 12 is outside the geofence 16, the delivery box 18 is locked and the user is
notified to pick up the package. The way the system 20 knows the UAV 12 is outside the
geofence 16 is by the delivery box 18 no longer picking up the UAV’s beacon on the box’s
beacon receiver because the UAV 12 has flown away. The delivery box 18 notifies the user
through the delivery box’s connection with the internet and the system. The system 20 then

transmits the notification to the user via text, email, phone call, or by other means specified
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by the customer. Once the customer collects their package, the lockbox communicates this
empty state back to the system to which the system 20 now can make this delivery box 18
available to another user or another package to the same user.

The lockbox may also have a scale of video camera to confirm the empty contents and
does not just assume the package is gone. Laser distance measures could also be used within
the lockbox to ensure there are no objects obstructing the laser. The video could be checked
to see if the lockbox is clean and ready for reuse.

As will be appreciated by one skilled in the art, concepts may be embodied as a device,
system, method, or computer program product. Accordingly, aspects may take the form of an
entirely hardware embodiment, an entirely software embodiment (including firmware,
resident software, micro-code, etc.) or an embodiment combining software and hardware

aspects that may all generally be referred to herein as a "circuit," "module" or "system."
Furthermore, aspects may take the form of a computer program product embodied in one or
more computer readable medium(s) having computer readable program code embodied
thereon.

Computer program code for carrying out operations for the concepts may be written in
any combination of one or more programming languages, including an object oriented
programming language such as Java, Smalltalk, C++ or the like and conventional procedural
programming languages, such as the "C" programming language or similar programming
languages. The program code may execute entirely on the user's computer, partly on the
user's computer, as a stand-alone software package, partly on the user's computer and partly
on a remote computer or entirely on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user's computer through any type of network,
including a local area network (LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the Internet using an Internet Service
Provider).

Concepts are described herein with reference to flowchart illustrations and/or block
diagrams of methods, apparatus (systems) and computer program products according to
embodiments. It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a special purpose computer, or other
programmable data processing apparatus to produce a machine, such that the instructions,

which execute via the processor of the computer or other programmable data processing
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apparatus, create means for implementing the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored in a computer readable medium
that can direct a computer, other programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions stored in the computer readable
medium produce an article of manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer, other
programmable data processing apparatus, cloud-based infrastructure architecture, or other
devices to cause a series of operational steps to be performed on the computer, other
programmable apparatus or other devices to produce a computer implemented process such
that the instructions which execute on the computer or other programmable apparatus provide
processes for implementing the functions/acts specified in the flowchart and/or block diagram
block or blocks.

The flowchart and block diagrams in the Figures illustrate the architecture, functionality,
and operation of possible implementations of systems, methods and computer program
products according to various embodiments. In this regard, each block in the flowchart or
block diagrams may represent a module, segment, or portion of code, which comprises one or
more executable instructions for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the functions noted in the block may
occur out of the order noted in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the blocks may sometimes be
executed in the reverse order, depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart illustration, and combinations of
blocks in the block diagrams and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified functions or acts, or combinations
of special purpose hardware and computer instructions.

While concepts have been shown and described with reference to specific preferred
embodiments, it should be understood by those skilled in the art that various changes in form
and detail may be made therein without departing from the spirit and scope as defined by the

following claims.
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What is claimed is:
1. A delivery management system, comprising:
a communication device that receives a notification of a communication
established between an unmanned aerial vehicle (UAV) that delivers a payload and a
delivery box constructed and arranged to receive the payload from the UAV when the
UAV is a predetermined distance from the delivery box and moving in a direction
toward the delivery box, the communication including an identity of the UAV;
a verification device that processes the notification and validates the identity
of the UAV; and
an instruction generator that generates an instruction to the delivery box to
open the delivery box in response to the verification device validating the identity of
the UAV and a determination by the communication device that the communication is
established between the UAV and the delivery box, wherein the communication
device includes an autolocker communication device that outputs the instruction to

the delivery box.

2. The delivery management system of claim 1, wherein the instruction generator generates

an instruction to the delivery box to unlock the delivery box.

3. The delivery management system of claim 2, wherein the instruction generator generates
the instruction to open the box or unlock the box to a robotics mechanism at the delivery box

that physically opens or locks the delivery box.

4. The delivery management system of claim 1, wherein the communication device
determines when the UAV is moving in a direction away from the delivery box and is a
predetermined distance from the delivery box after delivery of the payload, and wherein the
autolocker communication device outputs an instruction to the delivery box to close the

delivery box.
5. The delivery management system of claim 1, wherein the determination is made when the

UAV flies outside a geofence about the delivery box, and the UAV cannot communicate with

the delivery box.
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6. The delivery management system of claim 1, wherein at least one of the UAV and the
delivery box comprises at least one of a tag for transmitting a beacon signal or a reader for

reading a beacon signal.

7. The delivery management system of claim 1, further comprising an order generation unit
that generates a delivery order for the payload and determines a flight path for the UAV to
the delivery box.

8. The delivery management system of claim 7, further comprising a notification generator

that generates and outputs information regarding the delivery order to an electronic device.

9. The delivery management system of claim 1, wherein the verification device executes an

authorization process to confirm access to the delivery box.

10. The delivery management system of claim 1, further comprising a blockchain processing
device that tracks, registers, and authenticates items of the payload moving through a supply

chain.

11. The delivery management system of claim 1, wherein validation of the UAV is
accomplished through a distribution and sharing of public and/or private keys from the locker
system and the UAV, and wherein authentication is verified by comparing acceptable keys

from a peer-peer ledger system with keys used by the UAV and locker system.

12. A store item delivery system, comprising:
an unmanned aerial vehicle (UAV) that delivers a payload to a destination;
a delivery box constructed and arranged to receive the payload;
a geofence system that determines when the UAV is a predetermined distance
from the delivery box; and
a delivery management system that controls access to the delivery box in

response to a determination of the UAV relative to the geofence system.

13. The store item delivery system of claim 12, wherein the delivery management system

generates an instruction to the delivery box to unlock the delivery box.
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14. The store item delivery system of claim 13, wherein the delivery management system
generates the instruction to open the delivery box or unlock the delivery box to a robotics

mechanism at the delivery box that physically opens or locks the delivery box.

15. The store item delivery system of claim 12, wherein the delivery management system
determines when the UAV is moving in a direction away from the delivery box and is a
predetermined distance from the delivery box after delivery of the payload, and outputs an

instruction to the delivery box to close the delivery box.

16. The store item delivery system of claim 12, wherein the UAV is tracked by GPS

communications that is transmitted from the UAV to the delivery management system.

17. The store item delivery system of claim 16, wherein location data of the GPS

communications is transmitted to an electronic device, which displays the location data.

18. The store item delivery system of claim 16, wherein at least one of the UAV and the
delivery box comprises at least one of a tag for transmitting a beacon signal or a reader for
reading a beacon signal, and wherein the GPS communications complement the beacon
signal for determining a location of the UAV and validating for security of opening and

closing of the delivery box.

19. The store item delivery system of claim 12, further comprising:
sensors to determine when a product has been received by a locker’s payload,;
and
sensors to determine when the payload is clear of obstructions so the locker

system can close its’ payload.

20. A method for delivery, comprising:
establishing a communication between an unmanned aerial vehicle (UAV) that
delivers a payload and a delivery box constructed and arranged to receive the payload
from the UAV when the UAV is a predetermined distance from the delivery box and

moving in a direction toward the delivery box; and
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generating an instruction to the delivery box to open the delivery box in
response to a validation of the identity of the UAV and a determination that the

communication is established between the UAV and the delivery box.
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