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SYSTEMS AND METHODS EVALUATING PASSWORD COMPLEXITY AND
STRENGTH

Related Applications

[001] This application claims the benefit of, and priority to, United States
Provisional Patent Application No. 62/268,712, entitled “General Framework for Evaluating
Password Complexity and Strength, filed December 17, 2015, the contents of which are

incorporated herein by reference in their entirety.

Statement of Government Interest

[002] This work is sponsored by the Department of the Air Force under Air Force
Contract #FA8721-05-C-0002. The government has certain rights in the invention.

Background

[003] Password-based authentication remains arguably the most widely used method
of user authentication in computing environments today. To encourage users to select good
passwords, enterprises often enforce policies, for example, by requiring passwords to meet a
minimum length or contain special characters. Password estimators have been developed to

attempt to estimate the strength of a password in the face of attackers in the wild.

Brief Summary

[004] Embodiments of the present invention provide a password evaluation engine
for evaluating a user’s password by redefining the concepts of password complexity and
password strength. Password complexity is calculated by the evaluation engine so as to take
into account the amount of knowledge possessed by a potential attacker, seeking to crack the
password, of the rules corresponding to a rule set used for generating the password. This use
of a modified understanding of password complexity by the evaluation engine yields a more
accurate picture of a search space that would need to be searched by the attacker. A
determination of password strength by the evaluation engine considers a potential attacker’s
computational resources, the protection function used to protect/store a password and the
amount of time available to the attacker to crack the password with respect to the identified

search space which is based on attacker’s knowledge. Embodiments also enable a password
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strength estimator to be evaluated and policy recommendations to be generated for an entity’s

password policy requirements.

[005] A computing device-implemented method for evaluating a password includes
identifying a rule set used to create a password for a user. The password consists of
characters from an alphabet while the rule set is based on one or more rules applicable to
creating the password. The method also identifies a size of a minimum search space equal to
the smallest subset of passwords that can be created from the alphabet based on the rule set
and calculates a complexity of the password by determining a size of an adjusted minimum
search space based at least in part on an assigned amount of knowledge of the rules possessed
by a potential attacker attempting to crack the password. The method further determines a
strength of the password based on at least an attacker’s resources, a protection function used
to store the password and a time available to crack the password with respect to the adjusted
minimum search space. The method additionally generates an evaluation of the password

based on the calculated complexity and determined strength.

[006] In another embodiment, a computing device-implemented method for
evaluating a password policy includes identifying an existing rule set used to create
passwords for an entity. The passwords consist of a plurality of characters from an alphabet
while the rule set includes a plurality of rules applicable to creating the passwords. The
method also includes identifying a size of a minimum search space equal to the smallest
subset of passwords that can be created from the alphabet based on the rule set and
calculating a complexity of a password by determining a size of an adjusted minimum search
space based at least in part on an assigned amount of knowledge of the rules possessed by a
potential attacker attempting to crack the passwords. The method further includes
determining a first strength of the password. The determining of the first strength is based on
at least an attacker’s resources, a protection function used to store the password and a time
available to crack the password with respect to the adjusted minimum search space. The
method also includes generating a recommendation for the password policy based on the

determined first strength.

[007] In an embodiment, a system for evaluating a password includes a computing
device equipped with a processor and a network interface that is configured to execute an
evaluation engine. The evaluation engine when executed identifies a rule set used to create a

password for a user. The password consists of characters from an alphabet while the rule set
2
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is based on one or more rules applicable to creating the password. The evaluation engine
when executed also identifies a size of a minimum search space equal to the smallest subset
of passwords that can be created from the alphabet based on the rule set and calculates a
complexity of the password by determining a size of an adjusted minimum search space
based at least in part on an assigned amount of knowledge of the rules possessed by a
potential attacker attempting to crack the password. The evaluation engine when executed
also determines a strength of the password based on at least an attacker’s resources, a
protection function used to store the password and a time available to crack the password
with respect to the adjusted minimum search space. The evaluation engine when executed
additionally generates an evaluation of the password based on the calculated complexity and
determined strength. The system further includes a display device communicatively coupled
to the computing device that is configured to display a user interface generated by the

evaluation engine.

Brief Description of the Drawings

[008] The accompanying drawings, which are incorporated in and constitute a part
of this specification, illustrate one or more embodiments of the invention and, together with

the description, help to explain the invention. In the drawings:

[009] Figure 1 depicts an exemplary evaluation engine in an exemplary

embodiment;

[010] Figures 2A-2D depict exemplary search spaces for an alphabet based on rule

sets in an exemplary embodiment;

[011] Figure 2E depicts an exemplary chart representation of a search space in an

exemplary embodiment;

[012] Figures 3A-3B depict the effect of a potential attacker’s knowledge of

password requirements on a search space in an exemplary embodiment;

[013] Figure 4 depicts a high-level model of a FAT-strength calculation in an

exemplary embodiment;
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[014] Figure 5 is a flowchart depicting an exemplary sequence of steps for

evaluating a password in an exemplary embodiment;

[015] Figure 6 is a flowchart depicting an exemplary sequence of steps for

evaluating accuracy of a password strength estimator in an exemplary embodiment;

[016] Figure 7 is a flowchart depicting an exemplary sequence of steps for

generating password policy recommendations in an exemplary embodiment;

[017] Figure 8 is a flowchart depicting an exemplary sequence of steps for

evaluating a password based on available social media data in an exemplary embodiment;

[018] Figure 9 is an exemplary network environment suitable for practicing an

embodiment; and

[019] Figure 10 is an exemplary computing device that may be utilized to practice

an exemplary embodiment.

Detailed Description

[020] Systems and methods according to exemplary embodiments provide an
accurate assessment of a password’s resistance to cracking attacks and the effectiveness of
password policies chosen by an entity. A good password should have two key properties.
The password should be difficult to guess by an adversary while also being easy to
remember. When selecting their password users almost always opt for the latter rather than
the former. Although the best way to determine how difficult it may be to crack a user-
selected password is to actually check its resistance to types of cracking attacks employed by
attackers in the wild, implementing such a strategy at an enterprise is infeasible in practice

due to both an inability to duplicate attacker resources and a lack of time.

[021] Embodiments described herein provide a computing device-implemented
password evaluation engine ( also hereafter “evaluation engine”) that redefines the concepts
of password complexity and strength and utilizes both an improved complexity calculation
and strength determination in evaluating passwords and/or the password policies by which
the passwords are generated. As used herein, the concepts of password complexity and
strength capture both human biases and many known techniques attackers use to recover
stolen credentials in real life, such as brute-force attacks, mangled wordlist attacks and

4
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attacks that make use of Probabilistic Context Free Grammars, Markov Models, and Natural
Language Processing. In particular, the evaluation engine recognizes that an attacker’s likely
success at cracking a password should be determined by considering the attacker’s available
computational resources, time and the function used to store that password, the topology that
bounds that attacker’s search space (which is based on that attacker’s available inputs
including prior knowledge), transformations the attacker can use to tweak and explore its
inputs, and the path of exploration (i.e. order of attack/search space exploration) likely to be
chosen by the attacker (which can be based on the attacker’s perceived probability of success

for each type of attack).

[022] As noted above, passwords remain a popular authentication technique even
though it is common for users to select bad passwords that can be easily cracked by attackers.
Researchers and practitioners agree that having good passwords is critical in many
applications, but unfortunately users often choose bad passwords. As a result, many network
intrusions exploit weak or stolen credentials (i.e., username and/or password). To
encourage users to select good passwords, enterprises often enforce password generation
policies setting forth defined criteria. For example, some password policies may require
passwords to meet a minimum length or contain special characters. Such policies have been
proven to be ineffectual in practice and stolen user credentials are often cracked by attackers

before victims get a chance to react properly.

[023] Password strength estimators have been developed to attempt to estimate the
strength of a password in the face of attackers in the wild. To truly evaluate the quality of a
password-strength estimator, one must compare its estimates with respect to real password-
cracking attacks. However, this is frequently infeasible in practice due to lack of proper
equipment and time as well as prohibitive company policies. Although, for the purposes of
empirical evaluation, well-known password-cracking tools such as John the Ripper (JtR) and
Hashcat can in principle be run on commodity hardware, their performance will not do justice
to attackers’ capabilities in the wild. Even when appropriate password-cracking hardware is
available, there may not be enough time. For example, it is impractical to wait for a year to
see if a password may really require that long to be recovered. In that time, attackers’
capabilities are likely to improve, and the password-strength estimator under test is likely to
undergo significant updates. Therefore, a need arises for better password strength

estimators.
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[024] The term, “password complexity” has typically referred to the usage of simple
characteristics such as allowed characters, length, and symmetry of a password. However, an
attacker's success is limited by available computational resources, time, prior knowledge, and
the way in which the password is stored. Because password complexity traditionally did not
take such details into account, it did not provide an accurate estimate of how long it may take
an attacker to crack a password. As described further herein, embodiments employ an
evaluation engine to supplement the typical understanding of password complexity to also
include an amount of an attacker’s knowledge of the rule set used to create the password so
as to generate a more accurate understanding of the actual search space for an attacker. Rule

sets are also described further herein.

[025] As used herein, “password strength” includes extrinsic factors including, but
not limited to, an attacker’s capabilities (e.g., computational resources including access to
parallel computing resources), time available to the attacker to crack the password, and the
way in which the password is protected on the platform on which it is stored (e.g., encryption
technique and/or strength of platform security), considered in combination with the redefined
search space identified based on the expanded understanding of password complexity. In
practice, password strength can be difficult to estimate because of continuous but as-yet-
unknown advances in technology and any additional auxiliary information available to the
adversary over time. Nonetheless, password strength as described herein can provide a more
complete sense of security due to its extensive consideration of how attackers crack

passwords in the wild.

[026] As used herein, an “adversary” or “attacker” is defined to include a non-

deterministic algorithm.

[027] Both password complexity and strength require understanding of an attacker's
use of prior knowledge which may be expressed in the form of a topology that bounds the
attacker's search space. A topology is defined by the attacker's knowledge about the alphabet
used to create the password, rules that it can use to tweak and explore words created by that
alphabet, and the exploration path of the resultant search space. The exploration path can be

based on the attacker's perceived probability of success when using a particular tool.

[028] The determination of the topology that bounds the attacker’s search space by

embodiments is now described in greater detail. A finite alphabet a can be defined as a finite

6
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set of characters, and a password p can be defined as a finite string over «. The profinite set

X(a) of all finite strings over « is the set of all possible passwords over a. Note that

X({0,1}) = {0,1}".

[029] In one embodiment, a rule is a function that can be applied to the profinite set
of all possible passwords to identify a subset of the passwords that obey the rule. Non-
limiting examples of rules may include mandatory minimum password lengths or mandatory
special character inclusion. Other examples of rules may include outputs from a model
trained using large sets of passwords from major password breaches. A rule, denoted by ¢, is
a function &:X(a) X {0,1}* — 2%(® that takes as input a finite alphabet a together with a
finite bit string aux and outputs a subset of X(a). Here, aux is auxiliary information that can
be used to describe password-policy requirements, e.g., password minimum and maximum
length or mandatory usage of capital letters and numbers. The collection of all subspaces
chosen out of the profinite set by application of a series of rules can make up the search space

of a potential attacker.

[030] In an embodiment, aux may be viewed as a logical formula specifying the
requirements that users have to satisfy when selecting a password. It follows that when at
least two rules, ¢;, ¢, ..., are combined to produce a new rule, &, aux;, must be interpreted as
aux, = aux; Aaux; A ... (ie., the resulting aux, should satisfy the requirements
corresponding to aux; and aux; and all other aux’s in this combination.) In various

embodiments, that characters of aux may come from «a but do not have to come from a.

[031] An example of uses of rules are to generate all possible passwords or all
possible English dictionary words with a certain maximal length as defined in aux. For
example, an alphanumeric alphabet, « = {A —Z,a — 2,0 — 9} may be defined, where a
password, p, is a finite string over a. Three rules, & (a, aux,), &, (a, aux,), and é3(a, auxs)
may also be defined where aux; is a bit string that specifies passwords consisting of English
dictionary words with maximum length of 8 characters, aux, is a bit string that specifies
passwords consisting of numeric characters with a maximum length of 4, and auxs specifies

any alphanumeric string of length [, where 1 <1 < 8.

[032] In one embodiment, a rule set with respect to a rule ¢, denoted by {x4, x5, ... },
is the combination of infinitely countable passwords defined by a rule, ¢: X(a) X {0,1}" —

2X(@  The combination of any finite set of rules & = {&,, ..., &} over some finite alphabets
7
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@y, ..., &, € a is the union of the outputs of those rules U¥_; (&;(a;, aux;)) € X(a) for any
auxiliary inputs auxy, ..., auxy. In various embodiments, the union of rules may comprise a

single rule or multiple rules.

[033] In an embodiment, each of the rules can be applied to the alphabet to provide a
corresponding rule set. As an example, rule set &; = {p, Py, ...}, Vi € ZT may be a subset of
X(a) that includes 1 —to—8 character dictionary words, e.g., hello, Goodbye, etc. Rule set
& ={p,,ps, ...}, Vi € ZT may be a subset of X(«) that includes 1-to-4 character strings of
digits, e.g., 0011, 555, etc. Rule set é5 = {p;",p,", ...}, Vi € Z* may be a subset of X(a) that
includes 1-to-8 character strings of letters or digits, e.g., alb2c3, zzz3, etc. Because an
adversary can be represented herein as a non-deterministic password guessing algorithm, an
adversary that knows the above rules has a significantly reduced search space to inspect and
might include a guessing algorithm that tries dictionary words up to 8 characters in length at

random and, upon exhausting all such words, tries random numbers between 1 and 1000.

[034] A combination of the above three rules =, = {&;,&;, &3} is the union of rule
outputs, U3_,; (§;(a;, aux;)) € X(a) and includes passwords from all three rule sets above. A
permutation of =, = {&;,&;,, &3} gives a directed graph, G; in which the edges impose an
ordering of the rules, e.g., (¢, &4, &3). The password, p = password, is generatable by rule
combination, Z;, because p €U, [¢;(a;, aux;)]. Note that password, p’ = password1, is

not generatable by Z; as it is not an element of the union of rule sets &;, &5, &5.

[035] In an embodiment, a permutation of any finite set of rules & = {&;, ..., {, } over
some finite alphabets ay, ..., a; € a outputs a directed graph ¢ = (V EE,E S Z X E) in
which the edges impose a total ordering on the vertices for any auxiliary inputs
aux, ..., aux,. By examining a permutation of the rules, the evaluation engine may capture
a situation where an attacker or adversary deems certain rules to be more important or likely
to result in success than others and, therefore, may choose to search the rule set produced by
such a rule before less likely rule sets. In this application, the concept of topology is
interchangeable with this permutation of rules. A finite string ¢ € X(a) is generatable by a
union of rules = = {&;, ..., &}, if there exist alphabets ay, ..., @) € a and auxiliary inputs

auxy, ..., aux such that ¢ €U [&(a;, aux;)].

[036] In one embodiment, to test a password for password strength or password

complexity, the evaluation engine breaks up or parses a password into component subsets
8
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(“parsings”) that can be tested for membership in different rule sets. In some embodiments, a
parsing of a finite string 0 € X(«) is a partition of its constituent characters in a. The set of
all parsings of a password p is referred to herein as [P]. The evaluation engine described
herein can employ a parsing function that accepts a password under testing as an input and
output a list of parsings. For example, a parsing function [': & X p — [p] € [P] can conform a
union of rules =& = {&;, ..., &} on a password p and return a list of parsings of p. In some

embodiments, " can generate all possible parsings of p if there is no predefined rule.

[037] As an example, one parsing of p” = pswordl is p|s|wordl. A parsing
function, I'(Z;,p"), can conform the rule combination, e.g., £; on p” to produce a list of

parsings [p”]. Example parsings from [p”] include ps|word|1, ps|wo|rd1, etc.

[038] In one embodiment, the password complexity of a password p, over an
alphabet «, can be defined with respect to a finite set of rules = = {&;,&;, ..., &, } as the size of
the smallest subset of X(«&) containing p that can be generated with any combination of rules
in £ over a with any auxiliary inputs. If no combination of rules in £ can generate a set that

contains p, then p’s password complexity is the cardinality of X(«).

[039] As described above, embodiments use the concept of password complexity to
address the question of how hard it may be for an attacker to guess a password using the
attacker’s own set of rules and dictionaries knowing at least some of the password policy
requirements used to generate that password. Previous entropy-based password complexity
measures were not adequate because they did not provide the means for specifying the
appropriate password search space based on precisely this kind of information, i.e., rules and
dictionaries that attackers may be using. Further, in some embodiments, password complexity
can also capture a situation where an attacker has no information about password policies and
cannot generate the password with any of its rules and dictionaries. It will be appreciated that
in such a case the password may be as good as a random finite string since the attacker is not

able to limit the search space.

[040] It should be appreciated that in most server systems, a password is not
maintained on the server in plaintext because it would be entirely unprotected in the event of
an unauthorized breach of the server. Accordingly, a server or computing system may
transform or encrypt the password or store the password behind an extra layer of

authentication such as a protection function. A protection function can be used to transform,

9
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encrypt, or store a password, for example, as a string such that the original password may be
more difficult for an attacker to recover. As an example, protection function Fy, is a function
Fy: X(a) — {0,1}" that takes a finite string over a and outputs a bit string. In some
embodiments, a protection function F, can be any one-way function that takes as input a
string (e.g., a password) and outputs a bit string from which it is difficult to recover the
original input string. Example protection functions may include common hash functions such

as MD5 or SHA-1.

[041] As previously noted, embodiments may also determine password strength. A
determination of password strength can simulate how long it takes an attacker to recover the
correct password and/or whether the attacker is able to recover the correct password within a
specified time limit. For example, a password strength determination may be made with
respect to an adversary A. In accordance with various embodiments, the inputs to the
password strength determination can include an alphabet «, a protection function F
associated with «, the description of adversary A, a password p over @, and a time period T.
In some embodiments, the description of the adversary A can include its available
computational resources, its rules, and any available auxiliary information. A can take as
input «, F, p, T, and any additional necessary input including random inputs. The password
strength determination can end either after A outputs a finite string p’ or when the time after
the experiment starts exceeds T, whichever comes first. In an exemplary embodiment, a
password strength simulation taking («, F, A, T, p) as inputs can return one if, within time T
after its start, A outputs a finite string p’ such that F(p") = F(p)and can return zero
otherwise. If the function included within the password strength determination returns zero,

the password can be considered secure.

[042] In one embodiment, the password strength determination can assign to the
adversary any available auxiliary information. As such, the password strength determination
can capture an attacker’s potential knowledge of the policies under which the input password
was selected while also addressing situations in which an attacker could steal a multitude of

additional protected passwords.

[043] In one embodiment, an evaluation engine may include a password-strength
estimator that can determine a password strength for an individual password. As described
above, the password strength determination can return a value of one if the password can be

broken or zero if the password is not broken within a time 7. As the time 7 grows longer, it
10
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may be more likely that the password strength estimator can give results that differ from the
real-world expectation based upon the changing capabilities of attackers in the wild. To
address this timing issue, some embodiments focus on identifying passwords that cannot be
broken within a smaller, more practical amount of time 7 (e.g., 4 weeks). In some
embodiments, two criteria can be used to evaluate password strength estimators: reliability
and inclusion. Reliability indicates that the estimator does not create a false sense security in
the sense that it marks weak passwords as strong. Inclusion denotes that the estimator does
not reduce the space of passwords considered to be strong by marking strong passwords as

weak.

[044] A password strength estimator ideally should not overestimate or
underestimate password strength. In one embodiment, a password strength estimator may be
a password FAT-strength estimator E that is a function that accepts an alphabet «, a
protection function F associated with a, the description of adversary A, a password p over a,
a time period T, and any additional information AUX, as inputs. The password FAT-strength
estimator can output 1, in which case £ may mark p as FAT-secure, or 0, in which case E

may mark p as not FAT-secure.

[045] In one embodiment a password FAT-strength estimator E over an alphabet o
is reliable over a test set P © X(«) if the fraction of P that E marks as FAT-secure that is not
FAT-secure is negligible in |P|.The password FAT-strength estimator E over an alphabet « is
inclusive over a test set P € X(a) if the fraction of P that E marks as not FAT-secure that is
FAT-secure is negligible in |P|. The password FAT-strength estimator E over an alphabet o

is accurate over a test set P € X(«) if it is both reliable and inclusive with respect to P.

[046] As mentioned above, attackers use known types of tools when attempting to
crack a password. For an exemplary rule including probabilistic context-free grammar, an
attacker may use a large set of passwords from major password breaches to train its
password generation model. The attacker then uses the trained model to create a rule set that
is used to generate context-free grammar strings to crack a password. The evaluation
framework used by embodiments may imitate the attacker’s password cracking strategy
during the calculation of the password’s complexity and strength. Another exemplary rule
could encompass password attacking informed by a user’s online presence. To develop this
rule, an attacker may scrape social media platforms (e.g., Facebook™, LinkedIn™, etc.)

where a user has a presence to extract possible phrases from structured/unstructured text,
11
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pictures, videos, or other elements of the user’s account that can be used to derive a
password. These phrases can be used alone or combined with other rule sets (e.g., a word list)
to create a combination of rules. If the attacker has access to social media profiles of the
users, the attacker probably knows the alphabet associated with the password that the attacker
is trying to crack. However, even if the attacker does not know the alphabet, the attacker can
try different alphabets or all ASCII characters. In some cases, the attacker can add to the pool
of all possible passwords by using different dictionaries (e.g., if the user’s Facebook™ page
has posts in English and French, the attacker can use these both dictionaries.) The evaluation
framework used by embodiments may mimic the attacker’s password cracking strategy by
extracting information from social media to assign to the attacker knowledge of relevant data
that is publically available on social media when calculating the password’s complexity and

determining the password’s strength.

[047] Figure 1 depicts an exemplary evaluation engine 100 in an exemplary
embodiment. It will be appreciated that the evaluation engine 100 may be provided as a
stand-alone application or other computer process executable by a computing device. In one
embodiment, the evaluation engine may generate a user interface to receive input manually
entered by a user. In another embodiment, the inputs described herein may be
programmatically received without selection by a user. The evaluation engine 100 may
provide a rule-based approach that can use combinations of an upper bound, a lower bound, a
chain rule, and an order-aware chain rule to calculate the complexity and strength of a
password, p. The evaluation engine 100 can receive a password p 102 as an input. In some
embodiments, a user can provide all or a subset of rules £ 104, an alphabet « along with the
minimum and maximum allowable length of p 106, user-defined strength parameters 108
(e.g., password storage and adversarial capabilities), and a user-defined order of rules 110. In
one embodiment, the evaluation engine may also accept a user-defined maximum complexity
value 112. The user-defined maximum complexity value 112 provides an opportunity for a
user to specify an estimate of maximum complexity based on the user’s perception and
confidence of input rules and thus change the maximum size of the search space. In one
embodiment user-defined maximum complexity value 112 may be directly supplied by a
user. In another embodiment the maximum complexity value 112 may be a value originally
determined by another password complexity estimator. Further, the evaluation engine 100
may additionally receive user-defined parser rules 114 as an input. Alternatively, default
inputs may be used in place of some or all of the user-provided inputs by the evaluation
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engine 100. For example, the evaluation engine 100 may include default rules 104’, a default
alphabet o along with the minimum and maximum allowable length of p 106’, a default order

of rules 110’, default parsing rules 114’ and other default inputs.

[048] In some embodiments, the evaluation engine 100 can output 7, a
FAT —strength estimate 130 (i.e., 0 or 1), or a complexity and/or normalized complexity 132
of p in relation to lower and upper bounds of complexity. The user supplied parser 114 or
default parser 114’ can extract parsings of p. In some embodiments, the parser can have one
or more options including using default algorithms p — [P], using user-defined algorithms
p — [p] € [P], or locating p in a precalculated set of all possible passwords 116 based on the
input rules. The output of the parser 114 or default parser 114’ can be a list of parsed results
of p or a corresponding position of p in X(a). A complexity calculator 118 can take the user-
defined parser’s output or the default parser’s output as an input. The complexity calculator
118 can calculate the complexity of p 102 based on the provided parsings, or it can use a pre-
calculated £ and then map p into the minimum search space (i.e., complexity). The
complexity calculator 118 can output complexity or normalized complexity 132 of p 102. In
accordance with various embodiments, the FAT —strength calculator 120 output can be
binary. For example, H; may mean that the FAT-strength calculator 120 outputs 1 and H,

may mean that the FAT-strength calculator outputs 0.

[049] Password entropy is commonly used to indicate a measure of protection
provided by p and increases with the number of characters required for a password. The size
of a search space containing all possible passwords with alphabet a, X(«), identifies the
complexity for randomly generated passwords. The larger the password search space, the

more difficult the password is to crack by brute-force attack.

[050] Figures 2A-2D depict exemplary search spaces for an alphabet based on rule
sets in an exemplary embodiment. Figure 2A depicts a search space 200 made up of all
possible passwords from an exemplary alphabet. It will be appreciated that without some sort

of constraint like a maximum number of characters, the search space would be infinite.

[051] Figure 2B depicts an exemplary search space 210 for an alphabet in which the
rule set consists of passwords based on a single rule, R1 212. For example, R1 212 might
indicate that the password is an eight-character password and the alphabet has only lowercase
English letters (i.e.,
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&:a = {lowercase English letters} X aux = {no more than eight characters} —
2X(@)) 1n this instance, there are more than 200 billion possible ways to create a password p,

|X(a: lowercase english letters)| = 268 in the search space if the password is completely

random.

[052] Figure 2C depicts an exemplary search space 220 for an alphabet in which the
rule set consists of a two rules, the previous described rule R1 212 and a second rule, R2 222.
For example, R2 222 might indicate that the password also includes at least one upper case
English letter. This greatly expands the size of the search space as the possibilities increase

from 26° to 52° possibilities:

&:a = {lowercase English letters} A {at least one upper case English letter} X

aux = {no more than eight characters} — 2X(®),

[053] Figure 2D depicts an exemplary search space 230 for an alphabet in which the
rule set consists of a three rules, the previous described rules R1 212 and R2 222 and a third
rule, R3 232. For example, R2 222 might indicate that the password also includes at least one
number (i.e. 0-9). This further expands the size of the search space as the possibilities

increase from 52° to 62° possibilities with the addition of the third rule in the rule set.
&:a = {lowercase English letters} A {at least one upper case English letter}

{at least one number} X aux = {no more than eight characters} — 2X®). [check

notation form]

It will be appreciated that changing the length of the password instead of or in addition to

adding new rules to the rule set may also expand the search space.

[054] A different representation that highlights how the size a search space of all
possible passwords, |X(a)|, changes with respect to the allowed length and size of alphabet is
shown in Figure 2E. Figure 2E provides a chart 250 depicting various combinations of
lower and uppercase letters (i.e., « = {lower — and upper — case English letters} X

aux = {number of letters is [ € [6,15]} = 2%(®) and password length versus the number

of different ways to create a password in log scale.
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[055] If an attacker knows the allowed length of p and that the password only uses
lowercase letters, at rates of thousands to trillions of password attempts per second, it could
take 2 X 108 to 0.2 seconds, respectively, to crack the password by using brute force. The
rate of attempt to guess a password can vary widely based on the attacker’s hardware
capabilities, which can range from primitive software on outdated hardware for an everyday
attacker to a dedicated infrastructure with state-of-art software algorithms for a state-

sponsored cyber team.

[056] If an attacker has no knowledge of the password policy requirements under
which the password is generated, the attacker theoretically would need to search all of the
possibilities in the search space. In practice, an attacker frequently will have some
knowledge of the password requirements and in one embodiment, the evaluation engine
allows this knowledge to be accepted as an input to limit the projected search space of the
attacker. In some embodiments, the evaluation engine enables a user to adjust the input of
the attacker’s knowledge in order to run multiple simulations whose results may be

compared.

[057] When an adversary A gains more information about the possible password
space X(a), the complexity of a password decreases. This concept follows from the idea that
combining multiple rules produces a corresponding rule set that is the union of the individual
rule sets and is a subset of the profinite set. In various embodiments, the evaluation engine
may identify the difference between probabilities of the adversary A guessing p with and

without prior knowledge.

[058] Figures 3A-3B depict the effect of a potential attacker’s knowledge of
password requirements on a search space in an exemplary embodiment. In Figure 3A, a
search space 310 containing all possible passwords for a given alphabet with unknown
password policy requirements. Figure 3B represents a search space 320 for the given
alphabet in which passwords have been chosen based on a rule set containing rules R1(321),
R2 (322) and R3 (323). Passwords based on the rule set, that is passwords that comply with
subsets of the search space set forth in rules R1 (321), R2 (322) and R3 (323) represent only a
portion of the overall search space 310. In this example, an attacker knowing about R1 (321)
and R2 (322) (but not R3 (323)) could eliminate any passwords not complying with R1 and
R2 from its search space. This adjusted search space is smaller and therefore may be

searched more quickly. It will be appreciated that if the attacker knew all 3 rules that the
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search space would be further restricted. By acknowledging and accounting for this fact, the
evaluation engine utilized by embodiments, presents a more accurate picture of password
complexity password strength when evaluating a password, password policy requirements

and/or the accuracy of a password strength estimator.

[059] As previously noted, password complexity can depend on the password-design
process. Maximum password complexity can be achieved when each password character is
independently drawn from a uniformly distributed alphabet, i.e., the maximum entropy is
achieved. In accordance with various embodiments, the password strength can be judged in
relation to an upper bound and lower bound of password strength for passwords having
similar characteristics. Often, password-policy requirements specify a minimum password
length, denoted by k, and alphabet, . In some embodiments, the evaluation engine can
obtain maximum password length from one or more of a value defined by password policy,
the length of the longest password, denoted by [, from a password database storing existing
passwords, or by user specification of the length of the maximum password. The upper

bound can be calculated as:

1
Nupper = |z(0()l|
i=k

[060] Nupper 18 |X(@)| (i.e., the cardinality of all possible passwords) and the upper

bound is the same for any rule in the set of rules and a disjoint set ¢; of X(«).

[061] In one embodiment, the evaluation engine may use the following equation to
provide a lower bound (1;ower/s(p)) On an adversary’s effort to guess a password p based on

the rule-based complexity measure described herein:

min(|&,], ..., [éx], ... ), 3|&;| is bounded

nlower/i(p) = ]
Nupper » Otherwise 3

[062] where { € Z*. When a password p is not part of a given rule set &, the
calculation of the lower bound|¢;| — 0. As shown in Eq. 3, 7ower /s (p) may have one of two
possible outcomes. If a password is not a member of =, the lower and upper bounds are
equal. The complexity of p is equal to |¢;| when the password is a part of the corresponding

rule set, ;. In some situations, p may be generated by more than one rule in which case the
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evaluation engine evaluates the password complexity of p as the smallest cardinality of all of

the rules that can generate p.

[063] In one embodiment, the evaluation engine may apply a chain rule in situations
where there is more than one pattern in a password p and an adversary A needs to use the
combination of rules to crack the password. Due to the increased prevalence of improved
password policies and richer alphabets, passwords more frequently have multipart structures
such as combinations of upper-case letters, lower-case letters, numbers, and characters. In
one embodiment, the evaluation engine defines the rules as a part of X(a), and each rule
generally represents a small portion of X(a). For example, if o is lower-case English letters
and numbers from zero to nine, a rule including only dictionary words represents a small
portion of X(a). Thus, it is expected that a given password can, in general, require the
combination of various rules to generate. The calculation of the complexity reflects an
accumulation of these small search spaces defined by the combination of rules and/or a rule

as shown below:

min(|c|, ..., |cel, ... ), if 3|c.| is bounded,

nlower/c(p) = .
Nupper, Otherwise, 4

where ¢ represents all possible combinations of rules in £ and r € Z*. In an embodiment, the
evaluation assumes that if a password p is not a member of a subset c¢;, then |c;| — oo, where
[ € Z*. For example, ¢; might be a rule of dictionary words (dict.) or it might be a
combination of two rules such as the first character of a password is a number and the rest of
a password is dictionary words (e.g., \,1,: L\(ﬁ)ﬁdve Soccer ).

number dict.  dict.

[064] Brute-force (or exhaustive search) attack is usually the last resort employed by
an attacker to crack a password because it is the least efficient method as it requires
systematic trial of all possible combinations. Of course, brute-force can always crack a
password when there is no time constraint. It will be appreciated that this is sometimes the
equivalent of saying California is within walking distance of Massachusetts, i.e. possible but
not practical. However, if a password has a predictable structure, exhaustive search becomes

more feasible.
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[065] In accordance with various embodiments, systems and methods described
herein can use a default or user-defined password parsing mechanism in order to extract
patterns in a given password. In an exemplary embodiment, the parser can use an alphabet
to extract the patterns in a given password. By parsing the password to extract patterns, the
rule-based complexity engine can provide better feedback to a user. The alphabet used by
the parser can be parser-specific or can be a non-specific or common alphabet provided by
default. As an example, assume that a parser uses lower and upper case English letters and
digits from zero to nine as an alphabet (w = 26 + 26 + 10 = 62) to identify patterns in a
password following a policy that the password has one number only and at least three
consecutive letters. The input password /LoveSoccer can be parsed by the parser in a number
of different ways such as I-Love-Soccer, 1-Lov-eSoccer, 1-LoveS-occer, etc. The evaluation
engine executes the rule-based complexity calculator to compare all of the parsed results with
a given rule and find the minimum search space to calculate the complexity of the password.
For example, given two separate rules, namely digits (£;) and 20,000 dictionary words (£;),
to check these parsed passwords, all extracted patterns are compared to these rules to
calculate password complexity. For instance, the password /-Love-Soccer. & provides 10
possibilities for 7 (i.e.: 0...9) and oo for both Love and Soccer and ¢, gives oo for /, and 20K
possibilities for both Love and Soccer. Note: for the purpose of readability, log scale is used
for the following calculations. Thus, p(_1ope—-soccery = 10g2(10 X 20K X 20K) = 31.8974.
The complexity calculation for /-Lov-eSoccer. & gives 10 for /, and oo for both Lov and
eSoccer and &, provides oo for each of I, Lov, and eSoccer. Thus, pq_pov—esoccer) =
min(log,(62 X 623 X 627),10og,(10 X 623 x 627)) = 65.4962. After calculating all
possible parsed results, the complexity of the password ILoveSoccer is defined by the
minimum  calculated  value, ie., MmN = (P-Love-soccer) P(I-Lov—eSoccer) =) =
P(-Love—soccery = 31.8974. This minimum search space that takes into account the

attacker’s knowledge of password policy requirements provides a more accurate view of the

obstacle, or lack thereof, to an attacker achieving its goal of cracking a password.

[066] In brute-force cracking, an attacker tries every possible string in X(a) until it
succeeds. More common methods of password cracking, such as dictionary attacks, pattern
checking, word list substitution and so on attempt to reduce the number of trials required and
will usually be attempted before an exhaustive search. In other words, there are probable

paths that an attacker can try to recover a password before trying all combinations in X(«). In
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one embodiment, an order of these probable paths, for example, that an attacker checks
dictionary words before word list substitution, are accepted as inputs into the evaluation

engine to incorporate this information into the complexity calculation as shown below:

n(p) = min(Mupper, (IS:| + 1551 + -+ + 1Sk ) 5

where p is generatable by ¢, and an attacker A tries §; before ¢;, &; before ¢ and so on.

vé € X(a),i € L.

[067] The order of rules employed by the attacker may be represented by the
evaluation engine as a directed graph. In the case of the above example, the directed graph
has three nodes and two edges,
G = (V1,Ey), where Vy = (&;,¢;,¢k), Er = (ay5, aji),and a;; = (&5, ¢5), aje = (&, ¢x).  The

order of evaluation of a password p € X(a)’s complexity is &;, ¢;, and then ¢j.

[068] When there is no idea about the order of rules, the complexity calculations
performed by the evaluation engine can use the minimum of all possible orders to provide a
lower bound to a user as shown below:

—
%
—

Nower (P) = min{nupperr | <l> |i=[1,00)}

[069] As described herein, Password FAT-strength determined by the evaluation
engine is a calculation of the effectiveness of a password in resisting guessing and brute-force

attacks.

[070] Previous password strength estimators tend to categorize a password as very
weak, weak, strong, or very strong. Conversely, embodiments can express password strength
as an estimated time-to-crack based on additional information of an attacker’s resources such
as an adversary’s computational power provided as an input to the evaluation engine. The
estimation of password strength provided by the evaluation engine utilized by embodiments
is a function of endurance to brute-force attack. The evaluation engine consider factors that
can be used by an adversary to calculate a password’s FAT-strength. For example, one or

more rules can be extracted from a user’s online presence (e.g., Facebook™ account). When
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a user creates a password using personal information that is publicly available, the evaluation

framework described herein incorporates this available information into the set of rules =.

[071] In one embodiment, if p € ¢;, then the FAT-strength calculation produced by
the evaluation engine may include this information in the cardinality of the complexity as
given below:

>H1T

Fxs(t) x X 012

tp (1)

where F is a function of a type of password storage (e.g., a one-way hash function), s(t) is
the computation power used by an adversary to crack a password p, i, (t) is the number of
parallel processors, and T shows the acceptable time-to-crack. In various embodiments, the
acceptable time-to-crack 7" can be defined by a user or can be calculated or obtained from a
password change policy. H; represents FAT-strong p and H, represents a scenario in which p
is not FAT-strong. In an embodiment, the computational power s(t) is a function of time that
incorporates an expected future effect of Moore’s law (see Table 1) while calculating the

FAT-strength.

Year Relative Computing Power
2016 1x

2026 32x

2036 1024x

2046 32768x

[072] Figure 4 depicts a high-level model of a FAT-strength calculation in an
exemplary embodiment. The evaluation engine may receive password protection methods, F
(402), and the expected life time, T (404), as auxiliary parameters. In this formulation, certain
rules &;, Vi € [1,n] 406 ( or default rules 406’) and the computational power s(t) 408 can be
used to model adversarial capabilities. In exemplary embodiments, s(t) 408 follows Moore’s

law (i.e., an adversary’s computational capacity doubles every other year) However, it should
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be understood that different functions can be used to model s(t) 408 according to particular
requirements or specifications. For example, if an adversary is a known state actor and
improves its computation capacity every month, this information can be incorporated into
s(t) 408. In exemplary embodiments, the evaluation engine provides the cardinality of an
estimated complexity of p (410). As noted above, various numbers of complexities can be
calculated by the evaluation engine. For example, || 412 is the minimum of all calculations
if a user does not enforce a certain complexity calculation (e.g., order aware chain rule
complexity.) The evaluation engine may use the binary test of hypothesis to decide between

H; and Hy which indicates whether or not p is FAT-strong 414.

[073] As described herein, the evaluation engine of exemplary embodiments
calculates complexity and determines password strength for a password. Figure 5 is a
flowchart depicting an exemplary sequence of steps for a method of evaluating a password in
an exemplary embodiment. It will be appreciated that the method is programmatically
performed by one or more computer-executable processes executing on, or in communication
with, one or more computing devices. The sequence begins with the identification of a rule
set used to create a password for a user (step 502). As explained herein the rules may be
provided as input by a user or entity seeking the analysis or may be otherwise determined.
The evaluation engine then identifies a size of a minimum search space for the password
based on the previously identified rule set (step 504). The evaluation engine receives an
assigned amount of knowledge of a potential attacker regarding the rules in the rule set and
calculates the complexity of the password by determining an adjusted minimum size of the
search space based at least in part upon a potential attacker’s knowledge of rules in the search
space (step 506). In one embodiment, the assigned amount of attacker’s knowledge may be
provided as an input into the evaluation engine by a user. In another embodiment, the
assigned amount of the attacker’s knowledge may be programmatically provided based upon
pre-determined default values. The evaluation engine then determines a strength of the
password based on a potential attacker’s resources, a protection function of the password and
an amount of time available to the attacker to crack the password in view of the adjusted
minimum search space (step 508). The evaluation engine may then generate an evaluation of
the password (step 510). In one embodiment, the evaluation includes separate values for
password complexity and strength provided to a user. In another embodiment, values for
password complexity and strength as determined by the evaluation engine are combined into
a single value that is transmitted to, and/or displayed to, the user.
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[074] Figure 6 is a flowchart depicting an exemplary sequence of steps for
performing a method to evaluate the accuracy of a password strength estimator in an
exemplary embodiment. It will be appreciated that the method is programmatically performed
by one or more computer-executable processes executing on, or in communication with, one
or more computing devices. The sequence begins by identifying a rule set used to create
passwords for an entity with the evaluation engine (step 602). The rule set may be provided
as input or may be programmatically determined. A user or entity may also optionally
provide FAT parameters to be used in the evaluation indicating the protection function (F)
used on the password, the attackers resources (A) and the time available to crack the
password (T) (step 602a). A password strength estimate of a password is received that was
generated by a password strength estimator that is being evaluated (step 604). For example, a
company may wish to have its own password strength estimator evaluated by the evaluation
engine and may provide an estimate of password strength produced by the estimator to the
evaluation engine. The evaluation engine then identifies a minimum search space based on
the rule set (step 606) and calculates a complexity of the password (that is having its strength
estimated by the password strength estimator) by determining a size of an adjusted minimum
search space based on an assigned amount of a potential attacker’s knowledge of the rules in
the rule set (step 608). The evaluation engine then determines a strength of the password
based on a potential attacker’s resources, a protection function of the password and an
amount of time available to the attacker to crack the password in view of the adjusted
minimum search space (step 610). The determined strength produced by the evaluation
engine may then be compared to the estimate of password strength received from the
password strength estimator being evaluated (step 612) and a generation of the accuracy of
the password strength estimator may then be provided to the entity seeking the evaluation

(step 614).

[075] In one embodiment, the evaluation engine may enable a user to alter and
adjust the capabilities being assigned to a potential attacker so as to generate password policy
recommendations for an entity or password suggestions for a user. Figure 7 is a flowchart
depicting an exemplary sequence of steps for performing a method to generate password
policy/password recommendations in an exemplary embodiment. It will be appreciated that
the method is programmatically performed by one or more computer-executable processes
executing on, or in communication with, one or more computing devices. The sequence

begins by determining a first strength estimate for a password as previously described herein
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(step 702). The evaluation engine may then be used to adjust at least one rule in the rule set
used to generate the password (step 704). For example, the evaluation engine may receive a
user selection to increase the required number of characters in the password or some other
existing criteria or may add an additional rule or rules to the rule set. The evaluation engine
may then determine a search space (a second search space) for the password in light of the
adjusted rule set (step 706) and may calculate complexity for the password by determining a
size of a second adjusted search space that takes into account an assigned amount of a
potential attacker’s knowledge of the rules in the adjusted rule set (step 708). The evaluation
engine may then determine a second strength of the password produced from the altered rule
set based on the potential attacker’s resources, a protection function of the password and an
amount of time available to the attacker to crack the password (step 710). Following the
determination of the second strength, the evaluation engine may generate a password policy
recommendation for a user or entity based on the difference between the determined first and
second strengths (step 712). For example, if the evaluation engine determines that the second
strength is stronger than the first strength, the evaluation engine may generate a suggestion
for the entity or user to switch their password or password requirements in line with the tested
altered rule set. In another embodiment, the evaluation engine may be in communication with
the entity requiring the password and the change to the password policy requirements may
occur automatically following the determination of the increased security available from the

altered rule set.

[076] In one embodiment, social media data may be used to assist in initially
determining the strength of a password. In another embodiment, the social media data may be
used to alter a previous determination of password strength. Figure 8 is a flowchart depicting
an exemplary sequence of steps for evaluating a password based on social media data in an
exemplary embodiment. It will be appreciated that the method is programmatically performed
by one or more computer-executable processes executing on, or in communication with, one
or more computing devices. The sequence begins with the evaluation engine determining a
first strength estimate for a password (step 802). A monitoring module in the evaluation
engine may be configured to periodically examine one or more social media platforms such
as Twitter™, Facebook™, LinkedIn™, etc. to identify publicly available data associated with
the user (step 804). In one embodiment, the monitoring module may compare the publically
available data to the user’s password to see if the data corresponds to all or a portion of the

password. For example, information such as children and pet names frequently forms some or
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all of a user’s passwords and potential attackers are known to utilize such information in
developing tools to guess a user’s password. If no new personal data corresponding to the
user’s password appears on the social media platform (step 805), the monitoring module
continues to monitor. Depending upon implementation, the monitoring may be continual or
periodic. If new personal data corresponding to the user’s password does appear on the social
media platform (step 805), the monitoring module extracts (copies) the data and provides it as
additional input to the evaluation engine (step 806). The evaluation engine uses the social
media data to adjust the amount of knowledge of the rule set assigned to the potential attacker
and recalculates the complexity of the password (by adjusting the size of the search space)
based thereon (step 808). In this manner, the fact that the user has made some portion, or all
of their password available publicly, albeit in a different context, is considered by the
evaluation engine. A second strength of password is then determined based upon the
adjusted search space and the F, A, T inputs previously described (step 810). Based on a
difference between the determined second strength and the determined first strength (which
indicates that the attacker’s increased knowledge has now made the password less secure) a
recommendation may be generated with respect to the password. For example, in one
embodiment a real-time alert may be sent to the user indicating that the user should consider
changing their password because of newly posted social media data. In another embodiment,
an alert may be sent to an entity associated with the user (e.g. an entity controlling a website
requiring the user’s password) informing the entity of the user’s weakened password along
with a suggestion for an immediate change in password. In one embodiment, the discovery
of the social media-based password vulnerability may result in the programmatic freeze of
the user’s login rights. For example, the evaluation engine may be configured to control login
access for the entity with which the user is associated and may automatically suspend access

until a password change.

[077] It will be appreciated that other uses of social media data are also within the
scope of the present invention. For example, without limitation, the analysis of the social
media data may also be performed as part of a password enrollment process when the user
first chooses his or her password as part of an associated entity’s password registration
process. If the user attempts to register/enroll a password compromised by social media data
discoverable by the monitoring module during the registration process, the evaluation engine

may inform the user during enrollment of the need for a different password.
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[078] Figure 9 is an exemplary network environment suitable for practicing a
distributed implementation of an exemplary embodiment. The system can include a server
900, a database 920, a computing device 930, a local computing device 960, social media
platforms such as social medial platforms 970, 980 and 990 and other components connected
by a network 950. It should be appreciated that various other distributed or centralized
configurations may be implemented without departing from the scope of the present
invention. In exemplary embodiments, computing device 930 can host and execute password
evaluation engine 910 and monitoring module 932. Alternatively, in other embodiments,
server 900, which may host a web site 902 that requires a password, and may host and
execute password evaluation engine 910. Server 900 may also execute its own password
strength estimator 904 implemented as a stand-alone application or other executable
computing process. In one embodiment, an entity in control of server 900 may have
password strength estimator 904 evaluated by password evaluation engine 910. Database 920
may store rule set(s) 922 and passwords 924 utilized by hosted web site 902 which may be
provided to evaluation engine 910 as described herein. It will be appreciated that the
password evaluation engine and monitoring module functionality may be implemented as a
greater or lesser number of elements than illustrated and that other configurations in addition

to those illustrated and discussed are also within the scope of the present invention.

[079] In one embodiment, local computing device 960 may be operated by a user
964 who may provide input into the evaluation engine 910 related to the user’s password via
an evaluation engine user interface 962 displayed on local computing device 962. For
example, the evaluation engine user interface 962 may be displayed to the user 964 as part of

an enrollment process for a website such as hosted web site 902.

[080] The server 900, computing device 930 and local computing device 960 may
be, but are not limited to, work stations, computers, general purpose computers, Internet
appliances, hand-held devices, wireless devices, portable devices, wearable computers,
cellular or mobile phones, portable digital assistants (PDAs), smart phones, tablets,
ultrabooks, netbooks, laptops, desktops, multi-processor systems, microprocessor-based or
programmable consumer electronics, game consoles, set-top boxes, network PCs, mini-
computers, smartphones, tablets, netbooks, and the like. The server 900, computing device
930 and local computing device 960 may include some or all components described in

relation to computing device 1000 shown in FIG. 10.
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[081] The server 900, computing device 930 and local computing device 960 may
connect to a network 950 via a wired or wireless connection. The server 900, computing
device 930 and local computing device 960 may include one or more applications. In
exemplary embodiments, the server 900, database, 920, computing device 930, local
computing device 960 and social media platforms may be in communication with each other
via the network 950. The network 950 may include, but is not limited to, the Internet, an
intranet, a LAN (Local Area Network), a WAN (Wide Area Network), a MAN (Metropolitan

Area Network), a wireless network, an optical network, and the like.

[082] Figure 10 is an exemplary computing device that may be utilized in an
exemplary embodiment to perform the methods described herein. The computing device
1000 includes one or more non-transitory computer-readable media for storing one or more
computer-executable instructions (such as but not limited to software or firmware) for
implementing methods according to the principles described herein. The non-transitory
computer-readable media can include, but are not limited to, one or more types of hardware
memory, non-transitory tangible media (for example, one or more magnetic storage disks,

one or more optical disks, one or more USB flash drives), and the like.

[083] For example, memory 1006 included in the computing device 1000 can store
computer-readable and computer-executable instructions or software for implementing
exemplary embodiments such as methods described above in reference to Figures 5-8. The
computing device 1000 also includes processor 1002 and associated core 1004, and
optionally, one or more additional processor(s) 1002’ and associated core(s) 1004” (for
example, in the case of computer systems having multiple processors/cores), for executing
computer-readable and computer-executable instructions or software stored in the memory
1006 and other programs for controlling system hardware. Processor 1002 and processor(s)

1002’ can each be a single core processor or multiple core (1004 and 1004”) processor.

[084] Virtualization can be employed in the computing device 1000 so that
infrastructure and resources in the computing device can be shared dynamically. A virtual
machine 1012 can be provided to handle a process running on multiple processors so that the
process appears to be using only one computing resource rather than multiple computing

resources. Multiple virtual machines can also be used with one processor.
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[085] Memory 1006 can be non-transitory computer-readable media including a
computer system memory or random access memory, such as DRAM, SRAM, EDO RAM,
and the like. Memory 1006 can include other types of memory as well, or combinations

thereof.

[086] A user can interact with the computing device 1000 through a display unit,
such as a touch screen display or computer monitor, which can display one or more user
interfaces that can be provided in accordance with exemplary embodiments. The computing
device 1000 can also include other I/0 devices for receiving input from a user, for example, a
keyboard or any suitable multi-point touch interface 1020, a pointing device 1018 (e.g., a
pen, stylus, mouse, or trackpad). The multi-point touch interface 1020 and the pointing
device 1018 can be coupled to the display unit. The computing device 1000 can include
other suitable conventional I/O peripherals. The computing device 1000 can also include a

scanner 1032, such as an optical scanner, that can scan and read a machine readable code.

[087] The computing device 1000 can also include one or more storage devices
1026, such as a hard-drive, CD-ROM, or other non-transitory computer readable media, for
storing data and computer-readable instructions and/or software, such as an evaluation engine
and monitoring module and/or data related thereto that can implement exemplary
embodiments of the methods and systems as taught herein, or portions thereof. Exemplary
storage device 1026 can also store one or more databases 1028 for storing any suitable
information required to implement exemplary embodiments. The databases can be updated
by a user or automatically at any suitable time to add, delete, or update one or more items in
the databases. Exemplary storage device 1026 can store one or more databases 1028 for
storing any other data/information used to implement exemplary embodiments of the systems

and methods described herein.

[088] The computing device 1000 can include a network interface 1008 configured
to interface via one or more network devices 1024 with one or more networks, for example,
Local Area Network (LAN), Wide Area Network (WAN) or the Internet through a variety of
connections including, but not limited to, standard telephone lines, LAN or WAN links (for
example, 802.11, T1, T3, 56kb, X.25), broadband connections (for example, ISDN, Frame
Relay, ATM), wireless connections, controller area network (CAN), or some combination of
any or all of the above. The network interface 1008 can include a built-in network adapter,

network interface card, PCMCIA network card, card bus network adapter, wireless network
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adapter, USB network adapter, modem or any other device suitable for interfacing the
computing device 1000 to any type of network capable of communication and performing the
operations described herein. Moreover, the computing device 1000 can be any computing
device that is capable of communication and that has sufficient processor power and memory

capacity to perform the operations described herein.

[089] The computing device 1000 can run operating system 1010, such as versions
of the Microsoft® Windows® operating systems, different releases of the Unix and Linux
operating systems, versions of the MacOS® for Macintosh computers, embedded operating
systems, real-time operating systems, open source operating systems, proprietary operating
systems, operating systems for mobile computing devices, or other operating systems capable
of running on the computing device and performing the operations described herein. In
exemplary embodiments, the operating system 1010 can be run in native mode or emulated
mode. In an exemplary embodiment, the operating system 1010 can be run on one or more

cloud machine instances.

[090] Portions or all of the embodiments of the present invention may be provided
as one or more computer-readable programs or code embodied on or in one or more non-
transitory mediums. The mediums may be, but are not limited to a hard disk, a compact disc,
a digital versatile disc, a flash memory, a PROM, a RAM, a ROM, or a magnetic tape. In
general, the computer-readable programs or code may be implemented in any computing

language.

[091] Since certain changes may be made without departing from the scope of the
present invention, it is intended that all matter contained in the above description or shown in
the accompanying drawings be interpreted as illustrative and not in a literal sense.
Practitioners of the art will realize that the sequence of steps and architectures depicted in the
figures may be altered without departing from the scope of the present invention and that the
illustrations contained herein are singular examples of a multitude of possible depictions of

the present invention.
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[092] The foregoing description of example embodiments of the invention
provides illustration and description, but is not intended to be exhaustive or to limit the
invention to the precise form disclosed. Modifications and variations are possible in light of
the above teachings or may be acquired from practice of the invention. For example, while a
series of acts has been described, the order of the acts may be modified in other
implementations consistent with the principles of the invention. Further, non-dependent acts

may be performed in parallel.
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We claim:
1. A computing device-implemented method for evaluating a password, comprising:

identifying a rule set used to create a password for a user, the password consisting of a
plurality of characters from an alphabet, the rule set based on one or more rules applicable to
creating the password;

identifying a size of a minimum search space equal to the smallest subset of
passwords that can be created from the alphabet based on the rule set;

calculating a complexity of the password by determining a size of an adjusted
minimum search space based at least in part on an assigned amount of knowledge of the
plurality of rules possessed by a potential attacker attempting to crack the password;

determining a strength of the password based on at least an attacker’s resources, a
protection function used to store the password and a time available to crack the password
with respect to the adjusted minimum search space; and

generating an evaluation of the password based on the calculated complexity and

determined strength.

2. The method of claim 1, further comprising:

receiving a specified order of a search space exploration for a plurality of different
types of attacks employed by an attacker; and

performing at least one of calculating the complexity of the password and determining
the strength of the password based at least in part on the specified order of search space

exploration with respect to the adjusted minimum search space.

3. The method of claim 1, further comprising:

parsing the password to extract a plurality of patterns;

comparing the extracted patterns with at least one of the rules used to create the
password; and

identifying the minimum search space based at least in part on the comparing.
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4. The method of claim 1 wherein the attacker’s resources include at least one of a
computational power of an attacker and an amount of parallel processing being used by an

attacker.

5. The method of claim 1 wherein the determining of the strength of the password is based at

least in part on knowledge of the attacker of the protection function.

6. The method of claim 1 wherein the determined strength of the password is expressed in

terms of a length of time needed by an attacker to crack the password.

7. The method of claim 1, further comprising:
monitoring one or more social media platforms on which the user has a presence;
extracting data related to the user from the one or more social media platforms; and
adjusting the amount of assigned knowledge possessed by the potential attacker based

on the extracted data.

8. The method of claim 7, further comprising:
providing a programmatically generated alert based on the adjusting of the amount of
assigned knowledge, the programmatically generated alert provided to at least one of a user

and an entity associated with the password.

9. The method of claim 1, further comprising:

receiving a password strength estimate for the password from an entity using a
password strength estimator;

comparing the determined strength to the password strength estimate received from
the password strength estimator; and

generating an evaluation of the accuracy of the password strength estimator based on

the comparing.

10. A computing device-implemented method for evaluating a password policy, comprising:
identifying an existing rule set used to create passwords for an entity, the passwords
consisting of a plurality of characters from an alphabet, the rule set including a plurality of

rules applicable to creating the passwords;
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identifying a size of a minimum search space equal to the smallest subset of
passwords that can be created from the alphabet based on the rule set;

calculating a complexity of a password by determining a size of an adjusted minimum
search space based at least in part on an assigned amount of knowledge of the plurality of
rules possessed by a potential attacker attempting to crack the passwords;

determining a first strength of the password, the determining of the first strength
based on at least an attacker’s resources, a protection function used to store the password and
a time available to crack the password with respect to the adjusted minimum search space;
and

generating a recommendation for the password policy based on the determined first

strength.

11. The method of claim 10, further comprising:

adjusting at least one of the rules in the rule set;

identifying a size of a second minimum search space equal to the smallest subset of
passwords that can be created from the alphabet based on the rule set with the adjusted at
least one rule;

determining a size of a second adjusted minimum search space based on an assigned
amount of knowledge of the plurality of rules containing the adjusted at least one rule that is
possessed by a potential attacker attempting to crack the passwords;

determining a second strength of the password, the determining of the second
strength based on at least an attacker’s resources, a protection function used to store the
password and a time available to crack the password with respect to the second adjusted
minimum search space; and

providing a password policy recommendation to the entity with respect to the rule set
based on a difference between the determined second strength and the determined first

strength.

12. The method of claim 10, further comprising:
adjusting the assigned amount of knowledge of the potential attacker;
determining a size of a second adjusted minimum search space based on the adjusted
assigned amount of knowledge of the plurality of rules possessed by the potential attacker;
determining a second strength of the password, the determining of the second

strength based on at least an attacker’s resources, a protection function used to store the
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password and a time available to crack the password with respect to the second adjusted
minimum search space; and
providing a password policy recommendation to the entity based on a difference

between the determined second strength and the determined first strength.

13. A non-transitory medium holding computing device-executable instructions for
evaluating a password, the instructions when executed causing at least one computing device
to:

identify a rule set used to create a password for a user, the password consisting of a
plurality of characters from an alphabet, the rule set based on one or more rules applicable to
creating the password;

identify a size of a minimum search space equal to the smallest subset of passwords
that can be created from the alphabet based on the rule set;

calculate a complexity of the password by determining a size of an adjusted
minimum search space based at least in part on an assigned amount of knowledge of the
plurality of rules possessed by a potential attacker attempting to crack the password;

determine a strength of the password based on at least an attacker’s resources, a
protection function used to store the password and a time available to crack the password
with respect to the adjusted minimum search space; and

generate an evaluation of the password based on the calculated complexity and

determined strength.

14. The medium of claim 13 wherein the instructions when executed further cause the at
least one computing device to:

receive a specified order of a search space exploration for a plurality of different
types of attacks employed by an attacker; and

perform at least one of calculating the complexity of the password and determining
the strength of the password based at least in part on the specified order of search space

exploration with respect to the adjusted minimum search space.

15. The medium of claim 13 wherein the instructions when executed further cause the at
least one computing device to:

parse the password to extract a plurality of patterns;
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compare the extracted patterns with at least one of the rules used to create the
password; and

identify the minimum search space based at least in part on the comparing.

16. The medium of claim 13 wherein the attacker’s resources include at least one of a
computational power of an attacker and an amount of parallel processing being used by an

attacker.

17. The medium of claim 13 wherein the determining of the strength of the password is

based at least in part on knowledge of the attacker of the protection function.

18. The medium of claim 13 wherein the determined strength of the password is expressed in

terms of a length of time needed by an attacker to crack the password.

19. The medium of claim 13 wherein the instructions when executed further cause the at
least one computing device to:
monitor one or more social media platforms on which the user has a presence;
extract data related to the user from the one or more social media platforms; and
adjust the amount of assigned knowledge possessed by the potential attacker based on

the extracted data.

20. The medium of claim 19 wherein the instructions when executed further cause the at
least one computing device to:

provide a programmatically generated alert based on the adjusting of the amount of
assigned knowledge, the programmatically generated alert provided to at least one of a user

and an entity associated with the password.

21. The medium of claim 13 wherein the instructions when executed further cause the at
least one computing device to:

receive a password strength estimate for the password from an entity using a
password strength estimator;

compare the determined strength to the password strength estimate received from the

password strength estimator; and
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generate an evaluation of the accuracy of the password strength estimator based on

the comparing.

22. A non-transitory medium holding computing device-executable instructions for
evaluating a password policy, the instructions when executed causing at least one computing
device to:

identify an existing rule set used to create passwords for an entity, the passwords
consisting of a plurality of characters from an alphabet, the rule set including a plurality of
rules applicable to creating the passwords;

identify a size of a minimum search space equal to the smallest subset of passwords
that can be created from the alphabet based on the rule set;

calculate a complexity of a password by determining a size of an adjusted minimum
search space based at least in part on an assigned amount of knowledge of the plurality of
rules possessed by a potential attacker attempting to crack the passwords;

determine a first strength of the password, the determining of the first strength based
on at least an attacker’s resources, a protection function used to store the password and a time
available to crack the password with respect to the adjusted minimum search space; and

generating a recommendation for the password policy based on the determined first

strength.

23. The medium of claim 22 wherein the instructions when executed further cause the at
least one computing device to:

adjust at least one of the rules in the rule set;

identify a size of a second minimum search space equal to the smallest subset of
passwords that can be created from the alphabet based on the rule set with the adjusted at
least one rule;

determine a size of a second adjusted minimum search space based on an assigned
amount of knowledge of the plurality of rules containing the adjusted at least one rule that is
possessed by a potential attacker attempting to crack the passwords;

determine a second strength of the password, the determining of the second strength
based on at least an attacker’s resources, a protection function used to store the password and
a time available to crack the password with respect to the second adjusted minimum search

space; and

35



WO 2017/106669 PCT/US2016/067214

provide a password policy recommendation to the entity with respect to the rule set
based on a difference between the determined second strength and the determined first

strength.

24. The medium of claim 22 wherein the instructions when executed further cause the at
least one computing device to:

adjust the assigned amount of knowledge of the potential attacker;

determine a size of a second adjusted minimum search space based on the adjusted
assigned amount of knowledge of the plurality of rules possessed by the potential attacker;

determine a second strength of the password, the determining of the second strength
based on at least an attacker’s resources, a protection function used to store the password and
a time available to crack the password with respect to the second adjusted minimum search
space; and

provide a password policy recommendation to the entity based on a difference

between the determined second strength and the determined first strength.

25. A system for evaluating a password, comprising:
a computing device equipped with a processor and a network interface and configured
to execute an evaluation engine, the evaluation engine when executed:
identifying a rule set used to create a password for a user, the password
consisting of a plurality of characters from an alphabet, the rule set based on one or more
rules applicable to creating the password;
identifying a size of a minimum search space equal to the smallest subset of
passwords that can be created from the alphabet based on the rule set;
calculating a complexity of the password by determining a size of an adjusted
minimum search space based at least in part on an assigned amount of knowledge of the
plurality of rules possessed by a potential attacker attempting to crack the password;
determining a strength of the password based on at least an attacker’s
resources, a protection function used to store the password and a time available to crack the
password with respect to the adjusted minimum search space; and
generating an evaluation of the password based on the calculated complexity
and determined strength; and
a display device communicatively coupled to the computing device and configured to

display a user interface generated by the evaluation engine.
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26. The system of claim 25 wherein the computing device is further configured to execute a
monitoring module that when executed:
monitors one or more social media platforms on which the user has a presence;
extracts data related to the user from the one or more social media platforms; and
provides the extracted data to the evaluation engine in order to adjust the amount of

assigned knowledge possessed by the potential attacker based on the extracted data.

27. The system of claim 26, wherein the evaluation engine when executed:
provides a programmatically generated alert based on the adjusting of the amount of
assigned knowledge, the programmatically generated alert provided to at least one of the user

and an entity associated with the password.
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fee was not paid within the time limit specified in the invitation. i

D No protest accompanied the payment of additional search fees.

1. D As all required additional search fees were timely paid by the applicant, this international search report covers all searchabié ™

§Fom1 PCT/ISA/210 (continuation of first sheet (2)) (January 2015)
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INTERNATIONAL SEARCH REPORT International application No.
PCT/US 16/67214 T

In continuation of Box No. Il Observations where unity of invention is lacking (Continuation of item 3 of first sheet):

This application contains the following inventions or groups of inventions which are not so linked as to form a single general inventive
concept under PCT Rule 13.1.

Group I: Claims 1-9, 13-21, 25-27 directed to methods and media for evaluating a password.

Group II: Claims 10-12, 22-24 directed to methods and media for evaluating a password policy.

The groups of inventions listed above do not relate to a single general inventive concept under PCT Rule 13.1 because, under PCT Rule
13.2, they lack the same or corresponding special technical features for the following reasons:

The special technical feature of the Group | invention is identifying a rule set used to create a password for a user, and generating an
evaluation of the password based on the calculated complexity and determined strength, not required by Group II.

The special technical feature of the Group Il invention is identifying an existing rule set used to create passwords for an entity, and
generating a recommendation for the password policy based on the determined first strength, not required by Group .

Groups I-1l share the technical features of, in various combination, identifying a rule set used to create a password, the password
consisting of a plurality of characters from an alphabet, the rule set applicable to creating the password; identifying a size of a minimum
search space equal to the smallest subset of passwords that can be created from the alphabet based on the rule set; calculating a
complexity of the password by determining a size of an adjusted minimum search space based at least in part on an assigned amount of
know ledge of the plurality of rules possessed by a potential attacker attempting to crack the password; determining a strength of the
password based on at least an attacker's resources, a protection function used to store the password and a time available to crack the
password with respect to the adjusted minimum search space.

However, these shared technical features fail to represent a contribution over the prior art of US 2014/0373088 A1 to Aggarwal et al.
(hereinafter 'Aggarwal'), which discloses identifying a rule set used to create a password, the password consisting of a plurality of .; : ..
characters from an alphabet, the rule set applicable to creating the password (para [0007], [0034], [0059] - "receiving one or more
dictionaries containing words that may be used for the alphabetic component of the proposed and/or modified password"; "password
creation policies"); identifying a size of a minimum search space equal to the smallest subset of passwords that can be created from the
alphabet based on the rule set (para [0119], [0145])-[0148], [0155], [0177] - "the Shannon entropy of the original password checker
distribution was about 27, which can be viewed as equivalent to a space of 227 different passwords. Even with the moderate value of
Shannon entropy, the total number of guesses possible by the grammar is beyond the trillions. Thus, a reasonable reject function.is
needed, as there are many possible passwords with very small probabilities, if the system has a higher Shannon entropy, then the new
distribution of passwords would be more resistant to an optimal password cracking attack. Thus, used properly, Shannon entropy of the
grammar can be useful in the grammar update function”; "By binary search, a password with index in each component (i, j, and k),
whose probability is closest to t/p1 but greater than or equal to it, can be found. This means that at least i*j*k guesses has probability
greater than t/p1 for this base structure. This process can be repeated for additional base structures. By adding g(t) found for eagh;base
structure, a lower bound can be found on the total number of guesses to reach t"); calculating a complexity of the password by
determining a size of an adjusted minimum search space based at least in part on an assigned amount of knowledge of the plurality of
rules possessed by a potential attacker attempting to crack the password (para [0025], [0029], [0060]-[0064], {007 1]-[0073], [0145}--
[0148], [0168]-[0169], [0177]), Fig. 5 - "generating a probabilistic context-free grammar from an array of control passwords aggregated -
from real-user passwords and establishing a threshold complexity value based on the effort required to crack the control passwords";
"the system protects against off-line attacks where an attacker has obtained a set of hashes (and likely user names) and desires to
break as many passwords as possible in a reasonable amount of time"; “continual use of the system would continue to generate strong
passwords, even if attackers become aware of the probabilistic distribution of passwords"); determining a strength of the password
based on at least an attacker's resources, a protection function used to store the password and a time available to crack the password
with respect to the adjusted minimum search space (para [0025], [0060]-{0064], [0067], [0081]-{0085], [0109]-[0111], [0145]-[0148],.
[0168]-[0169] - "strength/complexity value of the proposed password is then derived"; "a realistic reject function that can distinguish ; &
between strong and weak passwords based on a threshold probability”; "determination of strength of the proposed:password based on
how long it would take to crack that password in a real "optimal" attack"; "strength of a proposed password is related to the time it takes
for an attacker to crack that password. Examples of ways to attack a password include brute force attacks and dictipnary attacks. ,

- However, an assumption made herein is that an attacker can use the best available attack"; "a modified password is added to the .
training set for strength evaluation"). p Lot

Thus, the inventions listed as Groups -1l lack unity of invention because they do not share a same or corresponding special technii;qlm;
feature providing a contribution over the prior art.
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