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(57) ABSTRACT 

The present invention relates to a method for embedding and 
detecting watermark wherein forgery/alternation of image 
can be identified and the location of forgery/alternation can be 
Verified by embedding and detecting watermark into a digital 
image which is shot in real time. Watermark is generated by 
using a quantized coefficient after frequency transform used 
in the compression process. By embedding this into an image, 
image can be compressed simultaneously with embedding 
watermark. The present invention discloses a method for 
embedding robust watermark which embeds a random 
sequence circular shifted from an original pseudo random 
sequence by the distanced as watermark into an image. The 
present invention discloses a technology for generating and 
embedding watermark by using a DCT coefficient quantized 
during the process for MPEG compressing the image, 
wherein said watermark can be generated and embedded in a 
unit of macro blocks or slices. The present invention discloses 
a technology for generating and embedding watermark by 
using a wavelet coefficient quantized during the process for 
wavelet compressing the image. Further, the present inven 
tion discloses a digital video recorder recording the image 
which is shot in real time embedded with watermarkinaccor 
dance with the above method for embedding watermark. 
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METHOD FOR EMBEDDING WATERMARK 
INTO ANIMAGE AND DIGITAL VIDEO 
RECORDER USING SAD METHOD 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. The present patent application claims priority from 
Korean Patent Application No. 2003-0026248, filed on Apr. 
25, 2003. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to a method for 
embedding watermark into an image and digital video 
recorder using said method, and more particularly a method 
for embedding watermark wherein forgery/alternation of 
image can be identified and the location of forgery/alternation 
can be verified by embedding watermark into a digital image 
in real time. Also, said embedment of watermark can be 
performed simultaneously with compression. 
0004 2. Description of the Related Art 
0005. The present invention relates to Korean Patent 
Application No. 2001-62934 entitled, “NETWORK CAM 
ERA FOR PREVENTING FORGERY OF DIGITAL 
IMAGE, NETWORK CAMERA SERVER AND DIGITAL 
VIDEO STORAGE SYSTEM AND METHOD FOR 
AUTHENTICATING DIGITAL IMAGE OUTPUT THERE 
FROM filed by the same applicant of the present application, 
which is included as a reference material of the present inven 
tion. 
0006. The above-identified application discloses a method 
for preventing forgery/alternation of images by embedding 
robust watermark (RW) and/or fragile watermark (FW) into 
an image signal in real time, and a network camera, network 
camera server, and digital video storage device applying said 
method. In particular, in said application, the digital image 
signal is compressed separately after embedding RW but 
before embedding RW. 
0007. The present invention is an invention improving the 
method for embedding robust watermark and fragile water 
mark of the above application. In particular, the present inven 
tion discloses a method for embedding RW and/or FW simul 
taneously with performing compression, a method for 
increasing the amount of information being embedded, a 
method for enhancing the embedment rate to be close to real 
time, a method for embedding watermark which has interop 
erability when embedding and detecting watermark at the 
spatial domain and transformation domain, etc. Also, the 
present invention discloses a digital video recorder (DVR) 
applying said method for embedding robust watermark and/ 
or fragile watermark. 
0008 Before describing the present invention, the digital 
Video recorder applying the method of the present invention 
will be described in the following. 
0009. The DVR (Digital Video Recorder) as the digital 
CCTV system is widely being used as a monitoring system of 
the next generation which will replace monitoring systems of 
the conventional CCD camera, VCR, TAPE, etc. The ana 
logue monitoring system monitors the environment to be 
monitored, records the necessary image data on a tape, and 
searches and stores said tape. However, the DVR can trans 
form image data which was shot into digital signals and store 
them at a hard disc or DVD-RANM, etc. Thus, it appears that 
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the DVR has a number of advantages over the analogue sys 
tem. Also, one DVR can record and thus control a number of 
cameras (for example, 16 cameras) and a number of images 
(16 cut images). 
0010. Meanwhile, the method for embedding and extract 
ing watermark of the present invention mainly uses the char 
acteristics of a frequency transform. Transform which can be 
used in this regard includes wavelet transform (WT) and 
discrete cosine transform (DCT), and such transforms are 
mainly used in removing the redundancy of the spatial infor 
mation of an image at compressed algorithms. 
0011 First, wavelet transform is a transformation method 
advantageous in extracting the characteristics of a signal by 
reducing sampling intervals where the signal changes 
extremely, and by increasing intervals where the signal 
changes slowly. Such is disclosed in “Enhancement of Algo 
rithms via M-Band Wavelet Transform” Proceedings of SPIE 
Biomedical Photonics and Optoelectronic Imaging, 165-169, 
2000 written by Yang Yan and Zhang Dong. 
0012 Together with Fourier transform, wavelet transform 

is a method for managing signals which has been actively 
studied in the 1990s. According to wavelet transform, signals 
are analyzed by reducing the window size on the time axis for 
signals with high frequency and increasing the window size 
on the time axis for signals with low frequency. Therefore, not 
only information on frequency but also information on time 
for each band can be known by using the wavelet transform. 
Also, it is possible to deal with only the signal of a desired 
band because signals can be divided into bands. 
0013 DCT transform is a transformation method trans 
forming data at a two-dimensional area into a two-dimen 
sional frequency plane. The two-dimensional signal obtained 
as a result of the DCT transform remains the same size and is 
only expressed in real numbers. Also, since most image sig 
nals are concentrated at the low frequency domain, most 
coefficients which are not 0 are located at the low frequency 
band, and the coefficients of high frequency elements mostly 
have a value of 0 or smaller. Therefore, by taking only the 
meaningful coefficients of the low frequency band and IDCT 
transforming them, image signals having high frequency ele 
ments removed from their image can be obtained. Accord 
ingly, the compression efficiency can be remarkably 
increased by performing compression using low frequency 
band coefficients after DOT transforming them, than when 
performing compression using the coefficient of each pixel of 
the spatial domain. 

SUMMARY OF THE INVENTION 

0014. It is an object of the present invention to provide a 
system enabling authentication of image which is shot in real 
time and prevention forgery/alternation. 
0015. It is another object of the present invention to pro 
vide a method for embedding robust watermark and/or fragile 
watermark simultaneously with performing compression. 
0016. It is still another object of the present invention to 
provide a method for increasing the amount of information 
being embedded as watermark and enhancing the embedment 
rate of the watermark to be close to real time. 

0017. It is still another object of the present invention to 
provide a method for embedding watermark which has 
interoperability when embedding and detecting watermark at 
the spatial domain and transformation domain, etc. 
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0018. It is still another object of the present invention to 
provide a digital video recorder (DVR) applying the method 
for embedding robust watermark and/or fragile watermark as 
above. 
0019. In order to attain the above objects, the present 
invention provides a method for embedding watermark into 
an image comprising: embedding a random sequence circu 
lar-shifted from an original pseudo random sequence by the 
distanced as watermark into an image. 
0020. In order to attain another object of the present inven 

tion, the present invention provides a method for embedding 
watermark into an image, comprising: generating a pseudo 
random sequence; generating a watermark sequence by cir 
cular-shifting said pseudo random sequence by the distance 
d; multiplying said watermark sequence by a coefficient rep 
resenting watermark embedding strength; generatinga water 
mark-embedded image in a frequency transformation domain 
by adding the multiplied watermark sequence to a wavelet 
transformed original image; and generating a watermark 
embedded image in a spatial domain by inverse wavelet 
transforming said watermark-embedded image. 
0021. Also, the present invention provides a method for 
embedding watermark into an image, comprising: generating 
a pseudo random sequence; generating a watermark sequence 
by circular-shifting said pseudo random sequence by the dis 
tance d; inverse wavelet-transforming said watermark 
sequence; multiplying said inverse wavelet-transformed 
watermark sequence by coefficient representing watermark 
embedding strength; and generating a watermark-embedded 
image by adding said multiplied watermark sequence to an 
original image in spatial domain. 
0022. Also, the present invention provides a method for 
embedding watermark into an image, comprising: generating 
a pseudo random sequence; generating a watermark sequence 
by circular-shifting said pseudo random sequence by the dis 
tance d, discrete cosine transforming an original image: 
replacing LSB of DC coefficients or AC coefficients among 
the discrete cosine transformed coefficients with said water 
mark sequence; and inverse discrete cosine transforming the 
image of which said LSB is replaced. 
0023. Also, the present invention provides a method for 
embedding watermark into an image, comprising: generating 
a pseudo random sequence; generating a watermark sequence 
by circular-shifting said pseudo random sequence by the dis 
tanced; inverse discrete cosine transforming said watermark 
sequence; and adding said discrete cosine transformed water 
mark sequence to an original image. 
0024. In order to attain still another object of the present 
invention, the present invention provides a method for 
embedding watermark into an image simultaneously with 
0025 MPEG compression for the image, comprising: dis 
crete cosine transforming an input image; quantizing said 
discrete cosine transformed image; configuring watermark 
using the quantized DCT coefficient, embedding said water 
mark into said image; and variable length coding the water 
mark-embedded image. 
0026. Also, the present invention provides a method for 
embedding watermark into an image simultaneously with 
MPEG compression for the image, comprising: inputting 
quantized DCT coefficient of a corresponding macro block in 
said image; dividing each DCT block of said corresponding 
macro block into a signature extracting region and a water 
mark embedding region; combining said quantized DOT 
coefficient in said signature extracting region with user infor 
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mation; obtaining a hash value by regarding said combined 
value as an input value of the hash function; and embedding 
said hash value into LSE of the quantized DOT coefficient in 
said watermark embedding region. 
0027. Also, the present invention provides a method for 
embedding watermark into an image simultaneously with 
MPEG compression for image, comprising: inputting quan 
tized DOT coefficients of all macro blocks in corresponding 
slice in said image; dividing each DCT block of said macro 
blocks into the signature extracting region and the watermark 
embedding region; combining said quantized DCT coeffi 
cients in said signature extracting region with user informa 
tion; obtaining hash value by regarding said combined value 
as an input value of hash function; and embedding said hash 
value into LSE of quantized DCT coefficient in watermark 
embedding region in next slice of said corresponding slice. 
0028. Also, the present invention provides a method for 
embedding watermark into an image simultaneously with 
JPEG compression for image, comprising: discrete cosine 
transforming an input image; quantizing said discrete-cosine 
transformed image; configuring watermark using the quan 
tized DCT coefficient; embedding said watermark into said 
image; and entropy coding the watermark-embedded image. 
In order to attain still another object of the present invention, 
the present invention provides a method for embedding 
watermark into an image simultaneously with wavelet com 
pression for image, comprising: dividing quantized wavelet 
coefficients of wavelet compression process into a signature 
extracting region and a watermark embedding region; com 
bining said quantized wavelet coefficient in said signature 
extracting region with user information; obtaining a hash 
value regarding said combined value as an input value of a 
hash function; and making LSB in said watermark embed 
ding region 0, and embedding said hash value bit therein. 
0029. Further, the present invention provides a digital 
Video recorder for embedding watermark into an image 
which is shot in real time in accordance with the method for 
embedding watermark as described above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0030 FIG. 1 is a block diagram showing the constitution 
of the system applying the method for embedding watermark 
of the present invention. 
0031 FIG. 2 is a block diagram showing the constitution 
of the system applying the method for embedding watermark 
of the present invention wherein images from a plurality of 
image input devices are received at a watermark embedding 
device. 
0032 FIG. 3a is a drawing showing the constitution of 
embedding watermark before compressing the digital image. 
0033 FIG. 3b is a drawing showing the constitution of 
embedding watermark simultaneously with compressing the 
digital image. 
0034 FIG. 4 is a block diagram showing the constitution 
of the system of the present invention embedding watermark 
after compressing the digital image. 
0035 FIG.5a is a drawing showing the process for embed 
ding watermark into an MPEG compressed digital image. 
0036 FIG.5b is a drawing showing the process for embed 
ding watermark into a wavelet compressed digital image. 
0037 FIG. 6a is a block diagram showing the schematic 
constitution of the device for authenticating digital images 
embedded with watermark. 



US 2010/0266.157 A1 

0038 FIG. 6b is a flow chart showing the method for 
authenticating a image by extracting RW or FW from a digital 
image embedded with watermark. 
0039 FIG. 7a is a drawing showing the method for circu 
lar-shifting a pseudo-random sequence. 
0040 FIG.7b is a drawing showing the peak value of the 
correlation when detecting watermark in accordance with the 
circular-shifting method. 
0041 FIG. 8a is a graph showing the time of wavelet 
transform and dissolving capacity of the frequency domain. 
0042 FIG. 8b is a drawing showing an image wavelet 
transformed into level 2. 
0043 FIG. 9a is a block diagram showing the process for 
embedding robust watermark at the wavelet transformation 
domain. 
0044 FIG. 9b is a block diagram showing another 
embodiment of the process for embedding robust watermark 
at the wavelet transformation domain. FIG. 9c is a drawing 
showing the process for detecting robust watermark at the 
transformation domain. 
0045 FIG. 9d is a drawing showing the process for detect 
ing robust watermark at the spatial domain. 
0046 FIG. 10 is a drawing showing the image embedded 
with robust watermark in accordance with the present inven 
tion. 
0047 FIG.11a is a block diagram showing the process for 
embedding robust watermark at the discrete cosine transfor 
mation domain. 
0048 FIG. 11b is a block diagram showing another 
embodiment of the process for embedding robust watermark 
at the discrete cosine transformation domain. 
0049 FIG. 11c is a drawing showing the process for 
detecting robust watermark at the transformation domain. 
0050 FIG. 11d is a drawing showing the process for 
detecting robust watermark at the spatial domain. 
0051 FIG. 12 is a drawing showing the interoperability of 
the watermarking method in accordance with the present 
invention. 
0052 FIG. 13 is a drawing illustrating the MPEG struc 
ture. 

0053 FIG. 14 is a block diagram showing the process for 
embedding fragile watermark simultaneously with compres 
sion during the MPEG compression process. 
0054 FIG. 15 is a drawing showing the zigzag scan of the 
DCT block. 
0055 FIG. 16a is a drawing schematically showing the 
process for embedding watermark in a unit of macro blocks. 
0056 FIG. 16b is a flow chart showing the process for 
embedding watermark in a unit of macro blocks. 
0057 FIG. 17a is a drawing schematically showing the 
process for embedding watermark in a unit of slices. 
0058 FIG. 17b is a flow chart showing the process for 
embedding watermark in a unit of slices. 
0059 FIG.18a is a block diagram showing the process for 
detecting fragile watermark from an MPEG compressed bit 
Stream. 

0060 FIG. 18b is a flow chart showing the process for 
detecting fragile watermark from an MPEG compressed bit 
Stream. 

0061 FIG. 19a is a block diagram showing the process for 
embedding fragile watermark simultaneously with compres 
sion during the JPEG compression process and a process for 
detecting watermark. 
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0062 FIG. 19b is a drawing schematically showing the 
process for embedding watermark during a JPEG compres 
sion process. 
0063 FIG. 20 is a drawing illustrating an example of the 
image and coefficients of the transformation plane when the 
image is transformed using wavelet transform. 
0064 FIG. 21a is a block diagram showing the process for 
embedding fragile watermark simultaneously with compres 
sion during the wavelet compression process. 
0065 FIG. 21b is a drawing schematically showing the 
process for embedding fragile watermarkat the wavelet trans 
formation domain. 
0.066 FIG. 22 is a flow chart showing the process for 
detecting watermark from an image embedded with fragile 
watermark at the wavelet transformation domain. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0067 Preferred embodiments of the present invention will 
be described in detail with reference to the accompanying 
drawings in the following. 
0068 FIG. 1 is a block diagram showing the constitution 
of the system applying the method for embedding watermark 
of the present invention. The system of FIG. 1 may be a 
network camera, camera server, etc. applying the constitution 
of compressing an image signal which is shot and embedding 
watermark. In particular, it may be a digital video recorder. 
0069. Referring to FIG. 1, the watermark embedding 
device (100) of the present invention comprises image data 
processing part (A/D) (110), fixed information generating 
part (120), random information generating part (130), water 
mark generating part (140), compressing and watermark 
embedding part (150), image data processing part (decoder+ 
D/A) (160), network connecting part (170), and image 
recording part (180). 
0070 The image data processing part (A/D) (110) is a 
constitutional element required when the image signal which 
is shot and inputted is analogue. It transforms analogue image 
signals into digital image signals (A/D: Analogue to Digital). 
0071. The fixed information generating part (120) is 
where the unique numbers of the image recorder and the 
camera information of the input image are created, and the 
random information generating part (130) is where the 
recording time of the image and the information to be ran 
domly recorded by the user are created. 
0072 The watermark generating part (140) is where the 
watermark to be embedded into digital image is generated by 
using the information generated at said fixed information 
generating part (120) and random information generating part 
(130). 
0073. The compressing and watermark embedding part 
(150) is where the inputted digital image is compressed and 
watermark is embedded. This will be described in more detail 
referring to FIG. 3 in the following. 
0074 Real time operating part (190) is where the function 
of the constitutional elements of the system of FIG. 1 is 
controlled so that it can be performed in real time. 
0075. The compressed image signal embedded with the 
watermark outputted to the compressing and watermark 
embedding part (150) can be inputted into the image data 
processing part (decoder+D/A) (160), network connecting 
part (170), or image recording part (180: digital recorders 
such as hard disc, DVD-RAM, CD-RW magnetic tape, etc.). 
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0076. The image data processing part (decoder+D/A) 
(160) decompresses the compressed image and simulta 
neously transforms the decompressed digital image into an 
analogue image. The image transformed into analogue can be 
seen by general users through image displays such as monitor, 
etc. 

0077. The network connecting part (170) is where data is 
transmitted to the network so that the compressed digital 
image can be recorded and observed from distant areas. 
0078. The image recording part (180) is where the com 
pressed digital image is recorded and stored. The digital 
image recorded at the image recording part (180) can be 
outputted outside by a digital image output device. The digital 
image output device may be a device Such as floppy diskette, 
universal serial bus(USB), CD, etc. 
007.9 FIG. 2 is a block diagram showing the constitution 
of the system applying the method for embedding watermark 
of the present invention which differs from the system of FIG. 
1 in that the images are received from a plurality of image 
input device into a watermark embedding device. In particu 
lar, the system of FIG. 2 can be an example wherein the 
method for embedding watermark of the present invention is 
applied to a digital video recorder (DVR). The DVRs cur 
rently being used receives inputs from usually 4-16 channels 
cameras and record each of them as separate files. 
0080 Since the general constitutional elements of the sys 
tem of FIG. 2 and its function are the same as those of the 
system of FIG. 1, they will not be described in detail in the 
following. However, image signals are inputted from a plu 
rality of image input devices (202), and the inputted image 
signals are integrated by the time division method at the 
image signal integrating part (204) and inputted into the 
image data processing part (210). 
0081. The method for embedding watermark in accor 
dance with the present invention can be divided as (1) the 
method for embedding watermark (in particular, RW) before 
compressing the digital image (FIG. 3a), (2) the method for 
embedding watermark simultaneously with compressing the 
digital image (FIGS. 3b), and (3) the method for embedding 
watermark after compressing the digital image (FIG. 4). Such 
will be described with reference to FIGS. 3 to 4 in the follow 
1ng. 
0082 FIG. 3a is a drawing showing the constitution of 
embedding watermark before compressing the digital image. 
Such compression of digital image and embedment of water 
mark are performed at the compressing and watermark 
embedding part (300a) in the system of FIG. 1 or FIG. 2. 
0083 Digital images are first inputted into the RW embed 
ding part (310a). The RW embedding part (310a) is wherein 
robust watermark is embedded into digital image. At this 
time, the robust watermark is embedded at the spatial domain. 
0084. The image compressing part (320a) is where digital 
images embedded with RW are compressed using compres 
sion methods such as MPEG, MJPEG, Wavelet, etc., and the 
FW embedding part (330a ) is where fragile watermark is 
embedded into the compression stream. 
0085. In the embodiment of FIG. 3a, FW is embedded 
simultaneously with compressing the image. That is, fragile 
watermark is embedded while compressing digital images, 
and accordingly, compared with prior art, the embedment rate 
of the watermark is very fast. This is because the FW was 
embedded after compressing the digital data in prior art. In 
this case, in order to embed watermark into the compressed 
file, the compressed file is restored again and then embedded 
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with FW. After embedding FW, it had to go through the 
compressing process again, and thus it was difficult to embed 
FW in real time. However, in the present invention, FW is 
embedded during the compressing process, and thus the pro 
cess for restoring the compressed file is not required. Detailed 
description on embedding FW and compressing the image 
simultaneously will be described in detail in the following. 
I0086 FIG. 3b is a drawing showing the constitution of 
embedding watermark simultaneously with compressing the 
digital image. That is, it is an embodiment compressing digi 
tal image, embedding RW and embedding FW simulta 
neously. 
I0087. At this time, the region embedding RW and the 
region embedding FW in the digital image may overlap or 
may differ. However, in order to minimize the effect extract 
ing RW due to the embedment of FW when extracting RW, it 
is preferable for RW and FW to be embedded and extracted at 
different domains. Detailed description on embedding RW 
and FW and compressing the image simultaneously will be 
described in the following. 
I0088 FIG. 4 is a block diagram showing the constitution 
of the system of the present invention embedding watermark 
after compressing the digital image. That is, different from 
the embodiments of FIG. 1 to FIG. 3, RW and/or FW is not 
embedded simultaneously with compression, but is embed 
ded when sending the compressed image data which is 
recorded outside. 
I0089. In particular, the embodiment of FIG. 4 is a technol 
ogy appropriate to be applied to the DVR which currently 
does not have a watermarking function. That is, this is a case 
wherein the RW and/or FW is embedded into a digital image 
at a separate watermark embedding part (492) after recording 
the digital image which is shot at the image recording part 
(480) inside the DVR by first compressing it at the compress 
ing part (450). 
0090 Since the watermark is embedded into a compressed 
image data after compressing and recording the digital image 
in the embodiment of FIG. 4, it is not necessary for the 
watermark to be embedded in real time. 
0091. The method for embedding watermark into a com 
pressed digital image will be described in the following refer 
ring to when the digital image is MPEG compressed and 
when it is wavelet compressed. 
0092 FIG.5a is a drawing showing the process for embed 
ding watermark into an MPEG compressed digital image. 
0093. When a bit stream obtained by compressing a digital 
image is inputted into a watermark embedding part, before 
embedding watermark, it is decoded so that the watermark is 
embedded after being decompressed. Then, it is compressed 
again and restored to the original bit stream. 
0094) Referring to FIG. 5a, after going through the vari 
able length decoding (VLD) process, the inputted MPEG bit 
stream goes through the dequantization process. The dequan 
tized coefficient goes through inverse discrete cosine trans 
form (IDCT), and the bit stream is restored to the raw video 
data of the spatial domain through motion compensation 
(MC). 
0095. In order to make an MPEG bit stream from the raw 
Video data again, motion estimation (ME) is first performed, 
and then the data obtained using said process is discrete 
cosine transformed in a unit of macro blocks. The discrete 
cosine transformed coefficient goes through quantization (Q) 
and variable length coding (VLC) process, and becomes an 
MPEG bit stream again. 
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0096. Among the process for restoring an MPEG bit 
stream to a raw video data and the process for making the raw 
video data into an MPEG bit stream again as in FIG.5a, the 
method for embedding and extracting watermark may be 
performed by the five possible methods described in FIG.5a, 
that is methods (1).(1)-(5),(5'). 
0097. The method for embedding and extracting water 
markin (1),(1") is a method for embedding watermark without 
decoding the MPEG bit stream at all. Therefore, the method 
for embedding and extracting watermark is not complex but 
the embedded watermark lacks robustness. 

0098. Meanwhile, the method for embedding and extract 
ing watermark in (5), (5) is a method wherein the MPEG bit 
stream is decoded to the raw video data, and then the water 
mark is embedded at the spatial domain and compressed 
again. Therefore, compared with the other method, it has 
excellent robustness but has a complex embedment and 
extraction algorithm. 
0099. In the present invention, among said possible meth 
ods, watermark is embedded and extracted at a compressed 
MPEG bit stream using method (2), (2). Detailed description 
on the method for embedding and extracting watermark will 
be described in the following. 
0100 FIG.5b is a drawing showing the process for embed 
ding watermark into a wavelet compressed digital image. 
0101 Referring to FIG. 5b, the inputted wavelet com 
pressed bit stream is entropy decoded. The coefficients which 
went through entropy decoding go through dequantization. 
Then, after being inverse wavelet transformed again, it is 
restored to raw video image data. 
0102 The restored raw video image data is wavelet trans 
formed, and the wavelet transformed coefficient is quantized. 
Then, the quantized coefficient is entropy coded and a wave 
let compressed bit stream is obtained again. 
0103) In the present invention, among the above pro 
cesses, watermark is embedded and extracted by process 
(1).(1). The method for embedding and extracting watermark 
will be described in detail in the following. 
0104) Next, referring to FIG. 6a and FIG. 6b, the device 
for authenticating digital image embedded with watermark 
and method thereof in accordance with the embodiments of 
FIG. 1 to FIG. 5 will be described. 

0105 FIG. 6a is a block diagram showing the schematic 
constitution of the device for authenticating digital images 
embedded with watermark, and FIG. 6b is a flow chart show 
ing the method for authenticating images by extracting RW or 
FW from a digital image embedded with watermark. 
0106 The authentication of images as above is generally 
performed off-line. In general, forgery/alternation is deter 
mined after receiving the image data to be authenticated from 
the PC. That is, image authentication using Such watermark 
detection is not performed in real time, but mainly in a pre 
determined period of time using a separate device after the 
image is recorded. 
0107 Referring to FIG. 6a, the image inputting part 
receives the digital image to be authenticated, and transforms 
the image so that the watermark can be easily extracted from 
the inputted image. The image authenticating part comprises 
an RW authenticating part authenticating images by extract 
ing RW, and an FW authenticating part authenticating images 
by extracting FW. Part outputting authentication results of the 
image is the part displaying authenticating results of the 
image authenticating part. 
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0.108 Referring to FIG. 6b, first the image to be authenti 
cated is opened (S500), and the RW or FW is extracted from 
the opened image (S510). Also, the watermark (RW or FW) 
embedded during the process for recording the image which 
is shot is obtained using information for image authentication 
(S502). 
0109. In order to determine whether the extracted RW or 
FW have been changed, said extracted watermark and the 
watermark obtained using information for image authentica 
tion are compared with each other, and its correlation is 
calculated (S520). 
0110. According to the correlation calculated from the 
above result, it is determined whether RW or FW have been 
changed. If it is determined that the watermark was changed, 
the image is determined as a forged/altered image and the 
location of forgery/alternation is detected (S540). If not, the 
image is determined as an authenticated image (S550). 
0111. The method for embedding and extracting charac 

teristic watermark of the present invention will be described 
in the following referring to the robust watermarking method 
and fragile watermarking method. Also, each method will be 
described in accordance with the watermark method at the 
wavelet transformation domain and at the discrete cosine 
transformation domain. 

1. Robust Watermarking Method 

0112. In order to embed robust watermark simultaneously 
with compression, a method for embedding watermark by 
circular-shifting the pseudo-random sequence generated by a 
secret key by the distanced which is the information to be 
embedded is used. 

0113 FIG. 7a is a drawing showing the method for circu 
lar-shifting the pseudo-random sequence. 
0114 Referring to FIG. 7a, in this method, pseudo-ran 
dom sequence is circular-shifted and the shifted d is the 
watermark information. Therefore, according to the length of 
the pseudo-random sequence generated, the payload which 
can be embedded is determined. That is, the amount of infor 
mation is determined. When 1024 pseudo-random sequences 
are generated, if circular shifted, since 2'-1024, 10 bits of 
watermark information in maximum can be embedded. 

0.115. In the method of the present invention, the random 
sequence for embedding a 10 bits data which is 
"0000000010, that is a random sequence (w) circular 
shifted by the distance 2 from the original random sequence 
(w) is used as the watermark (w). This can be described as the 
following equation (1). 

w=w (1) 

0116. The present invention is noticeable in that the pro 
cess for producing watermark is performed at a transforma 
tion plane. That is, watermark is embedded using the fre 
quency transform used during the compression process. Also, 
in order to establish a better reliability, the present invention 
leaves an allowable error band by slightly reducing the pay 
load. This is because the sequence formed at a transformation 
plane is robust against transformation Such as compression, 
etc. compared with noises formed at a spatial domain. 
0117 FIG.7b is a drawing showing the peak value of the 
correlation when detecting watermark in accordance with the 
circular-shifting method. 
0118. That is, by quantizing the 2" sequences into2" inter 
vals as described in FIG.7b, an allowable error band has been 
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given to the peak value of the correlation when detecting the 
watermark, and thus obtained reliability. 
0119 Since watermark sequence is generated at the trans 
formation domain, a lot of bit error may be generated when 
the peak value is detected being slightly shifted by external 
reasons in calculating the correlation. Therefore, in order to 
prevent this, an allowable error band of the peak value of the 
correlation has been given. 
0120 For example, in FIG. 7b it is shown that the peak 
value of the correlation is obtained at 2x2"+2. The watermark 
information detected from this is (2x2"+2)/2"–2.XXXX. If this 
is mapped by the representative value 2, the detected water 
mark bit obtains a watermark information corresponding to 
(n-m) bit length, i.e., 2=(0000... 0010). This can be gener 
alized as the following equation (2). 

2 Info =: 42"- (2) 

I0121 : Truncation 
0122 2": length of the random sequence 
(0123 2": allowable error band width 
I0124. The reason 2" has been added here is to round off 
the numbers, and Info indicates the binary data having the 
length of (n-m) bits. 
0.125. The method for embedding watermark at the wave 

let transformation domain and discrete cosine transformation 
domain using said circular shifting method and a method for 
detecting the same will be described in the following. 

(1) Robust Watermarking Method at the Wavelet Transforma 
tion Domain. 

0126 Since video data are usually row of continuative 
images, the image watermarking method can be applied as it 
is. However, the biggest problem for using the image water 
marking method as a video watermarking method as it is, is 
the complexity of its calculation. Reducing the complexity of 
its calculation is the most important problem to be overcome 
in the current video watermarking method. 
0127. The present invention also provides various techni 
cal Suggestions for establishing the robustness of the water 
mark at the transformation domain while reducing the com 
plexity of the calculation. Video watermarking technology 
can also embed watermark by using the frequency transfor 
mation method or spatial domain method in a manner similar 
to image watermarking method. 
0128. Since the spatial domain method is fragile to com 
pression, the algorithm Suggested in the present invention 
uses the frequency domain method focusing on compression. 
The transforming method used for the frequency domain 
method includes DCT, FFT, DWT, etc. The discrete wavelet 
transform (DWT) method can generally transform the image 
to a desired band, and can randomly select a band robust to 
compression. 
0129. However, when embedding watermark by the fre 
quency transformation method, it is difficult to perform 
embedment in real time, which is essential in the moving 
image watermarking method. This is because the signal 
should be transformed every time the watermark is embedded 
in the transformation method. Therefore, a technology for 
performing the transformation method in real time and for 
maintaining robustness to compression and exterior attacks 
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has been developed in the present invention. Such technology 
will be described in the following. 
0.130 FIG. 8a is a graph showing the time of wavelet 
transform and dissolving capacity of the frequency domain. 
Referring to FIG. 8a, it can be seen that when analyzing 
signals, the window size is Smaller on the time axis for signals 
with high frequency, and the window size is larger on the time 
axis for signals with low frequency. Therefore, when using 
the wavelet transform, not only information on frequency but 
also information on time can be known for each band. Also, it 
is possible to deal with only the signal of a desired band 
because signals can be divided into bands. 
0131 Each band which have been wavelet transformed 
includes a frequency domain more inclusive than that of FFT. 
In general, as for images, since they are mainly low frequency 
images, the energy value is larger at low frequency bands. 
Also, when MPEG compression is performed, the approxi 
mation of image is performed from the low frequency 
domain. Therefore, the actual watermark itself also has to be 
embedded at a low frequency domain so that the watermark 
has a higher possibility to Survive when being compressed. 
However, when embedding watermark at low frequency 
domain, even though it is robust to compression, it has a 
problem that it can be easily distinguished even by a slight 
change to the coefficient. However, when embedding water 
mark at high frequency domain, even though it cannot be 
easily distinguished, it has a problem that it is fragile to 
compression. Therefore, in order to select an appropriate 
band, a plurality of bands has been selected and an experi 
ment has been performed. As a result, when LH, HL, HH 
bands were used in animage wavelet transformed into level 2. 
it was robust to compression and not easily distinguished. 
FIG. 8b is a drawing showing an image wavelet transformed 
into level 2. 

(0132) Now, referring to FIG. 9a and FIG.9b, the process 
for embedding robust watermark at the wavelet transforma 
tion domain by the circular-shifting method of the present 
invention will be described in the following. 
0.133 FIG. 9a is a block diagram showing the process for 
embedding robust watermark at the wavelet transformation 
domain. 

I0134. In general, watermarking embedment is performed 
as in the following equation (3). 

F=F-C. (3) 

I0135. Herein, F is the original image which has been 
wavelet transformed, a is the embedding strength, w is the 
watermark, and F is the image embedded with watermark. 
0.136 The watermark embedding process of FIG. 9a is 
characterized in that the process generates watermark on the 
transformation plane and is able to embed robust watermark 
simultaneously with compression (related to FIG. 4), and the 
specific process is described hereinbelow. 
0.137 As a pre-processing step, first, a secret key is used to 
generate a pseudo random sequence at WM part. The pseudo 
random sequence is mapped as {-1, 1}. Next, the pseudo 
random sequence is circular-shifted by the distanced which 
indicates watermark information and a watermark sequence 
(w) of the transformation domain is generated. 
0.138. The generated watermark sequence (w) is posi 
tioned to the selected band among the wavelet coefficient 
regions (for example, three regions in FIG. 8b). The coeffi 
cients of the entire bands excluding the embedded random 
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noise will have the value 0. The strength of the watermark 
sequence (w) is adjusted to a scaling factor (C.) and becomes 
OW. 

0.139. The original image (f) becomes wavelet trans 
formed original image (F) through the discrete wavelet trans 
form (DWT) at DWT part, and the wavelet transformed origi 
nal image (F) is added to the strength adjusted watermark 
sequence (CW) at the transformation domain (that is, fre 
quency domain) so as to become watermark embedded image 
(F"), and through the inverse discrete wavelet transform 
(IDWT) again, image (f) is generated at the spatial domain 
embedded with watermark on the transformation plane. 
0140. Meanwhile, according to the embodiment of FIG. 
9a, the watermark embedded image (F") should be indispens 
ably inverse transformed since the watermark was embedded 
at the wavelet region in order to become an image which can 
be seen at the spatial domain. As a result thereof. Such method 
provides an effect of carrying out embedding of robust water 
mark and compressing the image simultaneously. However, 
every time watermarking is performed, the image should go 
through two processes of the wavelet transform (the wavelet 
transform and the wavelet inverse transformation), and thus it 
makes the process of embedding watermark in real time dif 
ficult. 
0141. As for a method capable of processing the embed 
ding of the watermark in real time, a watermark embedding 
method such as the embodiment of FIG.9b recited hereinbe 
low is available. 
0142 FIG.9b is a block diagram showing other embodi 
ment of a robust watermark embedding process at the wavelet 
transformation domain. 
0143. The frequency transform techniques have the com 
mon characteristic of the following formulae (4) and (5). 

(4) 
T 

f --> F 

T (5) 
f + aW -a -- F + aw 

0144. That is, each of the transformation techniques has a 
linear characteristic, and Such characteristic provides a solu 
tion for realizing real time watermark embedding. 
0145 If the watermark embedding algorithm such as FIG. 
9b is realized (the detailed description thereof will be made 
later), it is not necessary to embed watermark by transforming 
to frequency domain every time, and even if the watermark is 
embedded at the spatial domain, an effect identical to that of 
the watermark embedded at the frequency domain is obtain 
able. 
0146 Such effect is obtainable by using a linear charac 

teristic of transformation in which the addition operation at 
the spatial domain is also maintained at the transformation 
domain. Embedding watermark merely requires addition of 
watermark signals to the original image at the spatial domain. 
Accordingly, the complicated process of transforming 
images twice (that is, DWT and IDWT) is changed to enable 
performing real time watermark embedding by inverse trans 
forming watermark and by carrying out addition at the spatial 
domain. The specific process is as follows. 
0147 As a pre-processing step, a secret key is used at the 
WM part to generate a pseudo random sequence. The pseudo 
random sequence is mapped as {-1, 1}. The pseudo random 
sequence is circular-shifted by the distance d which indicates 
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watermark information and a watermark sequence (w) of the 
transformation domain is generated. 
0.148. The generated watermark sequence (w) is posi 
tioned to the selected band among the wavelet coefficient 
regions. The coefficients of the entire bands excluding the 
embedded random noise will have the value of 0. The gen 
erated watermark sequence (w) will generate a watermark 
sequence (W) at the spatial domain through the inverse dis 
crete wavelet inverse transformation at IDWT part. 
014.9 The original image (f) is divided in a block unit of a 
size identical to the generated watermark sequence, and after 
the watermark sequence value corresponding to the pixels of 
the divided image blocks is scaled to C. and added, watermark 
embedded image (f) of spatial domain is generated. Herein, C. 
is a Scaling factor reflecting the global and the local charac 
teristics of the image. 
0150. Such robust watermarking algorithm suggested by 
the present invention uses the wavelet transform method to 
embed watermark. Also, in order to increase the embedding 
payload, the shift watermark technique was used, and for the 
real time embedding, the linearity of the transformation 
method was used. (Embodiment of FIG.9b) 
0151. Next, referring to FIG.9c and FIG. 9d, the process 
for detecting watermark from the image embedded with the 
robust watermark at the above wavelet transformation 
domain is described. FIG. 9c is a drawing showing the pro 
cess of detecting the robust watermark at the transformation 
domain, and FIG. 9d is a drawing showing the process of 
detecting the robust watermark at the spatial domain. 
0152 Referring to FIG.9c, first, pixel image of the spatial 
domain is obtained, and after the pixel image is divided into 
block units used in the watermark embedding process, the 
wavelet transform is performed in block units. 
0153. The cross correlation between the wavelet coeffi 
cients of the particular band embedded with watermark of the 
wavelet transformed block images and the random noise gen 
erated by the key used in the watermark embedding process is 
calculated. If the input image is embedded with watermark, a 
peak exists and if such peak is bigger than the temporary 
critical value, it is determined to be an image embedded with 
watermark and the watermark is interpreted. Herein, the posi 
tion of the peak becomes watermark information. If peak is 
smaller than the critical value, it is determined that watermark 
is absent. 

0154 The embodiment of FIG. 9d is related to an embodi 
ment for calculating the correlation at the spatial domain and 
for detecting watermark. 
0155 The image after embedding watermark information 
by using the watermark algorithm suggested above is indi 
cated in FIG. 10. FIG. 10 is a drawing showing the image 
embedded with robust watermark according to the present 
invention. The left image is the original image and the right 
image is the image embedded with watermark. It is not pos 
sible to visually distinguish whether watermark has been 
embedded, and also PSNR is at least 40 dB. As a result of 
having 352x288 image as the object, the following Table 1 is 
obtained. 

TABLE 1 

Subject of Examination Performance 

0.01 second frame or less 
80 bits 10 seconds 

Embedding speed 
Extracting speed 
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TABLE 1-continued 

Subject of Examination Performance 

Rate of detection 
PSNR 

MPEG1.2: 100% (1.5 Mbps) 
40 dB or more 

(2) Robust Watermarking Method at the Discrete Cosine 
Transformation Domain 

0156 The discrete cosine transform (DCT) is currently the 
most generally used transform for compressing still image or 
moving image. The present invention embeds watermark by 
using the shift sequence watermarking method into LSB of 
DC or AC coefficient among DCT coefficients of the intra 
frame for embedding watermark in real time at the discrete 
cosine transformation domain. If this method is used, water 
mark can be embedded very simply and efficiently, and char 
acteristics very robust against compression are shown. 
O157. Further, this method can detect watermark embed 
ded at the spatial domain from the transformation domain, 
and has interoperability wherein its reverse is also possible. 
(specific description in this regard will be made later) The 
embodiment of the present specification uses DCT DC coef 
ficient for embedding simple watermark, but in order to 
increase payload or robustness of watermark, AC coefficients 
of the low frequency domain can be used with the same 
method. As the DCT AC coefficients are used, many data can 
be embedded more robustly. However, a disadvantage occurs 
wherein the degree of complicated calculation increases 
instead. 

0158 Next, referring to FIG. 11a and FIG. 11b, the pro 
cess for performing embedding robust watermark by the cir 
cular-shifting method of the present invention at the discrete 
cosine transformation (DCT) domain is described. 
0159 FIG.11a is a block diagram showing the process of 
embedding robust watermark of the discrete cosine transfor 
mation domain. 

0160 The watermark embedding process of FIG. 11a is 
proceeded in 8x8 block unit such as MPEG which is the 
general compression standard. 
0161 Referring to FIG.11a, the original image (f(i,j)) at 
the spatial domain is discrete cosine transformed in 8x8 block 
unit at DCT part, and at the random sequence generation part, 
a pseudo random sequence having a distribution of N(0, 1) by 
using a temporary secret key designated by a user is gener 
ated. 

0162 The generated pseudo random sequence (r) is circu 
lar-shifted by distance d which is watermark information at 
the shifted sequence part to generate a watermark sequence 
(w). 
(0163 At LSB changing part, LSB of DC or AC coeffi 
cients among the 8x8 block unit discrete cosine transformed 
coefficients is replaced with the watermark sequence (w). At 
the inverse discrete cosine transform part (IDCT), the image 
signals are inverse discrete cosine transformed again to out 
put image (f (i, j)) of the watermark embedded spatial 
domain. 

0164. As for a method enabling processing the watermark 
embedding in real time, a watermark embedding method Such 
as the embodiment of FIG.11b recited hereinbelow is avail 
able. 
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0.165 FIG.11b is a block diagram showing other embodi 
ment of a robust watermark embedding process at the discrete 
cosine transformation domain. FIG. 11b shows the embed 
ding method identical to that of FIG. 11a, but the method is 
different in which embedding is not made at the transforma 
tion domain, but the embedding is proceeded at the spatial 
domain. That is, the image does not go through two processes 
of discrete cosine transforms (DCT and IDCT) as in FIG.11a, 
but after watermark sequence (w) is inverse discrete cosine 
transformed, addition is performed at the spatial domain so as 
to embed watermark, which enables real time embedding of 
watermark. It is the same principle as the embodiment of FIG. 
9b described above, and the linearity of the operation of the 
frequency transform is used. With regard to the pertinent 
coefficient at the time of establishing image value at the 
spatial domain, 8x8 pixel values are calculated for establish 
ment and Such pixel values are added to the corresponding 
pixels of the image. 
0166 Next, referring to FIGS. 11c and 11d, a process for 
detecting watermark from the robust watermark embedded 
image at the above discrete cosine transformation domain is 
described hereinbelow. FIG. 11c is a drawing showing the 
robust watermark detection process at the transformation 
domain, and FIG. 11d is a drawing showing the robust water 
mark detection process at the spatial domain. 
0.167 Referring to FIG.11c, the random sequence genera 
tion part uses a secret key used during the watermark embed 
ding process So as to make a pseudo random sequence com 
prised of {-1, 1}. After the watermark embedded image is 
discrete cosine transformed at the discrete cosine transform 
part, only LSB is extracted from the watermark embedded 
coefficients at the LSB extraction part So as to generate a 
sequence mapped as {-1,1}. 
0.168. At the correlation calculation part, a cross correla 
tion between the pseudo random sequence generated by using 
the secret key and the extracted LSB sequence is calculated. 
The index d at a point in which the calculated correlation 
becomes the maximum is searched so as to detect the water 
mark information. 
(0169. The embodiment of FIG. 11d is related to an 
embodiment detecting watermark by calculating the correla 
tion of the spatial domain. 
(0170 Next, referring to FIG. 12, the interoperability 
which the robust watermarking method has at the above W 
mentioned wavelet transformation domain and the discrete 
cosine transformation domain are described hereinbelow. 
FIG. 12 is a drawing showing the interoperability which the 
watermarking method has according to the present invention. 
0171 The characteristic so called the interoperability in 
the watermarking refers to the characteristic that all embed 
ding and extraction watermark are possible regardless of 
whether watermarking embedding/extraction is carried out at 
the spatial domain or at the transformation domain, whereby 
the watermark embedded at the spatial domain is detected not 
only from the spatial domain but also from the transformation 
domain and also inversely, the watermark embedded at the 
transformation domain is detected not only from the transfor 
mation domain but also from the spatial domain. 
0172 Accordingly, the aforementioned robust water 
marking algorithm Suggested by the present invention can 
embed and extract robust watermark from both of the spatial 
domain or the transformation domain during the compressing 
process. Due to Such characteristic, the compression and con 
stitution of watermark embedding part at FIG.3a and FIG.3b 
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are possible. “Codec-Compliant Transform at FIG. 12 refers 
to the transform used to the corresponding compression stan 
dards, which in case of an MPEG compression, DCT is per 
formed and in case of a JPEG2k, wavelet transform is per 
formed. 
0173 The interoperability of the watermarking method of 
the present invention Such as above is due to its transform 
method being a no-loss method. That is, such interoperability 
is due to the fact that during the discrete cosine transform or 
during the wavelet transform, the value before transform, and 
the value after transform and inverse-transform are almost 
identical to each other excluding the extent of quantization 
COS. 

0.174 Further, such interoperability is due to the fact that 
the characteristic according to the linearity of the aforemen 
tioned transform, that is the characteristic of values added at 
the spatial domain during the watermark embedding process 
or watermark generating process is designed to be maintained 
even at the transformation domain. Such characteristic is 
explained specifically in the aforementioned FIG. 9a to FIG. 
9d and FIG.11a to FIG. 11d. 

0175 Till now, the characteristic of the robust watermark 
ing method according to the present invention is described. 
Hereinbelow, the fragile watermarking method which is the 
characteristic of the present invention will be described, and 
Such description will be made separately as the watermarking 
method at the discrete cosine transformation domain and the 
watermarking method at the wavelet transformation domain. 

2. Fragile Watermarking Method 

0176 The fragile watermark is used to determine whether 
image has been altered/forged and to find the altered/forged 
region. Since the robust watermark can extract watermark 
information even in a case some portion of the original image 
has been altered/forged, it is impossible to find the accurate 
altered/forged region by embedding/detection of the robust 
watermark alone. Accordingly, in order to achieve the object 
of the present invention which is to prevent alteration/forgery 
of the digital image that is shot to be A/D transformed and to 
detect the altered/forged regions, the fragile watermark 
should be indispensably used. The fragile watermarking 
method suggested by the present invention is a method of 
embedding watermark simultaneously with the compression 
process, and a method of embedding fragile watermark in the 
bit stream compressed during the image compression pro 
CCSS, 

(1) Fragile Watermarking Method at the Discrete Cosine 
Transformation Domain 

(0177. The MPEG-2 structure which is the representative 
moving image compression format is illustrated in FIG. 13 in 
order to find the position of the embedded bit stream. FIG. 13 
is a drawing showing the MPEG structure. 
0.178 Referring to FIG. 13, the compression bit stream 
layer (sequence layer) is comprised of a multiple of GOPs 
(Group Of Pictures) and a header accompanied accordingly. 
As a lower layer, there is a GOP layer and the GOP layer is 
comprised of a multiple of pictures. Among the pictures, I 
refer to an Intra-Picture, B refers to a Bidirectionally predic 
tive-Picture, and Prefers to a Predictive-Picture, respectively. 
0179 The lower layer is a picture layer in which each 
picture comprises a multiple of slices. Each slice layer which 
is its lower layer is comprised of a multiple of Marco Block 
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(MB). Each macro block layer is comprised of 4 block layers, 
and the data which compressed image signals corresponding 
to 8x8 pixels are stored in each block. 
0180. The present invention embeds and extracts the frag 
ile watermark by a unit of macro blocks (MB). As such, since 
the present invention performs watermark embedding pro 
cess in a unit of macro blocks used at the MPEG compression 
process, it is possible to embed watermark simultaneously 
with the compression during the compression process (see 
FIG.3a and FIG.3b). According to such embedding of water 
mark in a unit of macro blocks, the minimum unit capable of 
detecting the altered/forged region is the image area of 16x16 
pixels. 
0181 Referring to FIG. 14, the process of embedding 
watermark by using the quantized DCT coefficients during 
the process of performing MPEG compression is described. 
FIG. 14 is a block diagram showing the fragile watermark 
embedding process simultaneously with the compression at 
the MPEG compression process. That is, FIG. 14 is related to 
compression and embedding fragile watermark at the water 
mark embedding part simultaneously with the compression 
of the prior FIG.3a and FIG. 3b. 
0182. The Motion Compensated predictor (MC) and the 
Motion Estimation (Me) are used to calculate the motion 
VectOrS. 

0183 The DCT part performs the discrete cosine trans 
form (DCT) with regard to the inputted images. The quanti 
Zation part (Q) is the part performing the quantization pro 
cess, and both of the inverse quantization part (Q) and the 
inverse discrete cosine transform part (IDCT) are parts used 
to generate motion vectors. 
0.184 The present invention relates to embed watermarkat 
the process of compressing MPEG, and the reason that it is to 
embed watermark simultaneously with the compression pro 
cess is due to the fact that the present invention uses coeffi 
cients quantized after the frequency transform So as to embed 
watermark. 

0185. Specifically, in order to embed fragile watermark, 
the DCT coefficients quantized at the quantized part (Q) is 
divided into 2 parts. That is, the quantized DCT coefficients 
are divided into the DCT coefficient of the signature extrac 
tion region which is the part signature is extracted and the 
DCT coefficient of the watermark embedding region which is 
the part watermark information is embedded. 
0186 The preferable embodiment of the present invention 
uses a hash function as a method to extract the signature. As 
a hash function, any hash function can be used Such as MD4. 
MD5, etc. However, the preferable embodiment of the present 
invention uses MD 5 (Message Digest 5). 
0187. The signature is extracted by using the quantized 
DCT coefficient of the signature extracting region, and the 
extracted signature is combined with the user information 
(for example, manufacturing company's unique number, 
product’s unique number, etc.) to constitute watermark infor 
mation. The constituted watermark information is again 
embedded into the quantized DCT coefficient of the water 
mark embedding region. In this regard, a method for selecting 
the signature extraction region and watermark embedding 
region can be carried out temporarily. 
0188 The variable length coding (VLC) is a method of 
compressing inputted data without any loss, which allocates a 
code with short length with regard to data inputted with 
generally high frequency and allocates a long code with 
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regard to the data inputted with low frequency so as to com 
press inputted data with the minimum code on the whole. 
0189 The buffer is a place temporarily storing data of the 
present frames and the previous frames, which removes 
redundancy among the continuous frames in order to enhance 
the efficiency of compression. Through such process, the 
compressed MPEG bit stream embedded with fragile water 
mark is outputted. 
0190. The present invention embeds watermark (1) in a 
unit of macro blocks, or (2) in a unit of slices. Hereinbelow, 
description thereto is made separately. 
0191 First, description with regard to embedding water 
mark in a unit of macro blocks is made. Each macro block 
(ME) has a size of 16x16 and is constituted with four 8x8 
DCT blocks. Each DCT block, as mentioned above, is divided 
into the signature extraction region and the watermark 
embedding region. 
0.192 FIG. 15 is a drawing showing the zigzag scan of the 
DCT block. The first embodiment of the present invention 
establishes coefficients of AC coefficient 6-20 of DCT at the 
Zig Zag scan of FIG. 15 as the watermark embedding region 
and establishes the remaining coefficients as the signature 
extraction region. Of course, such is merely one example for 
the sake of description, and it is obvious to a person skilled in 
the pertinent art to establish other temporary region as the 
signature extraction region and the watermark embedding 
region. 
(0193 Hereinbelow, referring to FIG. 16a and FIG. 16b, a 
watermark embedding method in a unit of macro blocks is 
described. FIG. 16a is a drawing showing schematically the 
watermark embedding method in a unit of macro blocks, and 
FIG. 16b is a flow chart showing the watermark embedding 
process in a unit of macro blocks. 
0194 Referring to FIG. 16a and FIG. 16b, first, the quan 
tized DCT coefficient data at the i-th macro block among 
every picture is input (S600). For each 8x8 DCT block of 
inputted macro blocks, such block is divided into the signa 
ture extraction region and the watermark embedding region 
(S610). 
0.195 By combining the quantized DCT coefficient of the 
signature extraction region with the user information, input 
value of the hash function is taken (S620). The hash value 
which is the output value of the hash function is generated as 
the watermark information and outputted (S630), The hash 
value is embedded into the least significant bit (LSB) of the 
DCT coefficients of the watermark embedding region of the 
identical i-th macro block. (S640). Next, the watermark 
embedding process moves to the i1-th macro block. (S650). 
(0196) Next, referring to FIG. 17a and FIG. 17b, the water 
mark embedding method in a unit of slices is described. FIG. 
17a is a drawing schematically showing the watermark 
embedding method in a unit of slices, and FIG. 17b is a flow 
chart showing the watermark embedding process in a unit of 
slices. 
(0197) Similarly illustrated in FIG. 13, one picture is com 
prised of a multiple of pictures. In a case of MPEG compres 
Sion, most of the compression process is processed in a unit of 
macro blocks in order to realize in real time at the compres 
sion codec. As explained above, a single slice is comprised of 
a multiple of macro blocks. Accordingly, in order to embed 
watermarkin real time, after extracting the signature values of 
the macro blocks of the previous slice and obtaining hash 
values, it is necessary to embed hash values as watermark into 
macro blocks of the next slice. 
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(0198 Referring to FIG. 17a and FIG. 17b, first, the quan 
tized DCT coefficient data of all macro blocks in the i-th slice 
are input (S700). For each 8x8 DCT block of inputted macro 
blocks, such block is divided into the signature extraction 
region and the watermark embedding region (S710). 
(0199. By combining the quantized DOT coefficient of the 
signature extraction region of macro block in the i-th slice 
with the user information, input value of the hash function is 
taken (S720). The hash value which is the output value of the 
hash function is generated as the watermark information and 
outputted (S730). 
0200. The hash value outputted accordingly is embedded 
into the least significant bit (LSE) of the quintanized DCT 
coefficients of the watermark embedding region of each 
macro block in the i1-th slice. (S740). Through such process, 
the process continues until the picture is ended (S750 and 
S760). The signature value of the signature extraction region 
of the macro block of the very last slice of the picture is 
embedded as watermark into the watermark embedding 
region of the macro block of the first slice of the next picture. 
By doing so, whether the picture has been missing or whether 
additional change is carried out can be known. 
0201 Next, referring to FIG. 18a and FIG. 18b, the pro 
cess for detecting watermark from the image embedded with 
fragile watermark in a unit of macro blocks of the aforemen 
tioned is described. FIG. 18a is a block diagram showing the 
process of detecting fragile watermark from the MPEG com 
pressed bit stream, and FIG. 18b is a flow chart showing the 
process of detecting fragile watermark from the MPEG com 
pressed bit stream. 
(0202 Referring to FIG. 18a, the inputted MPEG com 
pressed bit stream is temporarily stored in the buffer, and the 
variable length decoding (VLD) is carried out therefrom to 
output the quantized DCT coefficients. In this regard, water 
mark extraction and the image authentication using the 
extracted watermark is carried out by using the quantized 
DCT coefficients outputted therefrom. The specific water 
mark detection process will be described referring to FIG. 
18b. 

(0203 Referring to FIG. 18b, first, the quantized DCT 
coefficients of the macro block of the region for which alter 
ation/forgery detection is sought are input (S800). The quan 
tized DCT coefficients of the signature extraction region 
identical to the region established at the time of embedding 
watermark among the inputted quantized DCT coefficients of 
the macro blocks are input, and by combing said coefficients 
with the user information, they are taken as input of the hash 
function (S810). 
0204 The output value (h1) of the hash function is calcu 
lated (S820), and the embedded watermark information (w1) 
is extracted by using the LSB value of the quantized DCT 
coefficients in the watermark embedding region among the 
quantized DCT coefficients of the macro blocks (S830). 
0205. It is determined whether the output value (h1) of the 
hash function is identical to the extracted watermark infor 
mation (W1), and if it is identical, it means that alteration/ 
forgery has not been made, and if not identical, it means that 
alteration/forgery has been made. Such process determines 
alteration/forgery of the image in a unit of macro blocks in 
case of embedding fragile watermark is in a unit of macro 
blocks, and determines alteration/forgery of the image in a 
unit of slices in a case of embedding fragile watermark is in a 
unit of slices. 
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0206. The fragile watermarking method in the discrete 
cosine transformation domain according to the present inven 
tion can be applied to the JPEG compression system which 
will be described later as well as the aforementioned MPEG 
compression system. FIG. 19a is a block diagram showing the 
fragile watermark embedding process simultaneously with 
the compression during the JPEG compression process and 
watermark detection process, and FIG. 19b is a drawing 
showing schematically the watermark embedding process 
during the JPEG compression process. 
0207 Referring to FIG. 19a, the image block in a unit of 
8x8 pixels is discrete cosine transformed (DCT), and such 
block is quantized so as to perform compression. The quan 
tized DCT coefficients are divided into DCT coefficients of 
the signature extraction region and the DCT coefficients of 
the watermark embedding region, and by using the quantized 
DCT coefficients of the signature extraction region, the sig 
nature is extracted, and the extracted signature is combined 
with the user information so as to constitute watermark infor 
mation. The constituted watermark information is re-embed 
ded into the quantized DCT coefficients of the watermark 
embedding region, and the watermark embedded image block 
is entropy coded so as to complete JPEG compression process 
and fragile watermark embedding process. The watermark 
detection is carried out by the process inverse to the above and 
therefore the description thereof is omitted. 
0208. In a case of JPEG, generally 8x8 pixel unit is DCT 
transformed so as to carry out quantization and compression, 
and after the hash function is operated in a single 8x8 pixel at 
the above watermark embedding to extract the hash value, 
watermark may be embedded in the pertinent 8x8 DCT coef 
ficients. However, with regard to such case, a problem arises 
wherein the watermark embedding space is very Small, and in 
order to reduce time for operation, the present invention 
establishes 16x16 pixels (that is, 4 DCT blocks) as a single 
watermarking unit so as to embed and extract watermark. 
0209 Referring to FIG. 19b, an embodiment is shown 
wherein Y showing brightness is comprised of 4 DCT blocks 
(8x8 pixels), and each of Cb, Cr which are information show 
ing color is comprised of one DCT block, respectively. Such 
embodiment is a kind of a digital image format which is 
presented in the format of 4:2:0. 
0210. From such embodiment, the hash value which is the 
watermark information is calculated and embedded as water 
mark, and watermark is extracted from the watermark infor 
mation embedded image. The below Table 2 shows values 
calculating PSNR in which if the values of Q (quality factor) 
are 50, 75 and 90, respectively, the compressed image is 
called the original image, and the compressed image after 
embedding watermark is called the noise added image. Most 
of the image exceeds 40 dB, and thus it can be known that the 
image damage according to embedding fragile watermark is 
scarcely noticeable by the eye. 

TABLE 2 

Q = 50 Q = 75 Q = 90 

Lenna 40.28 48.95 59.71 
Koala 41.05 49.51 59.62 
Sky2 52.41 S4SO 58.81 
Internet1 38.54 49.12 59.39 
Internets 38.68 49.17 59.61 
Internet10 43.40 51.25 60.23 
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(2) Fragile Watermarking Method in the Wavelet Transfor 
mation Domain 

0211. The method for embedding fragile watermark in the 
discrete cosine transformation region simultaneously with 
compression process are described above, and hereinbelow, 
according to present invention the method for embedding 
fragile watermark in the wavelet transformation region simul 
taneously with compression process are described. 
0212 FIG. 20 is a drawing illustrating the example of 
image and coefficients of the transformation plane when 
transforming image by using the wavelet transform. The 
present embodiment performs the two steps of the wavelet 
transform. FIG. 200a) shows the original image, FIG. 200b) 
shows the coefficient values of the wavelet transformation 
plane, and FIG. 200c) shows the process of band division of 
the wavelet transform. 
0213 Referring to FIG.20(c), the lower right HH1 indi 
cates the most high frequency elements, and HL1, LH1 are 
bands showing the high frequency element in the direction of 
a column and in the direction of a row, respectively. LL2, 
HL2, LH2, and HH2 are bands which 2 level wavelet trans 
formed the bands pertinent to LL1 again. 
0214) Referring to FIG.20(b), LL2 among the above indi 
cates the most low frequency element, and the wavelet trans 
form has much more signal elements focused in the low 
frequency region than the discrete cosine transform. Accord 
ingly, even if having only such low frequency region and 
recovering the image through the wavelet transform again, it 
is possible to obtain image close to the original image. By 
using Such characteristic, the wavelet transform can be used 
in compression. 
0215 Boxes illustrated at the upper left corner of FIG. 
200a) and FIG.20(b) illustrate the distribution of the wavelet 
coefficients corresponding to the original image at the time of 
the wavelet transform. When wavelet transforming the image 
region of 8x8 pixels of FIG. 200a), the wavelet coefficients 
affecting the pertinent pixels in the wavelet transformation 
plane are illustrated in FIG. 200b). By using such character 
istic of coefficients, fragile watermark is embedded into coef 
ficients of the wavelet transformation plane. 
0216. The process of embedding watermark by using the 
wavelet coefficients quantized during the process of perform 
ing the wavelet compression is described referring to FIG. 
21a and FIG. 21b. FIG. 21a is a block, diagram showing the 
fragile watermark embedding process simultaneously with 
the compression during the wavelet compression process. 
That is, the drawing is related to embedding fragile water 
mark simultaneously with compression at compression and 
watermark embedding part of the above FIG.3a and FIG.3b. 
0217 Referring to FIG. 21a, first, image is inputted, and if 
the whole frames of the image are inputted, the wavelet trans 
form is carried out If using the wavelet transform, an effect 
can be obtained wherein energy of the image signals is com 
pressed into the wavelet coefficients of the low frequency. In 
this regard, quantization is performed in order to cut off the 
unnecessary portions. Through the quantization process, the 
wavelet coefficients of the high frequency region affecting the 
image recognition less are made into Zero. That is, compres 
sion with loss is carried out. 
0218. The fragile watermark embedding of the present 
invention is carried out by using the quantized wavelet coef 
ficients. The quantized coefficients are divided into the sig 
nature extraction region and the watermark embedding 
region, and in this regard, the unit for Such division can be 
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temporary. Generally, bigger the region, less frequent is the 
operated hash function, and thus the watermarking speed gets 
faster. Smaller the region, more frequent the operated hash 
function, and thus the load according to the watermarking is 
increased. 
0219 FIG. 21b is a drawing schematically describing the 
fragile watermark embedding process in the wavelet transfor 
mation region, and provides an example of a case in which the 
watermark embedding/extracting unit is 8x8. 
0220. As wavelet coefficients of the signature extraction 
region used in the input values for the hash function, total of 
52 numbers of the wavelet coefficients of HH1 (16 coeffi 
cients), LH1 (16 coefficients), HL1 (16 coefficients) and HH2 
(4 coefficients) are taken. Data combining the user informa 
tion Such as manufacturing company's unique number, prod 
uct’s unique number, etc. with the above wavelet coefficients 
of the signature extraction region are inputted to hash func 
tion. The hash values outputted therefrom become the unique 
hash values. It is very rare to have output values identical to 
the temporary input values in view of the characteristics of the 
hash function. 
0221. Accordingly, the hash values obtained as above are 
embedded as fragile watermark into the total of 12 wavelet 
coefficients of LL2 (4 coefficients), HL2 (4 coefficients), and 
LH2 (4 coefficients) which are watermark embedding region. 
The watermark embedding method makes the LSB of the 
above 12 wavelet coefficients into zero, and instead, the hash 
value bit obtained from the above is embedded. 
0222. In case the hash value uses MD5 which outputs 128 

bits, bits among the 128 bits can randomly selected and 
embedded. The present embodiment selected 12 bites from 
the front of the 16 bites (128bits) and had the most significant 
bit (MSB) of each bite as the watermark embedding informa 
tion. 
0223 FIG. 22 is a flow chart showing the watermark 
detecting process from the fragile watermark embedded 
image in the wavelet transformation, region. 
0224 Referring to FIG. 22, first, data of the quantized 
wavelet coefficients of the region for which alteration/forgery 
detection is sought are input (S900). Next, the quantized 
wavelet coefficients of the signature extraction region estab 
lished at the time of embedding watermarkare combined with 
the user information so as to be taken as input of the hash 
value (S910). In this regard, the hash function is identical to 
the hash function used at the time of embedding watermark 
mentioned-above, and the hash value (h1) is calculated 
(S920). 
0225. By using the LSD of the quantized wavelet coeffi 
cients of the watermark embedding region among the wavelet 
coefficients of the region for which alteration/forgery detec 
tion is sought, watermark value (w1) is extracted (S930). 
Whether the above hash value (h1) is identical to the water 
mark value (w1) is determined (S940). If two values are 
identical, it is determined as an image which was not altered/ 
forged (S950), and if two values are not identical, it is deter 
mined as image which was altered/forged (S960). 
0226. With regard to the above-explained fragile water 
mark embedding method, a coefficient is selected which is 
not zero and embedded with regard to the coefficient for 
embedding watermark. Also, at the extraction of the water 
mark, in order to only use the coefficient embedded with 
watermark and to extract watermark, the value of the coeffi 
cient is made not to become Zero after the embedding of 
watermark. That is, the value of the coefficient to be embed 
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ded with watermarkis (00000001)b, and in case that the value 
of the watermark to be embedded is zero, instead of making 
the coefficient (00000001)b to be zero, it is made to be 
(00000010)b instead. 
0227. The present invention especially illustrated and 
described in reference to the above embodiments. However, 
Such embodiments are used for merely examples, and a per 
son skilled in the art pertinent to the present invention should 
understand that various modification can be made without 
deviating from the technical idea and scope of the present 
invention Such as defined in the accompanied claims. 

EFFECT OF INVENTION 

0228. According to the present invention mentioned 
above, an effect for providing a system enabling authentica 
tion of images shot and stored in real time and prevention of 
alteration/forgery is obtainable. 
0229. Also, effects are provided wherein robust water 
mark and/or fragile watermark can be embedded simulta 
neously with the process of performing compression, and the 
amount of information embedded as watermark can be 
increased, and further the watermark embedding speed can be 
increased close to the real time. 
0230. Moreover, an effect is provided wherein the interop 
erability of embedding and detecting watermark at the spatial 
domain and the transformation domain is possible. 

1-14. (canceled) 
15. A method for embedding watermark into an image 

simultaneously with MPEG compression for the image, com 
prising: 

inputting quantized discrete cosine transformation (DCT) 
coefficient of a corresponding macro block in said 
image; 

dividing each DCT block of said corresponding macro 
block into a signature extracting region and a watermark 
embedding region; 

combining said quantized DCT coefficient in said signa 
ture extracting region with user information; 

obtaining a hash value by regarding said combined value as 
an input value of the hash function; and 

embedding said hash value into a least significant bit (LSB) 
of the quantized DCT coefficient in said watermark 
embedding region. 

16. The method according to claim 15, wherein said macro 
block has a size of 16x16, and said macro block includes 4 
DCT blocks having a size of 8x8. 

17. A method for embedding watermark into an image 
simultaneously with MPEG compression for image, compris 
1ng: 

inputting quantized discrete cosine transformation (DCT) 
coefficients of all macro blocks in corresponding slice in 
said image: 

dividing each DCT block of said macro blocks into the 
signature extracting region and the watermark embed 
ding region; 

combining said quantized DCT coefficients in said signa 
ture extracting region with user information; 

obtaining hash value by regarding said combined value as 
an input value of hash function; and 

embedding said hash value into a least significant bit (LSB) 
of quantized DCT coefficient in watermark embedding 
region in next slice of said corresponding slice. 
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18. The method according to claim 15, wherein user infor 
mation includes at least one of an unique number of a manu 
facturing company and an unique number of manufactured 
goods. 

19. The method according to claim 15 wherein said water 
mark is fragile watermark. 

20. A digital video recorder for embedding watermark into 
an image which is shot in real time and for recording the 
image, wherein embedding watermark into an image shot in 
real time comprises: 

inputting quantized discrete cosine transformation (DCT) 
coefficient of a corresponding macro block in said 
image; 
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dividing each DCT block of said corresponding macro 
block into a signature extracting region and a watermark 
embedding region; 

combining said quantized DCT coefficient in said signa 
ture extracting region with user information; 

obtaining a hash value by regarding said combined value as 
an input value of the hash function; and 

embedding said hash value into a least significant bit (LSB) 
of the quantized DCT coefficient in said watermark 
embedding region. 

21-26. (canceled) 


