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(57) Abstract: An application service system receives, from a merchant service system, an application program code comprising
identifying information. The identifying information is extracted and the application is distributed for operation on a user device. A
user interacts with the application, creating an access request that is transmitted to the application service system along with the ex-
tracted identifying information. The application service system transmits an access token to the user device comprising the received
identifying information. The user device transmits the access token with a service request to the application service system. The ap-
plication service system compares the identitying information from the access token to the identitying information extracted from the
application program code received from the merchant services system. If the identitying information matches, the service request is
processed. If the identifying information does not match, the service request is denied and an error message is transmitted to the user
device.
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CONFIRMING THE IDENTITY OF INTEGRATOR APPLICATIONS

TECHNICAL FIELD
[0001] The present disclosure relates generally to an application verification system,
and more particularly to methods and systems that provide verification of an identity of an

application making a service request.

BACKGROUND

[0002] Merchants and application developers create applications that allow users to
initiate service requests that comprise a request for information from a third party system or a
request to process a financial transaction by the third party system. When these requests are
processed by the third party system, the third party system must effectively verify the identity
of the application conveying the request, so that the user and the merchant services are
protected from fraud, identity theft, and other malicious behavior.

[0003] Traditionally, systems have verified the identity of the application conveying
the request through the usc of web tokens. The application can present a web token and make
a request for an access token from the third party system. This authentication process requires
the use of shared secrets, which gives each party access to the same cryptographic key.
Under this method, in order to prove its identity to the third party system, the application
must first identify itself to the merchant service’s servers to be allowed access to the shared

secret. This circular identification process may be burdensome to merchant services.

SUMMARY

[0004] In certain example aspects described herein, a method for verifying the
identity of an application making a service request comprises receiving, from a merchant
service system, application program code comprising identifying information. The
identifying information is extracted and saved by an application service system and the
application is distributed for operation on a user device. A user initiates a service request
using the application on the user device. In an example embodiment, the service request
comprises a request to utilize a service provided by the application service system. The user
device extracts the identifying information from the application program code on the user
device and transmits an access request to the application service system. In an example
cmbodiment, the acccss request compriscs the identifying information cxtractced from the

application program code on the user device. In response to receiving the access request, the
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application service system produces an access token comprising the identifying information
extracted from the application program code on the user device and transmits the access
token to the user device. In response to receiving the access token, the user device transmits
the service request to the application service system. In an example embodiment, the service
request comprises the access token. In response to receiving the service request, the
application service system verifies the identity of the application making the service request
by comparing thc identifying information in the access token associatcd with the scrvice
request with the identifying information saved by the application service system. If the
identifying information matches, the service request is processed by the application service
system. However, if the identifying information does not match, the service request is denied
and an error message is transmitted to the user device.

[0005] These and other aspects, objects, features, and advantages of the exemplary
embodiments will become apparent to those having ordinary skill in the art upon

consideration of the following detailed description of illustrated exemplary embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] Figure 1 is a block diagram depicting an application verification system, in
accordance with certain example embodiments.

[0007] Figure 2 is a block diagram depicting a method for verifying the identity of an
application making a request to access services, in accordance with certain example
embodiments.

[0008] Figure 3 is a block diagram depicting a method for developing an application
comprising identifying information, in accordance with certain example embodiments.

[0009] Figure 4 is a block diagram depicting a method for receiving an access token,
in accordance with certain example embodiments.

[0010] Figure 5 is a block diagram depicting a method for comparing identifying
information received in the access token to identifying information stored by the application
service system, in accordance with certain example embodiments.

[0011] Figure 6 is a block diagram depicting a computer machine and module, in

accordance with certain example embodiments.
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DETAILED DESCRIPTION OF THE EXAMPLE EMBODIMENTS

Overview

[0012] The example embodiments described herein provide computer-implemented
techniques for verifying the identity of applications making requests to access services. In an
example embodiment, a user accesses a service on a user device (for example, an application)
and initiates a service request that utilize a service provided by the application service
systcm. Bcforc facilitating the scrvice rcquest, the application scrvice system verifics the
identity of the application making the service request.

[0013] For example, a user accesses an application to buy tickets from an airline. The
user submits a request to buy a ticket from the airline using the application. The application
makes a service request to the application service system to facilitate one or more aspects of
the transaction, such as processing the payment information to purchase the ticket. Prior to
processing the payment, the application service system verifies the identity of the application
from which the service request originated.

[0014] In another example, a user accesses an application and orders a product from
Mecrchant A, which Mecrchant A will dcliver and install in pcrson at the uscr’s residence.
Upon verification of the identity of Merchant A’s application, the application service
system’s mapping service provides Merchant A with a route of delivery to the user’s location
and an estimated travel time.

[0015] In yet another example, a user initiates a transaction using a Merchant B’s
shopping application. Upon verification of the identity of Merchant B’s application, the
application service system provides access to the user’s digital wallet to obtain payment
information or to apply offers.

[0016] A merchant service system creates an application program code for the
application. In an example embodiment, a merchant service system creates and operates the
merchant service system device to create an application that allows the user to initiate a
process or service directed at the merchant service system and facilitated by the application
service system. For example, a hotel chain creates an application that allows users to reserve
rooms from the hotel chain directly using the user device, and outsources the financial
transaction aspect of the room reservation to the application service system. In another
example embodiment, the merchant service system creates an application that enables the
user to initiate a process or service facilitated by the application service system but directed

at somc other party. For cxample, a third party dcvelops an application on bcehalf of (or
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under the direction of) a charitable organization that enables the user to donate money to the
organization using the application on the user device.

[0017] The application program code, created via the merchant service system,
comprises identifying information that enables the application service system to verify the
identity of the application from which the service request originated. In an example
embodiment, the identifying information comprises information required by the application
scrvice system as a prercquisitc to distributing the application. In another cxamplc
embodiment, the identifying information may comprise any suitable information from the
application program code that the application service system later wants to consider as
identifying information. The merchant service system transmits the application, which
comprises the identifying information, to the application service system where the application
is stored.

[0018] The application service system extracts and stores the identifying information
from the application program code. In an example embodiment, the application service
system has a prior developed process for automatically sifting through the program code and
finding the identifying information. For cxample, the application scrvice system may requirc
a standardized location in the program code in which the merchant service system must insert
identifying information. In another example embodiment, the application service system
runs a search algorithm or computer process to find and extract the identifying information.
[0019] The application service system distributes the application through selected
distribution channels. The developer system may select the channels through which it wants
to distribute the application. In an example embodiment, the application service system
makes the application available on a website, an application store (app store), an online
marketplace, or any location that allows the user to select and download the application. In
another example embodiment, the application is transmitted by electronic mail, text
messaging, or another suitable system configured to transmit the application to the user
device or otherwise make the application available for download on the user device.

[0020] The user reviews and selects the application. In an example embodiment, the
user reviews, selects (on the website, marketplace, app store, or other suitable location), and
downloads or otherwise authorizes running the application on the user device. The
application is saved on the user device. The user opens the application on the user device and
initiates a service request using the application. In an example embodiment, the service
rcqucst can be in the form of an authorization of payment, a request for spccific information,

or any other suitable service request made available by the application. In an example
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embodiment, in order to fulfill the service request, the application requires facilitating,
processing, or servicing by the application service system.

[0021] The user device transmits an access request to the application service system.
In an example embodiment, the access request comprises the identifying information from
the application program code on the user device. In an example embodiment, an application
verification module, or other suitable means on the user device, extracts the identifying
information from thc application program codc on thce uscr device. In an cxample
embodiment, the user device identifies a standardized location in the application program
code and extracts the identifying information. In another example embodiment, an algorithm
or computer program is executed that is able to identify the information on the user device.
[0022] The user device transmits the extracted identifying information to the
application service system in the access request. In response to receiving the access request
from the user device, the application service system produces an access token. In an example
embodiment, the access token comprises the identifying information received from the user
device.

[0023] In responsc to receiving the access token, the uscr deviee transmits the scrvice
request to the application service system. In an example embodiment, the service request
comprises the access token received from the application service system. In this
embodiment, the access token comprises the identifying information extracted by the user
device and transmitted to the application service system in the access request.

[0024] The application service system receives the service request and verifies the
identity of the application making the request. In an example embodiment, the application
service system compares the identifying information received in the service request (for
example, the identifying information extracted from the user device) to the identifying
information stored by application service system (for example, the identifying information
extracted from the application program code received from the merchant service system). If
the identifying information matches, the application service system allows the service request
to be processed. If the identifying information does not match, the application service system
denies the service request and transmits an error message to the user device. In an example
embodiment, the error message is displayed as a pop up window, an electronic message, or
other suitable notification on the user device.

[0025] The inventive functionality of the invention will be explained in more detail in

the following dcscription, rcad in conjunction with the figurcs illustrating the program flow.
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Example System Architecture

[002060] Turning now to the drawings, in which like numerals indicate like (but not
necessarily identical) elements throughout the figures, example embodiments are described in
detail.

[0027] Figure 1 is a block diagram depicting an application identify verification
system, in accordance with certain example embodiments. As depicted in Figure 1, the
cxemplary opcrating cnvironment 100 compriscs a mcrchant scrvice system 110, a uscr
device 120, and an application service system 130 that are configured to communicate with
one another via one or more networks 140. In another example embodiment, two or more of
these systems (including systems 110, 120, and 130) are integrated into the same system. In
some embodiments, a user 101 associated with a device must install an application and/or
make a feature selection to obtain the benefits of the techniques described herein.

[0028] Each network 140 includes a wired or wireless telecommunication means by
which network system (including systems 110, 120 and 130) can communicate and exchange
data. For example, cach network 140 can be implemented as, or may be a part of, a storage
arca nctwork (SAN), personal arca nctwork (PAN), a mctropolitan arca nctwork (MAN), a
local area network (LAN), a wide area network (WAN), a wireless local area network
(WLAN), a virtual private network (VPN), an intranet, an Internet, a mobile telephone
network, a card network, Bluetooth, near field communication network (NFC), any form of
standardized radio frequency, or any combination thercof, or any other appropriate
architecture or system that facilitates the communication of signals, data, and/or messages
(generally referred to as data). Throughout this specification, it should be understood that the
terms “data” and ‘“information” are used interchangeably herein to refer to text, images, audio,
video, or any other form of information that can exist in a computer-based environment.
[0029] Each network system (including systems 110, 120 and 130) includes a device
having a communication module capable of transmitting and receiving data over the network
140. For example, each network system (including systems 110, 120 and 130) can comprise
a server, personal computer, mobile device (for example, notebook computer, tablet
computer, netbook computer, personal digital assistant (PDA), video game device, GPS
locator device, cellular telephone, Smartphone, or other mobile device), a television with one
or more processors embedded therein and/or coupled thercto, or other appropriate technology
that includes or is coupled to a web browser or other application for communicating via the

nctwork 140. In the cxample cmbodiment depicted in Figurc 1, the nctwork systems
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(including systems 110, 120 and 130) are operated by a merchant or program code developer,
a user 101, and an application service system operator, respectively.

[0030] The merchant service system 110 comprises an merchant service system
device 115, which creates an application program code compatible with the user device 120
and that conforms to any required specifications given by the application service system 130
as a prerequisite to distribution. In an example embodiment, the merchant service system
110 crcatcs the application program codc itsclf via the merchant scrvice system device 115.
In another example embodiment, the merchant service system 110 arranges for another entity
to create the application program code. The merchant service system device 115 can transmit
the application program code to the application service system 130 via the network 140.
[0031] In an example embodiment, the merchant service system 110 communicates
the application program code to the application service system 130. An example application
service system 130 comprises an application distribution module 131, an application request
module 135, and a data storage unit 137. In an example embodiment, the application
program code received from the merchant service system 110 comprises computer-readable
instructions for an application 125 that will opcratc on the uscr device 120. The application
distribution module 131 distributes the application 125 for use on the user device 120 through
one or more distribution channels. In an example embodiment, the application distribution
module 131 distributes the application 125 by placing it on a website, an application store
(for example, an “app” store), an online marketplace, or any location that allows the user 101
to select and download the application 125. In another example embodiment, the application
125 is transmitted by eclectronic mail, text messaging, or another suitable system configured
to transmit the application to the user device 120 or otherwise make the application 125
available for download on the user device 120.

[0032] In an example embodiment, the application distribution module 131 extracts
identifying information from the application program code received from the merchant
service system 110, and saves the extracted information in the data storage unit 137. In
another example embodiment, the application distribution module 131 transmits the entire
application program code to be saved in the data storage unit 137.

[0033] An example application request module 135 is configured to respond to access
requests and service requests made by the application 125 on the user device 120. As part of
the response to an access request, the application request module 135 produces an access
token comprising identifying information rcccived from the application scrvice system 130.

In response to a service request, the application request module 135 verifies the identity of
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the application 125 making the service request. In an example embodiment, the application
request module 135 verifies the identity of the application making the service request by
comparing the identifying information comprised in the access token received from the user
device to the identifying information extracted by the application distribution module 131
and saved on the data storage unit 137. If the verification is satisfactory, the application
request module 135 allows the service request to be processed. However, if the verification
responsc is not satisfactory, the application request module 135sends an crror message to the
user device 120 and the service request is denied.

[0034] An example data storage unit 137 enables storage of the application program
code and identifying information for access by the application request module 135. In an
example embodiment, the data storage unit 137 can include any local or remote data storage
structure accessible to the application service system 130 suitable for storing information. In
an example embodiment, the data storage unit 137 stores encrypted information, such as
HTMLS5 local storage.

[0035] In an example embodiment, the application service system 130 receives the
scrvice request from the uscr deviee 120. In an cxample cmbodiment, the uscr device 120
may be a personal computer, mobile device (for example, notebook, computer, tablet
computer, netbook computer, personal digital assistant (PDA), video game device, GPS
locator device, cellular telephone, Smartphone or other mobile device), television, or other
appropriate technology that includes or is coupled to a web server, or other suitable
application for interacting with web page files. The user 101 can use the user device 120 to
view, register, download, upload, or otherwise access the application distributed by the
application service system 130.

[0036] An example user device 120 comprises a user interface 121, an application
125, a data storage unit 127, and an application verification module 129. In an example
embodiment, the user interface 121 enables the user 101 to interact with the application 125
on the user device 120. For example, the user interface 121 may be a touch screen, a web
page, a voice-based interface or any other interface, which allows the user 101 to provide
input and receive output from the application 125. In an example embodiment, the user
interface 121 allows the user 101 to initiate the service request to be conveyed by the
application 125 to the application service system 130. In another example embodiment, the
user interface 121 displays an error message to the user 101 after the application service

system 130 denics a scrvice requcst and transmits an crror message to the uscr deviee 120.
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[0037] An example application 125 is a program, function, routine, applet or similar
entity that exists on and performs its operations on the user device 120. For example, the
application 125 may be one or more of a shopping application, merchant system 110
application, an Internet browser, a digital wallet application, a loyalty card application,
another value-added application, a user interface 121 application, or other suitable
application operating on the user device 120. In an example embodiment, the application 125
was crcatcd by thc merchant service system 110 and distributed by the application scrvice
system 130. In some embodiments, the user 101 must install the application 125 and/or make
a feature selection on the user device 120 to obtain the benefits of the techniques described
herein. In an example embodiment, the user 101 may access the application 125 on the user
device 120 via the user interface 121.

[0038] In an example embodiment, the application 125 can transmit a service request
to the application service system 130. In an example embodiment, the service request is
initiated by the user 101. In another example embodiment, the service request is a result of
an input by the user 101 or the result of a user-initiated process. For example, the user 101
acccsscs the application 125 and desires to purchasc a product using the uscr’s 101 digital
wallet. After the user 101 initiates the transaction, the application 125 transmits a service
request to the application service system 130 to access the user’s 101 digital wallet to process
the transaction. In an example embodiment, as part of a service request to the application
service system 130, the application 125 can transmit an access request to the application
service system 130 1n order to receive an access token comprising identifying information.
[0039] An example data storage unit 127 enables storage of application program code
and any information extracted from the application program code. In an example
embodiment, the data storage unit 127 can include any local or remote data storage structure
accessible to the user device 120 suitable for storing information. In an example
embodiment, the data storage unit 127 and application 125 may be implemented in a secure
element or other secure memory {(not shown) on the user device 120. In another example
embodiment, the data storage unit 127 may be a separate memory unit resident on the user
device 120. In an example embodiment, the data storage unit 127 can include any local or
remote data storage structure accessible to the user device 120 suitable for storing
information. In an example embodiment, the data storage unit 127 stores encrypted
information, such as HTMLS5 local storage.

[0040] The application verification module 129 can be utilized by the application 125

and/or user device 120 to create access requests to the application service system 130. In an

9



WO 2015/042427 PCT/US2014/056596

example embodiment, the application verification module 129 is part of the operating system
of the user device 120. In another example embodiment, the user 101 downloads, saves, or
otherwise enables the application verification module 129. In an example embodiment, the
application verification module 129 communicates with the data storage unit 127 to access
the application program code on the user device 120 in order to extract and transmit the
identifying information to the application service system 130 as part of an access request. In
another cxample cmbodiment, the application verification module 129 acccsses the data
storage unit 127 to obtain identifying information that has been previously extracted from the
application program code and stored.

[0041] The components of the example-operating environment 100 are described
hereinafter with reference to the example methods illustrated in Figures 2-5. The example
methods of Figures 2-5 may also be performed with other systems and in other environments.
Example System Process

[0042] Figure 2 is a block flow diagram depicting a method 200 for verifying
identities of service applications making requests, in accordance with certain example
cmbodiments.  The mcthod 200 is dcscribed with reference to the components illustrated in
Figure 1.

[0043] In block 210, the merchant service system 110 creates the application 125. In
an example embodiment, the application 125 comprises computer-readable instructions that
can be executed on the user device 120 to perform one or more functions. In an example
embodiment, the application 125 enables the user 101 to make a purchase, donate or transfer
money, request or access information, make or change a reservation, redeem an offer, or
process any other requests or transactions with the merchant service system 110. In another
example embodiment, the application 125 enables the user 101 to make a request or conduct
a transaction with an entity other than the merchant service system 110 via the user device
120. The method for creating the application 125 is described in more detail hereinafter with
reference to the methods described in Figure 3.

[0044] Figure 3 is a block flow diagram depicting a method 210 for creating the
application 125, in accordance with certain example embodiments, as referenced in block
210. The method 210 is described with reference to the components illustrated in Figure 1.
[0045] In block 310, the merchant service system 110 creates the application program
code for the application 125. In an example embodiment, the merchant service system 110
crcates the application program codc with the merchant scrvice system deviee 115 according

to specifications and requirements set forth by the application service system 130. For
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example, the application service system 130 may require specific programming language in
which the program code is to be written, a format for the elements of the program code, or
other formatting or system requirements.

[0046] In block 320, the merchant service system 110 incorporates, within the
application program code, identifying information that enables the application service system
130 to verify a request originated by the application 125 for processing a service. Example
identifying information may comprisc onc or morc of a digital signaturc, a packagc namc, an
application 125 identifier, a merchant service system 110 name, or other code or identifying
information.

[0047] In another example embodiment, the identifying information is incorporated
into the application program code after it is received by the application service system 130.
In an example embodiment, the application service system 130 has specifications regarding
the identifying information that must be met as a prerequisite to distributing the application
125. For example, the application service system 130 may require the merchant service
system 110 to place the identifying information in a certain specified location in the
application program codc.

[0048] In block 330, the merchant service system 110 transmits the application 125 to
the application service system 130. In an example embodiment, the merchant service system
110 transmits the application program code encoding the application 125.

[0049] In block 340, the application service system 130 receives and stores the
application 125. In an example embodiment, the application 125 is received by the
application distribution module 131. In an example embodiment, the application program
code is stored in the data storage unit 137.

[0050] The method 210 then proceeds to block 220 in Figure 2.

[0051] Returning to Figure 2, in block 220, the application service system 130
extracts and stores the identifying information from the application program code. In an
example embodiment, the application service system 130 extracts the identifying information
from one or more specified locations in the application program code. In another example
embodiment, the application service system 130 conducts a search algorithm to find and then
extract the identifying information from the application program code. In another example
embodiment, the application service system 130 makes a determination concerning what the
identifying information is after viewing the application program code and then extracts that
information for storagc. In yct another cxample cmbodiment, the application scrvice system

130 inserts identifying information into a certain location in the application program code
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and then stores the identifying information. In an example embodiment, the extracted
identifying information is stored in the data storage unit 137.

[0052] In block 230, the application service system 130 distributes the application
125. In an example embodiment, the application service system 130 selects a distribution
channel such as a website, an application store (for example, an “app” store), an online
marketplace, or any location that allows the user 101 to select and download the application.
In another cxample cmbodiment, the application 125 is transmitted by clcctronic mail, text
messaging, or another suitable system configured to transmit the application 125 to the user
device 120 or otherwise make the application 125 available for download on the user device
120. In another example embodiment, the application 125 is shareable from one user device
120 to another user device 120 and distribution takes place by proxy from one user 101 to
another. In another example embodiment, the application 125 is distributed through a
distribution channel and a user 101 downloads it to a user device 120 and transfers it to one
or more additional devices 120 that belong to the same user 101.

[0053] In block 240, the application 125 is saved on the user device 120. For
cxample, the uscr 101 accesscs an online application storc managed by the application
service system 130 in order to browse applications to download onto the user device 120. In
an example embodiment, the user 101 uses the user interface 121 in order to access the
distribution channel where the application 125 is located. For example, the user 101 accesses
an clectronic mail message inbox using a web browser on the user device 120 and opens an
electronic mail message containing the application 125 that was received from the application
service system 130. In an example embodiment, the application 125 program code is saved
on the data storage unit 127. In an example embodiment, once the application 125 is
selected, an installation process is initiated and the application 125 becomes a resident on the
user device 120. For example, the user 101 accesses a distribution channel with a personal
computer and, after deciding that he wants to download the application 125 to the user device
120, selects the application 125 for download by double clicking it with a mouse.

[0054] In block 250, the user 101 interacts with the application 125 on the user device
120. For example, the user 101 desires to purchase a product from a merchant and opens the
merchant’s application 125 on the user device 120. Continuing with the previous example,
the user 101 decides which product to buy from the merchant using the application 125. In
an example embodiment, the user 101 interacts with the application 125 on the user device

120 using the uscr interface 121. For cxample, the user 101 may usc a touch scrcen in order
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to interact with the application 125 on the user device 120 when deciding which product to
purchase or information to request.

[0055] In block 260, the user 101 initiates a service request using the application 125
on the user device 120. In an example embodiment, the service request comprises the desired
request that the user 101 initiates. For example, the user 101 desires to purchase a product
using financial account information maintained in the user’s 101 digital wallet maintained by
thc application scrvice systecm 130. Upon initiating paymcnt, a scrvice rcqucst is created by
the application 125 and sent to the application service system 130 to access the user’s 101
digital wallet. In another example, a user 101 (such as a teacher) desires to access private
information (such as homework answers) maintained by the application service system 130
(such as a textbook publisher). Upon requesting the information, a service request is created
by the application 125 and sent to the application service system 130 to request access to the
information.

[0056] In another example embodiment, the service request comprises part of the user
101 request. For example, the user 101 desires to purchase a product using a digital wallet
maintaincd by thc application scrvice systcm 130 or a third party systcm (not shown) and
have the product shipped to the user’s 101 residence. The user 101 manually enters the
shipping information into the application 125 and then initiates a single request that the item
both be paid for using a digital wallet and that the item be shipped to the user’s 101 address.
The address information may be sent directly to the merchant by the application 125, but a
service request is created by the application 125 to request access the user’s 101 digital wallet
to retrieve the user’s 101 financial account information and process the payment. In another
example embodiment, the user 101 does not enter the shipping information and service
request comprises a request to retrieve the user’s 101 financial account information and
shipping information.

[0057] In block 270, the user device 120 receives an access token from the
application service system 130. In an example embodiment, the user device 110 request the
access token from the application service system 130. In this embodiment, the application
service system 130 produces or retrieves the access token prior to transmitting it to the user
device 110. In an example embodiment, the access token comprises identifying information
used to verify the service request initiated by the user 101. In this embodiment, the access
token is transmitted with the service request to the application service system 130 for
verification. The mcthod for reeciving an access token 1s described in more dctail hercinafter

with reference to the methods described in Figure 4.
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[0058] Figure 4 is a block flow diagram depicting a method 270 for initiating an
access request by an application 125 on a user device 120, in accordance with certain
example embodiments, as referenced in block 250. The method 250 is described with
reference to the components illustrated in Figure 1.

[0059] In block 410, an application verification module 129 extracts identifying
information from the application 125 program code resident on the user device 120. In an
cxamplc cmbodiment, the uscr 101 scrvice rcquest triggers a precxisting access requcst
algorithm in the application verification module 129 that initiates the extraction of the
identifying information. In another example embodiment, the user 101 service request
provides executable instructions that the application verification module 129 uses to find and
extract the identifying information from the application 125 program code.

[0060] In block 420, the user device 120 transmits an access request to the application
service system 130 along with extracted identifying information. In an example embodiment,
the application verification module 129 extracts the identifying information and the produces
the access request. In another example embodiment, the application verification module 129
transmits the identifying information to thc application 125 and/or anothcr module on the
user device 110 for inclusion in the access request and transmission to the application service
system 130.

[0061] In block 430, the application service system 130 receives the access request
and the identifying information. In an example embodiment, the access request is received
by the application request module 135. In an example embodiment, the application service
system 130 relays a received access request to the application request module 135 to respond
to the access request.

[0062] In block 440, the application request module 135 produces an access token
comprising the identifying information received from the user device 120. For example, the
application request module 135 receives an access request along with identifying information
comprising package name X and digital signature Y. Continuing with the same example, the
application request module 135 produces an access token comprising package name X and
digital signature Y.

[0063] In block 450, the application service system 130 transmits the access token to
the user device 120.

[0064] In block 460, the user device 120 receives the access token from the
application scrvice systcm 130. In an cxample cmbodiment, the acccess token is received by

the application 125. In this embodiment, the access token is included in the service request
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made by the application 125. In another example embodiment, the access token is received
by the application verification module 129 and transmitted or otherwise shared with the
application 125 to permit it to be included in the service request. In an example embodiment,
the user device 110, the application verification module 129, and/or the application 125
cannot read or otherwise understand the information contained in the access token. In this
embodiment, the user device 110, the application verification module 129, and/or the
application 125 arc capablc of dctermining that the access token is reecived in responsc to the
access request and that it is a required element of the service request.

[0065] The method 270 then proceeds to block 280 in Figure 2.

[0066] Returning to Figure 2, in block 280, the user device 110 transmits the service
request with the access token to the application service system 130. In an example
embodiment, the service request comprises the unaltered access token. In an example
embodiment, the user device 110 cannot read or otherwise understand the access token,
however it is capable of determining that the access token is a required element of the service
request.

[0067] In block 290, thc application rcquest modulc 135 verifics the application 125
making the service request. The method for verifying the application 125 is described in
more detail hereinafter with reference to the methods described in Figure 5.

[0068] Figure 5 is a block flow diagram depicting a method 290 for comparing
identifying information received in an access token to identifying information extracted from
application 125 program code received from a merchant services system 110, in accordance
with certain example embodiments. The method 290 is described with reference to the
components illustrated in Figure 1.

[0069] In block 510, the application service system 130 receives the service request
and access token.

[0070] In block 520, the application request module 135 compares the identifying
information on the access token to the identifying information extracted and stored from the
application 125 program code by the application service system 130. In an example
embodiment, the application request module 135 comprises a verification request algorithm
or computer program code that automatically initiates an application verification process
upon receiving the service request from the application 125 without human intervention.
[0071] In block 530, the application request module 135 determines whether there is

a match between the identifying information on the acccss token and the identifying
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information extracted and stored from the application 125 program code by the application
service system 130.

[0072] If the identifying information does not match, the method 290 proceeds to
block 540 in Figure 5. For example, the identifying information extracted from the
application program code received from the merchant service system 110 is Package Name X
and Digital Signature A, but the identifying information received from the access token from
uscr device 120 is Package Namc X and Digital Signaturc B.

[0073] In block 540, the application service system 130 denies the access request
received from the user device 120. For example, the service request is to process a payment
using the user’s 101 digital wallet maintained by the application service system 130. Having
determined that the identifying information provided by the requesting application 125 is
invalid, the digital wallet is not accessed and the payment is not effected. In an example
embodiment, the application service system 130 denies the application’s 125 request to use
its servers to perform a process or to access information.

[0074] In block 550, the application service system 130 transmits an error message to
the uscr dcviee 120. In an cxamplc cmbodiment, the application rcquest modulc 135
transmits the error message to the user device 120. In an example embodiment, the error
message comprises language that is intended to communicate to the user 101 that that the
service request was unable to be processed.

[0075] In block 560, the user device 120 receives the error message.

[0076] In block 570, the user device 120 displays the error message. In an example
embodiment, the error message is displayed on the user interface 121 of the user device 120.
In an example embodiment, the error message comprises of language that is propagated
through sound or a visual medium. For example, the error message may consist of a readable
message that says “error: the service request was unable to be processed” alone or together
with a computerized voice that conveys the error message to the user 101.

[0077] Returning to block 530, if the application request module 135 determines there
is a match between the identifying information received from the access token and the
identifying information extracted from the application program code received from the
merchant service system 110, the method 290 then proceeds to block 295 in Figure 2. For
example, the identifying information extracted from the application program code received
from the merchant service system 110 is Package Name X and Digital Signature A, and the
identifying information rcccived from the access token is Package Name X and Digital

Signature A.
16
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[0078] Returning to Figure 2, block 295, the application service system 130 allows
the service request to be processed. In an example embodiment, the processing of the service
request comprises one or more of processing a financial transaction, accessing shipping
information, accessing information from an account maintained by the application service
system 130, or applying coupons or offers to a transaction.

Other Example Embodiments

[0079] Figurc 6 depicts a computing machine 2000 and a modulc 2050 in accordance with
certain example embodiments. The computing machine 2000 may correspond to any of the
various computers, servers, mobile devices, embedded systems, or computing systems
presented herein. The module 2050 may comprise onc or more hardware or software
elements configured to facilitate the computing machine 2000 in performing the various
methods and processing functions presented herein. The computing machine 2000 may
include various internal or attached components such as a processor 2010, system bus 2020,
system memory 2030, storage media 2040, input/output interface 2060, and a network
interface 2070 for communicating with a network 2080.

[0080] Thc computing machinc 2000 may bc implecmented as a conventional computer
system, an embedded controller, a laptop, a server, a mobile device, a smartphone, a set-top
box, a kiosk, a vehicular information system, one more processors associated with a
television, a customized machine, any other hardware platform, or any combination or
multiplicity thereof. The computing machine 2000 may be a distributed system configured to
function using multiple computing machines interconnected via a data network or bus
system.

[0081] The processor 2010 may be configured to execute code or instructions to perform
the operations and functionality described herein, manage request flow and address
mappings, and to perform calculations and generate commands. The processor 2010 may be
configured to monitor and control the operation of the components in the computing machine
2000. The processor 2010 may be a general purpose processor, a processor core, a
multiprocessor, a reconfigurable processor, a microcontroller, a digital signal processor
(DSP), an application specific integrated circuit (ASIC), a graphics processing unit (GPU), a
field programmable gate array (FPGA), a programmable logic device (PLD), a controller, a
state machine, gated logic, discrete hardware components, any other processing unit, or any
combination or multiplicity therecof. The processor 2010 may be a single processing unit,
multiplc proccssing units, a singlc proccssing corc, multiple processing corcs, special purposc
processing cores, co-processors, or any combination thercof.  According to certain
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embodiments, the processor 2010 along with other components of the computing machine
2000 may be a virtualized computing machine executing within one or more other computing
machines.

[0082] The system memory 2030 may include non-volatile memories such as read-only
memory (ROM), programmable read-only memory (PROM), erasable programmable read-
only memory (EPROM), flash memory, or any other device capable of storing program
instructions or data with or without applicd powcr. The system mcmory 2030 may also
include volatile memories such as random access memory (RAM), static random access
memory (SRAM), dynamic random access memory (DRAM), and synchronous dynamic
random access memory (SDRAM). Other types of RAM also may be used to implement the
system memory 2030. The system memory 2030 may be implemented using a single
memory module or multiple memory modules. While the system memory 2030 is depicted
as being part of the computing machine 2000, one skilled in the art will recognize that the
system memory 2030 may be separate from the computing machine 2000 without departing
from the scope of the subject technology. It should also be appreciated that the system
mcmory 2030 may include, or opcrate in conjunction with, a non-volatile storage device such
as the storage media 2040.

[0083] The storage media 2040 may include a hard disk, a floppy disk, a compact disc read
only memory (CD-ROM), a digital versatile disc (DVD), a Blu-ray disc, a magnetic tape, a
flash memory, other non-volatile memory device, a solid state drive (SSD), any magnetic
storage device, any optical storage device, any electrical storage device, any semiconductor
storage device, any physical-based storage device, any other data storage device, or any
combination or multiplicity therecof. The storage media 2040 may store one or more
operating systems, application programs and program modules such as module 2050, data, or
any other information. The storage media 2040 may be part of, or connected to, the
computing machine 2000. The storage media 2040 may also be part of one or more other
computing machines that are in communication with the computing machine 2000 such as
servers, database servers, cloud storage, network attached storage, and so forth.

[0084] The module 2050 may comprise one or more hardware or software elements
configured to facilitate the computing machine 2000 with performing the various methods
and processing functions presented herein. The module 2050 may include one or more
sequences of instructions stored as software or firmware in association with the system
mcmory 2030, the storagc mcdia 2040, or both. The storage mcdia 2040 may thercfore

represent examples of machine or computer readable media on which instructions or code
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may be stored for execution by the processor 2010. Machine or computer readable media
may generally refer to any medium or media used to provide instructions to the processor
2010. Such machine or computer readable media associated with the module 2050 may
comprise a computer software product. It should be appreciated that a computer software
product comprising the module 2050 may also be associated with one or more processes or
methods for delivering the module 2050 to the computing machine 2000 via the network
2080, any signal-bcaring medium, or any othcr communication or dclivery tecchnology. The
module 2050 may also comprise hardware circuits or information for configuring hardware
circuits such as microcode or configuration information for an FPGA or other PLD.

[0085] The input/output (I/0) interface 2060 may be configured to couple to one or more
external devices, to receive data from the one or more external devices, and to send data to
the one or more external devices. Such external devices along with the various internal
devices may also be known as peripheral devices. The 1/O interface 2060 may include both
electrical and physical connections for operably coupling the various peripheral devices to
the computing machine 2000 or the processor 2010. The I/O interface 2060 may be
configurcd to communicatc data, addrcsscs, and control signals bctween the peripheral
devices, the computing machine 2000, or the processor 2010. The I/O interface 2060 may be
configured to implement any standard interface, such as small computer system interface
(SCSI), serial-attached SCSI (SAS), fiber channel, peripheral component interconnect (PCI),
PCI express (PCle), serial bus, parallel bus, advanced technology attached (ATA), serial
ATA (SATA), universal serial bus (USB), Thunderbolt, FireWire, various video buses, and
the like. The 1/O interface 2060 may be configured to implement only one interface or bus
technology. Alternatively, the /O interface 2060 may be configured to implement multiple
interfaces or bus technologies. The 1/0 interface 2060 may be configured as part of, all of, or
to operate in conjunction with, the system bus 2020. The 1/O interface 2060 may include one
or more buffers for buffering transmissions between one or more external devices, internal
devices, the computing machine 2000, or the processor 2010.

[0086] The I/0 interface 2060 may couple the computing machine 2000 to various input
devices including mice, touch-screens, scanners, electronic digitizers, sensors, receivers,
touchpads, trackballs, cameras, microphones, keyboards, any other pointing devices, or any
combinations thereof. The I/O interface 2060 may couple the computing machine 2000 to
various output devices including video displays, speakers, printers, projectors, tactile
fcedback devices, automation control, robotic componcnts, actuators, motors, fans, solcnoids,

valves, pumps, transmitters, signal emitters, lights, and so forth.
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[0087] The computing machine 2000 may operate in a networked environment using
logical connections through the network interface 2070 to one or more other systems or
computing machines across the network 2080. The network 2080 may include wide area
networks (WAN), local area networks (LAN), intranets, the Internet, wireless access
networks, wired networks, mobile networks, telephone networks, optical networks, or
combinations thereof. The network 2080 may be packet switched, circuit switched, of any
topology, and may usc any communication protocol. Communication links within thc
network 2080 may involve various digital or an analog communication media such as fiber
optic cables, free-space optics, waveguides, electrical conductors, wireless links, antennas,
radio-frequency communications, and so forth.

[0088] The processor 2010 may be connected to the other elements of the computing
machine 2000 or the various peripherals discussed herein through the system bus 2020. It
should be appreciated that the system bus 2020 may be within the processor 2010, outside the
processor 2010, or both. According to some embodiments, any of the processor 2010, the
other elements of the computing machine 2000, or the various peripherals discussed herein
may bc intcgrated into a singlc device such as a system on chip (SOC), system on packagce
(SOP), or ASIC device.

[0089] In situations in which the systems discussed here collect personal information about
users, or may make use of personal information, the users may be provided with an
opportunity or option to control whether programs or features collect user information (e.g.,
information about a user’s social network, social actions or activities, profession, a user’s
preferences, or a user’s current location), or to control whether and/or how to receive content
from the content server that may be more relevant to the user. In addition, certain data may
be treated in one or more ways before it is stored or used, so that personally identifiable
information is removed. For example, a user’s identity may be treated so that no personally
identifiable information can be determined for the user, or a user’s geographic location may
be generalized where location information is obtained (such as to a city, ZIP code, or state
level), so that a particular location of a user cannot be determined. Thus, the user may have
control over how information is collected about the user and used by a content server.

[0090] Embodiments may comprise a computer program that embodies the functions
described and illustrated herein, wherein the computer program is implemented in a computer
system that comprises instructions stored in a machine-readable medium and a processor that
cxccutes the instructions. Howecever, it should bc apparcnt that there could be many different

ways of implementing embodiments in computer programming, and the embodiments should
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not be construed as limited to any one set of computer program instructions. Further, a
skilled programmer would be able to write such a computer program to implement an
embodiment of the disclosed embodiments based on the appended flow charts and associated
description in the application text. Therefore, disclosure of a particular set of program code
instructions is not considered necessary for an adequate understanding of how to make and
use embodiments. Further, those skilled in the art will appreciate that one or more aspects of
cmbodiments described hercin may be performed by hardwarc, software, or a combination
thercof, as may be embodied in one or more computing systems. Moreover, any reference to
an act being performed by a computer should not be construed as being performed by a single
computer as more than one computer may perform the act.

[0091] The example embodiments described herein can be used with computer hardware
and software that perform the methods and processing functions described herein. The
systems, methods, and procedures described herein can be embodied in a programmable
computer, computer-executable software, or digital circuitry. The software can be stored on
computer-readable media. For example, computer-readable media can include a floppy disk,
RAM, ROM, hard disk, rcmovablc mcdia, flash mcemory, mcemory stick, optical mcdia,
magneto-optical media, CD-ROM, etc. Digital circuitry can include integrated circuits, gate
arrays, building block logic, field programmable gate arrays (FPGA), etc.

[0092] The example systems, methods, and acts described in the embodiments presented
previously are illustrative, and, in alternative embodiments, certain acts can be performed in a
different order, in parallel with one another, omitted entirely, and/or combined between
different example embodiments, and/or certain additional acts can be performed, without
departing from the scope and spirit of various embodiments. Accordingly, such alternative
embodiments are included in the invention claimed herein.

Although specific embodiments have been described above in detail, the description is
merely for purposes of illustration. It should be appreciated, therefore, that many aspects
described above are not intended as required or essential elements unless explicitly stated
otherwise. Modifications of, and equivalent components or acts corresponding to, the
disclosed aspects of the example embodiments, in addition to those described above, can be
made by a person of ordinary skill in the art, having the benefit of the present disclosure,
without departing from the spirit and scope of embodiments defined in the following claims,
the scope of which is to be accorded the broadest interpretation so as to encompass such

modifications and cquivalent structurcs.
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CLAIMS

What is claimed is:

1. A computer-implemented method for verifying identities of services making
service requests, comprising:

receiving, by one or more computing devices and from a merchant service system,
service program code, wherein the service program code comprises identifying information
that enables the one or more computing devices to verify a service request made by a
computing device operated by a user;

extracting, by the one or more computing devices, the identifying information from
the service program code received from the merchant service system;

distributing, by the one or more computing devices, the service program code for
operation on the computing device operated by the user, wherein the service program code
comprises computer-readable instructions executable by the computing device operated by
the user to perform a service;

receiving, by the one or more computing devices and from the computing device
opcratcd by the uscr, an access request, wherein the access request compriscs a request for an
access token and identifying information, and wherein the computing device operated by the
user extracts the identifying information from the service program code resident on the
computing device operated by the user;

producing, by the one or more computing devices, an access token, wherein the
access token comprises the identifying information received from the computing device
operated by the user;

transmitting, by the one or more computing devices, the access token to the
computing device operated by the user;

receiving, by the one or more computing devices and from the computing device
operated by the user, a service request, wherein the service request comprises a request by the
service to perform an action via the one or more computing devices and the access token;

determining, by the one or more computing devices, whether to allow or deny the
service request by comparing the identifying information from the access token received
from the computing device operated by the user to the extracted identifying information from

the service program code received from the merchant service system.
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2. The method of claim 1, further comprising;:

in response to comparing the identifying information from the access token received
from the computing device operated by the user to the extracted identifying information from
the service program code received from the merchant service system, detecting, by the one or
more computing devices, a match between the identifying information from the access token
and thc cxtracted identifying information; and

allowing, by the one or more computing devices, the service request to be processed

in response to detecting the match.

3. The method of claim 1, further comprising:

in response to comparing the received identifying information from the access token
received from the computing device operated by the user to the extracted identifying
information from the service program code received from the merchant service system, not
detecting, by the one or more computing devices, a match between the identifying
information from thc acccss token and the cxtracted identifying information;

denying, by the one or more computing devices, the service request in response to not
detecting the match; and

transmitting, by the one or more computing devices, an error message to the
computing device operated by the user, wherein the error message is displayed by the

computing device operated by the user.

4. The method of claim 1, wherein the identifying information is required for

distribution of the service program code by the one or more computing devices.

5. The method of claim 1, wherein the identifying information comprises one or

more of an application identifier, a package name, and a digital signature.

6. The method of claim 1, wherein the service comprises a merchant service

application, a merchant service website, or a merchant shipping service.
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7. The method of claim 1, wherein the service request comprises a request for the
processing of a financial transaction by the service, a request for shipping information, a
request for information from an account of the user maintained by the one or more computing

devices, or a request for offers or coupons to be redeemed.

8. The method of claim 1, wherein extracting the identifying information from
the scrvice program codc reecived from the merchant scrvice system compriscs cxccuting, by
the one or more computing devices, a search algorithm that locates and extracts the

identifying information from the service program code.

9. The method of claim 1, wherein extracting the identifying information from
the service program code received from the merchant service system comprises identifying,
by the one or more computing devices, a predetermined location in the service program code

and extracting the identifying information from the predetermined location.

10. The mcethod of claim 1, wherein an access request algorithm on the computing
device operated by the user is activated in response to a service request being initiated on the
computing device operated by the user, wherein the access request algorithm identifies and
extracts the identifying information from the service program code on the computing device
operated by the user and transmits the identifying information along with an access request to

the one or more computing devices.
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11. A computer program product, comprising:

a non-transitory computer-readable medium having computer-readable program
instructions embodied therein that when executed by a computer cause the computer to verify
identities of services making service requests, the computer-readable program instructions
comprising:

computer-readable program instructions for receiving service program code
from a mcrchant scrvice systcm, wherecin the scrvice program codc compriscs identifying
information that enables one or more computing devices to verify a service request made by a
computing device operated by a user;

computer-readable program instructions for receiving an access request from a
computing device operated by a user, wherein the access request comprises a request for an
access token and identifying information, and wherein the computing device operated by the
user extracts the identifying information from service program code resident on the
computing device operated by the user;

computer-readable program instructions for transmitting an access token to
the computing dcviec opcratcd by thce uscr, whercin the access token compriscs the
identifying information received from the computing device operated by the user;

computer-readable program instructions for receiving from the computing
device operated by the user, a service request, wherein the service request comprises a
request by the service to perform an action via the one or more computing devices and the
access token; and

computer-readable program instructions for determining whether to allow or
deny the service request by comparing the identifying information from the access token
received from the computing device operated by the user to the identifying information from

the service program code received from the merchant service system.

12. The computer program product of claim 11, further comprising computer-
readable program instructions for extracting the identifying information from the service

program code received from the merchant service system.

13. The computer program product of claim 12, wherein extracting the identifying
information from the service program code received from the merchant service system
compriscs computcr-rcadablc program instructions for cxccuting a scarch algorithm that

locates and extracts the identifying information from the service program code.
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14. The computer program product of claim 11, further comprising:

in response to comparing the identifying information from the access token to the
identifying information from the service program code, computer-readable program
instructions for detecting a match between the identifying information received from the
computing device operated by the user and the identifying information received from the
merchant scrvice system; and

in response to detecting the match, computer-readable program instructions for

allowing the service request to be processed.
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15. A system for verifying identities of services making service requests, the
system comprising:
a storage medium; and
a processor communicatively coupled to the storage medium, wherein the processor
executes application code instructions that are stored in the storage medium and that cause
the system to:
rceeive an access request from a computing device opcrated by a uscr,
wherein the access request comprises a request for an access token and identifying
information, and wherein the computing device operated by the user extracts the identifying
information from the service program code resident on the computing device operated by the
user;
transmit the access token to the computing device operated by the user,
wherein the access token comprises the identifying information received from the computing
device operated by the user;
receive a service request from the computing device operated by the user,
whcrein the scrvice request compriscs a requcest by the scrvice to perform an action via the
one or more computing devices and the access token; and
determine whether to allow or deny the merchant service request by
comparing the identifying information received from the service program code on the
computing device operated by the user to identifying information in service program code

received from the merchant service system.

16. The system of claim 15, wherein the processor is further configured to execute
computer-executable instructions stored in the storage medium to cause the system to extract
the identifying information from the service program code received from the merchant

service system.

17. The system of claim 16, wherein extracting the identifying information from
the service program code received from the merchant service system comprises processing
computer-executable instructions for executing a search algorithm that locates and extracts

the identifying information from the service program code.
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18. The system of claim 16, wherein extracting the identifying information from
the service program code received from the merchant service system comprises processing
computer-executable instructions for identifying predetermined location in the service

program code and extracting the identifying information from the predetermined location.

19. The system of claim 15, wherein the processor is further configured to execute
computcr-cxccutable instructions storcd in the storage medium to causc the system to:

in response to comparing the received identifying information from the access token
received from the computing device operated by the user to the identifying information from
the service program code received from the merchant service system, detect a match between
the identifying information received from the computing device operated by the user and the
extracted identifying information; and

allow the service request to be processed in response to detecting the match.

20. The system of claim 15, wherein the processor is further configured to execute
computcr-cxccutablce instructions storcd in the storage medium to causc the system to:

in response to comparing the received identifying information from the access token
received from the computing device operated by the user to the identifying information from
the service program code received from the merchant service system, not detect a match
between the identifying information received from the computing device operated by the user
and the extracted identifying information;

deny the service request in response to not detecting the match; and

transmit an error message to the computing device operated by the user, wherein the

error message is displayed by the computing device operated by the user.

28



PCT/US2014/056596

WO 2015/042427

1/6

0§ WISAG 201410¢ uonedrddy

[ 231y LE S¢l 1€l
nup INPON I[PON
o3e10)§ Bl 15anbay uonnquusiq
uonedrddy uoneorddy
101
138
< Y
4|
SHOMIIN é
011 WoIsAg
921A10§ JUBYDIO
Sl
0T 291A(T 108() ooSMQ
6cl 171 v WISAS
J[NPON pupn ¢TI ooﬁ ‘QE A]TNEIN
UOLEOLLIA SSeioig ey | | voneanddy 1050 JURYDI
uoneorddy ;

001




WO 2015/042427 PCT/US2014/056596

2/6

Merchant service system creates application

220 *

Application service system extracts and stores identifying
information from application program code

230 *

Application distribution module distributes the application

240 ¥

Application is saved on user device

250 *

User interacts with the application on the user device

260 ‘

User initiates a service request using the application on the user
device

270 *

User device receives access token

280 Jy

Uscr device transmits scrvice request with access token to
application service system

290 *

Application request module verifies application
making service request

295 ‘

Application request module allows service request to be processed
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to verify a request
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410
Application verification module extracts identifying information from
application program code resident on the user device

420
User device transmits access request to application service system
along with extracted identifying information

430
Application service system receives access request and identifying
information
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Application request module produces access token comprising the
identifying information received from the user device

450

Application service system transmits access token to user device

460 l

User device receives access token from application service system

Figure 4
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Application service system receives service request and access token
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Application request module compares the identifying information on the
access token to the identifying information stored by the application
service system

530
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Application service system denies access request
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Application service system transmits error message to user device

560 l

User device receives error message
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User device displays error message
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