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(57) ABSTRACT 

Techniques for sending packets and maintaining synchroni 
Zation during handover is described. A user equipment (UE) 
may be handed over from a source base station to a target base 
station. The source base station may forward packets for the 
UE to the target base station, which may receive the packets 
out of order. In one design, the target base station may deter 
mine whether each packet can be sent in order to the UE, send 
the packet if it can be sent in order, and discard the packet 
otherwise. In another design, the target base station may 
re-order packets received within a re-ordering window and 
may send the re-ordered packets to the UE. In yet another 
design, the target base station may process each packet 
received out of order as if the packet is in order, e.g., by 
incrementing a hyper-frame number (HFN) or re-assigning 
the packet with a later sequence number. 
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METHOD AND APPARATUS FOR HANDLING 
OUT OF-ORDER PACKETS DURING 

HANDOVER IN A WIRELESS 
COMMUNICATION SYSTEM 

0001. The present application claims priority to provi 
sional U.S. application Ser. No. 60/990,589, filed Nov. 27, 
2007, and provisional U.S. Application Ser. No. 60/990,906, 
filed Nov. 28, 2007, both entitled “METHODS AND APPA 
RATUSES FOR MAINTAINING HYPER FRAME NUM 
BER SYNCHORNIZATION BETWEEN A TARGET 
ACCESS POINT AND USER EQUIPMENT AT HAN 
DOVER'' assigned to the assignee hereof and incorporated 
herein by reference. 

BACKGROUND 

0002 I. Field 
0003. The present disclosure relates generally to commu 
nication, and more specifically to techniques for transmitting 
packets in a wireless communication system. 
0004 II. Background 
0005 Wireless communication systems are widely 
deployed to provide various communication content such as 
Voice, video, packet data, messaging, broadcast, etc. These 
wireless systems may be multiple-access systems capable of 
Supporting multiple users by sharing the available system 
resources. Examples of such multiple-access systems include 
Code Division Multiple Access (CDMA) systems, Time 
Division Multiple Access (TDMA) systems, Frequency Divi 
sion Multiple Access (FDMA) systems, Orthogonal FDMA 
(OFDMA) systems, and Single-Carrier FDMA (SC-FDMA) 
systems. 
0006 A wireless communication system may include a 
number of base stations that can Support communication for a 
number of user equipments (UEs). A UE may be mobile and 
may be handed over from a source base station to a target base 
station when the UE moves about the system. During han 
dover, the source base station may have packets of data that 
has not been successfully sent to the UE. It may be desirable 
to properly send these packets to the UE during handover. 

SUMMARY 

0007 Techniques for sending packets and maintaining 
synchronization during handover is described herein. A UE 
may be handed over from a source base station to a target base 
station. The source base station may have packets for the UE 
and may forward these packets to the target base station. The 
target base station may receive the packets out of order, e.g., 
due to the packet-switched nature of the interface between the 
Source and target base stations. If the target base station sends 
the packets out of order to the UE, then loss of synchroniza 
tion may occur and/or the UE may be unable to recover the 
packets. 
0008. In one design, the target base station may determine 
whether each packet forwarded by the source base station can 
be sent in order to the UE. Each packet may have a sequence 
number that may be used to determine its order. The target 
base station may determine whether each forwarded packet 
can be sent in order to the UE based on the sequence number 
of that packet and the sequence number of the last packet sent 
to the UE. The target base station may send each packet that 
can be sent in order and may discard the packet otherwise. 
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Radio resources may be saved by not sending packets that 
would be discarded by the UE. 
0009. In another design, the target base station may re 
order packets received from the source base station within a 
re-ordering window and may send the re-ordered packets to 
the UE. The target base station may start a timer upon receiv 
ing the first packet from the Source base station. The target 
base station may buffer the first packet if it is received out of 
order. The target base station may also buffer all Subsequent 
packets received out of order from the source base station 
prior to expiration of the timer. The target base station may 
re-order and send the buffered packets after expiration of the 
timer. The re-ordering window may cover a period of time or 
a range of sequence numbers. 
0010. In yet another design, the target base station may 
receive a packet out of order from the source base station and 
may process the packet as if it is in order. The target base 
station may increment a hyper-frame number (HFN) due to 
the out-of-order packet and may cipher the packet with a 
count comprising the incremented HFN and the sequence 
number of the packet. Alternatively, target base station may 
re-assign the packet with a sequence number that is later than 
the sequence number of the last sent packet. In either case, the 
UE can correctly decipher the packet and avoid loss of syn 
chronization. Upper layers at the UE may perform re-order 
ing of packets. 
0011. The techniques described herein may be used for 
packets forwarded from the source base station to the target 
base station during handover of the UE, as described above. In 
general, the techniques may be used for packets sent from a 
first entity (e.g., a source base station or a serving gateway) to 
a second entity (e.g., another base station) for transmission to 
a third entity (e.g., a UE). The packets may have sequence 
numbers and may be received out of order by the second 
entity. The secondentity may process the packets using any of 
the designs described above. 
0012 Various aspects and features of the disclosure are 
described in further detail below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0013 FIG. 1 shows a wireless communication system. 
0014 FIG. 2 shows example protocol stacks for different 
entities in the system. 
0015 FIG. 3 shows an example call flow for handover. 
0016 FIG. 4 shows data transmission and data forwarding 
during handover. 
0017 FIG. 5A shows ciphering at a transmitting entity. 
0018 FIG. 5B shows deciphering at a receiving entity. 
(0019 FIG. 6A shows a COUNT parameter used for 
ciphering and deciphering. 
0020 FIG. 6B shows a sequence number space. 
0021 FIG. 7 shows a process for sending packets with 
packet discarding. 
0022 FIG. 8 shows an apparatus for sending packets with 
packet discarding. 
0023 FIG. 9 shows a process for sending packets with 
re-ordering. 
0024 FIG. 10 shows an apparatus for sending packets 
with re-ordering. 
0025 FIG. 11 shows a process for sending packets with 
forced ordering. 
0026 FIG. 12 shows an apparatus for sending packets 
with forced ordering. 
0027 FIG. 13 shows a process for receiving packets. 
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0028 
0029) 
stations. 

FIG. 14 shows an apparatus for receiving packets. 
FIG.15 shows a block diagram of a UE and two base 

DETAILED DESCRIPTION 

0030 The techniques described herein may be used for 
various wireless communication systems such as CDMA, 
TDMA, FDMA, OFDMA, SC-FDMA and other systems. 
The terms “system” and “network” are often used inter 
changeably. A CDMA system may implement a radio tech 
nology such as Universal Terrestrial Radio Access (UTRA), 
cdma2000, etc. UTRA includes Wideband CDMA 
(WCDMA) and other variants of CDMA. cdma2000 covers 
IS-2000, IS-95 and IS-856 standards. ATDMA system may 
implement a radio technology Such as Global System for 
Mobile Communications (GSM). An OFDMA system may 
implement a radio technology such as Evolved UTRA 
(E-UTRA), Ultra Mobile Broadband (UMB), IEEE 802.11 
(Wi-Fi), IEEE 802.16 (WiMAX), IEEE 802.20, Flash 
OFDM(R), etc. 3GPP Long Term Evolution (LTE) utilizes an 
air interface defined by E-UTRA and a network architecture 
defined by E-UTRAN. E-UTRA employs OFDMA on the 
downlink and SC-FDMA on the uplink. UTRA, E-UTRA, 
E-UTRAN, LTE and GSM are described in documents from 
an organization named "3rd Generation Partnership Project’ 
(3GPP). cdma2000 and UMB are described in documents 
from an organization named "3rd Generation Partnership 
Project 2 (3GPP2). For clarity, certain aspects of the tech 
niques are described below for LTE, and LTE terminology is 
used in much of the description below. 
0031 FIG. 1 shows a wireless communication system 
100, which may be an LTE system. System 100 may include 
evolved Node Bs (eNBs) and other network entities described 
by 3GPP. For simplicity, only two eNBs 120 and 122 and one 
Mobility Management Entity (MME)/serving gateway 130 
are shown in FIG. 1. An eNB may be a fixed station that 
communicates with the UEs and may also be referred to as a 
Node B, a base station, an access point, etc. Each eNB may 
provide communication coverage for a particular geographic 
area. To improve system capacity, the overall coverage area of 
an eNB may be partitioned into multiple (e.g., three) smaller 
areas. Each smaller area may be served by a respective eNB 
subsystem. In 3GPP, the term “cell can refer to the smallest 
coverage area of an eNB and/or an eNB subsystem serving 
this coverage area. eNBs 120 and 122 may communicate with 
each other via an X2 interface, which may be a logical or 
physical interface. eNBs 120 and 122 may also communicate 
with MME/serving gateway 130 via an S1 interface. 
0032 Serving gateway 130 may support data services 
such as packet data, Voice-over-Internet Protocol (VoIP), 
video, messaging, etc. MME 130 may be responsible for path 
switching between a source eNB and a target eNB at han 
dover. MME/serving gateway 130 may couple to a core and/ 
or data network 140 (e.g., the Internet) and may communicate 
with other entities (e.g., remote servers and terminals) that 
couple to core/data network 140. 
0033 AUE 110 may communicate with eNB 120 and/or 
eNB 122 via the downlink and uplink. The downlink (or 
forward link) refers to the communication link from an eNB 
to a UE, and the uplink (or reverse link) refers to the commu 
nication link from the UE to the eNB. UE 110 may also be 
referred to as a mobile station, a terminal, an access terminal, 
a subscriber unit, a station, etc. UE 110 may be a cellular 
phone, a personal digital assistant (PDA), a wireless modem, 
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a wireless communication device, a handheld device, a laptop 
computer, a cordless phone, a wireless local loop (WLL) 
station, etc. 
0034 FIG.2 shows example protocol stacks 200 for a user 
plane in LTE. The user plane carries traffic data between UE 
110 and serving gateway 130 via a serving eNB, which may 
be eNB 120 or 122 in FIG.1. Each entity maintains a protocol 
stack for communication with another entity. Each protocol 
stack typically includes a network layer (Layer3 or L3), a link 
layer (Layer 2 or L2), and a physical layer (Layer 1, L1 or 
PHY). The UE and the serving gateway may exchange data 
using IP at the network layer. Upper layer data for Transmis 
sion Control Protocol (TCP), User Datagram Protocol 
(UDP), Real-time Transport Protocol (RTP), and/or other 
protocols may be encapsulated in IP packets, which may be 
exchanged between the UE and the serving gateway via the 
serving eNB. 
0035. The link layer is typically dependent on network/ 
radio technology. For the user plane in LTE, the link layer for 
the UE is composed of three sublayers for Packet Data Con 
vergence Protocol (PDCP), Radio Link Control (RLC), and 
Medium Access Control (MAC), which are terminated at the 
serving eNB. The UE further communicates with the serving 
eNB via E-UTRA air-link interface at the physical layer. The 
serving eNB may communicate with the serving gateway via 
IP and a technology-dependent interface for the link and 
physical layers. 
0036 PDCP may perform various functions such as com 
pression of upper layer protocol headers, ciphering/encryp 
tion and integrity protection of data for security, etc. RLC 
may perform various functions such as (i) segmentation and 
concatenation of RLC service data units (SDUs) and error 
correction through Automatic Repeat request (ARQ) at a 
transmitter and (ii) duplicate detection of lower layer SDUs, 
re-ordering of RLC SDUs, and in-order delivery of upper 
layer protocol data units (PDUs) at a receiver. The functions 
performed by PDCP and RLC in LTE may be provided by 
equivalent protocols in other radio technologies. For 
example, an IP adaptation layer and a Radio Link Protocol 
(RLP) in cdma2000 may perform functions similar to those 
performed by PDCP and RLC, respectively. 
0037 PDCP is described in 3GPP TS 36.323, entitled 
“Evolved Universal Terrestrial Radio Access (E-UTRA): 
Packet Data Convergence Protocol (PDCP) Specification.” 
RLC is described in 3GPP TS 36.322, entitled “Evolved 
Universal Terrestrial Radio Access (E-UTRA); Radio Link 
Control (RLC) Protocol Specification.” These documents are 
publicly available. 
0038 Referring back to FIG. 1, UE 110 may initially 
communicate with eNB 120 for data exchanges with MME/ 
serving gateway 130. UE 110 may be mobile and may be 
handed over from eNB 120 to eNB 122. For the handover, 
eNB 120 may be referred to as a source eNB, and eNB 122 
may be referred to as a target eNB. After the handover, UE 
110 may communicate with eNB 122 for data exchanges with 
MME/serving gateway 130. eNB 120 may be a serving eNB 
for UE 110 prior to the handover, and eNB 122 may be the 
serving eNB for UE 110 after the handover. 
0039. In the description herein, a handover or handoffmay 
refer to a hand over from one eNB to another eNB as well as 
a hand over between different cells of the same eNB. A 
handover may be initiated by the system or a UE. The UE may 
initiate a handover in accordance with a forward handover 
procedure or may re-establish a radio connection with an 
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appropriate eNB after experiencing outage. Furthermore, a 
handover may occur in order to support mobility of users in 
the system, to provide load balancing, to facilitate reconfigu 
rations of radio connection, to facilitate handling of unfore 
seeable error cases, etc. The system may also initiate a han 
dover for any of the reasons mentioned above. 
0040 FIG.3 shows an example call flow 300 for handover 
of UE 110 from source eNB 120 to target eNB 122. The 
Source eNB may configure measurement procedures for the 
UE (step 1), and the UE may send measurement reports to the 
source eNB (step 2). The source eNB may make a decision to 
handover (HO) the UE (step 3) and may issue a Handover 
Request message to the target eNB (step 4). The target eNB 
may perform admission control and may accept handover of 
the UE (step 5). The target eNB may return a Handover 
Request Acknowledgement (Ack) message to the source eNB 
(step 6). The source eNB may then send a Handover Com 
mand message to the UE (step 7). 
0041) Prior to handover, the source eNB may receive pack 
ets for the UE from the serving gateway (step A) and may send 
the packets to the UE (step B). After sending the Handover 
Command message in step 7, the source eNB may forward 
buffered packets for the UE to the target eNB (steps C and D). 
The forwarded packets may include packets that have not 
been sent to the UE as well as packets that are in transit, e.g., 
packets sent but not successfully received by the UE. The 
target eNB may buffer the packets received from the source 
eNB (step E). 
0042. Upon receiving the Handover Command message in 
step 7, the UE may detach from the source eNB, perform 
synchronization to the target eNB, and start acquiring uplink 
timing advance (step 8). The target eNB may respond with 
resource allocation and timing advance (TA) for the UE (step 
9). Once the UE has successfully accessed the target eNB, the 
UE may send a Handover Confirm message to the target eNB 
to indicate that the handover procedure is completed for the 
UE (step 10). 
0043. The target eNB may send a Handover Complete 
message to inform the MME/serving gateway that the UE has 
changed eNB (step 11). The MME/serving gateway may then 
switch the data path or connection for the UE from the source 
eNB to the target eNB (step G). The MME/serving gateway 
may also return a Handover Complete Ack message to the 
target eNB (step 12). The target eNB may send a Release 
Resource message to the Source eNB to indicate Successful 
handover of the UE (step 13). The source eNB may release 
resources for the UE upon receiving the Release Resource 
message. 
0044 Prior to receiving the Handover Complete message 
in step 11, the serving gateway may continue to send packets 
for the UE to the source eNB (step F). The source eNB may 
continue to forward packets for the UE to the targeteNB (step 
H). After receiving the Handover Complete message in step 
11, the serving gateway may send packets for the UE to the 
target eNB (step 13. The target eNB may send the packets 
forwarded from the source eNBand the packets received from 
the serving gateway to the UE (step J). 
0045 FIG. 3 shows an example call flow for handover of 
the UE from the source eNB to the target eNB. Handover of 
the UE may also be performed with other call flows. 
0046 FIG. 4 shows an example of data transmission and 
data forwarding during handover. Prior to the handover, the 
serving gateway may send packets for the UE to the Source 
eNB via the S1 interface (steps A and F in FIG.3). The source 
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eNB may receive the packets as PDCPSDUs and may assign 
a PDCP sequence number (SN) to each PDCP SDU. In the 
description herein, PDCPSDU fik denotes a PDCPSDU with 
a PDCPSN of k. The source eNB may process and send each 
PDCP SDU to the UE (step B in FIG. 3). 
0047. At some point during the handover, the data path for 
the UE may be switched from the source eNB to the target 
eNB (step G in FIG. 3). From this point onward, the serving 
gateway may send new packets for the UE to the target eNB 
via the S1 interface (step 1 in FIG. 3). The target eNB may 
receive the packets as PDCPSDUs, and may assign a PDCP 
SN to each PDCPSDU. The targeteNB may process and send 
each PDCP SDU to the UE (step J in FIG. 3). 
0048. During handover, the source eNB may have (i) 
pending PDCP SDUs that have not yet been sent to the UE 
and/or (ii) in-transit PDCP SDUs that have been sent to the 
UE but not correctly decoded by the UE. The source eNB may 
forward the pending and in-transit PDCPSDUs to the target 
eNB via the X2 interface (steps D and H in FIG.3). The target 
eNB may receive the forwarded PDCP SDUs out of order, 
e.g., due to the packet-switched nature of the X2 interface. 
The serving gateway may send new packets in order to the 
target eNB. The target eNB may also receive the new packets 
out of order, e.g., due to the packet-switched nature of the S1 
interface. 

0049. In the example shown in FIG. 4, the PDCP SDUs 
may be ordered such that PDCPSDU #1 is the earliest PDCP 
SDU and PDCPSDU H4 is the latest PDCPSDU. The Source 
eNB may send PDCPSDUs #1 through #4 in order to the UE. 
The UE may decode PDCPSDU #1 correctly, decode PDCP 
SDUs #2 and #3 in error, and decode PDCPSDU #4 correctly. 
The UE may correctly decode PDCPSDU #4, but not PDCP 
SDUs #2 and #3, due to early HARQ termination of PDCP 
SDU #4. The source eNB may forward PDCP SDUs #2 and 
#3 to the targeteNB. The targeteNB may receive PDCPSDU 
#3 before PDCP SDU #2. The target eNB may then send 
PDCP SDU #2 and/or PDCPSDU #3 to the UE prior to the 
new packets from the serving gateway. 
0050 FIG.5A shows ciphering of a PDCPSDUata trans 
mitting entity, which may be the serving eNB for downlink 
transmission or the UE for uplink transmission. A unit 510 
may receive parameters such as KEY, COUNT, BEARER 
and DIRECTION. The KEY parameter may comprise a 
cipher key used for ciphering data. The COUNT parameter 
may be a crypto-sync that may act as a time-variant input for 
a ciphering algorithm. The BEARER parameter may indicate 
a radio bearer of the data being ciphered. The DIRECTION 
parameter may comprise a bit that may be set to 0 for uplink 
transmission or to 1 for downlink transmission. Unit 510 
may generate a keystream based on all of the parameters and 
in accordance with the ciphering algorithm defined by LTE. 
An exclusive-OR gate 512 may perform bit-wise modulo-2 
addition of the keystream bits from unit 510 and input data 
bits for a PDCPSDU and may provide ciphered data bits for 
the PDCP SDU 

0051 FIG. 5B shows deciphering of a PDCP SDU at a 
receiving entity, which may be the UE for downlink transmis 
sion or the serving eNB for uplink transmission. A unit 550 
may receive the KEY, COUNT, BEARER and DIRECTION 
parameters. Unit 550 may generate a keystream based on all 
of the parameters and in the same manner as unit 510 at the 
transmitting entity. An exclusive-OR gate 552 may perform 
bit-wise modulo-2 addition of the keystream bits from unit 
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550 and the ciphered data bits for a PDCP SDU and may 
provide deciphered data bits for the PDCP SDU. 
0052 FIG. 6A shows a design of the COUNT parameterin 
LTE. The COUNT is a 32-bit value composed of an M-bit 
HFN and an N-bit PDCPSN, where M and N may be con 
figurable values. The HFN occupies the M most significant 
bits (MSBs) of the COUNT, and the PDCPSN occupies the N 
least significant bits (LSBs) of the COUNT. In one configu 
ration, the 32-bit COUNT is composed of a 20-bit HFN and a 
12-bit PDCP SN. In another configuration, the 32-bit 
COUNT is composed of a 25-bit HFN and a 7-bit PDCPSN. 
For both configurations, the PDCPSN is sent over the air with 
each PDCPSDU. The HFN is not sent over the air in order to 
reduce overhead. 
0053 FIG. 6B shows a PDCPSN space, which may cover 
a range of 0 to K, where K=2Y-1. For example, K may be 
equal to 127 for a 7-bit PDCPSN or equal to 4095 for a 12-bit 
PDCPSN. APDCPSDU may have a PDCPSN of k, which 
may be within the range of 0 to K. The PDCP SN may be 
incremented for each new PDCP SDU until it reaches the 
maximum value of K and may then wrap around to 0. 
0054 For a PDCPSN of k, a portion of the PDCP SN 
space may be considered as being “later than k, and the 
remaining portion of the PDCPSN space may be considered 
as being “earlier thank. For example, PDCPSNs of k+1 to 
L may be considered as being later than PDCPSN of k, and 
PDCPSNs of L+1 to k-1 may be considered as being earlier 
than PDCPSN of k, as shown in FIG. 6B. L. may be defined 
as L=(k+K/2) mod K, so that half of the PDCPSN space is 
later thank, and the other half of the PDCPSN space is earlier 
thank. L. may also be defined in other manners. 
0055 As also shown in FIG. 6B, PDCPSNs of 0 through 
k-1 may be considered as being “smaller thank. PDCPSNs 
of k-1 to K may be considered as being “larger than k. 
0056. The UE may access eNB 120 and may establish 
radio bearers for communication with the eNB. The UE and 
the eNB may each reset the COUNT to zero when the radio 
bearers are established. The eNB may increment the PDCP 
SN whenever a new PDCPSDU is received from the serving 
gateway and may increment the HEN whenever the PDCPSN 
wraps around to Zero after reaching the maximum value of K. 
The eNB may send each PDCPSDU and its PDCPSN to the 
UE. The UE may receive the PDCPSDU from the eNB and 
may update the HFN based on the PDCPSN. 
0057 The UE may be handed over from source eNB 120 
to targeteNB 122. For the handover, the source eNB may send 
pertinent state information, such as the current HFN and the 
current PDCPSN, to the target eNB. The target eNB may 
assign PDCP SNs to new PDCP SDUs received from the 
serving gateway starting with the current PDCPSN and HFN 
received from the source eNB. The UE may maintain the 
COUNT through the handover and may update the HFN 
based on the PDCPSNs of the PDCPSDUS received from the 
target eNB. 
0058. The PDCP specification in LTE is written with an 
assumption that PDCPSDUs with increasing PDCPSNs are 
passed to lower layer at a transmitting entity. A receiving 
entity may assume that the lower layer will deliver PDCP 
SDUs in the proper order. The receiving entity may thus 
increment the HFN whenever the PDCP SN of a newly 
received PDCP SDU is Smaller than the PDCPSN of the last 
received PDCP SDU. 
0059 A conventional processing scheme for data trans 
mission on the downlink based on the assumptions described 
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above may be as follows. The serving eNB may assign a 
PDCP SN to each PDCP SDU received from the serving 
gateway. The eNB may increment the PDCPSN after each 
PDCPSDU and may increment the HFN whenever the PDCP 
SN wraps around to zero. The eNB may cipher each PDCP 
SDU with a COUNT formed by the HFN maintained by the 
eNB and the PDCPSN of that PDCP SDU, as shown in FIG. 
5A. The eNB may transmit each PDCP SDU in the proper 
order to the UE. The UE may receive the PDCP SDUs from 
the eNB in the proper order. The UE may increment the HFN 
whenever it receives a PDCP SDU with a smaller PDCPSN 
than that of the last PDCP SDU. The UE may decipher each 
received PDCP SDU with a COUNT formed by the HFN 
maintained by the UE and the PDCPSN obtained from the 
received PDCP SDU. 

0060. The conventional processing scheme described 
above may result in errors during handover of the UE from the 
source eNB to the target eNB. At handover, the source eNB 
may forward PDCP SDUs via the X2 (or S1) interface to the 
target eNB. Because the X2 (or S1) interface is not a circuit 
switched interface, the forwarded PDCPSDUs may arrive out 
of order at the targeteNB, e.g., as shown in FIG.4. If the target 
eNB processes each forwarded PDCP SDU as it is received 
from the source eNB, then reception of PDCP SDUs out of 
order at the target eNB may result in deciphering error and/or 
loss of HFN synchronous at the UE. 
0061 For the example shown in FIG. 4, the target eNB 
may receive PDCP SDU #3 from the source eNB and may 
cipher this PDCP SDU with a COUNT formed by the HFN 
and a PDCP SN of 3. This COUNT may be denoted as 
(HFN3). The targeteNB may pass the ciphered PDCP SDU 
#3 to lower layer for transmission to the UE. The target eNB 
may thereafter receive PDCP SDU #2 out of order from the 
source eNB. The targeteNB may cipher PDCPSDU #2 with 
(HFN12), which is the correct COUNT for this PDCPSDU. 
However, for the conventional processing scheme described 
above, the UE may increment its HFN when it receives PDCP 
SDU #2 after receiving PDCP SDU #3. The UE may then 
decipher PDCPSDU #2 with (HFN+12) and would decipher 
the PDCP SDU in error since the target eNB used (HFN12). 
Furthermore, the UE would be out of HFN synchronization 
since it would use HFN+1 for deciphering subsequent PDCP 
SDUs while the target eNB would continue to use HFN for 
ciphering. Subsequent PDCPSDUs may thus be deciphered 
in error by the UE. 
0062. The UE may maintain a duplicate-discard window 
to avoid getting out of HFN synchronization. The start of the 
window may be placed at the last PDCP SDU delivered to 
upper layers, and the end of the window may be placed at the 
latest PDCP SDU not yet delivered to upper layers. The UE 
may use the duplicate-discard window to determine whether 
to process and deliver a PDCP SDU to upper layers or to 
discard the PDCP SDU. 

0063 For the example shown in FIG. 4, the UE may cor 
rectly decode PDCPSDUs #1 and #4 but not PDCPSDUs #2 
and #3. The UE may deliver PDCP SDU #1 to upper layers 
and may buffer PDCP SDU #4. The UE may then receive 
PDCPSDU #3 from the targeteNBand may correctly decode 
this PDCP SDU. The UE may assume that PDCP SDUs are 
sent in order by the target eNB and may assume that PDCP 
SDU #2 is lost. The UE may then deliver PDCPSDUs #3 and 
#4 to upper layers and may move the start of the duplicate 
discard window to PDCP SDU #4. The UE may thereafter 
receive PDCP SDU #2 from the target eNB. The UE may 
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recognize that this PDCP SDU is outside the duplicate-dis 
card window and may discard the PDCP SDU. The UE may 
maintain the HFN instead of incrementing it. This UE pro 
cessing scheme may avoid loss of HFN Synchronization. 
However, radio resources are wasted by sending out-of-order 
PDCP SDUS that the UE would discard. 
0064 Various processing schemes may be used to handle 
out-of-order packets and avoid loss of HFN synchronization 
at the UE. These processing schemes may be used during 
handover when the target eNB may receive forwarded PDCP 
SDUS from the source eNB out of order. 
0065. In a first processing scheme, the target eNB may 
discard PDCP SDUS that it cannot send in order to the UE. 
The targeteNB may process and send PDCPSDUs as they are 
received and does not attempt to re-order these PDCPSDUs. 
Instead, if the target eNB receives a forwarded PDCP SDU 
with an earlier PDCPSN than that of a PDCP SDU that has 
been sent to the UE, then the target eNB would discard the 
forwarded PDCP SDU and not send it to the UE. The target 
eNB may maintain a pointer for the PDCPSN of the latest 
PDCPSN sent to the UE. The target eNB may compare the 
PDCPSN of a forwarded PDCP SDU against this pointer to 
determine whether or not the PDCPSDU can be sent in order 
to the UE. 
0066 For the example shown in FIG. 4, the target eNB 
may receive PDCPSDU #3 from the source eNB, cipher this 
PDCPSDU with (HFN13), and send the ciphered PDCPSDU 
to the UE. The targeteNB may set the pointer to 3. The target 
eNB may thereafter receive PDCP SDU #2 from the source 
eNB and may compare the PDCPSN of 2 against the pointer. 
The targeteNB may discard this PDCPSDU since its PDCP 
SN of 2 is earlier than the PDCPSN of 3 of the transmitted 
PDCP SDU 
0067. The first processing scheme may simplify operation 
of the target eNB. This processing scheme may also save 
radio resources since the target eNB does not send out-of 
order PDCPSDUs that the UEwould discard using the dupli 
cate-discard window described above. 
0068. In a second processing scheme, the target eNB may 
perform re-ordering of forwarded PDCP SDUs for a short 
period of time or a small range of PDCPSNs. This short time 
period or small PDCPSN range may be referred to as a 
re-ordering window. 
0069. For a time-based re-ordering window, the target 
eNB may use a timer to keep track of time and may start the 
timer upon receiving the first forward PDCP SDU from the 
source eNB. The targeteNB may buffer all forwarded PDCP 
SDUS received out of order from the Source eNB while the 
timer is active. When the timer expires, the target eNB may 
re-order all buffered PDCPSDUs and may cipher and send 
each re-ordered PDCP SDU to the UE. The re-ordering win 
dow may be used to receive PDCPSDUs that are earlier than 
the first forwarded PDCP SDU from the Source eNB. 
0070 For the example shown in FIG. 4, the target eNB 
may receive PDCPSDU #3 from the source eNB, buffer this 
PDCP SDU, and start the timer. The target eNB may there 
after receive PDCP SDU #2 from the source eNB and may 
also buffer this PDCPSDU. When the timerexpires, the target 
eNB may re-order PDCP SDUs #2 and #3. The target eNB 
may then process and send PDCPSDU #2 and then process 
and send PDCPSDU #3. Alternatively, upon receiving PDCP 
SDU #2, the target eNB may re-order, cipher, and send PDCP 
SDUs #2 and #3 to the UE, instead of waiting for the timer to 
expire. The processing by the target eNB may be dependent 
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on the state information available to the target eNB. In any 
case, the UE may be able to receive PDCPSDUs #2 and #3 in 
order from the target eNB. 
0071. In one design, the target eNB may start the timer for 
only the first forwarded PDCP SDU from the source eNB. 
The target eNB may operate in the same manner as in the first 
processing scheme after the timer expires. In this design, if 
the target eNB thereafter receives a forwarded PDCP SDU 
that is earlier than a transmitted PDCPSDU, then the target 
eNB may simply discard the forwarded PDCP SDU. For the 
example shown in FIG. 4, if the target eNB receives PDCP 
SDU #2 after expiration of the timer, then the target eNB may 
discard this PDCP SDU. 
0072. In another design, the targeteNB may start the timer 
for the first forwarded PDCPSDU and also when a forwarded 
PDCP SDU with a non-consecutive PDCPSN is received 
from the source eNB. For example, the target eNB may send 
PDCP SDU #2 and #3 after expiration of the timer and may 
thereafter receive PDCP SDU H6 from the Source eNB. The 
targeteNB may then start the timer and wait for PDCP SDU 
#5 from the Source eNB. 
(0073. For a PDCPSN-based re-ordering window, the tar 
geteNB may set the end of the window to the last PDCPSDU 
sent to the UE. The re-ordering window may span a predeter 
mined number of PDCP SNs or all pending and in-transit 
PDCP SDUs. The target eNB may advance the re-ordering 
window whenever a later PDCP SDU is received from the 
source eNB. The target eNB may process and send a PDCP 
SDU at the start of the re-ordering window. 
0074 For the example shown in FIG. 4, the re-ordering 
window may cover PDCPSDUs #2 and #3. If the target eNB 
receives PDCPSDU #2 from the source eNB, then the target 
eNB may process and send this PDCPSDU and advance the 
window. If the target eNB receives PDCP SDU #3 from the 
source eNB, then the target eNB may maintain the window 
and wait for PDCPSDU #2. If the targeteNB receives PDCP 
SDU #5 from the source eNB, then the target eNB may 
advance the window since the likelihood of receiving PDCP 
SDU #2 may be reduced. 
0075 For the second processing scheme, the re-ordering 
window duration may be selected based on a tradeoffbetween 
latency and data loss. A wider re-ordering window may 
ensure that more PDCP SDUS received out of order from the 
source eNB can be sent to the UE but may also result in a 
longer delay in sending the PDCP SDUs to the UE. Con 
versely, a shorter re-ordering window may result in a shorter 
delay in sending the PDCPSDUs but may also result in more 
PDCP SDUs being discarded. 
0076. In a third processing scheme, the target eNB may 
update the HFN in the same manner as the UE in order to 
avoid loss of HFN synchronization. For the conventional 
processing scheme described above, the UE may assume that 
PDCP SDUs are sent in order and may increment the HFN 
whenever a PDCP SDU with a smaller PDCPSN is received. 
The target eNB may also increment the HFN whenever a 
forwarded PDCP SDU with a Smaller PDCPSN is received 
from the source eNB. 
0077. For the third processing scheme, the targeteNB may 
process (e.g., cipher) each forwarded PDCP SDU received 
from the source eNB and may send the PDCPSDU to the UE. 
The target eNB may process and send each forwarded PDCP 
SDU as it is received from the source eNB, without buffering 
the PDCPSDU at the target eNB. The targeteNB may incre 
ment the HFN whenever a forwarded PDCP SDU with a 
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smaller PDCPSN is received from the sourceeNB. The target 
eNB may then cipher the forward PDCP SDU with the 
updated HFN. 
0078 For the example shown in FIG. 4, the target eNB 
may receive PDCPSDU #3 from the source eNB, cipher this 
PDCPSDU with (HFN13), and send the ciphered PDCPSDU 
to the UE. The targeteNB may thereafter receive PDCPSDU 
#2 from the source eNB. The target eNB may increment the 
HFN in response to receiving a smaller PDCPSN and in 
anticipation of the UE incrementing its HFN. The target eNB 
may then cipher PDCPSDU #2 with (HFN+12) and send the 
ciphered PDCP SDU to the UE. The UE may increment its 
HFN in response to receiving the ciphered PDCPSDU #2 and 
may deciphered this PDCP SDU with (HFN+12). The UE 
may be able to correctly decipher PDCPSDU #2, eventhough 
it is sent out of order, due to the target eNB updating the HFN 
in the same manner as the UE. The UE may deliver the 
deciphered PDCPSDU #2 out of order to upper layers since 
this PDCP SDU has a COUNT of (HFN+1|2) whereas the 
deciphered PDCPSDU #3 has a COUNT of (HFNI3). 
0079. It may be desirable for the UE to deliver PDCP 
SDUs out of order to upper layers instead of discarding these 
PDCP SDUs. The upper layers may utilize a protocol (e.g., 
TCP or RTP) that can re-order data and provide the data in 
order to end applications. Furthermore, out-of-order PDCP 
SDUs may occur infrequently. It may be acceptable to deliver 
the PDCP SDUs out of order to upper layers as long as the 
HFN is kept in synchronization. 
0080. In a fourth processing scheme, the target eNB may 
re-assign forwarded PDCP SDUs with new PDCP SNs, as 
needed, in order to avoid loss of HFN synchronization. For 
this processing scheme, the target eNB may process and send 
each forwarded PDCP SDU as it is received from the Source 
eNB, without buffering the PDCP SDU. If the target eNB 
receives a forwarded PDCP SDU that is earlier than a PDCP 
SDU already transmitted to the UE, then the target eNB may 
re-assign this PDCP SDU with a new PDCPSN that is later 
than the PDCPSN of the transmitted PDCP SDU. 

I0081 For the example shown in FIG. 4, the target eNB 
may receive state information indicating that PDCPSN of 4 
was the last PDCP SN used by the source eNB. The target 
eNB may receive PDCPSDU #3 from the source eNB, cipher 
this PDCPSDU with (HFN13), and send the ciphered PDCP 
SDU to the UE. The targeteNB may thereafter receive PDCP 
SDU #2 from the source eNB. The target eNB may re-assign 
this PDCPSDU with a PDCPSN of 5, cipher this PDCPSDU 
with (HFN15), and send the ciphered PDCPSDU to the UE. If 
the target eNB thereafter receives PDCP SDU #5 from the 
source eNB, then the target eNB may re-assign this PDCP 
SDU with a PDCPSN of 6, cipher the PDCP SDU with 
(HFN6), and send the ciphered PDCP SDU to the UE. The 
target eNB may thus re-assign each forwarded PDCP SDU 
from the source eNB in the same manner and may process and 
Send the PDCP SDU to the UE. 

I0082. The target eNB may re-assign PDCP SNs to for 
warded PDCP SDUS that are received out of order from the 
source eNB. This re-assignment of PDCPSNs may allow the 
UE to correctly decipher the PDCPSDUs while maintaining 
HFN synchronization. The UE may deliver the PDCPSDUs 
out of order to upper layers, which may be acceptable or 
desirable as described above. The target eNB may assign 
sequentially increasing PDCPSNs to new packets received 
from the serving gateway. 
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I0083. The four processing schemes described above may 
avoid loss of HFN synchronization. The target eNB may 
receive forwarded PDCPSDUs from the source eNBand may 
send these PDCPSDUs using any one of the four processing 
schemes described above. All four processing schemes would 
allow the UE to correctly decipher each PDCP SDU and 
maintain HFN synchronization with the target eNB. The first 
and second processing schemes may allow the UE to deliver 
PDCP SDUs in order to upper layers. The third and fourth 
processing schemes may result in PDCP SDUs being deliv 
ered out of order to upper layers at the UE, which may be 
acceptable. HFN synchronization may also be achieved with 
other processing schemes. 
I0084. For clarity, the processing schemes have been 
described for PDCPSDUs in LTE. In general, these process 
ing schemes may be used for packets at any layer in a protocol 
stack and for any protocol. Also for clarity, the processing 
schemes have been described for handover of the UE from the 
source eNB to the targeteNB. These processing schemes may 
also be used for packets sent from the serving gateway to the 
serving eNB. The packets may be assigned sequence num 
bers, e.g., by a GPRS Tunneling Protocol (GTP). The serving 
eNB may process the packets from the serving gateway in 
similar manner as PDCPSDUS forwarded from another eNB. 
I0085 FIG. 7 shows a design of a process 700 for sending 
packets in a wireless communication system. Process 700 
may be performed by a transmitter, which may be a base 
station/eNB for data transmission on the downlink or a UE for 
data transmission on the uplink. A sequence of packets may 
be received from a first entity at a second entity, e.g., via a 
packet-switched interface (block 812). Whether each packet 
in the sequence can be sent in order to a third entity may be 
determined (block 814). Each packet that can be sent in order 
may be sent to the third entity (block 816). Each packet that 
cannot be sent in order may be discarded (block 818). Each 
packet in the sequence may be either processed and sent or 
discarded as the packet is received from the first entity, with 
out buffering the packet at the second entity. 
I0086. In one design, the first entity may be a source base 
station/eNB, the second entity may be a target base station/ 
eNB, and the third entity may be a UE. Blocks 812 to 818 may 
be performed by the target base station during handover of the 
UE from the source base station to the target base station. In 
another design, the first entity may be a serving gateway, the 
second entity may be a base station, and the third entity may 
be a UE. The packets may comprise PDCP SDUs or some 
other type of packets. 
I0087. In one design of block 812, a pointer may be main 
tained for a sequence number of a latest packet sent to the 
third entity. Whether a packet can be sent in order may be 
determined based on the sequence number of that packet and 
the pointer. A packet cannot be sent in order if it has an earlier 
sequence number than the sequence number of a packet 
already sent to the third entity. 
I0088 FIG. 8 shows a design of an apparatus 800 for send 
ing packets in a wireless communication system. Apparatus 
800 includes a module 812 to receive a sequence of packets 
from a first entity at a second entity, a module 814 to deter 
mine whether each packet in the sequence can be sent in order 
to a third entity, a module 816 to send to the third entity each 
packet that can be sent in order, and a module 818 to discard 
each packet that cannot be sent in order. 
I0089 FIG. 9 shows a design of a process 900 for sending 
packets in a wireless communication system. A sequence of 
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packets may be received from a first entity at a second entity, 
e.g., via a packet-switched interface (block 912). The packets 
in the sequence may be re-ordered (block 914). The re-or 
dered packets may be sent from the second entity to a third 
entity (block 916). 
0090. In one design, the first entity may be a source base 
station, the second entity may be a target base station, and the 
third entity may be a UE. Blocks 912 to 916 may be per 
formed by the target base station during handover of the UE 
from the source base station to the target base station. In 
another design, the first entity may be a serving gateway, the 
second entity may be a base station, and the third entity may 
be a UE. The packets may comprise PDCP SDUs or some 
other type of packets. 
0091. In one design, the sequence of packets may be 
received by the secondentity during a time period determined 
by a re-ordering window. In one design of block 914, a timer 
may be started in response to receiving a first packet in the 
sequence from the first entity. The first packet may be buff 
ered if it is not received in order. Subsequent packets not 
received in order from the first entity prior to expiration of the 
timer may also be buffered. The buffered packets may be 
re-ordered and sent after expiration of the timer. Each packet 
received from the first entity after expiration of the timer may 
be processed and sent without buffering at the second entity. 
0092 FIG. 10 shows a design of an apparatus 1000 for 
sending packets in a wireless communication system. Appa 
ratus 1000 includes a module 1012 to receive a sequence of 
packets from a first entity at a secondentity, a module 1014 to 
re-order the packets in the sequence, and a module 1016 to 
send the re-ordered packets from the second entity to a third 
entity. 
0093 FIG. 11 shows a design of a process 1100 for send 
ing packets in a wireless communication system. A first 
packet with a first sequence number may be received (block 
1112) and processed for transmission to a receiving entity 
(block 1114). A second packet with a second sequence num 
ber earlier than the first sequence number may be received 
(block 1116). The second packet may be received out of order 
with respect to the first packet. The second packet may be 
processed as if it is later than the first packet for transmission 
to the receiving entity (block 1118). The first and second 
packets may be processed as each packet is received, without 
buffering these packets. 
0094. The receiving entity may be a UE. In one design, the 

first and second packets may be forwarded by a source base 
station to a target base station during handover of the UE from 
the Source base station to the target base station. In another 
design, the first and second packets may be received by a base 
station from a serving gateway. 
0095. In one design of block 1114, the first packet may be 
ciphered with a first count comprising an HFN and the first 
sequence number. In one design of block 1118, the HFN may 
be incremented in response to receiving the second packet out 
of order. The second packet may be ciphered with a second 
count comprising the incremented HFN and the second 
sequence number. 
0096. In another design of block 1118, the second packet 
may be re-assigned with a third sequence number that is later 
than the first sequence number. The second packet may then 
be processed with the third sequence number for transmission 
to the receiving entity. A third packet with the third sequence 
number may be received thereafter and may be re-assigned 
with a fourth sequence number that is later than the third 
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sequence number. The third packet may then be processed 
with the fourth sequence number for transmission to the 
receiving entity. 
(0097 FIG. 12 shows a design of an apparatus 1200 for 
sending packets in a wireless communication system. Appa 
ratus 1200 includes a module 1212 to receive a first packet 
with a first sequence number, a module 1214 to process the 
first packet for transmission to a receiving entity, a module 
1216 to receive a second packet with a second sequence 
number earlier than the first sequence number, with the sec 
ond packet being received out of order with respect to the first 
packet, and a module 1218 to process the second packet for 
transmission to the receiving entity, with the second packet 
being processed as if it is later than the first packet. 
(0098 FIG. 13 shows a design of a process 1300 for receiv 
ing packets in a wireless communication system. A sequence 
of packets may be received from a target base station at a UE 
(block 1312). The sequence of packets may be forwarded by 
a source base station to the target base station during handover 
of the UE from the source base station to the target base 
station. The target base station may (i) discard at least one 
forwarded packet that cannot be sent in order to the UE, or (ii) 
receive the forwarded packets out of order and re-order the 
packets prior to transmission to the UE, or (iii) receive a 
forwarded packet out of order and process the packet as if it is 
received in order. 
0099 Each packet in the sequence may be processed to 
recover the packet (block 1314). In one design, an HFN may 
be incremented if a packet has a smaller sequence number 
than a sequence number of a preceding packet in the 
sequence. The packet may be deciphered with a count com 
prising the HFN and the sequence number of the packet. 
Recovered packets may be delivered to upper layers. One or 
more recovered packets may be delivered out of order to the 
upper layers. The upper layers may re-order the data in the 
recovered packets. 
0100 FIG. 14 shows a design of an apparatus 1400 for 
sending packets in a wireless communication system. Appa 
ratus 1400 includes a module 1412 to receive a sequence of 
packets from a target base station at a UE, and a module 1414 
to process each packet in the sequence to recover the packet. 
0101. The modules in FIGS. 8, 10, 12 and 14 may com 
prise processors, electronics devices, hardware devices, elec 
tronics components, logical circuits, memories, etc., or any 
combination thereof. 
0102 FIG. 15 shows a block diagram of a design of UE 
110, source eNB/base station 120, and target eNB/base sta 
tion 122. At source eNB 120, a transmit processor 1514a may 
receive traffic data from a data source 1512a and control 
information from a controller/processor 1530a and a sched 
uler 1534a. Controller/processor 1530a may provide mes 
sages for handover of UE 120. Scheduler 1534a may provide 
an assignment of downlink and/or uplink resources for UE 
120. Transmit processor 1514a may process (e.g., encode and 
symbol map) the traffic data, control information, and pilot 
and provide data symbols, control symbols, and pilot sym 
bols, respectively. A modulator (MOD) 1516a may process 
the data, control, and pilot symbols (e.g., for OFDM) and 
provide output samples. A transmitter (TMTR) 1518a may 
condition (e.g., convert to analog, amplify, filter, and upcon 
Vert) the output samples and generate a downlink signal, 
which may be transmitted via an antenna 1520a. 
0103 Target eNB 122 may similarly process traffic data 
and control information for the UEs served by the eNB. The 
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traffic data, control information, and pilot may be processed 
by a transmit processor 1514b, further processed by a modu 
lator 1516b, conditioned by a transmitter 1518b, and trans 
mitted via an antenna 1520b. 

0104. At UE 110, an antenna 1552 may receive the down 
link signals from eNBs 120 and 122. A receiver (RCVR) 1554 
may condition (e.g., filter, amplify, downconvert, and digi 
tize) a received signal from antenna 1552 and provide input 
samples. A demodulator (DEMOD) 1556 may process the 
input samples (e.g., for OFDM) and provide detected sym 
bols. A receive processor 1558 may process (e.g., symbol 
demap and decode) the detected symbols, provide decoded 
traffic data to a data sink 1560, and provide decoded control 
information to a controller/processor 1570. 
0105. On the uplink, a transmit processor 1582 may 
receive and process traffic data from a data source 1580 and 
control information (e.g., for handover) from controller/pro 
cessor 1570. A modulator 1584 may process the symbols 
from processor 1582 (e.g., for SC-FDM) and provide output 
samples. A transmitter 1586 may condition the output 
samples and generate an uplink signal, which may be trans 
mitted via antenna 1552. At each eNB, the uplink signals from 
UE 110 and other UEs may be received by antenna 1520, 
conditioned by a receiver 1540, demodulated by a demodu 
lator 1542, and processed by a receive processor 1544. Pro 
cessor 1544 may provide decoded traffic data to a data sink 
1546 and decoded control information to controller/processor 
1530. 

0106 Controllers/processors 1530a, 1530b and 1570 may 
direct the operation at eNBs 120 and 122 and UE 110, respec 
tively. Controller/processor 1530 at each eNB may also per 
form or direct process 700 in FIG. 7, process 900 in FIG.9, 
process 1100 in FIG. 11, and/or other processes for the tech 
niques described herein. Controller/processor 1570 at UE 
110 may perform or direct process 1300 in FIG. 13 and/or 
other processes for the techniques described herein. Memo 
ries 1532a, 1532b and 1572 may store data and program 
codes for eNBs 120 and 122 and UE 110, respectively. Sched 
ulers 1534a and 1534b may schedule UEs for communication 
with eNBs 120 and 122, respectively, and may assign 
resources to the scheduled UEs. 

0107 Those of skill in the art would understand that infor 
mation and signals may be represented using any of a variety 
of different technologies and techniques. For example, data, 
instructions, commands, information, signals, bits, symbols, 
and chips that may be referenced throughout the above 
description may be represented by Voltages, currents, elec 
tromagnetic waves, magnetic fields or particles, optical fields 
or particles, or any combination thereof. 
0108 Those of skill would further appreciate that the vari 
ous illustrative logical blocks, modules, circuits, and algo 
rithm steps described in connection with the disclosure herein 
may be implemented as electronic hardware, computer soft 
ware, or combinations of both. To clearly illustrate this inter 
changeability of hardware and software, various illustrative 
components, blocks, modules, circuits, and steps have been 
described above generally in terms of their functionality. 
Whether such functionality is implemented as hardware or 
Software depends upon the particular application and design 
constraints imposed on the overall system. Skilled artisans 
may implement the described functionality in varying ways 
for each particular application, but such implementation deci 
sions should not be interpreted as causing a departure from 
the scope of the present disclosure. 
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0109 The various illustrative logical blocks, modules, and 
circuits described in connection with the disclosure herein 
may be implemented or performed with a general-purpose 
processor, a digital signal processor (DSP), an application 
specific integrated circuit (ASIC), a field programmable gate 
array (FPGA) or other programmable logic device, discrete 
gate or transistor logic, discrete hardware components, or any 
combination thereof designed to perform the functions 
described herein. A general-purpose processor may be a 
microprocessor, but in the alternative, the processor may be 
any conventional processor, controller, microcontroller, or 
state machine. A processor may also be implemented as a 
combination of computing devices, e.g., a combination of a 
DSP and a microprocessor, a plurality of microprocessors, 
one or more microprocessors in conjunction with a DSP core, 
or any other Such configuration. 
0110. The steps of a method or algorithm described in 
connection with the disclosure herein may be embodied 
directly in hardware, in a software module executed by a 
processor, or in a combination of the two. A Software module 
may reside in RAM memory, flash memory, ROM memory, 
EPROM memory, EEPROM memory, registers, hard disk, a 
removable disk, a CD-ROM, or any other form of storage 
medium known in the art. An exemplary storage medium is 
coupled to the processor Such that the processor can read 
information from, and write information to, the storage 
medium. In the alternative, the storage medium may be inte 
gral to the processor. The processor and the storage medium 
may reside in an ASIC. The ASIC may reside in a user 
terminal. In the alternative, the processor and the storage 
medium may reside as discrete components inauser terminal. 
0111. In one or more exemplary designs, the functions 
described may be implemented in hardware, software, firm 
ware, or any combination thereof. If implemented in soft 
ware, the functions may be stored on or transmitted over as 
one or more instructions or code on a computer-readable 
medium. Computer-readable media includes both computer 
storage media and communication media including any 
medium that facilitates transfer of a computer program from 
one place to another. A storage media may be any available 
media that can be accessed by a general purpose or special 
purpose computer. By way of example, and not limitation, 
such computer-readable media can comprise RAM, ROM, 
EEPROM, CD-ROM or other optical disk storage, magnetic 
disk storage or other magnetic storage devices, or any other 
medium that can be used to carry or store desired program 
code means in the form of instructions or data structures and 
that can be accessed by a general-purpose or special-purpose 
computer, or a general-purpose or special-purpose processor. 
Also, any connection is properly termed a computer-readable 
medium. For example, if the software is transmitted from a 
website, server, or other remote source using a coaxial cable, 
fiber optic cable, twisted pair, digital subscriberline (DSL), or 
wireless technologies Such as infrared, radio, and microwave, 
then the coaxial cable, fiber optic cable, twisted pair, DSL, or 
wireless technologies such as infrared, radio, and microwave 
are included in the definition of medium. Disk and disc, as 
used herein, includes compact disc (CD), laser disc, optical 
disc, digital versatile disc (DVD), floppy disk and blu-ray disc 
where disks usually reproduce data magnetically, while discs 
reproduce data optically with lasers. Combinations of the 
above should also be included within the scope of computer 
readable media. 
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0112 The previous description of the disclosure is pro 
vided to enable any person skilled in the art to make or use the 
disclosure. Various modifications to the disclosure will be 
readily apparent to those skilled in the art, and the generic 
principles defined herein may be applied to other variations 
without departing from the spirit or scope of the disclosure. 
Thus, the disclosure is not intended to be limited to the 
examples and designs described herein but is to be accorded 
the widest scope consistent with the principles and novel 
features disclosed herein. 

What is claimed is: 
1. A method for wireless communication, comprising: 
receiving a sequence of packets from a first entity at a 

second entity; 
determining whether each packet in the sequence can be 

sent in order to a third entity; 
sending to the third entity each packet that can be sent in 

order; and 
discarding each packet that cannot be sent in order. 
2. The method of claim 1, wherein the first entity is a source 

base station, the second entity is a target base station, and the 
third entity is a user equipment (UE), and wherein the receiv 
ing, the determining, the sending, and the discarding are 
performed by the target base station during handover of the 
UE from the source base station to the target base station. 

3. The method of claim 1, wherein the determining whether 
each packet in the sequence can be sent in order comprises 

maintaining a pointer for a sequence number of a latest 
packet sent to the third entity, and 

determining whether each packet in the sequence can be 
sent in order to the third entity based on a sequence 
number of the packet and the pointer. 

4. The method of claim 1, wherein the determining whether 
each packet in the sequence can be sent in order comprises 

determining that a packet cannot be sent in order to the 
third entity if the packet has an earlier sequence number 
than a sequence number of a packet already sent to the 
third entity. 

5. The method of claim 1, wherein the determining, the 
sending, and the discarding are performed as each packet in 
the sequence is received from the first entity, without buffer 
ing the packet at the second entity. 

6. The method of claim 1, wherein the sequence of packets 
comprises a sequence of Packet Data Convergence Protocol 
(PDCP) service data units (SDUs). 

7. The method of claim 1, wherein the receiving the 
sequence of packets comprises receiving the sequence of 
packets from the first entity via a packet-switched interface. 

8. An apparatus for wireless communication, comprising: 
at least one processor configured to receive a sequence of 

packets from a first entity at a secondentity, to determine 
whether each packet in the sequence can be sent in order 
to a third entity, to send to the third entity each packet 
that can be sent in order, and to discard each packet that 
cannot be sent in order. 

9. The apparatus of claim 8, wherein the at least one pro 
cessor is configured to maintain a pointer for a sequence 
number of a latest packet sent to the third entity, and to 
determine whether each packet in the sequence can be sent in 
order to the third entity based on a sequence number of the 
packet and the pointer. 

10. The apparatus of claim 8, wherein the at least one 
processor is configured to determine that a packet cannot be 
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sent in order to the third entity if the packet has an earlier 
sequence number than a sequence number of a packet already 
sent to the third entity. 

11. An apparatus for wireless communication, comprising: 
means for receiving a sequence of packets from a first 

entity at a second entity; 
means for determining whether each packet in the 

sequence can be sent in order to a third entity; 
means for sending to the third entity each packet that can be 

sent in order; and 
means for discarding each packet that cannot be sent in 

order. 
12. The apparatus of claim 11, wherein the means for 

determining whether each packet in the sequence can be sent 
in order comprises 
means for maintaining a pointer for a sequence number of 

a latest packet sent to the third entity, and 
means for determining whether each packet in the 

sequence can be sent in order to the third entity based on 
a sequence number of the packet and the pointer. 

13. The apparatus of claim 11, wherein the means for 
determining whether each packet in the sequence can be sent 
in order comprises 
means for determining that a packet cannot be sent in order 

to the third entity if the packet has an earlier sequence 
number than a sequence number of a packet already sent 
to the third entity. 

14. A computer program product, comprising: 
a computer-readable medium comprising: 

code for causing at least one computer to receive a 
sequence of packets from a first entity at a second 
entity, 

code for causing the at least one computer to determine 
whether each packet in the sequence can be sent in 
order to a third entity, 

code for causing the at least one computer to send to the 
third entity each packet that can be sent in order, and 

code for causing the at least one computer to discard 
each packet that cannot be sent in order. 

15. A method for wireless communication, comprising: 
receiving a sequence of packets from a first entity at a 

second entity; 
re-ordering the packets in the sequence; and 
sending the re-ordered packets from the second entity to a 

third entity. 
16. The method of claim 15, wherein the first entity is a 

Source base station, the second entity is a target base station, 
and the third entity is a user equipment (UE), and wherein the 
receiving, the re-ordering, and the sending are performed by 
the target base station during handover of the UE from the 
Source base station to the target base station. 

17. The method of claim 15, wherein the sequence of 
packets is received by the second entity during a time period 
determined by a re-ordering window. 

18. The method of claim 15, wherein the re-ordering the 
packets comprises 

starting a timer in response to receiving a first packet in the 
sequence from the first entity, 

buffering the first packet if not received in order from the 
first entity, 

buffering subsequent packets not received in order from the 
first entity prior to expiration of the timer, and 

re-ordering the buffered packets after expiration of the 
timer. 
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19. The method of claim 18, further comprising: 
processing each packet received from the first entity after 

expiration of the timer without buffering the packet. 
20. The method of claim 18, further comprising: 
receiving a packet from the first entity after expiration of 

the timer; 
determining whether the packet can be sent in order to the 

third entity; 
sending the packet to the third entity if the packet can be 

sent in order, and 
discarding the packet if cannot be sent in order. 
21. An apparatus for wireless communication, comprising: 
at least one processor configured to receive a sequence of 

packets from a first entity at a second entity, to re-order 
the packets in the sequence, and to send the re-ordered 
packets from the second entity to a third entity. 

22. The apparatus of claim 21, wherein the at least one 
processor is configured to start a timer in response to receiv 
ing a first packet in the sequence from the first entity, to buffer 
the first packet if not received in order from the first entity, to 
buffer subsequent packets not received in order from the first 
entity prior to expiration of the timer, and to re-order the 
buffered packets after expiration of the timer. 

23. The apparatus of claim 22, wherein the at least one 
processor is configured to process each packet received from 
the first entity after expiration of the timer without buffering 
the packet. 

24. The apparatus of claim 22, wherein the at least one 
processor is configured to receive a packet from the first entity 
after expiration of the timer, to determine whether the packet 
can be sent in order to the third entity, to send the packet to the 
third entity if the packet can be sent in order, and to discard the 
packet if cannot be sent in order. 

25. A method for wireless communication, comprising: 
receiving a first packet with a first sequence number; 
processing the first packet for transmission to a receiving 

entity; 
receiving a second packet with a second sequence number 

earlier than the first sequence number, the second packet 
being received out of order with respect to the first 
packet; and 

processing the second packet for transmission to the 
receiving entity, the second packet being processed as if 
the second packet is later than the first packet. 

26. The method of claim 25, wherein the receiving entity is 
a user equipment (UE), and wherein the first and second 
packets are forwarded by a source base station to a target base 
station during handover of the UE from the source base sta 
tion to the target base station. 

27. The method of claim 25, further comprising: 
incrementing a hyper-frame number (HFN) in response to 

receiving the second packet out of order, the HFN being 
used to process the second packet. 

28. The method of claim 25, wherein the processing the 
first packet comprises ciphering the first packet with a first 
count comprising a hyper-frame number (HFN) and the first 
sequence number, and wherein the processing the second 
packet comprises 

incrementing the HFN in response to receiving the second 
packet out of order, and 

ciphering the second packet with a second count compris 
ing the incremented HFN and the second sequence num 
ber. 
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29. The method of claim 25, wherein the processing the 
second packet comprises 

re-assigning the second packet with a third sequence num 
ber later than the first sequence number, and 

processing the second packet with the third sequence num 
ber for transmission to the receiving entity. 

30. The method of claim 29, further comprising: 
receiving a third packet with the third sequence number, 
re-assigning the third packet with a fourth sequence num 

ber later than the third sequence number; and 
processing the third packet with the fourth sequence num 

ber for transmission to the receiving entity. 
31. The method of claim 25, wherein the first and second 

packets are processed as each packet is received, without 
buffering the first and second packets. 

32. An apparatus for wireless communication, comprising: 
at least one processor configured to receive a first packet 

with a first sequence number, to process the first packet 
for transmission to a receiving entity, to receive a second 
packet with a second sequence number earlier than the 
first sequence number, the second packet being received 
out of order with respect to the first packet, and to pro 
cess the second packet for transmission to the receiving 
entity, the second packet being processed as if the Sec 
ond packet is later than the first packet. 

33. The apparatus of claim 32, wherein the at least one 
processor is configured to cipher the first packet with a first 
count comprising a hyper-frame number (HFN) and the first 
sequence number, to increment the HFN in response to 
receiving the second packet out of order, and to cipher the 
second packet with a second count comprising the incre 
mented HFN and the second sequence number. 

34. The apparatus of claim 32, wherein the at least one 
processor is configured to re-assign the second packet with a 
third sequence number later than the first sequence number, 
and to process the second packet with the third sequence 
number for transmission to the receiving entity. 

35. A method for wireless communication, comprising: 
receiving a sequence of packets from a target base station at 

a user equipment (UE), wherein the sequence of packets 
is forwarded by a source base station to the target base 
station during handover of the UE from the source base 
station to the target base station, and wherein the target 
base station discards at least one forwarded packet that 
cannot be sent in order to the UE, or receives the for 
warded packets out of order and re-orders the packets 
prior to transmission to the UE, or receives a forwarded 
packet out of order and processes the packet as if 
received in order; and 

processing each packet in the sequence to recover the 
packet. 

36. The method of claim 35, wherein the processing each 
packet in the sequence comprises 

incrementing a hyper-frame number (HFN) if the packet 
has a smaller sequence number than a sequence number 
of a preceding packet in the sequence, and 

deciphering the packet with a count comprising the HFN 
and the sequence number of the packet. 

37. The method of claim 35, further comprising: 
delivering recovered packets in the sequence to upper lay 

ers, wherein at least one recovered packet is delivered 
out of order to the upper layers; and 

re-ordering data in the recovered packets in the upper lay 
CS. 
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38. An apparatus for wireless communication, comprising: 
at least one processor configured to receive a sequence of 

packets from a target base station at a user equipment 
(UE), and to process each packet in the sequence to 
recover the packet, wherein the sequence of packets is 
forwarded by a source base station to the target base 
station during handover of the UE from the source base 
station to the target base station, and wherein the target 
base station discards at least one forwarded packet that 
cannot be sent in order to the UE, or receives the for 
warded packets out of order and re-orders the packets 
prior to transmission to the UE, or receives a forwarded 
packet out of order and processes the packet as if 
received in order. 
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39. The apparatus of claim 38, wherein for each packet in 
the sequence the at least one processor is configured to incre 
ment a hyper-frame number (HFN) if the packet has a smaller 
sequence number than a sequence number of a preceding 
packet in the sequence, and to decipher the packet with a 
count comprising the HFN and a sequence number of the 
packet. 

40. The apparatus of claim 38, wherein the at least one 
processor is configured to deliver recovered packets in the 
sequence to upper layers, to deliver at least one recovered 
packet out of order to the upper layers, and to re-order data in 
the recovered packets in the upper layers. 
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