I*I Innovation, Sciences et Innovation, Science and CA 3010741 C 2024/02/127

Développement économique Canada Economic Development Canada
Office de la Propriété Intellectuelle du Canada Canadian Intellectual Property Office (1 1)(21) 3 01 0 741
12y BREVET CANADIEN
CANADIAN PATENT
13 C
(86) Date de dépdt PCT/PCT Filing Date: 2016/12/22 (51) CLInt./Int.Cl. GO6F 15/173(2006.01),
— — . HO4L 61/4511(2022.01), HO4L 61/5007 (2022.01),
(87) Date publication PCT/PCT Publication Date: 2017/07/06 HO4L 67/141(2022.01), HOAL 67/146 (2022.01)
(45) Date de délivrance/lssue Date: 2024/02/27 HO041 67/56 (2022.01)
(85) Entrée phase nationale/National Entry: 2018/07/05 (72) Inventeurs/Inventors:
®6) N° demande PCT/PCT Application No.: US 2016/068396 CHOQUETTE, GEORGE, US;
N - RAMACHANDRAN, GANESHAN, US;
(87) N° publication PCT/PCT Publication No.: 2017/117015 JAVALI NAGESH. US:
(30) Priorité/Priority: 2015/12/31 (US14/986,588) TORRES, ROB, US
(73) Propriétaire/Owner:
HUGHES NETWORK SYSTEMS, LLC, US
(74) Agent: MARKS & CLERK

(54) Titre : PROCEDE ET SYSTEME DE CONTOURNEMENT AUTOMATIQUE DE MANDATAIRES DE RESEAU EN
PRESENCE DE FLUX DE TRAFIC INTERDEPENDANTS

(54) Title: METHOD AND SYSTEM FOR AUTOMATICALLY BYPASSING NETWORK PROXIES IN THE PRESENCE OF
INTERDEPENDENT TRAFFIC FLOWS

/‘&Q

238 234
I GW P ™ 220
I

Proxy
Comm
Unit

i
Proxy -
@_I\ 236 Routing  jd~ =|= ™
Unit
0

230~ 232
Terminal

<
m—’@; 3 2820 252¢ 2520

7
Lookup/
Trans
Unit

Public
network

(57) Abrégé/Abstract:

A method and system for automatically bypassing a network proxy in the presence of interdependent traffic flows. Messages from a
client attempting to establish communication with an origin server are monitored to detect the presence of certain state information.
If the origin server is presentin one or more bypass lists, the network proxy is bypassed and communication is established between
the client and origin sever directly. Otherwise, communication between the client and origin server is established though the
network proxy. Messages between at least the origin server and client are monitored in order to idenify origin servers for which the
network proxy should be bypassed. The bypass lists are automatically updated for such origin servers.

C an a dg http:vopic.ge.ca » Ottawa-Hull K1A 0C9 - aup.:/eipo.ge.ca OPIC

OPIC - CIPO 191



w0 2017/117015 A1 [N 0000 OO Y O

(43) International Publication Date

CA 03010741 2018-07-05

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2017/117015 A1l

6 July 2017 (06.07.2017) WIPOIPCT
(51) International Patent Classification: (74) Agent: THENOR, Leonid D.; Nath, Goldberg & Meyer,
GO6F 15/173 (2006.01) HO4L 29/12 (2006.01) 112 S. West St., Alexandria, Virginia 22314 (US).
HOAL 29/08 (2006.01) (81) Designated States (uniess otherwise indicated, for every
(21) International Application Number: kind of national protection available): AE, AG, AL, AM,
PCT/US2016/068396 AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
. . BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DJ, DK, DM,
(22) International Filing Date: DO, DZ, EC, FE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
22 December 2016 (22.12.2016) HN. HR, HU, ID, IL. IN. IR, IS, JP, KE. KG, KH, KN,
(25) Filing Language: English KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY, MA,
MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG,
(26) Publication Language: English NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS,
(30) Priority Data: RU, RW, SA, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY,
14/986,588 31 December 2015 (31.12.2015) Us g ;Jv[ T%{]TN» TR, TT, TZ, UA, UG, US, UZ, VC, VN,
(71) Applicant: HUGHES NETWORK SYSTEMS, LLC ) S
[US/US]; 11717 Exploration Lane, Germantown, Maryland (84) Demgnated. States (unle.ss othef"wzse indicated, for every
20876 (US). kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
(72) Inventors: CHOQUETTE, George; c/o Hughes Network TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
Systems, LLC, 11717 Exploration Lane, Germantown, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
Maryland 20876 (US). RAMACHANDRAN, Ganeshan; DK, EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
c¢/o Hughes Network Systems, LLC, 11717 Exploration LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
Lane, Germantown, Maryland 20876 (US). JAVALI, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
Nagesh; c/o Hughes Network Systems, LLC, 11717 Ex- GW, KM, ML, MR, NE, SN, TD, TG).
ploration Lane, Germantown, Maryland 20876 (US). Published:

TORRES, Rob; c/o Hughes Network Systems, LLC,
11717 Exploration Lane, Germantown, Maryland 20876

(US).

with international search report (Art. 21(3))

(54) Title: METHOD AND SYSTEM FOR AUTOMATICALLY BYPASSING NETWORK PROXIES IN THE PRESENCE OF
INTERDEPENDENT TRAFFIC FLOWS

238 234

/
7

Proxy
Comm
Unit

5~ ]

Proxy
Routing -
Unit

N

Lookup/
Trans
Unit

230—"

Terminal

Fig. 2

/-M

GW |~ 220

CpPU
224

Public
network

250

-
- 7’
P
/’ 4
sesee
B

252b 252c

Server
A

252a

(57) Abstract: A method and system for automatically bypassing a network proxy in the presence of interdependent traffic flows.
Messages from a client attempting to establish communication with an origin server are monitored to detect the presence of certain
state information. If the origin server is present in one or more bypass lists, the network proxy is bypassed and communication is es -
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METHOD AND SYSTEM FOR AUTOMATICALLY BYPASSING NETWORK PROXIES IN

THE PRESENCE OF INTERDEPENDENT TRAFFIC FLOWS
BACKGROUND INFORMATION

[0001] Proxy servers are well known network components that function as intermediaries
between a client and an origin server. Proxy servers are widely used in data networks for
performance improvement, content filtering, and network security. A proxy server will examine
the contents of the resource request received from the client before passing it on, if needed, to the
origin server. Normally a client is explicitly configured to use proxy servers, but in some

network configurations the client is unaware of the presence of the proxy server.

[0002] Depending on the communication protocols used, not all messages exchanged
between the client and the origin server are available to the proxy server. If the message that is
not available to the proxy server contains state information related to resource being accessed or
the identity of the client, then the state information maintained by the proxy server will be
incomplete. Under such conditions, when the proxy server requests resources on the behalf the
client, it will not be able to supply all information required for the origin server to retrieve the
resources, thus resulting in a failure to deliver the requested resources to the client. In certain
cases, this lack of state information (in the request sent by the proxy server) can cause the origin
server to prompt the client to request the resources again. Since the proxy server lacks the

information required by the origin server, an indefinite request loop may result.

[0003] In order to avoid indefinite request loops resulting from lack of state information, for

example, all access to a specific origin server which requires state information can be bypassed.
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Such an approach, however, can be time consuming and unreliable. First, the client must be
configured to bypass the proxy server for accesses to origin servers that require state
information. The configuration is typically performed by a network operator, which can be very
time-consuming and can further result in productivity disruptions. Additionally, origin servers
are continually added, changed, and deleted. This can result in very time consuming efforts by
the network operator to maintain an up-to-date list of such origin servers. Based on the
foregoing, there is a need for an approach for automatically bypassing proxy servers for known

origin servers, and automatically maintaining/updating the list of such origin servers.
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BRIEF SUMMARY

[0004] A method and system are disclosed for automatically bypassing network proxies in
the presence of interdependent traffic flows. According to an embodiment, the method includes:
initiating a communication session with an origin server over a network; determining if messages
in the communication session contain state information associated with a secure session;
querying a first database for an internet protocol (IP) address of the origin server, if the messages
do not contain state information, the first database containing, at least in part, one or more bypass
IP addresses; establishing the communication session directly with the origin server if the
messages contain state information or if the IP address of the origin server is present in the first
database; establishing the communication session, via a proxy server, with the origin server if the
messages do not contain state information and if the IP address of the origin server is not present
in the first database; and automatically updating a second database with a symbolic name of the
origin server if the communication session is established directly with the origin server, the

second database containing, at least in part, one or more symbolic names.

[0005] According to another embodiment, the system includes: at least one device capable of
initiating a communication session with an origin server; a terminal configured, at least in part,
to facilitate communication between the at least one device and the origin server over a public
network, the terminal comprising: a proxy routing unit, a proxy communication unit, a first
database for storing a plurality of bypass IP addresses, and a second database for storing
symbolic names of a plurality of origin servers; and a gateway for routing traffic between the
terminal and the origin server via the public network, the gateway comprising: a proxy server

configured to provide intermediary functions between the at least one device and the origin

3



server, and at least one processor configured, at least in part, to manage routing operations and
intermediary functions, wherein the proxy routing unit is configured to: determine if messages in
the communication session contain state information associated with a secure session, query the
first database for an internet protocol (IP) address of the origin server, if the messages do not
contain state information, the first database containing, at least in part, one or more bypass IP
addresses, establish the communication session directly with the origin server if the messages
contain state information or if the IP address of the origin server is present in the first database,
and automatically updating a second database with a symbolic name of the origin server if the
communication session is established directly with the origin server, the second database
containing, at least in part, one or more symbolic names, and wherein the proxy communication
unit is configured to establish the communication session, via the proxy server, with the origin
server if the messages do not contain state information and if the IP address of the origin server is
not present in the first database.

[0005a] According to another embodiment, a method comprises, when a communication
session is initiated by a client device with an origin server, the steps of: determining, by a terminal
facilitating communication between the client device and a remotely located gateway over a first
network, if messages for the establishment of the communication session contain state information
assoctated with a secure session; querying a first database within the terminal for an Internet
protocol (IP) address of the origin server, if the messages do not contain state information, the first
database containing, at least in part, one or more bypass IP addresses corresponding to IP addresses
of origin servers that are known to require at least one of an exchange of various types of state

information and secure communication sessions; establishing, by the terminal, the communication

Date Recue/Date Received 2023-05-01



session directly with the origin server via the gateway and over a public network connecting the
gateway and the origin server, if the messages contain state information or if the IP address of the
origin server is present in the first database; establishing, by the terminal, the communication
session, via a proxy server within the gateway and over the public network connecting the gateway
and the origin server, with the origin server, if the messages do not contain state information and
if the IP address of the origin server is not present in the first database; and automatically updating,
by the terminal, a second database within the terminal with a symbolic name of the origin server
if the communication session is established directly with the origin server, the second database
containing, at least in part, one or more symbolic names of the origin servers that are known to

require at least one of state information and secure communication sessions.

[0005b] According to another embodiment, a system comprises: at least one client device
capable of initiating a communication session with an origin server; a terminal configured, at least
in part, to facilitate communication between the at least one client device and the origin server
over a public network, the terminal comprising: a proxy routing unit, a proxy communication unit,
a first database for storing a plurality of bypass IP addresses, and a second database for storing
symbolic names of a plurality of origin servers; and a gateway for routing traffic between the
terminal and the origin server via the public network, the gateway comprising: a proxy server
configured to provide intermediary functions between the at least one client device and the origin
server, and at least one processor configured, at least in part, to manage routing operations and
intermediary functions, wherein the proxy routing unit is configured to: determine if messages for
the establishment of the communication session contain state information associated with a secure
session, query the first database for an Internet protocol (IP) address of the origin server, if the

messages do not contain state information, the first database containing, at least in part, one or

4a
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more bypass IP addresses corresponding to IP addresses of origin servers that are known to require
at least one of an exchange of various types of state information and secure communication
sessions, establish the communication session directly with the origin server via the gateway and
over the public network connecting the gateway and the origin server, if the messages contain state
information or if the IP address of the origin server is present in the first database, and
automatically updating a second database within the terminal with a symbolic name of the origin
server, if the communication session is established directly with the origin server, the second
database containing, at least in part, one or more symbolic names of the origin servers that are
known to require at least one of state information and secure communication sessions, and wherein
the proxy communication unit is configured to establish the communication session, via the proxy
server within the gateway and over the public network connecting the gateway and the origin
server, with the origin server if the messages do not contain state information and if the IP address

of the origin server is not present in the first database.

[0006] The foregoing summary is only intended to provide a brief introduction to selected
features that are described in greater detail below in the detailed description. As such, this summary
is not intended to identify, represent, or highlight features believed to be key or essential to the
claimed subject matter. Furthermore, this summary is not intended to be used as an aid in

determining the scope of the claimed subject matter.

4b
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BRIEF DESCRIPTION OF THE DRAWINGS

{6807} Various exemplary embodiments are illustrated by way of example, and not by way
of limitation, in the figures of the accompanying drawings in which like reference numerals refer
10 similar elements and in which:

[6001] Fig. 1 is a diagram of a conventional satelliie cornmunication system capable of
providing voice and data services;

[6062] Fig. 2 is a diagram of a system capable of automatically bypassing network proxies in

accordance with at least one embodiment;

[0863] Fig. 3 is a diagram of a terminal configuration, according to one or more
embodiments;
(60043 Figs. 4A and 4B are a diagram illustrating contents of a physical layer capture during

an SSL communication session, according 1o one embodiment;

(6665} Fig. 5A and 3B are a diagram illustrating contents of a physical laver capture during

deep packet inspection (DPD), according to one embodiment;

{H006] Fig. 6 is a diagram illustrating contents of a physical layer capture during a DNS

guery response, according to one embodiment;

{8007} Fig. 7 is a flowchart of a process for automatically bypassing network proxies,

according to at least one embodiment;

REHE Figs. 8A and 8B are a flowchart of a process for automatically bypassing network

proxies, according to one or more embodiments;

SUBSTITUTE SHEET (RULE 26)
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[0009] Fig. 9 is a flowchart of a process for determining if a network proxy should be

bypassed, according to one or more embodiments;

[0010] Fig. 10 is a diagram of a computer system that can be used to implement various

exemplary embodiments; and

[0011] Fig. 11 is a diagram of a chip set that can be used to implement various exemplary

embodiments.
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DETAILED DESCRIPTION

[0012] A method and system for automatically bypassing network proxies in the presence of
interdependent traffic flows are described. In the following description, for purposes of
explanation, numerous specific details are set forth in order to provide a thorough understanding
of the disclosed embodiments. It will become apparent, however, to one skilled in the art that
various embodiments may be practiced without these specific details or with an equivalent
arrangement. In other instances, well-known structures and devices are shown in block diagram

form in order to avoid unnecessarily obscuring the various embodiments.

[0013] Fig. 1 illustrates an exemplary satellite communication system 100 capable of
providing voice and data services. The communication system 100 includes a satellite 110 that
supports communications among a number of gateways 120 (only one shown) and multiple
satellite terminals (STs) 130a-130n. Each satellite terminal (or terminal) 130 can be configured
for relaying traffic between its customer premise equipment (CPEs) 140a-140n, a public network
150 such as the Internet, and/or from its private network 160. The gateway 120 can be
configured to route this traffic across the public network 150 and private Internet 160 as
appropriate. The gateway 120 can be further configured to route traffic from the public 150
Internet and private network 160 across the satellite link to the appropriate terminal 130. The

terminal 130 then routes the traffic to the appropriate customer premise equipment (CPE) 140.

[0014] As illustrated in Fig. 1, the satellite communication system 100 facilitates
communication between a satellite network, public communication networks 150, and private

communication networks 160. Various embodiments, however, can also be configured for
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providing communication within only a terrestrial network (e.g., public communication networks
150 and private communication networks 160), or within only a satellite network. Thus, while
components such as the terminals 130 and gateway 120, other network components such as, for
example, a VPN router and a VPN gateway can be provided in place of, or in addition to, the
illustrated terminal 130 and gateway 120. Furthermore, various embodiments can be
incorporated within a router having QoS capabilities. Accordingly, the communication system

100 illustrated in Fig. 1 is only intended to be illustrative, and in no way restrictive.

[0015] Fig. 2 is a diagram of a system capable of automatically bypassing network proxies in
accordance with at least one embodiment. The system includes a terminal 230 that is used to
facilitate communication by various client devices 240 such as the illustrated laptop computer.
The system further includes a gateway 220 which establishes communication between the client
device 240 and various origin servers 252a-252n (or simply servers) using a public network 250,
such as the internet. The gateway 220 can also establish communication with a domain name
system (DNS) server 260. According to at least one embodiment, the gateway 220 can include
one or more ports 222 through which traffic can be exchanged with the public network 250. The
gateway 220 can include, at least in part, one or more processors (or CPUs) 224 and a proxy
server 226. The CPU 224 can be configured to perform various processing tasks, such as
identifying messages that should be directed to the proxy server 226 and messages that should
bypass the proxy server 226. While Fig. 2 shows a single gateway 220, it should be appreciated

that additional gateways may be provided at different points within the system 200.

[0016] According to the illustrated embodiment, the terminal 230 can be configured, at least

in part, to facilitate communication between the client device 240 and one or more origin servers

8
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252. As will be discussed in greater detail below, the client device 240 can establish one type of
communication session with origin server A 252a, while establishing a different type of
communication session with origin server B 252b and origin server C 252c¢. The terminal 230
can include, for example, various components which assist in determining the type of
communication session that should be established between the client device 240 and the origin
server 252. According to the illustrated embodiment, the terminal 230 includes a proxy routing
unit 232, a proxy communication unit 234, a first database 236, a second database 237, and an

address lookup/translation unit 238.

[0017] According to at least one embodiment, the proxy routing unit 232 can be configured
to interact with the client device 240 in order to determine if, and when, the client device 240 is
initiating a communication session with an origin server 252. Upon detecting that the client
device 240 is attempting to initiate a communication session, the proxy routing unit 232 monitors
messages from the client device 240 in order to determine whether such messages contain any
state information. According to at least one embodiment, the state information can correspond to
the type of communication session being established. For example, the communication session
can be either secure (e.g., HTTPS) or nonsecure (e.g., HTTP). According to further
embodiments, the state information can provide details regarding specific protocols that should

be utilized during the communication session.

[0018] According to at least one embodiment, the proxy routing unit 232 can monitor
specific transmission control protocol (TCP) ports being opened for different communication
sessions in order to infer certain state information. For example, if the communication session is

initiated over TCP ports such as port 80 or 8080, then the proxy routing unit 232 can conclude

9
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that a nonsecure hypertext transfer protocol (HTTP) communication session is being established
If the communication session is initiated over TCP port 443, then the proxy routing unit 232 can
determine that the communication session will be secure, and state information may be included.
While TCP ports 80, 8080, and 443 have been selected for the exemplary embodiment, it should
be appreciated that various other TCP ports can provide an indication as to whether or not the
communication session will be secure or non-secure. For example, certain ports can be used by
well-known applications that establish a consistent type of communication session. If the
communication session is consistently secure, the use of such TCP ports would give a
presumption that a secure communication session is being established. Furthermore, unassigned
ports can be assigned or reassigned universally. Accordingly, TCP ports 80 and 8080 should not
be considered as the only nonsecure ports, and TCP port 443 should not be considered the only
secure port. According to one or more embodiments, the proxy routing unit 232 can examine the
IP address contained within the message in order to determine whether the IP address

corresponds to an origin server 252 which requires the exchange of various state information.

[0019] According to the embodiment illustrated in Fig. 2, the first database 236 can be
configured to store a plurality of bypass IP addresses. The bypass IP addresses correspond to IP
addresses of origin servers 252 that are known to require the exchange of various types of state
information and/or require secure communication sessions. The first database 236 can further be
configured to store IPv4 and/or IPv6 addresses. The second database 237 can be configured to
store the symbolic names of different origin servers 252 that are known to require state
information and/or secure communication sessions. According to one or more embodiments, the

proxy routing unit 232 can be configured to interact with the first database 236 in order to

10
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determine whether or not the IP address included in the message from the client device 240
corresponds to that of an origin server 252 which requires state information. More particularly,
the proxy routing unit 232 queries the first database 236 in order to determine whether or not the
IP address is present. If the IP address is present, then the proxy routing unit 232 determines that
the client device 240 is attempting to establish a communication session with an origin server

252 that requires the exchange of state information, or a secure connection.

[0020] According to at least one embodiment, if the client device 240 is attempting to
establish a communication session with an origin server 252 that requires the exchange of state
information, then the proxy routing unit 232 forwards the messages directly to the origin server
252. As illustrated in Fig. 2, origin server B and origin server C require the exchange of state
information. Thus, the communication session is established directly to those origin servers 252
via the gateway 220. The path of messages in this communication session is illustrated by the
dashed lines. Thus, messages from the proxy routing unit 232 are transmitted by the terminal
230 to the gateway 220. The gateway 220 forwards these messages directly to the origin servers

252 using one of the communication ports 222.

[0021] According to the illustrated embodiment, messages that do not specify an origin
server 252 requiring the exchange of state information are forwarded to the proxy
communication unit 234. According to at least one embodiment, the proxy communication unit
234 establishes the communication session via the proxy server 226, if the proxy routing unit 232
determines that the origin server’s IP address is not present in the first database 236 and if the
messages do not contain state information. More particularly, the proxy routing unit 232

forwards such messages to the proxy communication unit 234, which in turn forwards the

11
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messages to the proxy server 226 and subsequently to origin server A 252a. According to at
least one embodiment, the messages are transmitted by the terminal 230 to the gateway 220. The
CPU 224 can be configured to examine such messages to determine if they are being sent by the
proxy communication unit 234. The CPU 224 would subsequently forward such messages to the
proxy server 226. The proxy server 226 then transmits the messages, via one of the ports 222, to

origin server A 252a.

[0022] According to one or more embodiments, the proxy communication unit 234 can be
configured to monitor messages and/or state information transmitted from any of the origin
servers 252 during the communication session. This allows the proxy communication unit 234
to determine whether or not a particular communication session should bypass the proxy server
226. For example, if an origin server 252 that requires the exchange of state information is
encountered for the first time, the proxy routing unit 232 has no indication that the origin server
252 will require an exchange of state information. This can occur because the origin server 252
is newly encountered, and its IP address is not available within the first database 236. The proxy
routing unit 232 would therefore forward messages pertaining to the communication session to
the proxy communication unit 234 so that the communication session can be established through

the proxy server 226.

[0023] According to at least one embodiment, the origin server 252 may transmit a message
that indicates the communication session should be established with a different origin server 252.
For example, the origin server 252 may return a message, such as a 3xx message specifying that
access via HTTPS is required in order to complete a request from the client device 240.

According to one or more embodiments, the proxy communication unit 234 can examine the 3xx

12
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response, or any error messages, in order to determine whether or not it contains the address of a
different origin server 252. The proxy communication unit 234 can further store the symbolic
name of the different server within the second database 237. Additionally, the proxy
communication unit 234 can store the IP address of the new origin server 252 within the first
database 236. According to one or more embodiments, the proxy communication unit 234 can
communicate with the address lookup/translation unit to request translation of a symbolic name
for an origin server 252 to the IP address and vice versa. Similarly, the proxy routing unit 232
can obtain translations between IP addresses and symbolic names by using the address

lookup/translation unit.

[0024] Prior to forwarding a message to the proxy server 226, various embodiments allow
the proxy communication unit 234 to query the second database 237 to determine the presence of
the symbolic name of the origin server 252. If the symbolic name of the origin server 252 is not
available from the message, the proxy communication unit 234 can request a translation of the IP
address to the symbolic name from the address lookup/translation unit. If the symbolic name of
the origin server 252 is present in the second database 237, then the proxy communication unit
234 can optionally store the IP address within the first database 236. If the symbolic name of the
origin server 252 is present in the second database 237, such an indication can be made to the
proxy routing unit 232 so that subsequent messages can be transmitted directly to the origin
server 252. Alternatively, other embodiments allow for the proxy communication unit 234 to
simply update the first database 236 and forward the messages to the proxy server 226. Upon
receiving an error or 3xx status response, the client device 240 would retransmit the request to

establish the communication session. At this point, the proxy routing unit 232 would detect the

13
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IP address of the origin server 252 which was recently added to the first database 236. The
proxy routing unit 232 would then forward the message directly to the origin server 252 and

bypass the proxy server 226.

[0025] Fig. 3 is a diagram of a terminal configuration, according to one or more
embodiments. The terminal 330 includes a transport layer 4 (TL4) switch 332, and HTTP proxy
client 334, a database 336, and a DNS cache 338. The TL4 switch 332 can be configured, at
least in part, to perform various functions that are similar to those provided by the proxy routing
unit. In addition, the TL4 switch 332 can perform additional switching operations that are
specific to layer 4 of the open systems interconnections (OSI) model. According to an
embodiment, the TL4 switch 332 can monitor message transmissions from the client device 340
in order to determine if a communication session is being established with an origin server. The
TLA4 switch 332 can further examine the messages in order to determine whether or not they
contain state information and/or if they should bypass the proxy server and be transmitted

directly to the origin server.

[0026] The proxy client 334 can be configured to allow the client device 340 to establish a
communication session with the origin server via the proxy server. According to the
embodiment illustrated in Fig. 3, the database 336 can be configured to store various
information, including at least a secure domain name list and a TL4 bypass list. The secure
domain name list consists of the symbolic names of a plurality of origin servers that are known
to require the exchange of state information. The TL4 bypass list contains the IP addresses of
origin servers that are known to require the exchange of state information and/or secure

communication. According to one or more embodiments, the TL4 bypass list can be configured
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to store IPv4 and/or IPv6 addresses. Thus, the TL4 switch 332 can query the database 336 in
order to determine whether a particular IP address specified by the client device 340 corresponds
io the IP address of an origin server that is contained within the TL4 bypass list. Similarly, the
proxy client 334 can guery the database 336 in order to determine whether the symbolic name of

an origin server is present in the seoure domain name list.

[6627} According to the embodiment illustrated in Fig. 3, the DNS cache 338 can store
information necessary for translating between symbolic names and IP addresses for different
origin servers. According to further embodiments, the DNS cache 338 can store information
necessary for translating between symbolic names and IP addresses for various devices and
terminals that are unrelated to communication sessions being initiated by the client device 340,
Furthermore, if the proxy client 334 or TL4 switch 332 require translation of a symbolic name
and/or TP address that is not stored within the DNS cache 338, then the DNS cache 338 can

submit such a request to an external BINS server.

[0028] According to at least one embodiment, the TL4 switch 332 can monitor the port being
used by the client device 340 to initiate the communication session. More particularly, the TL4
switch 332 will typically include a function of switching the port number for different types of
communication sessions. Thus, the TL4 switch 332 can monitor the specific port which must be
opened in order to establish the communication session. If the communication session utilizes a
secure port, such as port 443, then the TL4 switch 332 can further examine the messages in order

to determine the type of connection being established

{6629] Referring additionally to Figs. 4A and 4B, the TL4 switch 332 can examine the

message header to determine the type of protocol being used. As illustrated in Fig. 4A, the
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physical layer capture includes a destination port field 410 which specifies that port number 443
is being used for the message. The capture also includes field 412 which specifies that secure
sockets layer protocol is being used, and a handshake protocol field 414 which indicates that a
client hello will be used. According to an embodiment, the TL4 switch 332 can further examine
the message to determine if a client hello is being transmitted with the message. If a client hello
is being used, then the TL4 switch 332 can examine the server name field 416 in order to identify
the symbolic name of the origin server being used in the communication session. The TL4
switch 332 can subsequently update the secure domain name list with the symbolic name of the

origin server and/or update the TL4 bypass list with the IP address of the origin server,

[0034] According to at least one embodiment, the proxy client 334 can be configured to
perform a deep packet inspection (DPI) on messages being transmitted to the proxy server.
Referring additionally to Figs. 5A and 5B, the physical layer capture iliustrates some of the
information available to the proxy client 334 during such an inspection. In addition to
identifving the base protocol in field 510, the DPI can reveal if an upgrade field 512 is present
and extract its contents. According to at least one embodiment, the upgrade field can specify
upgraded protocols that may support secure communication. As previously discussed, secure
communication sessions often require the exchange of state information with the origin server.
Consequently, such communicetion sessions should bypass the proxy server and be established
directly between the client device 340 and the origin server. According to further embodiments,
the terminal 330 can include a DPI unit 342 that is specifically designed and configured to
optimize inspection of packets being transmitted. The DPI unit 342 can forward the results of all

packet inspections to the TL4 switch 332, Optionally, the DPI unit 342 can be configured with
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certain parameters so that only inspection results which satisfy the parameters are sent to the TL4

ey

switch 332.

{66311 According to the exemplary embodiment, the message specifies an upgrade to a web
sockets or HTTP/2 protocol which may inherently support secure commurieations. The proxy
client 334 can further exiract the content of the origin field 514 in order to identify the symbolic
name of the origin server. According to one or more embodiments, the proxy client 334 can
update the first database 336 with the IP address of the origin server. As previously discussed,
the proxy client 334 can request translation of the symbolic name extracted from the message
packet from the DNS cache 338. Thus, the DNS cache 338 would return the IF address
corresponding to the symbolic name of the origin server. The proxy client 334 can then insert
the IP address within the TL4 bypass list. According to one or more embodiments, the proxy
client 334 can further update the secure domain name list with the symbelic name retrigved from

the origin field 514,

10032} According to an embodiment, the DNS cache 338 can be configured to monitor
responses received from DNS servers. Referring additionally to Fig. 6, the physical layer
capture shows that such messages can include a field 610 which identify the message as a DNS
response. The message further includes a guery field 612 which identifies the symbolic name
submitted as part of the request to the DNS server. The message also includes an answer field
614 which contains the canonical name (CNAME) of the origin server as well as one or more IP
addresses 616 associated with the CNAME. According fo various embodiments, the DNS cache
338 exiracts the CNAME and corresponding IP addresses {or addresses}. The DNS cache 338

then adds the CNAME to the secure domain name list. According to at least one embodiment,
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the DNS cache 338 can further add the one or more corresponding IP addresses to the TL4

bypass list.

[0033] The TLA4 switch 332 can be configured to implement an aging policy for entries in
both the TLA bypass list as well as the entries in the secure domain name list. According to
various embodiments, the TL4 switch 332 can be configured to monitor and/or track usage
frequency of entries in the TL4 bypass list and secure domain name list using hit count statistics.
Every time the TL4 switch 332 performs an address lookup and obtains a successful match, the
hit count (for that specific entry) is incremented. Similarly, every time a lookup of the secure
domain name list by HTTP proxy client 334 results in a match, a corresponding hit count is
incremented. Periodically, the hit counts of entries in the TL4 bypass list are checked against a
configurable threshold. Entries with hit counts less than the threshold can be deleted from the
TLA4 bypass list. Hit counts that are above threshold, can be reset to track the usage for the next
polling cycle. A similar operation can also be performed for entries in the secure domain name
list. According to various embodiments, the threshold value used in the TL4 bypass list can be
independently set from the threshold value used in the secure domain name list. Furthermore,

the polling cycle for each list can also be independently set.

[0034] Fig. 7 is a flowchart of a process for automatically bypassing network proxies,
according to at least one embodiment. At 710, a request for establishing a communication
session is transmitted. This corresponds, for example, to the client device transmitting a
command to initiate a communication session with an origin server. At 712, a test is performed
to determine whether the communication session is secure or not. This can correspond, for

example, to the proxy routing unit or TL4 switch determining if the messages contain state
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information or specifies a request for secure communications. If it is determined that the
communication session will be secure, then the communication session is established directly
with the origin server, and bypasses the proxy server. At 716, the symbolic name of the origin

server is added to the second database.

[0035] If the communication session is not secure, then at 718, it is determined if an IP
address of the origin server is in the first database. This can correspond, for example, to the
proxy routing unit or TL4 switch querying the first database or TL4 bypass list, respectively, in
order to detect the existence of the origin server’s IP address. If the IP address is present in the
first database, then the communication session is established directly with the origin server at
714. If the IP address is not present in the first database then the second database is queried in
order to determine if the symbolic name of the origin server is present. This is done at 720. If
the symbolic name of the origin server is present in the second database, then the first database is
updated with the IP address of the origin server at 722. Control then passes to 724. If the
symbolic name of the origin server is not present in the second database, then messages are
transmitted to the proxy server at 724. At 726, the proxy server transmits the messages to the
origin server, thereby establishing the communication session with the origin server. The

process ends at 728.

[0036] Figs. 8A and 8B are a flowchart of a process for automatically bypassing network
proxies, according to one or more embodiments. At 810, a request to establish a communication
session is received. At 812, it is determined whether the communication session will be using a
secure port. According to at least one embodiment, the TL4 switch (or proxy routing unit) can

monitor messages being transmitted as part of the request in order to determine which TCP port

19



CA 03010741 2018~07-05

WO 2017/117015 PCT/US2016/068396

will be used. For example, if port number 443 is specified, control passes to branch one. With
additional reference to Fig. 8B, at 814, it is determined whether the request contains an SSL
client message. If the request includes a client hello message, then at 816, the symbolic name of
the origin server is extracted from the server name field. At 818, the second database is updated

with the symbolic name of the origin server.

[0037] If an SSL connection is not being established, then a reverse DNS query is submitted
for the IP address of the origin server at 820. According to at least one embodiment, the DNS
cache can be used to fulfill this request. If the IP address of the origin server is not available in
the DNS cache, then the DNS cache can submit a query to an external DNS server. At 822, a
test is performed to determine if the symbolic name of the origin server is present and the second
database. If the symbolic name is not present, then it is added to the second database at 818. If
the symbolic name of the origin server is present in the second database, then the first database is

updated with the IP address of the origin server 824. Control then returns the branch 2.

[0038] If it is determined, at 812, that a secure port number will not be used for the
communication session, then control passes to 826 where a DPI of the header is performed. At
828, the contents of the header are examined in order to determine whether a protocol upgrade
has been specified. If no protocol upgrade is specified, then control passes to 834. If a protocol
upgrade is specified, then it is determined if the upgraded protocol provides support for a secure
session at 830. If the upgraded protocol supports secure sessions, then the first database (or TL4
bypass list) is updated with the IP address of the origin server at 832. The communication

session is then established directly with the origin server.
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[0039] If the upgraded protocol does not provide support for secure communication sessions,
or no protocol upgrade exists, control passes to 834. The first database is queried in order to
determine if the IP address of the origin server is present. If the IP address of the origin server is
present in the first database, then control passes to 836 where the communication session is
established directly with the origin server. If the IP address of the origin server is not present in
the first database, then the second database is queried for the presence of the symbolic name of
the origin server at 840. If the symbolic name of the origin server is present in the second
database, then the corresponding IP address is added to the first database at 842. Control then
passes to 844. If the symbolic name of the origin server is not present in the second database,
then messages are transmitted to the proxy server at 844. The proxy server subsequently
forwards the messages to the origin server, at 846, thereby establishing the communication

session with the origin server. The process ends at 848.

[0040] Fig. 9 is a flowchart of a process for determining if a network proxy should be
bypassed, according to one or more embodiments. At 910, state information for the
communication session is monitored. This can correspond, for example, to the proxy client or
proxy communication unit monitoring certain information contained in messages (e.g., HTTP
response messages with 3xx status codes) exchanged between the client device and the origin
server. At 912, it is determined whether any response messages contain a 3xx status code. If the
response messages do not contain a 3xx status code, then control passes to 918. If it is
determined, at 912, that the response messages contain a 3xx status code, then control passes to
914, where it is determined if a secure uniform resource locator (URL) is present in the message.

If the 3xx response includes a secure URL, then control passes to 916. If a secure URL is not
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present, then control passes to 918. At 916, the first database is updated with the IP address
corresponding to the URL from the response. At 918, the responses (or response messages) are

forwarded to the client device.

[0041] While Figs. 7-9 illustrate various embodiments for determining whether the
communication session should be established directly with the origin server (i.e., bypassing the
proxy server), it should be noted that such features do not require sequential steps as set forth in
the illustrated embodiment. Rather, various embodiments allow for independent performance of
certain tests to determine if a communication session should be established directly with the
origin server. For example, state information and 3xx responses can be independently and/or
simultaneously monitored by either the proxy client or the proxy communication unit.
Furthermore, any combination of these features can be used to further determine whether the
communication session should be established directly with the origin server. For example, only
state information may be monitored, only 3xx information can be monitored, only responses
from DNS queries can be monitored, or any combination thereof. Thus, the features illustrated

in the Figures should be considered illustrative, and not restrictive.

[0042] The processes described herein may be implemented via software, hardware (e.g.,
general processor, Digital Signal Processing (DSP) chip, an Application Specific Integrated
Circuit (ASIC), Field Programmable Gate Arrays (FPGAs), etc.), firmware or a combination

thereof. Such exemplary hardware for performing the described functions is detailed below.

[0043] Fig. 10 is a diagram of a computer system that can be used to implement various
embodiments. The computer system 1000 includes a bus 1001 or other communication

mechanism for communicating information and a processor 1003 coupled to the bus 1001 for
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processing information. The computer system 1000 also includes main memory 1005, such as a
random access memory (RAM) or other dynamic storage device, coupled to the bus 1001 for
storing information and instructions to be executed by the processor 1003. Main memory 1005
can also be used for storing temporary variables or other intermediate information during
execution of instructions by the processor 1003. The computer system 1000 may further include
a read only memory (ROM) 1007 or other static storage device coupled to the bus 1001 for
storing static information and instructions for the processor 1003. A storage device 1009, such
as a magnetic disk or optical disk, is coupled to the bus 1001 for persistently storing information

and instructions.

[0044] The computer system 1000 may be coupled via the bus 1001 to a display 1011, such
as a light emitting diode (ILED) or other flat panel displays, for displaying information to a
computer user. An input device 1013, such as a keyboard including alphanumeric and other
keys, is coupled to the bus 1001 for communicating information and command selections to the
processor 1003. Another type of user input device is a cursor control 1015, such as a mouse, a
trackball, or cursor direction keys, for communicating direction information and command
selections to the processor 1003 and for controlling cursor movement on the display 1011.
Additionally, the display 1011 can be touch enabled (i.e., capacitive or resistive) in order

facilitate user input via touch or gestures.

[0045] According to an exemplary embodiment, the processes described herein are
performed by the computer system 1000, in response to the processor 1003 executing an
arrangement of instructions contained in main memory 1005. Such instructions can be read into

main memory 1005 from another computer-readable medium, such as the storage device 1009.
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Execution of the arrangement of instructions contained in main memory 1005 causes the
processor 1003 to perform the process steps described herein. One or more processors in a
multi-processing arrangement may also be employed to execute the instructions contained in
main memory 1005. In alternative embodiments, hard-wired circuitry may be used in place of or
in combination with software instructions to implement exemplary embodiments. Thus,
exemplary embodiments are not limited to any specific combination of hardware circuitry and

software.

[0046] The computer system 1000 also includes a communication interface 1017 coupled to
bus 1001. The communication interface 1017 provides a two-way data communication coupling
to a network link 1019 connected to a local network 1021. For example, the communication
interface 1017 may be a digital subscriber line (DSL) card or modem, an integrated services
digital network (ISDN) card, a cable modem, fiber optic service (FiOS) line, or any other
communication interface to provide a data communication connection to a corresponding type of
communication line. As another example, communication interface 1017 may be a local area
network (ILAN) card (e.g. for Ethernet™ or an Asynchronous Transfer Mode (ATM) network) to
provide a data communication connection to a compatible LAN. Wireless links can also be
implemented. In any such implementation, communication interface 1017 sends and receives
electrical, electromagnetic, or optical signals that carry digital data streams representing various
types of information. Further, the communication interface 1017 can include peripheral interface
devices, such as a Universal Serial Bus (USB) interface, a High Definition Multimedia Interface
(HDMI), etc. Although a single communication interface 1017 is depicted in Fig. 10, multiple

communication interfaces can also be employed.
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[0047] The network link 1019 typically provides data communication through one or more
networks to other data devices. For example, the network link 1019 may provide a connection
through local network 1021 to a host computer 1023, which has connectivity to a network 1025
such as a wide area network (WAN) or the Internet. The local network 1021 and the network
1025 both use electrical, electromagnetic, or optical signals to convey information and
instructions. The signals through the various networks and the signals on the network link 1019
and through the communication interface 1017, which communicate digital data with the
computer system 1000, are exemplary forms of carrier waves bearing the information and

instructions.

[0048] The computer system 1000 can send messages and receive data, including program
code, through the network(s), the network link 1019, and the communication interface 1017. In
the Internet example, a server (not shown) might transmit requested code belonging to an
application program for implementing an exemplary embodiment through the network 1025, the
local network 1021 and the communication interface 1017. The processor 1003 may execute the
transmitted code while being received and/or store the code in the storage device 1009, or other
non-volatile storage for later execution. In this manner, the computer system 1000 may obtain

application code in the form of a carrier wave.

[0049] The term “computer-readable medium” as used herein refers to any medium that
participates in providing instructions to the processor 1003 for execution. Such a medium may
take many forms, including but not limited to non-volatile media, volatile media, and
transmission media. Non-volatile media include, for example, optical or magnetic disks, such as

the storage device 1009. Non-volatile media can further include flash drives, USB drives,
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microSD cards, etc. Volatile media include dynamic memory, such as main memory 1005.
Transmission media include coaxial cables, copper wire and fiber optics, including the wires that
comprise the bus 1001. Transmission media can also take the form of acoustic, optical, or
electromagnetic waves, such as those generated during radio frequency (RF) and infrared (IR)
data communications. Common forms of computer-readable media include, for example, a USB
drive, microSD card, hard disk drive, solid state drive, optical disk (e.g., DVD, DVD RW, Blu-

ray), or any other medium from which a computer can read.

[0050] Fig. 11 illustrates a chip set 1100 upon which an embodiment of the invention may be
implemented. Chip set 1100 is programmed to implement various features as described herein
and includes, for instance, the processor and memory components described with respect to Fig.
11 incorporated in one or more physical packages (e.g., chips). By way of example, a physical
package includes an arrangement of one or more materials, components, and/or wires on a
structural assembly (e.g., a baseboard) to provide one or more characteristics such as physical
strength, conservation of size, and/or limitation of electrical interaction. It is contemplated that
in certain embodiments the chip set can be implemented in a single chip. Chip set 1100, or a

portion thereof, constitutes a means for performing one or more steps of the figures.

[0051] In one embodiment, the chip set 1100 includes a communication mechanism such as a
bus 1101 for passing information among the components of the chip set 1100. A processor 1103
has connectivity to the bus 1101 to execute instructions and process information stored in, for
example, a memory 1105. The processor 1103 may include one or more processing cores with
each core configured to perform independently. A multi-core processor enables multiprocessing

within a single physical package. Examples of a multi-core processor include two, four, eight, or
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greater numbers of processing cores. Alternatively or in addition, the processor 1103 may
include one or more microprocessors configured in tandem via the bus 1101 to enable
independent execution of instructions, pipelining, and multithreading. The processor 1103 may
also be accompanied with one or more specialized components to perform certain processing
functions and tasks such as one or more digital signal processors (DSP) 1107, or one or more
application-specific integrated circuits (ASIC) 1109. A DSP 1107 typically is configured to
process real-world signals (e.g., sound) in real time independently of the processor 1103.
Similarly, an ASIC 1109 can be configured to performed specialized functions not easily
performed by a general purposed processor. Other specialized components to aid in performing
the inventive functions described herein include one or more field programmable gate arrays
(FPGA) (not shown), one or more controllers (not shown), or one or more other special-purpose

computer chips.

[0052] The processor 1103 and accompanying components have connectivity to the memory
1105 via the bus 1101. The memory 1105 includes both dynamic memory (e.g., RAM, magnetic
disk, re-writable optical disk, etc.) and static memory (e.g., ROM, CD-ROM, DVD, BLU-RAY
disk, etc.) for storing executable instructions that when executed perform the inventive steps
described herein to controlling a set-top box based on device events. The memory 1105 also

stores the data associated with or generated by the execution of the inventive steps.
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[0053] While certain exemplary embodiments and implementations have been described
herein, other embodiments and modifications will be apparent from this description.
Accordingly, the various embodiments described are not intended to be limiting, but rather are
encompassed by the broader scope of the presented claims and various obvious modifications

and equivalent arrangements.
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What is claimed is:

L. A method comprising, when a communication session is initiated by a client device with
an origin server, the steps of:

determining, by a terminal facilitating communication between the client device and a
remotely located gateway over a first network, if messages for the establishment of the
communication session contain state information associated with a secure session;

querying a first database within the terminal for an Internet protocol (IP) address of the
origin server, if the messages do not contain state information, the first database containing, at
least in part, one or more bypass IP addresses corresponding to IP addresses of origin servers that
are known to require at least one of an exchange of various types of state information and secure
communication sessions;

establishing, by the terminal, the communication session directly with the origin server via
the gateway and over a public network connecting the gateway and the origin server, if the
messages contain state information or if the IP address of the origin server is present in the first
database;

establishing, by the terminal, the communication session, via a proxy server within the
gateway and over the public network connecting the gateway and the origin server, with the origin
server, if the messages do not contain state information and if the IP address of the origin server is
not present in the first database; and

automatically updating, by the terminal, a second database within the terminal with a

symbolic name of the origin server if the communication session is established directly with the
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origin server, the second database containing, at least in part, one or more symbolic names of the
origin servers that are known to require at least one of state information and secure communication

sessions.

2. The method of claim 1, wherein establishing the communication session via the proxy
server further comprises:

querying, by the terminal, the second database for the symbolic name of the origin server;
and

automatically updating, by the terminal, the first database with the IP address of the origin

server if the symbolic name is present in the second database.

3. The method of claim 1 or 2, further comprising:

detecting, by the terminal, an incomplete state message resulting from the communication
session established via the proxy server;

querying, by the terminal, the second database for a host name contained in the incomplete
state message; and

automatically updating, by the terminal, the first database with an IP address corresponding
to the host name contained in the incomplete state message, if the host name is present in the

second database.

4. The method of any one of claims 1 to 3, wherein initiating the communication session
further comprises:

monitoring, by the terminal, a port number associated with the communication session; and
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concluding, by the terminal, that messages in the communication session contain state

information if the port number is reserved for secure communication.

5. The method of claim 4, wherein the port number is reserved for secure communication,
and the concluding further comprises:

performing, by the terminal, a reverse Domain Name System (DNS) lookup of a destination
IP address of the origin server in order to obtain a resulting symbolic name;

querying, by the terminal, the second database for the resulting symbolic name; and

automatically updating, by the terminal, the first database with the IP address of the origin

server if the resulting symbolic name is present in the second database.

6. The method of claim 4, wherein the port number is reserved for secure communication,
and the concluding further comprises:

performing, by the terminal, a reverse DNS lookup of the IP address of the origin server in
order to obtain a resulting symbolic name; and

automatically updating, by the terminal, the second database with the resulting symbolic

name.

7. The method of claim 4, wherein the port number is reserved for secure communication,
and the concluding further comprises:
examining, by the terminal, a Transport Layer Security (TLS) client hello message

transmitted while initiating the communication session;
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extracting, by the terminal, a domain name stored within a "server name" field of the TLS
client hello message; and

updating, by the terminal, the second database with the extracted domain name.

8. The method of claim 1, further comprising:

receiving, by the terminal, a Hypertext Transfer Protocol (HTTP) 3xx status response from
the origin server after the communication session has been established;

detecting, by the terminal, a secure Uniform Resource Locator (URL) in a "location field"
of the HTTP 3xx status response; and

updating, by the terminal, the first database with the IP address of the origin server.

9. The method of claim 1, further comprising:

performing, by the terminal, a deep packet inspection of a request header transmitted while
initiating the communication session;

extracting, by the terminal, a protocol stored in an HTTP "upgrade” field of the request
header;

determining, by the terminal, whether the extracted protocol can support a secure
communication session; and

updating, by the terminal, the first database with the destination IP address of the origin

SErver.
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10.  The method of claim 1, further comprising:

monitoring, by the terminal, responses from DNS lookups to detect canonical name
(CNAME) responses and detect one or more IP addresses corresponding to the CNAME responses;

automatically updating, by the terminal, the first database with the detected one or more IP
addresses; and

automatically updating, by the terminal, the second database with the detected CNAME

response.

11. A system comprising:
at least one client device capable of initiating a communication session with an origin
server,
a terminal configured, at least in part, to facilitate communication between the at least one
client device and the origin server over a public network, the terminal comprising:
a proxy routing unit,
a proxy communication unit,
a first database for storing a plurality of bypass IP addresses, and
a second database for storing symbolic names of a plurality of origin servers; and
a gateway for routing traffic between the terminal and the origin server via the public
network, the gateway comprising:
a proxy server configured to provide intermediary functions between the at least
one client device and the origin server, and
at least one processor configured, at least in part, to manage routing operations and

intermediary functions,
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wherein the proxy routing unit is configured to:

determine if messages for the establishment of the communication session
contain state information associated with a secure session,

query the first database for an Intemet protocol (IP) address of the origin
server, if the messages do not contain state information, the first database containing, at least in
part, one or more bypass IP addresses corresponding to IP addresses of origin servers that are
known to require at least one of an exchange of various types of state information and secure
communication sessions,

establish the communication session directly with the origin server via the
gateway and over the public network connecting the gateway and the origin server, if the messages
contain state information or if the IP address of the origin server is present in the first database,
and

automatically updating a second database within the terminal with a
symbolic name of the origin server, if the communication session is established directly with the
origin server, the second database containing, at least in part, one or more symbolic names of the
origin servers that are known to require at least one of state information and secure communication
sessions, and

wherein the proxy communication unit is configured to establish the

communication session, via the proxy server within the gateway and over the public network
connecting the gateway and the origin server, with the origin server if the messages do not contain

state information and if the IP address of the origin server is not present in the first database.
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12.  The system of claim 11, wherein the proxy communication unit is further configured to:
query the second database for the symbolic name of the origin server; and
update the first database with the IP address of the origin server if the symbolic name is

present in the second database.

13.  The system of claim 11 or 12, wherein the proxy communication unit is further configured
to:

detect an incomplete state message resulting from the communication session established
via the proxy server;

query the second database for a host name contained in the incomplete state message; and

update the first database with an IP address corresponding to the host name contained in

the incomplete state message, if the host name is present in the second database.

14.  The system of any one of claims 11 to 13, wherein the proxy routing unit is further
configured to:

monitor a port number associated with the communication session; and

conclude that messages in the communication session contain state information if the port

number is reserved for secure communication.

15.  The system of claim 14, wherein:

the port number is reserved for secure communication;

35

Date Recue/Date Received 2023-05-01



the terminal further comprises an address lookup and translation unit configured to perform
a reverse DNS lookup of a destination IP address of the origin server in order to obtain a resulting
symbolic name; and

the proxy routing unit is further configured to query the second database for the resulting
symbolic name, and update the first database with the IP address of the origin server if the resulting

symbolic name is present in the second database.

16.  The system of claim 14, wherein:

the port number is reserved for secure communication;

the terminal further comprises an address lookup and translation unit configured to perform
areverse DNS lookup of a destination IP address of the origin server in order to obtain a resulting
symbolic name; and

the proxy routing unit is further configured to update the second database with the resulting

symbolic name.

17.  The system of claim 14, wherein the port number is reserved for secure communication,
and proxy routing unit is further configured to:

examine a TLS client hello message transmitted while initiating the communication
session;

extract a domain name stored within a "server name" field of the TLS client hello message;
and

update the second database with the extracted domain name.
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18.  Thesystem of claim 11, wherein the proxy communication unit is further configured to:
examine a HTTP 3xx status response from the origin server after the communication
session has been established;
detect a secure Uniform Resource Locator (URL) in a "location field" of the HTTP 3xx
status response; and

update the first database with the IP address of the origin server.

19.  The system of claim 11, wherein the proxy communication unit is further configured to:
perform a deep packet inspection of a request header transmitted while initiating the
communication session;
extract a protocol stored in an HTTP "upgrade" field of the request header;
determine whether the extracted protocol can support a secure communication session; and

update the first database with the destination IP address of the origin server.

20.  The system of claim 11, wherein the terminal further comprises an address lookup and
translation unit configured to:

maintain protocol conversion information for at least known origin servers;

monitor responses from DNS lookups to detect canonical name (CNAME) responses and
detect one or more IP addresses corresponding to the CNAME responses;

update the first database with the detected one or more IP addresses; and

update the second database with the detected CNAME response.

21. A terminal configured to carry out the method of any one of claims 1 to 10.

37

Date Recue/Date Received 2023-05-01



114

091

}omiau
Hqnd

0stT

yomiau
a1eALld

ot

Aemaleg

ugpt | 340

uoser | 1S

OO 3dD {eOpT

[ 1S |

U eger
Y

Date Regue/Date Received 2023-05-01



2/14

uzst SIAYA qzse TAY4
2 g v
LA A A SEVSEIS FETVE N BEVNETN

jeuILIS |
[4 14 07
Vi ad
N
P Cl Supnoy 9g¢ /\l_\ll
22 Re - Axoid | e—
\l\ - - F 3
JEYYER ? e N
SNQ i mmmll\l_\ll
L —
09¢ Hun
wiwio
Jantas 972 > o D wn
Axoud 0id sues}
\\ Jdmyoo
e 7

] 221 o ! r

pet - 1ovd

00z

Date Regue/Date Received 2023-05-01



314

€ '314

ove

——— jeutuiay | —0st
I yap 1
e~ 9P zs€
s
\: H
,\ \l\ ssedAg +1L
YIUMS
D ‘@ 49AIRS (=zoooIooTIITIITEITIIICIISIICIIIIIICIIICITEINY 4 sewen |NT9EE
ujewioQ 24338
~—
\ 4
wald
v J19AI9S > i1onIaS Axold <& N Axolg
dLLH ayoey L l—see
N SNa
vEE

190435 SNQ <=

Date Regue/Date Received 2023-05-01



4/14

v 8i4

56¢ y18ua suoIsuaxy

{poyIBW T} spoyien uossasduion ﬁ
1 :38ua sporjiaiy uoissaidwo)
{sauns 07} saung sByd)

OF y3fusy sauns ssudd

TPIRLBLTETISTROROT Z0UWS0IGRYEORISTATSEFROOROS 10 UOISSDS

z¢€ yldue qf uoissas

wopuey  [F]

{£0E0%0) 2'T S1L UOSIRA

805 y1dua]

{1} o3 weyD :BAAL SjeyspuUsH
oTb IL\...M Off3H 1U34}D 1020104 BEYSPUEH | -1

718 wdua

{E0S0X0} O'T 1L JURISIOA

{7z} evjeyspuey 1adAl sy
oit OO JUSHD HO30104d jeyYspuek ABART DIOOY 2 TASTL mw
w JOART S19M0S NS5 m
LTS 27 ‘T 2Py T 038 Hery) evy T1ed 150]40STE9) 0STED 11104 215 JOI0104d [0AUO) UOISSIRISURI]
(6T6ET°0T°67) 19U 9EPaIBWIENE'q"36973 150 (28'98 L900T) 2895 L°00F 1S ‘Y UOISIOA 030104 19U}
{19:00:91:20:08:00) T9:00:0Y oNSIUBNH 115Q (£5:0£:68:95:05:00) L£0L168 S4emiup D)8 |l 1wiayl
0 aoepazur uo (Sg Bosy) pauaniden $81Ag 176 {SHY 89Sh) 2218 U0 S3IAG 1/5 (£EI0T Swely

FAS 4

Date Regue/Date Received 2023-05-01



5/14

gy "3id

Suipped ruoisuaixg

suiyiioBie sunjeuis JUoSUIIKG

dwelsswn” aenaue0” poudls uosuaxy

15onbas INIeIs IUOISURIKY

uopenoBap 0301044 184y uoneolddy uosuaIXy
uoenofsu jooojoud xou tucSuILY

§714 19901 UOISSBS 1UOISUIINY

sieuno) juiod 02 uoisusy

saans AL TUoSUBING

HEHHEHEBEOHE

o uoiERoToua] [UOISURIXG

a1y i\fm QIO IR STdOYIU-2NISS awieN JoASS |

7 tadus) awieN JoABs
{0} sweuTIsoy adA ] SweN Jeales
£ w13ud) 151 SwieN JSAIRS
UOISUSIS UOREDIPUL BuseN JeasRs [T
67 'pduay
{oo00xn) sweu saatas tadA]

awet ISAISS TUDISUDING mmw

L]
*
&

CHPH RISHD 10001014 OYTyUSPURH u H

S aap m sk e ant e aw e A A e e e e W

£
X

Date Regue/Date Received 2023-05-01



6/14

vS 814

U\A\Btoes-0u teuidely
u\\apriddn wwonnauue)
U\ABI0"18400508M 01|09 (150K
T T/dLiH (uosIaA 15anbay
wa=8uipoouss / LN 1senbay
139 :poyiapy 153anbay
{sauanbag dnoig)
[3ey0 oA Ayienag]
AT T/d LLH e1=Bupodus;/ 139]
[U\NT T/dLLH Ixa=Buipaouss / 139 ((sousnbas/ieyn) ojui wadxa] =]
UWNAT T/dLiH Iai=Bupoausg f19n [T] \z\m S
apadAy mm
1L a7 T 0V T :bag {08) diuy 1104 150 (20YZS) Z0v2S TMOd 2 10301044 [onuoc) uossiwsuesy [1]
{CL P2 6TTPLT) SLYITELT VAT 350 (OLT 89 L9°00T) 04T 89 £9'00T 1245 i UDISIBA JOR01044 oL ﬁ

mmoucwmi iagsues

Date Regue/Date Received 2023-05-01



714

44 "8i4

[E SRR ESIGLEE )

{1/t wenbai J) JH]

LR B0 A R Rl B e (T E PR RN P e R L T s R S
Uy

u\SHG T mopuIm T xew TueyD ‘ateysp-adessaunad SUSISUSII-IRNIOSTRM-08S

WN\N==876d¥IXSIamMI+oaj4e1 30 1AB)-19500508AR-038
N LIRS TE6=OUN T SPBSETSH I OT C TIRGTAG=qWIN (T bEEETSPTIYI PASETSYIVI TPEZLTELT TIRSZAG-RUNN (T=1un" 2pjood [F]

U\ARo=biuna’sn-ua e3enduetadadiy
W\ AYops ‘Fieijepdizd [ Buiposuaadaniy
UWNGE £ E5/1BLeS TTT STTTO'SE/0WOIYD {09980 )| “TALLI 98 LE5/3IGaMaiddy {PBAMOM [£'8 LN SMOPUIM] 0 /eizon uely-sesn
U\A LT [UOISIBA-IBND0SHIM-08S

p16 o] UAABICI10NI0SGBM MMM/ /i1ty SUBLO |

\\.N, u\\1yaosgam :apessdn |
Zi% UU\BYDED-0U TJOIIU0T-3Y3RD

%

»
%
L4

xltt!i&%t!ilt&i:i!
1 AT T/dLiM a=Bupoous f1an mu i

T oan e vn e e e A W A e e e e W

Date Regue/Date Received 2023-05-01



8/14

SpJoIad [PUDLILERY B
SL2ARSBU DALIEL LGN, [F]
\. ZEFEL STTRL . JPPR NI ssELD ‘v adAa w03 "3 Bonk | s Ln-agqninnd §
LS P22 52T b JPPR NI SSPLY ‘v adAY w0l taboof i tLn-agnainoA ©
OF " #ZT ST PS JPpR 'HI S5ELD ‘v 2dAil w03 a1 8008 - "Ln-agnanpA
69 +PZ SZT L JPPR ‘NI S5PLY ‘v 2dAy wodtaBoof L cin-aqninoi
.A 59 pZZ 5T FS JPPR NI SSBLD ‘v 2041 wpd-ajboob i Cin-aqnanod
919

FO PP ST PE J4PPR NI ssprd ‘v adXy twodtapBoob-eg: LN-2gninni
99°p27 " 5TT b7 JPPR NI SSELD ‘v 2dA1 1wl -eLboofticLn-agninoA
5qpEZ SZT L JPPER ‘NI sspld ‘v adAn wndcaBonbopc Lh-agninoi
$9pPZ S5ZTbL JPPR NI SSPLD ‘v adA3l w0l apBoofcptLh-agnindA
S£bTZSTTFE JPPE NI SsELD ‘v 2dAl wodrapbBoof i -in-agnainok

/ £ PTE"STT #L JDPPR NI S5PLY 'y 3041 twod .mema.n_m LT Lh-agnanps
w3 "a L Boob - | " LN-2qninos aueLd .zmnmmm L3 ‘3wyND 2041 1w0d agninoA c auww

\I\

i EEEEHEEB

NI SSPiD ‘v adAl w02 "2gnanDA e

v satJand =
r~ ¥ :5enl LPUDLILPPY
Z19 r iSYH Ardoyany

ZT S JaMsuy
T isuUDLasING
J0u43 ON ‘asupdsad Luanbh puppuels osTewa :sBeid @
QSPPYO 10 UDLIIEBSURJL 019
[spuodas 00056sFeS "0 t2uLl]
SEFZT 0TI 3sanbay \.\
[ (sSuodsex) we3sAs oweN urEwod _m
(Z#BIS) ZFBIS :140d 150 “(ES) ES :lJod 245 “L020104d ueabelea Jasn H
IPZIDIEIPRIPOPL 1150 *(IiRZTRIEDPRIRDPL) T!IEZIAEDRRIPOPL D4S fg UCLSJRA LOOODG 1RUSa3UT [{
(£4:0Z:SBI95:05:00) £4:07 158 DJEMUA 1150 *(T9:00:QFI9EIDBI00) TR 98°/9°00T 245 *II 1auJayily H

Date Regue/Date Received 2023-05-01



9/14

Request comm, T~ 710
session

714

\\

Establish
session directly
with origin
server

716

N\

Update 2 DB with
symbolic name

720

14
Addr in 1%
DB
?

722
S‘:\:T;::c Updade 15t DB
in 2n¢ DB with IP addr.

?

724 ™

Transmit to €
proxy server

4

Establish session |~ 77¢
with origin server

> End |=/""728

Date Regue/Date Received 2023-05-01

Fig. 7



10/14

810 =/ Request comm. session

Secure Y
812 Port # >@
?
N

Perform DPI of header |’ 826

Protocol

828 Upgrade
?
832
Updade
15t DB Su§::ur:efor
with IP session
addr.
Establish session
i st
@—9 directly with  [€ L Addlgl';n 1
origin server X
L\ 834
836 842
Symbolic -
840 name in Upfiade 15t DB
A 4 27 DB with IP addr.
Update 2" DB with ?
symbolic name N
fJ 844 =~/ Transmit to proxy server [l

838 1,

Establish session with origin server /"~ 846

!

> End s/ 848

Fig. 8A

Date Regue/Date Received 2023-05-01



11/14

A 4

Extract server
symbolic name

816 ~/

A 4

Reverse DNS
of IP addr

bt ™ 820

Update 2™ DB with
symbolic name

818~/

Symbolic
Name in

2" DB

?

\

822

Updade 1% DB
with IP addr,

L/~ 824

Date Regue/Date Received 2023-05-01

>

&

Fig. 8B



12/14

Monitor
session state

™ 910

912

3xx
Status

code
?

914

Secure
URL

Date Regue/Date Received 2023-05-01

Present
?

Update 15t DB

with host IP addr. —/ 916

Forward response to
client device

b/ 918

Fig. 9



13/14

qzol

0T "8i4
||||||||| U T
I
i
1
|
i
JOVANIINI SL0L
HOSSIO0Ud 1] 10uINOD
NOILYOINNWINOD ™ wosuno \:\
1 - i
" \l\ 7 ¥ \l\ y |
I 1101 €001 1
1 1
1 |
i ¥ v > J9IA3Q €104
I , ndn - |~
I sng < 1
I |
1 2 A A i
1 1
1 1 1101
1 i AVIdSIO
i v ¥ 2 i \l\
! |
! 321A30 ANMOW3N |
" IOVHOILS o NIVIN "
1 1
" 6001 1001 5001 “
(

S RERECTTEFEP S LLEEEEELEEEEEE

0001

Date Regue/Date Received 2023-05-01



PROCESSOR 1103

Date Regue/Date Received 2023-05-01

14/14

Fig. 11



238 234
’ I ™ 220
Lookup/ /J
Trans

presny
Unit Comm

unit 260

ﬁ—/\ 237 DNS

Server

Proxy g 222
@_f\ 236 Routing &= ==~
Unit

/-/ AAL Pubiic
230 232 network
Terminal 750
7y
A
- - ’
Server Servar
| ! l l oo
A B c b
240 ‘ 52 252 252 2520




	Page 1 - COVER_PAGE
	Page 2 - ABSTRACT
	Page 3 - DESCRIPTION
	Page 4 - DESCRIPTION
	Page 5 - DESCRIPTION
	Page 6 - DESCRIPTION
	Page 7 - DESCRIPTION
	Page 8 - DESCRIPTION
	Page 9 - DESCRIPTION
	Page 10 - DESCRIPTION
	Page 11 - DESCRIPTION
	Page 12 - DESCRIPTION
	Page 13 - DESCRIPTION
	Page 14 - DESCRIPTION
	Page 15 - DESCRIPTION
	Page 16 - DESCRIPTION
	Page 17 - DESCRIPTION
	Page 18 - DESCRIPTION
	Page 19 - DESCRIPTION
	Page 20 - DESCRIPTION
	Page 21 - DESCRIPTION
	Page 22 - DESCRIPTION
	Page 23 - DESCRIPTION
	Page 24 - DESCRIPTION
	Page 25 - DESCRIPTION
	Page 26 - DESCRIPTION
	Page 27 - DESCRIPTION
	Page 28 - DESCRIPTION
	Page 29 - DESCRIPTION
	Page 30 - DESCRIPTION
	Page 31 - DESCRIPTION
	Page 32 - DESCRIPTION
	Page 33 - CLAIMS
	Page 34 - CLAIMS
	Page 35 - CLAIMS
	Page 36 - CLAIMS
	Page 37 - CLAIMS
	Page 38 - CLAIMS
	Page 39 - CLAIMS
	Page 40 - CLAIMS
	Page 41 - CLAIMS
	Page 42 - DRAWINGS
	Page 43 - DRAWINGS
	Page 44 - DRAWINGS
	Page 45 - DRAWINGS
	Page 46 - DRAWINGS
	Page 47 - DRAWINGS
	Page 48 - DRAWINGS
	Page 49 - DRAWINGS
	Page 50 - DRAWINGS
	Page 51 - DRAWINGS
	Page 52 - DRAWINGS
	Page 53 - DRAWINGS
	Page 54 - DRAWINGS
	Page 55 - DRAWINGS
	Page 56 - REPRESENTATIVE_DRAWING

