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NETWORK TOPOLOGY DISCOVERY
FIELD
[0001] Embodiments of the invention generally relate to the field of networks and, more
particularly, to identification of network topology.
BACKGROUND
[0002] The transmission of data (such as media data) from a source device to a sink
device involves the establishment of a data stream between the source device and the sink
device, and possibly through one or more intermediary devices. Among multiple available
connection paths via one or more devices, a data path through which the data stream is
established can be selected based on information about topology of the network (i.e.,
arrangements of each device within the network and interconnections between devices).
However, in certain network, topology of the network is subject to frequent changes. For
example, a new connection may be established between two devices, or an existing
connection may be interrupted in the network. Without identifying a current topology of the
network, selecting a data path based on outdated information about the network topology may
result in an inaccurate solution.
SUMMARY
[0003] Embodiments relate to identifying a topology of a network based on information
identifying adjacent devices one hop away from each of the devices in the network. Each
device identifies one or more adjacent devices within one hop and stores information
identifying the one or more adjacent devices. A requesting device aggregates information
identifying one or more adjacent devices of each device and identifies the topology of the
network based on the aggregated information. By having each device store and transmit
information identifying adjacent devices connected within one hop, the amount of
information stored in each device and bandwidth of information exchanged can be reduced.
[0004] In one embodiment, the requesting device identifies the topology of the network
through two phases: a first phase and a second phase. In the first phase, the requesting device
causes each device of the network to broadcast a first type of announcement packet
comprising information identifying itself. By analyzing the first type of announcement
packets broadcasted from other devices, each device identifies an adjacent device connected
within one hop. In the second phase, the requesting device causes each of the other devices
of the network to transmit a second type of announcement packet comprising information

identifying adjacent devices. The requesting device aggregates the second type of
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announcement packets from the other devices in the network to identify the topology of the
network.

[0005] In one embodiment, any device in the network can operate as a requesting device.
Moreover, any device in the network can interchangeably operate as an announcing device
that receives and responds to the request from the requesting device.

[0006] In one embodiment, a first device comprises a plurality of ports communicating
with second devices and a third device, each of the second devices one hop apart from the
first device, the third device coupled to the first device through at least one of the second
devices. The topology identification module is coupled to the plurality of ports and receives
an announcement packet generated by an announcing device among the third device and the
second devices in response to receiving a request packet for requesting a transmission of the
announcement packet, the request packet generated by a requesting device among the first
device, the second devices and the third device. The announcement packet comprises
information identifying the announcing device. The topology identification module is further
determines whether the announcing device is one of the second devices or the third device
based on the announcement packet. The first device further comprises a storage module that
performs the following operations: (i) responsive to determining the announcing device is one
of the second devices, store the information identifying the announcing device, and (ii)
responsive to determining the announcing device is one of the third device, bypass storing of
the information identifying the announcing device.

[0007] In one or more embodiments, the topology identification module receives the
information identifying adjacent devices of each of the second devices and the third device,
and determines arrangements of the second devices and the third device and connections of
the second devices and the third device based on the information identifying adjacent devices
of each of the second devices and the third device.

[0008] In one or more embodiments, the topology identification module further compares
a total number of permissible hops in the announcement packet and a current number of hops
in the announcement packet to determine whether the announcing device is one of the second
devices or the third device. The current number of hops is increased or decreased each time
the announcement packet is transmitted between devices.

[0009] In one or more embodiments, the storage module stores a global event count value
indicating a number of changes in the network topology or a device capability of the first
device or any device communicatively coupled to the first device. The global event count

value is shared with the second devices and the third device. The global event count is
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incremented every time a device is connected to or disconnected from the network or
advertised capabilities of a device change. The announcement packet includes a local event
count value corresponding to the global event count value at which the announcement packet
is generated by the announcing device. The topology identification module further (i)
compares the stored global event count value and the local event count value of the
announcement packet, and (ii) determines whether to discard the announcement packet based
on the comparison.

[0010] In one or more embodiments, the storage module further discards the
announcement packet responsive to the event count value being less than or equal to the
stored global event count value.

[0011] In one or more embodiments, the storage module stores a global event count value
indicating a number of changes in the network topology or a device capability of the first
device or any device communicatively coupled to the first device. The global event count
value is shared with the second devices and the third device. The topology identification
module further receives an additional request packet generated by an additional requesting
device among the third device and the second devices to request a transmission of an
announcement packet of the first device. The additional request packet includes a local event
count value corresponding to the global event count value at which the additional request
packet is generated by the additional requesting device. The topology identification module
further discards the additional request packet having the local event count value equal to the
stored global event count value.

[0012] In one or more embodiments, the topology identification module further transmits
the request for the transmission of the announcement packet to the second devices and the
third device.

[0013] In one or more embodiments, the topology identification module further generates
a list of the second devices based at least in part on the information identifying the
announcing device.

[0014] In one or more embodiments, the requesting device is the first device, and the
topology identification module further transmits the request packet of the first device
responsive to (i) detecting a change of a connection status of at least one port of the topology
identification module, (ii) detecting a change of a device capability of one of the third device
and the second devices or (iii) receiving an instruction to identify arrangements and

connections of the first device, the second device, and the third device.
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[0015] In one or more embodiments, the topology identification module further transmits
another request to each of the second devices and the third device for a transmission of
information identifying adjacent devices. The topology identification module also receives
the information identifying adjacent devices of each of the second devices and the third
device. Additionally, the topology identification module identifies arrangements of the
second devices and the third device and connections of the second devices and the third
device based on the information identifying adjacent devices of each of the second devices
and the third device.
[0016] In one or more embodiments, the first device communicates with one of the
second devices through a point-to-point communication protocol complying with Mobile
High-Definition Link (MHL) standard.

BRIEF DESCRIPTION OF THE DRAWINGS
[0017] The teachings of the embodiments disclosed herein can be readily understood by
considering the following detailed description in conjunction with the accompanying
drawings.
[0018] Fig. 1 is a block diagram illustrating a network topology, according to one
embodiment.
[0019] Fig. 2 is a block diagram illustrating a network device, according to one
embodiment.
[0020] Fig. 3 is an interaction diagram illustrating a first phase of a topology discovery
process of an example network, according to one embodiment.
[0021] Fig. 4 is an interaction diagram illustrating a second phase of the topology
discovery process of the example network of Fig. 3, according to one embodiment.
[0022] Figs. SA and 5B are flow charts illustrating a process of a device responding to
different types of request packets, according to one embodiment.
[0023] Figs. 6A and 6B are flow charts illustrating a process of a device responding to
different types of announcement packets, according to one embodiment.
[0024] Figs. 7 and 8 are diagrams illustrating example payloads of different types of
announcement packets, according to one embodiment.

DETAILED DESCRIPTION

[0025] The Figures (FIG.) and the following description relate to various embodiments
by way of illustration only. It should be noted that from the following discussion, alternative

embodiments of the structures and methods disclosed herein will be readily recognized as
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viable alternatives that may be employed without departing from the principles discussed
herein.

[0026] Reference will now be made in detail to several embodiments, examples of which
are illustrated in the accompanying figures. It is noted that wherever practicable similar or
like reference numbers may be used in the figures and may indicate similar or like
functionality.

[0027] Embodiments relate to identifying a topology of a network by compiling
information identifying adjacent devices from each of the devices in the network. Each
device determines and stores information identifying adjacent devices connected within one
hop. A requesting device obtains information of adjacent devices of each device, and
identifies the topology (i.e., arrangements of each device within the network and
interconnections between devices) of the network by collectively analyzing the information
obtained. A requesting device in the network may discover a topology of the network
through two phases. In a first phase, the requesting device causes each device to identify
adjacent devices within one hop. In a second phase, the requesting device collects
information identifying one or more adjacent devices of each device and identifies the
topology of the network.

[0028] An adjacent device of another device herein refers to a device that is within one
hop distance away from the other device within a network.

[0029] A hop of a destination device as used herein refers to a number of physical
devices away from a source device to reach the destination device. For example, two devices
directly connected to each other without any intermediary device in between are one hop
away from each other. For another example, two devices connected through one
intermediary device in between are two hops away from each other.

Example Network Topology

[0030] Fig. 1 is a block diagram illustrating a network topology, according to one
embodiment. A network can include a personal entertainment network, such as a network in a
household, a network in a business setting, or any other network of devices and/or
components. Examples of networks include a Local Area Network (LAN), Wide Area
Network (WAN), Metropolitan Area Network (MAN), intranet, the Internet, ctc.

[0031] In the example network 100 of Fig. 1, six devices 110A through 110F (hereinafter
collectively referred to as “the devices 110”") are communicatively coupled. A device 110A is
communicatively coupled to a device 110B through a connection 115AB. A device 110B is

additionally communicatively coupled to a device 110C through a connection 115BC and a
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device 110D through a connection 115BD, respectively. The device 110D is also
communicatively coupled to a device 110E through a connection 115DE, and a device 110F
through a connection 115DF, respectively. Each of the devices 110A through 110F in Fig. 1
can be the same type or configuration of computing device, or can be a different type or
configuration of computing device than one or more other devices. Finally, the type of each
connection 115 within the network 100 can be the same, or can be different from one or more
other device connections.

[0032] Each of the devices 110 within the network can transmit and receive data through
a connection 115 using any suitable technology, such as Serial ATA (“SATA”), Frame
Information Structure (“FIS”), High-Definition Multimedia Interface (“HDMI’’), Mobile
High-Definition Link (“MHL”), Category-5 or Catogory-6 cable, co-axial cable, or any other
suitable networking technology. In addition to wired connections between devices, devices
within a network can be wireless, utilizing technologies such as Wi-Fi, Wi-Max, Bluetooth,
LTE, and the like.

[0033] Each of the devices 110 is a computing device configured to transmit or receive
data from one or more other devices within the network 100. Examples of devices include
computers (such as specially configured desktop computers, laptop computers, table
computers, and the like), servers (such as specially configured web servers, internet media
streaming services, databases, etc.), mobile devices (such as specially configured mobile
phones, and the like), media devices (such as specially configured media servers, televisions
and other displays, speakers, theater equipment, cable boxes, tuner devices, video game
consoles, DVD- and Blu-Ray players, and the like), storage devices (such as specially
configured hard drives, cloud storage devices, video and audio storage devices, and the like),
or any other suitable computing device specially configured to communicate with other
network devices to establish data streams and receive/transmit data as described herein. The
data can include digital media content (including music data, audio/video data, gaming data,
digital images, and the like), but can also include any other suitable type of data, including
but not limited to text data, social networking system data, mobile phone or device data,
communications data, spreadsheet data, and the like.

[0034] In the network 100, certain devices may be a source of data, such as a digital
television tuner, cable set-top box, a mobile device (such as a smart phone), video storage
server, and the like. Such devices are referred to herein as “source devices”. Other devices
may receive, display, use, or store media content, such as a digital television, home theater

system, audio system, gaming system, video and audio storage server, and the like. Such
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devices are referred to herein as “sink devices”. In one embodiment, any device can operate
as a source device or a sink device.

[0035] A source device transmits data stream to a sink device through a data path. A data
path refers to an ordered set of devices and associated device connections through which data
corresponding to a data stream is transmitted and/or received. For example, a data path can
include the ordered set {110A, 110B, 100C}, through which data is transmitted by the source
device 110A, received and re-transmitted at the intermediary device 110B, and received at
the sink device 110C. For an optimal data transmission, a topology of the network 100 is
considered for selecting a data path. Specifically, a number of hops, type, bandwidth, or
latency of available connections, capability of devices can be considered for selecting a data
path.

[0036] Among the devices 110 in the network 100, one or more requesting devices
identify a network topology. A requesting device broadcasts a request to other devices in the
network to broadcast information identifying the other devices or adjacent devices of each of
the other devices. In response to the request from the requesting device, other devices in the
network broadcasts requested information. The requesting device may also broadcast
information identifying itself. A device that transmits information identifying the device or
its adjacent device to another device is herein referred to as an “announcing device.”

[0037] In one embodiment, any device can operate as a requesting device or an
announcing device. Assuming, for an example, that device 110A is a mobile device (e.g., a
smart phone), a device 110B is an audio video receiver (AVR), device 110C is a cable set top
box, device 110D is a display television (TV), device 110E is a gaming console, and device
110F is a cable set top box. The display television 110D receives a request from a user to
identify the network topology, and may operate as a requesting device. In another example,
the mobile device 110A establishes a new connection 115AB to the AVR 110B and joins the
network 100, and may operate as a requesting device to identify the topology of the network
100 or may operate as an announcing device to broadcast information identifying itself
(110A). In yet another example, the AVR 110B detects a new connection 115AB with the
mobile device 110A and operates as a requesting device. Other devices in the network 100
responding to the request of the requesting device operate as announcing devices.

[0038] For identifying a topology of the network 100, a requesting device (e.g., a source
device or a sink device) in the network 100 collects information of each device and
connecting relationship through two phases. In a first phase (herein also referred to as “a

discovery 1 phase™), each device identifies adjacent devices within one hop based on
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information broadcasted from other devices. In a second phase (herein also referred to as “a
discovery 2 phase”), the requesting device assembles, from each device, information
identifying adjacent devices, and identifies a topology of the network 100 based on the
information identifying adjacent devices aggregated from different devices 110.

[0039] In the first phase, the requesting device broadcasts a first type of request packet to
request each device to identify itself. In response to receiving the request packet from the
requesting device, each device forwards the first type of request packet to devices connected
to available ports except to the device connected to a port from which the request packet was
received, and broadcasts the first type of announcement packet identifying itself to other
devices. Each device receiving a first type of announcement packet analyzes the distance the
announcement packet has traveled to determine whether the announcing device generating
the announcement packet is an adjacent device. Additionally, each device receiving the first
type of announcement packet forwards the first type of announcement packet to devices
connected to available ports except to a device connected to a port from which the
announcement packet was received. The requesting device may also operate as an
announcing device after broadcasting the requests in the first phase.

[0040] In the second phase, the requesting device identifies a complete topology of the
network by analyzing adjacent devices of each device identified in the first phase. The
requesting device may initiate the second phase of the network topology discovery process
after a predetermined time. Alternatively, the requesting device may initiate the second
phase of the network topology discovery process any time after all adjacent devices are
known. The requesting device generates and unicasts (or broadcasts) a second type of
request packet for requesting one or more announcing devices in the network to transmit a
second type of announcement packet identifying adjacent devices within one hop. An
announcing device may be a destination device of the second type of request packet.
Additionally, announcing devices may be any intermediary devices between the requesting
device and the destination device en route. In response to receiving the second type of
announcement packet, the announcing device transmits to the requesting device (or
broadcasts) the second type of announcement packet. The requesting device collects the
second type of announcement packets and identifies the topology of the network by analyzing
connection relationships.

[0041] In one embodiment, the request packet, announcement packet, or both may be

unicasted instead of being broadcasted.
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Example Device

[0042] Fig. 2 is a block diagram illustrating a network device 110, according to one
embodiment. In the embodiment of Fig. 2, the device 110 includes one or more ports 210A
through 210N, a topology identification module 220, a processor 230, and storage 240. In
other embodiments, a device 110 can include additional components, for example, a route
selection module for selecting an optimal data path, a content communication module for
transmitting and receiving contents, and a display for providing images to a user, and etc.
[0043] Each port 210 is a physical interface that enables connection between the device
110 and other devices in the network 100. A port 210 with a valid connection to another
device 110 is communicatively coupled to another port of the other device. Through the port
210, the device 110 exchanges data with other devices.

[0044] The port manager 204 can identify which ports are communicatively coupled to
other devices, and which ports are disconnected to other devices. For example, if a device
has five communicative ports, two of which are communicatively connected to two other
devices one hop away respectively, the port manager 204 can identify the two ports with
established connections to the other two devices. In case a new connection is established
using a port 210, the port manager 204 detects which port has established a new connection.
Similarly, in case an existing connection to a port 210 is disabled, the port manager 204
detects which port has lost a connection. In one embodiment, the port manager 204 detects a
change in a connection status of one or more ports 210 and causes the device 110 to operate
as the requesting device or an announcing device according to the detected connection status.
[0045] The topology identification module 220 discovers the topology of a network. The
topology identification module 220 is employed by either a requesting device or an
announcing device. The topology identification module 220 of a requesting device initiates a
first phase or a second phase of the network topology discovery process by generating a
request packet corresponding to the phase. The topology identification module 220 of an
announcing device receives the request packets and responds according to request packets
received. The topology identification module 220 of the requesting device gathers the
announcement packets and identifies the network topology.

[0046] The topology identification module 220 of a requesting device generates request
packets (either a first type or a second type) and broadcasts (or unicasts) the request packets
to other devices. The first type of request packet comprises a header with the opcode that

causes each device receiving the first type of request packet to broadcast information
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identifying itself. Similarly, the second type of request packet comprises a header with the
opcode that causes each device receiving the second type of request packet to broadcast (or
unicast) information identifying adjacent devices.

[0047] The topology identification module 220 of an announcing device in the first phase
broadcasts a first type of announcement packet. The first type of announcement packet of a
device includes, for example, a device ID (a unique number identifying the device), and a
description of each network interface on the device including a type, address, available
bandwidth into the interface, available bandwidth out of the interface, a bitmap describing
basic device capabilities (e.g. SOURCE, SINK), initial value of the TTL field (TTLMAX), a
current value of the TTL field, and a generation count (herein also referred to as “an event
count”).

[0048] The topology identification module 220 receives a first type of announcement
packets generated by other devices in the network, and identifies an adjacent device one hop
away in the first phase of the network topology discovery process. In one embodiment, the
topology identification module 220 compares the maximum TTL value and the current TTL
value in the received announcement packet to determine whether the announcing device is an
adjacent device. The maximum TTL value is a fixed total number of permissible hops
generated by an announcing device, whereas the current TTL value is a current number of
hops reflecting the number of hops the announcement packet has traveled. By comparing the
maximum TTL and the current TTL, the topology identification module 220 can determine
the number of hops that the announcement packet has traveled, and also can determine
whether the announcing device is one hop away or not. After determining whether the
announcing device is the adjacent device or not, the topology identification module 220
forwards the announcement packet to other devices connected to available ports 210 other
than a device connected to a port from which the announcement packet was received. An
example of a first type of announcement packet is described in detail with respect to Fig. 7.
[0049] The topology identification module 220 of the announcing devices generates a
second type of announcing packet identifying adjacent devices identified in the first phase in
response to the receiving the second request packet. In one example, the second type of
announcement packet includes a device ID of the device generating the announcement
packet, a description of each connection attached to the device including a lowest device ID
of one of the announcing device and an adjacent device, and TTL field (TTL). The second
type of announcement packet contains minimal information that is sufficient to enable the

requesting device to identify the topology of the network, when all the second type of
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announcement packets from the other devices in the network are collectively analyzed. An
example of a second type of announcement packet is described in detail with respect to Fig.
8.

[0050] The topology identification module 220 of the requesting device receives the
second type of announcement packets from other devices in the network, and determines the
topology of the network in the second phase. The topology identification module 220 derives
the connection between each device based on the second type of announcement packets, and
constructs the complete network topology.

[0051] In certain cases when two or more communication paths exist between two
devices, a device may receive identical messages (e.g., an announcement packet or a request
packet) more than once. The device may receive duplicate messages (i.c., identical message
received during a same time period) through difference communication routes. The device
may also receive a message at a time period, and at a later time period may receive an old
message to which the message received earlier is identical.

[0052] To eschew processing an old announcement, a duplicate announcement or a
duplicate request, the topology identification module 220 shares a global generation count
(herein also referred to as “a global event count”) with other devices, and compares the global
generation count and the generation count of a message (e.g., the announcement packet or the
request packet). The global generation count represents a total number of changes in the
network topology and/or advertised device capability among all the devices in the network.
The generation count represents the total number of changes in network topology or
advertised device capability at the time the announcement packet was generated by the
announcing device. By comparing the global generation count and the generation count of
the received message, the topology identification module 220 can identify duplicate or old
messages. In one example, the topology identification module 220 discards the duplicate
request, but not the old request. In another example, the topology identification module 220
discards the duplicate announcement and the old announcement. An old announcement is
obsolete and may not carry useful information, therefore may be discarded. On the other
hand, an old request is indicative of a device generating the old request does not have current
information of other devices in the network, for example because the device with old
generation count just became connected to the network. Therefore, a device receiving the old
request responds to the old request to enable the requesting device to obtain current

information of other devices in the network.
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[0053] In one embodiment, the topology identification module 220 and the port manager
204 can be implemented by fixed function hardware, reconfigurable circuitry, such as an
FPGA, a processor configured with instructions, or a combination of these. The topology
identification module 220 and the port manager 204 can be implemented by a processor (e.g.,
230) executing the actions associated therewith under software control, reconfigurable logic
configured by configuration data, or circuitry that implements the actions recited. For
example, in an embodiment, topology identification module 220 can be implemented by
circuitry that performs the actions disclosed with respect thereto. The circuitry can be
implemented as fixed function circuitry, or circuitry that is configured to perform the actions.
[0054] The processor 230 executes instructions to operate the port manager 204, and
topology identification module 220. The processor 230 may be hardware or a combination of
hardware and software. The processor 230 may receive instructions from the storage 240.
[0055] Fig. 3 is an interaction diagram illustrating a first phase of a topology discovery
process of an example network, according to one embodiment. In Fig. 3, a process of three
devices A, B, and C performing network topology discovery is included. In this example, the
device A operates as a requesting device, and devices B and C operate as announcing
devices. Although only three devices A, B, and C are included in this example for the
simplicity, in other embodiments, more number of devices may be included and operate
under the same principle.

[0056] The device A causes devices B and C to identify adjacent devices in a discovery 1
phase. The device A generates and broadcasts 310 a first type of request packet.
Additionally, the device A operates as an announcing device and broadcasts 312 a first type
of announcement packet (herein also referred to as a discovery 1 announcement) of the
device A including information identifying the device A to the device B.

[0057] The device B operating as an announcing device receives 330 the first type of
request packet from the device A. In response to receiving the first type of request packet,
the device B broadcasts 332 a first type of announcement packet of the device B identifying
the device B. In addition, the device B forwards the first type of requested packet generated
by the device A to the device C.

[0058] The device B receives 334 the first type of announcement packet generated by the
device A. Based on the announcement packet (e.g., by comparing the maximum TTL and the
current TTL), the device B identifies 336 the device A as an adjacent device and stores
information identifying the device A. In addition, the device B forwards the first type of

announcement packet of the device A to the device C.
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[0059] The device C operating as another announcing device receives 350 the first type
of request packet generated by the device A through the device B. In response to receiving
the first type of request packet, the device C broadcasts 352 a first type of announcement
packet of the device C identifying the device C. If another device other than device B was
attached to the device C, the device C forwards the first type of requested packet generated
by the device A to the other device.

[0060] The device C receives 354 the first type of announcement packets generated by
the devices A and B. Based on the first type of announcement packet of the device A, the
device C identifies the device A is not an adjacent device. Responsive to determining that the
device A is not an adjacent device, the device C may store information identifying the device
A if enough storage space is available or may discard information related to the device A. On
the other hand, based on the first type of announcement packet of the device B, the device C
identifies 356 the device B as an adjacent device and stores information identifying the
device B. If another device other than device B was attached to the device C, the device C
forwards the first type of announcement packet generated by the devices A and B to the other
device.

[0061] The device B receives 338 the first type of announcement packet generated by the
device C. Based on the first type of announcement packet of the device C, the device B
identifies 340 the device C as another adjacent device and stores information identifying the
device C. In addition, the device B forwards the first type of announcement packet of the
device C to the device A.

[0062] The device A receives 314 the first type of announcement packets generated by
the devices B and C. Based on the first type of announcement packet of the device C, the
device A identifies the device C is not an adjacent device and may store or discard
information related to the device C depending on the availability of the storage. On the other
hand, based on the first type of announcement packet of the device B, the device A identifies
316 the device B as an adjacent device and stores information identifying the device A.
[0063] Fig. 4 is an interaction diagram illustrating a second phase of the topology
discovery process of the example network of Fig. 3, according to one embodiment. In Fig. 4,
the device A operates as the requesting device to identify the topology of the network.

[0064] The device A causes each of devices B and C to transmit (unicast or broadcast)
information identifying adjacent devices. The device A generates and transmits 410 a second
type of request packet. In case of broadcast, the device A transmits one second type of

request packet without a specific destination. In case of unicast, the device A transmits a
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second type of request packet with the device B as a destination device and another second
type of request packet with the device C as a destination device.

[0065] The device B operating as an announcing device receives 430 the second type of
request packet from the device A. In response to receiving the second type of request packet
broadcasted or unicasted for the device B, the device B transmits 432 a second type of
announcement packet of the device B identifying adjacent devices A and C. In addition, the
device B forwards to the device C the second type of requested packet broadcasted or
unicasted with the device C as the destination.

[0066] The device C operating as another announcing device receives 450 the second
type of request packet generated by the device A through the device B. In response to
receiving the second type of request packet, the device C transmits 452 a second type of
announcement packet of the device C identifying the adjacent device B. If another device
other than the device B was attached to the device C, the device C forwards to the other
device the second type of requested packet broadcasted or unicasted with the other device as
the destination.

[0067] The device B receives 438 the second type of announcement packet generated by
the device C, and forwards the second type of announcement packet of the device C to the
device A.

[0068] The device A receives 414 the second type of announcement packets generated by
the devices B and C. The device A identifies 416 the network topology by compiling
information identifying adjacent devices of each of the devices B and C.

[0069] Fig. SA is a flow chart illustrating a process of a device responding to a first type
of request packet (herein also referred to as “a discovery 1 request”), according to one
embodiment. The device receives the discovery 1 request and operates as an announcing
device in response to the request packet, according to steps illustrated in Fig. 5.

[0070] The device receives 510 a discovery 1 request generated by a requesting device.
The device determines 520 whether the discovery 1 request is a duplicate request packet. In
one approach, the device compares the global generation count and the generation count of
the discovery 1 request to determine whether the discovery 1 request is a duplicate request
packet. Responsive to determining that the discovery 1 request is a duplicate request, the
device discards 530 the discovery 1 request. Responsive to determining that the discovery 1
request is not a duplicate request packet, the device transmits 540 (e.g., broadcasts or
unicasts) a first type of announcement packet (herein also referred to as “a discovery 1

announcement’).
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[0071] Subsequent to broadcasting the discovery 1 announcement, the device determines
545 whether the discovery 1 request needs to be forwarded. In one example, if a TTL field of
the discovery 1 request is a lower bound (e.g., ‘0°), the device determines the discovery 1
request should not be forwarded. If the TTL field of the discovery 1 request is greater than
the lower bound (e.g., ‘0’), the device determines the discovery 1 request should be
forwarded. Responsive to determining that the request packet should not be forwarded, the
device discards 530 the discovery 1 request. Responsive to determining that the discovery 1
request should be forwarded, the device reduces 560 TTL value, then forwards 570 the
discovery 1 request to other devices connected to available ports of the device other than a
device connected to a port from which the discovery 1 request is received. After forwarding
the discovery 1 request or after discarding the discovery 1 request, the device may wait for a
discovery announcement or another discovery request.

[0072] In one embodiment, the device maintains a routing table in the storage 240. The
routing table can be used to transmit or forward any requests or announcements. For every
discoveryl announcement received, the total distance the announcement has travelled from
the announcing device to a port of the receiving device is noted. If it is the shortest route of
any current discoveryl announcement received from that device through that port, and there
is sufficient space available, then the device stores that path length, the device ID, and the
port. If a shorter path between one device and another device can be identified, the routing
table in the storage 240 is updated. The routing table may be updated based on bandwidth,
length, and latency of one or more connections through which the announcement packet has
been transmitted.

[0073] Fig. 5B is a flow chart illustrating a process of a device responding to a second
type of request packet (herein also referred to as “a discovery 2 request”), according to one
embodiment.

[0074] The device receives 512 a discovery 2 request generated by the requesting device.
The device determines 522 whether the discovery 2 request is an old request packet. In one
approach, the device compares the global generation count and the generation count of the
discovery 2 request to determine whether the discovery 2 request is an old request packet.
Responsive to determining that the discovery 2 request is an old request, the device discards
530 the discovery 2 request. Responsive to determining that the discovery 2 request is
current (not old), the device determines 545 whether the discovery 2 request needs to be

forwarded based on the TTL field as described in detail with respect to FIG. SA.
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[0075] Responsive to determining that the request packet should not be forwarded, the
device processes 542 the request. If the device determines the request is intended for the
device, the device transmits (e.g., broadcasts or unicasts) the second type of announcement
packet (herein also referred to as “a discovery 2 announcement”) to the requesting device. If
the device determines the request is not intended for the device, the device may discard the
request.

[0076] Responsive to determining that the discovery 2 request should be forwarded, the
device reduces 560 TTL value, then forwards 572 the discovery 2 request to another device
connected to an available port of the device with the lowest hop counts to the destination
device. The device may process the discovery 2 request prior to reducing the TTL value.
After forwarding the discovery 2 request, the device may wait for a discovery announcement
or another discovery request.

[0077] Fig. 6A is a flow chart illustrating steps of processing a discovery 1
announcement, according to one embodiment. The device receives the discovery 1
announcement and processes the discovery announcement, according to steps illustrated in
Fig. 6A.

[0078] The device receives 610 a discovery 1 announcement generated by an announcing
device. The device determines a type of the discovery announcement received. The type of
the discovery announcement may be indicated by the opcode field of the discovery
announcement. In case the discovery announcement is the second type of announcement
packet, the device operates as described in detail with respect to FIG. 6B.

[0079] If the discovery announcement is the first type of announcement packet, the
device determines 630 whether the announcement packet is a duplicate or an old
announcement packet. In one example, the device compares the global generation count and
the generation count of the discovery announcement to determine whether the discovery
announcement is a duplicate. If the discovery 1 announcement is a duplicate announcement
packet, the device discards 660 the announcement 1 packet. If the announcement 1 packet is
not a duplicate announcement packet, the device identifies 640 whether the announcing
device generating the announcement packet is an adjacent device.

[0080] If the announcing device is an adjacent device, the device stores 650 information
identifying the announcing device in the storage 240. If the announcing device is not an
adjacent device, the device determines 648 whether enough storage space is available. If not
enough storage space is available, the device may bypass storing information of the

announcing device that is not adjacent in the storage 240 and proceeds to step 645.
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Alternatively, the device may store information of the announcing device that is not adjacent,
if enough storage space is provided.

[0081] In step 645, the device determines whether the discovery 1 announcement needs
to be forwarded. The process of determining whether the discovery 1 announcement should
be forwarded is similar to the process of determining whether the discovery request should be
forwarded in Figs. SA and 5B. Therefore, the detailed description thereof is omitted herein
for the sake of brevity. Responsive to determining the discovery 1 announcement should not
be forwarded, the device discards 660 the discovery 1 announcement. Responsive to
determining the discovery 1 announcement should be forwarded, the device reduces 670 the
current TTL value of the discovery 1 announcement, and forwards 680 the discovery 1
announcement to devices connected to available ports except to the device connected to a
port from which the request packet was received. After forwarding the discovery 1
announcement or after discarding the discovery 1 announcement, the device may wait for
another discovery announcement or a discovery request.

[0082] Fig. 6B is a flow chart illustrating a process of responding to a discovery 2
announcement, according to one embodiment. The device receives 612 a discovery 2
announcement generated by an announcing device. If the discovery announcement is the
second type of announcement packet, the device determines 632 whether the announcement
packet is an obsolete announcement packet or unrequested announcement generated in
response to a request from another device. In one example, the device compares the global
generation count and the generation count of the discovery announcement to determine
whether the discovery announcement is an outdated announcement. If the discovery 2
announcement is an obsolete announcement packet, the device discards 660 the
announcement packet. If the discovery 2 announcement is a current announcement packet,
the device determines 645 whether the announcement packet needs to be forwarded. The
process of determining whether the discovery 2 announcement should be forwarded is same
as the process of determining whether the discovery request should be forwarded in Figs. 5A
and 5B. Therefore, the detailed description thereof is omitted herein for the sake of brevity.
[0083] Responsive to determining the discovery 2 announcement should not be
forwarded, the device 652 processes the discovery 2 announcement. If the discovery 2
announcement is intended for the device, the device stores the discovery 2 announcement.
The device aggregates information identifying adjacent devices for each device and
determines the topology of the network. Ifthe discovery 2 announcement is not intended for

the device, the device may store or discard the received discovery 2 announcement.
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[0084] Responsive to determining the discovery 2 announcement should be forwarded,
the device reduces 670 the current TTL value of the discovery 2 announcement, and forwards
682 the discovery 2 announcement to another device connected to an available port of the
device with lowest hop counts to the requesting device. After forwarding the discovery 2
announcement or after discarding the discovery 2 announcement, the device may wait for
another discovery announcement or a discovery request. If the discovery 2 announcement
was broadcasted, the device reduces the current TTL and forwards the discovery 2
announcement through every port except the one through which it was received. If the
discovery 2 announcement was unicasted, the device reduces the current TTL and forwards
the discovery 2 announcement to another device connected to an available port of the device.
The other device may be a device with the lowest hop count to the destination device, or any
intermediary device connected to an available port to the destination device.

[0085] The steps and sequences as illustrated in Figs. 5 and 6 are merely illustrative. For
example, identifying the type of announcement packet may be obviated. In one embodiment,
the current TTL value is increased rather than being decreased by a predetermined number,
prior to forwarding a discovery request in step 570 of Fig. S5A and in step 572 of Fig. 5B or
forwarding a discovery announcement in step 680 of Fig. 6A and step 682 of Fig. 6B. In this
embodiment, the device determines to forward the discovery request or the discovery
announcement, when the current TTL value is less than the maximum TTL value instead of
being greater than the lower bound.

[0086] Fig. 7 is an example payload of a first type of announcement packet, according to
one embodiment. The first type of announcement packet (herein also referred to as a
discovery 1 payload”) includes information identifying a device generating the announcement
packet. In one embodiment, the first type of announcement packet includes a generation
count 720, a maximum TTL 730, a current TTL 740, a capability 750, a number of ports 760
and a port type 770A...770N (herein generally referred to as “a port type 7707).

[0087] The generation count represents the total number of changes in network topology
or advertised device capabilities at the time the message (announcement or request) is
generated. The generation count can be used to determine whether the announcement packet
is an old announcement packet, duplicate announcement packet, or not. The generation count
can be also used to determine whether the request packet is an old request packet, duplicate
request packet, or not. In one embodiment, the generation count is incremented every time
the discovery information changes, or every time the device receives a new first type of

request packet. In one example, the generation count is represented in 32 bits.
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[0088] The maximum TTL 730 is a TTL value generated by the announcing device
generating the announcement packet. The maximum TTL 730 remains unchanged even if the
announcement packet is forwarded through intermediary devices. In one example, the
maximum TTL is represented in 8 bits.

[0089] The current TTL 740 represents a number of hops the announcement packet has
traveled. In one example, the current TTL 740 is initially set to a maximum TTL value when
the announcement is generated by the announcing device, and is reduced by a predetermined
number (e.g., ‘1”), each time the announcement packet is forwarded. Alternatively, the
current TTL 740 is initially set to a lower bound (e.g., ‘0”) when the announcement packet is
gencrated by the announcing device, and is increased by a predetermined number (e.g., ‘1°),
each time the announcement packet is forwarded. By comparing the maximum TTL 730 and
the current TTL 740, the device can determine whether the announcing device by which the
announcement packet is generated is an adjacent device or not. Additionally, the current TTL
740 indicates whether the announcement packet should be forwarded or not. In one example,
the current TTL is represented in 8 bits.

[0090] The capability 750 indicates which functions the announcing device can perform.
For example, the capability 750 indicates whether the announcing device can operate as a
source device, a sink device, a requesting device or not. In one example, the capability is
represented in different number of bits (e.g., at least 8 bits).

[0091] The number of ports 760 indicates a number of ports of the announcing device in
ports list, and the port type 770 indicates available type of each port. For example, a port
type can be HDMI, MHL1, MHL2, MHL3, superMHL, Ethernet, WiFi, and etc. In one
example, the number of ports 760 is represented in & bits, and each port type is represented in
8 bits.

[0092] Fig. 8 is an example payload of a second type of announcement packet, according
to one embodiment. The second type of announcement packet (herein also referred to as “a
discovery 2 payload”) includes information identifying each connection attached to the
announcing device. In one embodiment, the second type of announcement packet includes,
for example, a generation count 820, a current TTL 840, a number of ports 860, a network
description 850, a port type 870, a port ID 880, and a network ID 890. The generation count
820, the current TTL 840, the number of ports 860, and the port type 870 are the same as the
generation count 720, the current TTL 740, the number of ports 760, and the port type 770 of
the first type of announcement packet described with respect to Fig. 7. Therefore, the

detailed description thereof is omitted herein for the sake of brevity.
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[0093] The network description 850 indicates a version and type of negotiated protocol
associated with each port. For example, if a device has a port that supports either HDMI,
MHL1/2/3 or superMHL connected to a port on a different device that supports either MHL2
or superMHL, the two devices agree to support the best common protocol, in this example
superMHL. In one implementation, the network description 850 is represented in 8 bits.
[0094] The port ID 880 indicates a unique identification number of each port of the
announcing device. The network ID 890 indicates a unique identification number of each
connection between the announcing device and an adjacent device. In one embodiment, the
network ID 890 includes (i) a lowest device ID of one of the announcing device and an
adjacent device, and (ii) a port number connected to the adjacent device. In one
implementation, port ID 880 of each port is represented in 8 bits, and network ID 890 of each
network is presented in 64 bits.

[0095] The example payloads as illustrated in Figs. 7 and 8 are merely illustrative. In
other embodiment, the first type of announcement packet or the second type of announcement
packet further includes an opcode, a destination 1D, a source ID, a protocol, or a length of the
packet. In another embodiment, the generation count or other information may be included in
the second type of announcement packet.

[0096] Advantageously, by each device storing and broadcasting information identifying
adjacent devices connected within one hop, amount of information stored in each device and
bandwidth of information exchanged can be reduced. In the first phase of the network
topology discovery process, each device identifies adjacent devices one hop away, and stores
information identifying only the adjacent devices. In the second phase, each device
broadcasts minimal information identifying the adjacent devices. Collective information
from each device is enough for the requesting device to identify the complete network
topology and determine an optimal data path. Therefore, amount of information stored in
cach device as well as amount of information exchanged between the devices can be reduced
to identify the network topology.

[0097] While particular embodiments and applications of the present disclosure have
been illustrated and described, it is to be understood that the embodiments are not limited to

the precise construction and components disclosed herein.
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CLAIMS
What is claimed is:
L. A first device comprising:
a plurality of ports configured to communicate with second devices and a third device,
each of the second devices one hop apart from the first device, the third device
connected to the first device through at least one of the second devices;
a topology identification module coupled to the plurality of ports and configured to:
receive an announcement packet generated by an announcing device among
the third device and the second devices in response to receiving a
request packet for requesting a transmission of the announcement
packet, the request packet generated by a requesting device among the
first device, the second devices and the third device, the announcement
packet comprising information identifying the announcing device, and

determine whether the announcing device is one of the second devices or the
third device based on the announcement packet; and
a storage module configured to:
responsive to determining that the announcing device is one of the second
devices, store the information identifying the announcing device, and

responsive to determining that the announcing device is one of the third
device, bypass storing of the information identifying the announcing
device.

2. The first device of claim 1, wherein the topology identification module is further
configured to:
receive the information identifying adjacent devices of each of the second devices and

the third device, and

determine arrangements of the second devices and the third device and connections of
the second devices and the third device based on the information identifying
adjacent devices of each of the second devices and the third device.

3. The first device of claim 1, wherein the topology identification module is further
configured to compare a total number of permissible hops in the announcement packet
and a current number of hops in the announcement packet to determine whether the
announcing device is one of the second devices or the third device, the current
number of hops increased or decreased each time the announcement packet is

transmitted between devices.
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4. The first device of claim 1, wherein the storage module stores a global event count
value indicating a number of changes in a connection status or a device capability of
the first device or any device communicatively coupled to the first device, the global
event count value shared with the second devices and the third device, the
announcement packet including a local event count value corresponding to the global
event count value at which the announcement packet is generated by the announcing
device, and the topology identification module is further configured to (i) compare the
stored global event count value and the local event count value of the announcement
packet, and (ii) determine whether to discard the announcement packet based on the
comparison.

5. The first device of claim 4, wherein the storage module is further configured to
discard the announcement packet responsive to the event count value being less than
or equal to the stored global event count value.

6. The first device of claim 1, wherein the storage module stores a global event count
value indicating a number of changes in a connection status or a device capability of
the first device or any device communicatively coupled to the first device, the global
event count value shared with the second devices and the third device, the topology
identification module is further configured to receive an additional request packet
generated by an additional requesting device among the third device and the second
devices to request a transmission of an announcement packet of the first device, the
additional request packet including a local event count value corresponding to the
global event count value at which the additional request packet is generated by the
additional requesting device, and the topology identification module is further
configured to discard the additional request packet having the local event count value
equal to the stored global event count value.

7. The first device of claim 1, wherein the topology identification module is further
configured to transmit the request for the transmission of the announcement packet to
the second devices and the third device.

8. The first device of claim 7, wherein the topology identification module is further
configured to generate a list of the second devices based at least in part on the
information identifying the announcing device.

9. The first device of claim 1, wherein the requesting device is the first device, the
topology identification module is further configured to transmit the request packet of

the first device responsive to (i) detecting a change of a connection status of at least
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10.

11.

12.

13.

one port of the topology identification module, (ii) detecting a change of a device

capability of one of the third device and the second devices, or (ii) receiving an

instruction to identify arrangements and connections of the first device, the second

device, and the third device.

The first device of claim 1, wherein the first device communicates with one of the

second devices through a point-to-point communication protocol complying with

Mobile High-Definition Link (MHL) standard.

A method comprising:

receiving, at a first device, an announcement packet generated by an announcing
device among second devices and a third device in response to receiving a
request packet for a transmission of the announcement packet, the request
packet generated by a requesting device among the first device, the second
devices and the third device, the announcement packet comprising information
identifying the announcing device, each of the second devices one hop apart
from the first device, the third device connected to the first device through at
least one of the second devices;

determining whether the announcing device is one of the second devices or the third
device based on the announcement packet;

responsive to determining the announcing device is one of the second devices, storing
the information identifying the announcing device; and

responsive to determining the announcing device is one of the third device, bypassing
storing of the information identifying the announcing device.

The method of claim 11, further comprising:

receiving the information identifying adjacent devices of each of the second devices
and the third device; and

determining arrangements of the second devices and the third device and connections
of the second devices and the third device based on the information identifying
adjacent devices of each of the second devices and the third device.

The method of claim 11, further comprising:

comparing a total number of permissible hops in the announcement packet and a
current number of hops in the announcement packet to determine whether the
announcing device is one of the second devices or the third device, the current
number of hops increased or decreased each time the announcement packet is

transmitted between devices.
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14.

15.

16.

17.

18.

19.

The method of claim 11, further comprising:

storing a global event count value indicating a number of events representing changes
in a connection status or a device capability of the first device or any device
communicatively coupled to the first device, the global event count value
shared with the second devices and the third device;

comparing the stored global event count value and a local event count value of the
announcement packet, the announcement packet including the local event
count value corresponding to the global event count value at which the
announcement packet is generated by the announcing device; and

determining whether to discard the announcement packet based on the comparison.

The method of claim 14, further comprising:

discarding the announcement packet responsive to the event count value being less
than or equal to the stored global event count value.

The method of claim 11, further comprising:

storing a global event count value indicating a number of events representing changes
in a connection status or a device capability of the first device or any device
communicatively coupled to the first device shared with the second devices
and the third device;

receiving an additional request packet generated by an additional requesting device
among the third device and the second devices to request a transmission of an
announcement packet of the first device, the additional request packet
including a local event count value corresponding to the global event count
value at which the additional request packet is generated by the additional
requesting device; and

discarding the additional request packet having the local event count value equal to
the stored global event count value.

The method of claim 11, further comprising:

transmitting the request for the transmission of the announcement packet to the
second devices and the third device.

The method of claim 17, further comprising:

generating a list of the second devices based at least in part on the information
identifying the announcing device.

The method of claim 11, further comprising:
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20.

transmitting another request packet of the first device responsive to (i) detecting a
change of a connection status of the first device, (ii) detecting a change of a
device capability of one of the third device and the second devices, or (iii)
receiving an instruction to identify arrangements and connections of the first
device, the second device, and the third device.

The method of claim 11, wherein the first device communicates with one of the

second devices through a point-to-point communication protocol complying with

Mobile High-Definition Link (MHL) standard.
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