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(57) Abstract: The present invention provides a trusted Ra-
dio Frequency Identification (RFID) system for providing
integrity veritication using Trusted Platform Module (TPM).
The system comprises a RFID tag, a Trusted Service Server
(TSS), a RFID device and a Back End Server (BES), each
comprising an embedded TPM storing the integrity values.
The TSS also comprises a service ticket list, service ticket
generator, verification engine and encryption engine. The in-
tegrity value of RFID device is sent to BES which is verified
by comparing it to integrity value stored in BES. Then integ-
rity value of BES is sent to RFID device, which is verified
by comparing it to integrity value stored in RFID device.
Then integrity value of RFID device is sent to RFID tag and
is veritied by comparing it to integrity value stored in RFID
tag and requesting machine readable instructions as service
from TSS by RFID tag.
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A SYSTEM AND METHOD FOR PROVIDING INTEGRITY VERIFICATION IN RADIO
FREQUENCY IDENTIFICATION (RFID)

FIELD OF INVENTION

The present invention relates to a system and method for providing integrity verification
in Radio Frequency ldentification (RFID) using Trusted Platform Module (TPM).

BACKGROUND ART

Radio Frequency Identification (RFID) tags are intelligent bar codes that communicate
information to a networked system and are applied to or incorporated into a tangible
medium, such as, a product, animal, or person for the purpose of identification and
tracking via radio waves. RFID system which does not provide for platform integrity
verification is not trustable as it can be easily tampered and compromised by any
adversary system. RFID system which does not provide for platform integrity verification
is easily accessible by malware through machine instructions which exposed the
application to security threats. In addition, security capabilities of the RFID tag is limited

due to low resources in the tag.

Thus, establishing trusted Radio Frequency Identification (RFID) environment by
embedding trusted platform module (TPM) in Radio Frequency ldentification (RFID)
system for integrity verification provides for a trusted environment. Trusted platform
module (TPM) is tamper proof and produces encryption keys, identity keys and also
providing integrity values. The ability of trusted platform module (TPM) as tamper proof
security product is used to provide platforms integrity verifications in Radio Frequency

Identification (RFID) system.

The system and method of the present invention establishes a trusted RFID environment
by embedding a trusted platform module (TPM) in RFID system. Thereafter, integrity
verification is performed on RFID device, tag and back end server. A trusted service
server is providing services in RFID tag to compensate for limitation of resources within

RFID tag.
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The present invention also provides for protection of secret keys and data by sealing and
storing the said data in the non-volatile memory of trusted platform module (TPM) in
RFID tag, RFID device and back-end server. In addition, mutual attestation is provided
between RFID device and back end server as well as between RFID device and RFID

tag.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area

where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides trusted Radio Frequency Identification (RFID) system
(100) for providing integrity verification using Trusted Platform Module (TPM) The
system (100) comprises at least one RFID tag, at least one Trusted Service Server (26),
at least one RFID device (14) and at least one Back End Server (10). The at least one
RFID tag (20) comprises at least one machine readable instruction module (22) and at
least one embedded trusted platform module (21), the at least one machine readable
instruction module (22) further comprises at least one verification engine (23) and at

least one encryption engine (25).

The said Trusted Service Server (26) comprises at least one machine readable
instruction services (28), at least one service ticket list (32) and at least one embedded
trusted platform module (27), the said machine readable instruction services (28) further
comprises at least one service ticket generator (29), at least one verification engine (30)

and at least one encryption engine (31).

The said RFID device (14) comprises at least one attestation module (16), at least one
service ticket list (17) and at least one embedded trusted platform module, the said
attestation module (16) further comprises at least one encryption engine (19) and the
said Back End Server (10) comprises at least one attestation module (13), at least one
database (12) and at least one embedded trusted platform module (11).

Another aspect of the present invention provides a method (200) for providing integrity
verification in Radio Frequency ldentification (RFID) system using Trusted Platform
Module. The method (200) comprising steps of sending integrity value of RFID device
(14) to Back End Server (10) (202), verifying integrity value of RFID device (14) (204),
comparing integrity value of RFID device (14) to integrity value stored in Back End
Server (10) (206), sending integrity value of Back End Server (10) to RFID device (14)
when integrity value of RFID device (14) matches integrity value stored in Back End
Server (10) (208) else verification is terminated, verifying integrity value of Back End
Server (10) (210), comparing integrity value of Back End Server (10) to the integrity
value stored in RFID device (14) (212) else verification is terminated, sending integrity
value of RFID device (14) to RFID tag (20) when integrity value of RFID device (14)



10

15

20

25

30

WO 2012/067487 PCT/MY2011/000109

matches integrity value stored in RFID tag (20) (214) else verification is terminated,
verifying integrity value of the RFID device (216), comparing integrity value of RFID
device (14) to integrity value stored in RFID tag (20) (218) and requesting machine
readable instructions as service from Trusted Service Server (26) by RFID tag (20) when
integrity value of RFID device matches integrity value stored in RFID tag (20) (220).

A further aspect of the present invention provides a further method (300) for providing
integrity verification in Radio Frequency ldentification (RFID) system using Trusted
Platform Module. The method (300) comprising steps of verifying service ticket of RFID
tag (20) to value stored in Trusted Service Server (26) (302), comparing service ticket
value of RFID tag (RT) to value stored in Trusted Service Server (26) (304), connecting
RFID tag (20) to Trusted Service Server (26) when service ticket value of RFID tag (20)
matches value stored in Trusted Service Server (26) (306) else verification is terminated,
measuring components of RFID tag (20) and storing the said measurements in trusted
platform module (27) of Trusted Service Server (26) (308), sending service ticket and
integrity value of RFID tag (20) to RFID device (14) (310), verifying service ticket of RFID
tag (20) (312), comparing value of service ticket of RFID tag (20) with value stored in
RFID device (14) (314), sending integrity value of RFID tag (20) to Back End Server (10)
when value of service ticket of RFID tag (20) matches value stored in RFID device (14)
(316) else verification is terminated, verifying integrity value of RFID tag (20) (318), and
comparing integrity value of RFID tag (20) to integrity value stored in Back End Server
(10) (320). Back End Server (10) trust RFID tag (RT) when integrity value of RFID tag
matches (20) integrity value stored in Back End Server (10) (322), else Back End Server
(10) does not trust RFID tag (20) when integrity value of RFID tag does not match (20)
integrity value stored in Back End Server (10) (324).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the accompanying drawings in which:

FIG. 1 illustrates the Radio Frequency ldentification (RFID) attestation system using
trusted platform module (TPM).

FIG. 2 is a flowchart illustrating a method for providing integrity verification in Radio
Frequency Identification (RFID) system using Trusted Platform Module (TPM).

FIG.3 is a flowchart illustrating a further embodiment of the method of FIG. 2.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for providing integrity verification in
Radio Frequency Identification (RFID) using Trusted Platform Module (TPM).
Hereinafter, this specification will describe the present invention according to the
preferred embodiments. It is to be understood that limiting the description to the
preferred embodiments of the invention is merely to facilitate discussion of the present
invention and it is envisioned without departing from the scope of the appended claims.

Reference is first being made to FIG.1. FIG. 1 illustrates Radio Frequency ldentification
(RFID) attestation system using trusted platform module (TPM). Attestation is closely
related to authentication wherein attestation is a process of assuring that information is
accurate for trusted platform. This is such that trust in the system is based on taking
measurements and checking measurements. As illustrated in FIG. 1, a trusted Radio
Frequency ldentification (RFID) system (100) for providing integrity verification using
trusted platform module (TPM) comprising at least one RFID tag (RT) (20), at least one
Trusted Service Server (TSS) (26), at least one RFID device (RD) (14) and at least one
Back End Server (BS) (10).

The at least one RFID tag (RT) (20) comprises at least one machine readable instruction
module (SM) (22) and at least one embedded trusted platform module (TPM) (21). The
at least one machine readable instruction module (SM) (22) further comprises at least
one verification engine (V) (23) and at least one encryption engine (EE) (25).

The at least one Trusted Service Server (TSS) (26) comprises at least one machine
readable instruction services (SS) (28), at least one service ticket list (STL) (32) and at
least one embedded trusted platform module (TPM) (27). The at least one machine
readable instruction services (SS) (28) further comprises at least one service ticket
generator (STG) (29), at least one verification engine (V) (30) and at least one

encryption engine (EE) (31).

The at least one RFID device (RD) (14) comprises at least one attestation module (AM)
(16), at least one service ticket list (STL) (17) and at least one embedded trusted
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platform module (TPM), the at least one attestation module (AM) (16) further comprises
at least one encryption engine (EE) (19) and the at least one Back End Server (BS) (10)
comprises at least one attestation module (AM) (13), at least one database (DB) (12)
and at least one embedded trusted platform module (TPM) (11).

The at least one encryption engine (EE) (19, 25, 31) encrypts transaction of RFID device
(RD) (14), RFID tag (RT) (20) and Trusted Service Server (TSS) (26). In addition, the at
least one encryption engine (19, 25, 31) is of Advance Encryption Standard (AES)
platform or its equivalent. in addition, the at ieast one service ticket list (STL) (17,32)

stores value for verification of service ticket.

The integrity values of RFID device (RD) (14) and RFID tag (RT) (20) are stored in
database (DB) (12) inside the Back End Server (BS) (10). Trusted platform module
(TPM) is embedded in RFID tag (RT) (20) to improve integrity measurement and
reporting capabilities of the tag. Attestation module (AM) (16) of RFID device (14)
retrieves integrity value from TPM (15), encrypts the data and thereafter sends it to the
back-end server (BS) (10) for verification. The Back End Server (BS) receives integrity
value of the RFID device (RD) through the (14) attestation module (AM) (13) and verifies
it with the integrity value stored in the database (DB) (12). The integrity verification is
successful if the integrity value of RFID device matches the integrity value stored in the
database (DB) (12) that provides for a trusted RFID device (RD) (14) where the back-
end server can trust the RFID device (RD) (14).

The RFID device (RD) (14) is installed by integrity value of Back End Server (BS) (10)
and RFID tag (RT) (20) service ticket list (STL) (17) in the non-volatile memory of trusted
platform module (TPM) (15). The attestation module (AM) (13) retrieves integrity value
from trusted platform module (TPM) (11), encrypts data and thereafter sends it to RFID
device (RD) (14) for verification. RFID device (RD) (14) receives integrity value of Back
End Server (BS) (10) and verifies it with value in trusted platform module (TPM).
Integrity verification is successful if the integrity value of Back End Server matches the
integrity value of Back End Server which is stored in in the TPM (15) inside RFID device
which provides for trusted Back End Server (BS) (10) wherein RFID device (RD) (14)
can trust the Back End Server (BS) (10).



10

15

20

25

30

WO 2012/067487

PCT/MY2011/000109

RFID tag (RT) (20) is installed with integrity values of Back End Server and RFID device
(RD) (14) in the non-volatile memory of the TPM (21). RFID device (RD) (14) receives
integrity value from trusted platform module (TPM) (15) and integrity value of Back End
Server (BS) (10). Both integrity values of RFID device and Back End Server are
encrypted using encryption engine (EE) (19) inside RFID device. Thereafter, integrity
values are sent to RFID tag (RT) (20) for verification. RFID tag (RT) (20) receives RFID
device (RD) (14) and Back End Server (BS) (10) integrity values through verification
engine (V) (23) of machine readable instruction module (SM) (22) and verifies it with
integrity values of RFID device and Back End Server which is stored in trusted platform
module (TPM) (21) inside RFID tag. The integrity verification is successful if integrity
values of RFID device and Back End Server matches to the integrity values stored in the
TPM (15) inside RFID tag which means that RFID device (RD) (14) and back-end server
(BS) (10) verification is successful and provides for a trusted RFID device (RD) (14) and
back-end server (BS) (10) wherein the RFID tag (RT) (20) can trust the RFID device

(RD) (14) and back-end server (BS) (10).

The RFID tag (RT) (20) is installed with a service ticket from the Service Ticket
Generator (STG) (29) in the trusted service server (TSS) (26). The RFID tag (20)
requests for service from trusted service server (TSS) (26). RFID tag (RT) (20) retrieves
service ticket from trusted platform module (TPM) (21) through machine readable
instruction module (SM) (22). Thereafter, machine readable instruction module (SM) (22)
encrypts service ticket through encryption engine (EE) (25) and sends it to trusted
service server (TSS) (26) for verification. Trusted service server (TSS) (26) receives
RFID tag (RT) (20) service ticket through machine readable instruction service (SS) (28)
and thereafter verify service ticket through verification engine (V) (30) based on value
from service ticket list (STL) (32). The RFID tag (RT) (20) verification is successful if
service ticket from RFID tag matches service ticket in service ticket list (STL) (32)
wherein Trusted service server (TSS) (26) can provide services to RFID tag (RT) (20).

Machine readable instruction services (SS) (28) from Trusted Service Server (TSS) (26)
measures machine readable instruction module (SM) (22) and configurations and stores
measurement value in trusted platform module (TPM) (21). Service ticket generator
(STG) (29) generates new service ticket from RFID tag (RT) (20) and stores it in trusted
platform module (TPM) (21).
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RFID tag (RT) (20) through machine readable instruction module (SM) (22) retrieves
service ticket and integrity value from trusted platform module (TPM) (21). Thereafter,
machine readable instruction (SM) (22) encrypts the same through encryption engine
(EE) and sends it to RFID device (RD) (14) and Back End Server (10) for verification.

RFID device (RD) (14) receives RFID tag (20) service ticket and verifies service ticket
from RFID tag with service ticket from service ticket list (STL) (17) inside RFID device.
The RFID tag (RT) (20) ticket verification is successful if service ticket from RFID tag
matches service ticket in service ticket list (STL) (17) wherein RFID device (RD) (14)
sends integrity value of RFID tag (20) to be verified by Back End Server (10). Back End
Server (10) receives integrity value of RFID tag (20) and verifies it with value in database
(DB) (12). RFID tag (RT) (20) verification is successful if integrity value of RFID tag
matches the integrity value in database (DB)(12) which provides for Back End Server
(BS) (10) to trust RFID tag (RT) (20).

Reference is now being made to FIGs. 2 and 3 respectively. FIG. 2 is a flowchart
illustrating a method for providing integrity verification in Radio Frequency ldentification
(RFID) system using Trusted Platform Module (TPM) and FIG.3 is a flowchart illustrating
a further embodiment of the method of FIG. 2. As illustrated in FIG. 2 and FIG. 3, RFID
device (RD) (14) sends integrity value to Back End Server (BS) (10) (202). Thereafter,
integrity value of RFID device (RD) (14) is verified (204) and integrity value of RFID
device (RD) (14) is compared to integrity value stored in Back End Server (BS) (10)
(206). Integrity value of Back End Server (BS) (10) is sent to RFID device (RD) (14)
when integrity value of RFID device (RD) (14) matches integrity value stored in Back
End Server (BS) (10) (208).Verification is terminated if a match is not found.

Subsequently, integrity value of Back End Server (BS) (10) is verified (210) and integrity
value of Back End Server (BS) (10) is compared to integrity value stored in RFID device
(RD) (14) (212). Integrity value of RFID device (RD) (14) is sent to RFID tag (RT) (20)
when integrity value of RFID device (RD) (14) matches integrity value stored in RFID tag
(RT) (20) (214) else verification is terminated. Integrity value of RFID device is thereafter
being verified (216). Integrity value of RFID device (RD) (14) is compared to integrity
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value stored in RFID tag (RT) (20) (218) and machine readable instructions is requested
as service from Trusted Service Server (TSS) (26) by RFID tag (RT) (20) when integrity
value of RFID device (RD) matches integrity value stored in RFID tag (RT) (20) (220).

Further, as illustrated in FIG. 3, service ticket of RFID tag (RT) (20) is verified to value
stored in Trusted Service Server (TSS) (26) (302). The service ticket value of RFID tag
(RT) (20) is compared to service ticket stored in Trusted Service Server (TSS) (26)
(304). RFID tag (RT) (20) is connected to Trusted Service Server (TSS) (26) when
service ticket value of RFID tag (RT) (20) matches service ticket stored in Trusted

Service Server (TSS) (26) (306) else verification is terminated.

Subsequently, components of RFID tag (RT) (20) is measured and stored in trusted
platform module (TPM) (27) of Trusted Service Server (TSS) (26) (308). Service ticket
and integrity value of RFID tag (RT) (20) is sent to RFID device (RD) (14) (310).
Thereafter, service ticket of RFID tag (RT) (20) is verified (312) and value of service
ticket of RFID tag (RT) (20) is compared to service ticket stored in RFID device (RD)
(14) (314). Integrity value of RFID tag (RT) (20) is sent to Back End Server (BS) (10)
when value of service ticket of RFID tag (RT) (20) matches service ticket stored in RFID
device (RD) (14) (316) else verification is terminated. Integrity value of RFID tag (RT)
(20) (318) is verified and integrity value of RFID tag (RT) (20) is compared to integrity
value stored in Back End Server (BS) (10) (320).

Back End Server (BS) (10) trust RFID tag (RT) (20) when integrity value of RFID tag
(RT) matches (20) integrity value stored in Back End Server (BS) (10) (322) and Back
End Server (BS) (10) does not trust RFID tag (RT) (20) when integrity value of RFID tag
(RT) does not match (20) integrity stored in Back End Server (BS) (10) (324). Integrity
value of the present invention is measured at boot time.

The system and method of the present invention establishes a trusted RFID environment
by embedding a trusted platform module (TPM) in RFID system. Thereafter, integrity
verification is performed on RFID device, tag and back end server. A trusted service
server is provided to provide services in RFID tag to compensate for limitation of

resources within RFID tag.
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The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,
which come within the meaning and range of equivalency of the claims, are to be

embraced within their scope.
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1. A trusted Radio Frequency ldentification (RFID) system (100) for providing
integrity verification using Trusted Platform Module comprising:

at least one RFID tag (20),

at least one Trusted Service Server (26);
at least one RFID device (14); and

at least one Back End Server (10),

wherein the at least one RFID tag (20) comprises at least one
machine readable instruction module (22) and at least one
embedded trusted platform module (21), the at least one machine
readable instruction module (22) further comprises at least one

verification engine (23) and at least one encryption engine (25);

the at least one Trusted Service Server (26) comprises at least
one machine readable instruction services (28), at least one
service ticket list (32) and at least one embedded trusted platform
module (27), the at least one machine readable instruction
services (28) further comprises at least one service ticket
generator (29), at least one verification engine (30) and at least

one encryption engine (31);

the at least one RFID device (14) comprises at least one
attestation module (16), at least one service ticket list (17) and at
least one embedded trusted platform module, the at least one
attestation module (16) further comprises at least one encryption

engine (19); and

the at least one Back End Server (10) comprises at least one
attestation module (13), at least one database (12) and at least
one embedded trusted platform module (11).
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2. The at least one RFID tag (20) according to Claim 1 wherein the at least one

machine readable instruction module (22) retrieves service ticket and integrity
values from the at least one embedded trusted platform module (21);
the at least one verification engine (23) verifies integrity values of the at
least one RFID device (14) and the at least one back-end server (10) of
which integrity values are stored in trusted platform module (11, 21);
verifies integrity value of Trusted Service Server (26) by retrieving the

said integrity value from trusted platform module (27); and

the at least one encryption engine encrypts transaction of the at least one
RFID tag (20).

3. The at least one Trusted Service Server (26) according to Claim 1 wherein

the at least one machine readable instruction services (28) measures
components of the at least one RFID tag (20) and stores it in trusted platform
module (27);

the at least one service ticket list (32) stores value for verification of service

ticket;

the at least one service ticket generator (29) generates service ticket from
RFID tag (20) and stores service ticket in trusted platform module (21);

the at least one encryption engine (31) encrypts transaction of the at least

one Trusted Service Server (26);

the at least one verification engine (30) verifies service ticket of RFID tag
(20) with value of service ticket list (32) which is stored in trusted platform
module;
wherein RFID tag (20) ticket verification is successful when value of
service ticket of RFID tag (20) matches value of service ticket list (32) and
further enables Trusted Service Server (26) to provide machine readable

instruction services to RFID tag (20).
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4. The at least one RFID device (14) according to Claim 1 wherein the at least

one attestation module (16) receives integrity value of Back End Server (10)
and verifies it with value stored in trusted platform module (15);
integrity verification of Back End Server (10) is successful when integrity
value of Back End Server (10) matches value stored in trusted platform
module (15) which indicates that RFID device (14) can trust Back End
Server (10);

receives service ticket of RFID tag (20) and verifies service ticket with value
from service ticket list (17);
verification of RFID tag (20) ticket is successful when service ticket
matches with value from service ticket list (17) which further allows
device (14) to send integrity value of RFID tag (20) for verification of Back
End Server (10);

the at least one encryption engine (19) encrypts transaction of the at least
one RFID device (14); and

the at least one service ticket list (17) stores value for verification of service
ticket.

. The at least one Back End Server (10) according to Claim 1 wherein the at

least one attestation module (13) receives integrity value of RFID device (14)
and verifies integrity value with value stored in database (12);
integrity verification is successful when integrity value of RFID device
(14) matches integrity value stored in database (12) which indicates that
Back End Server (10) can trust RFID device (14).

. The system according to Claim 1, wherein the at least one Trusted Service

Server (26) can be implemented in trusted platform module based machine or

virtual trusted platform module .
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7. The system according to Claim 1, wherein the at least one encryption engine

(19, 25, 31) is of Advanced Encryption Standard (AES) platform or its

equivalent.

8. A method (200) for providing integrity verification in Radio Frequency
Identification (RFID) system using Trusted Platform Module comprising steps

of:

sending integrity value of RFID device (14) to Back End Server (10)
(202);

verifying integrity value of RFID device (14) (204);

comparing integrity value of RFID device (14) to integrity value stored in
Back End Server (10) (206);

sending integrity value of Back End Server (10) to RFID device (14) when
integrity value of RFID device (14) matches integrity value stored in Back
End Server (10) (208) else verification is terminated;

verifying integrity value of Back End Server (10) (210);

comparing integrity value of Back End Server (10) to integrity value stored
in RFID device (14) (212);

sending integrity value of RFID device (14) to RFID tag (20) when
integrity value of RFID device (14) matches integrity value of RFID tag
(RT) (214) else verification is terminated;

verifying integrity value of the RFID device (216),

comparing integrity value of RFID device (14) to integrity value stored in
RFID tag (20) (218); and

requesting machine readable instructions as service from Trusted Service
Server (26) by RFID tag (20) when integrity value of RFID device
matches integrity value stored in RFID tag (20) (220).

9. The method (300) according to Claim 8 further comprising steps of:

verifying service ticket of RFID tag (20) to service ticket stored in Trusted
Service Server (26) (302);
comparing service ticket value of RFID tag (20) to service ticket stored in

Trusted Service Server (26) (304),
connecting RFID tag (20) to Trusted Service Server (26) when service
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ticket value of RFID tag (20) matches service ticket stored in Trusted
Service Server (26) (3086) else verification is terminated,
measuring components of RFID tag (20) and storing the said
measurements in trusted platform module (27) of Trusted Service Server
(26) (308);
sending service ticket and integrity value of RFID tag (20) to RFID device
(RD) (310);
verifying service ticket of RFID tag (20) (312);
comparing value of service ticket of RFID tag (20) to service ticket stored
inRFID device (14) (314),
sending integrity value of RFID tag (20) to Back End Server (10) when
value of service ticket of RFID tag (20) matches service ticket stored in
RFID device (14) (316) else verification is terminated;
verifying integrity value of RFID tag (20) (318);
comparing integrity value of RFID tag (20) to integrity value stored in
Back End Server (10) (320);
Back End Server (10) trust RFID tag (20) when integrity value of
RFID tag matches(20) integrity value stored in Back End Server
(10) (322); else
Back End Server (10) does not trust RFID tag (20) when integrity
value of RFID tag (20) does not match integrity value stored in
Back End Server (10) (324).

10. The method according to Claim 8 and 9, wherein integrity value is measured

at boot time.
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